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	Reason for change:
	Fake eNB can with an unprotected rrcConnectionRelease message redirect UE to fake GERAN BS. GERAN provides less security protection than LTE, and from the Fake GERAN BS, e.g. fraud SMS can be sent to UE.


	
	

	Summary of change:
	UE accepts both protected and unprotected RRCConnectionRelese per existing specification (AS security). 

UE behaviour at reception of RRCConnectionRelease is modified such that UE, conditional on indication by NAS, discards redirection to GERAN, unless AS security is activated.
Impact Analysis
Impacted functionality:

Redirection to GERAN
Inter-operability:

If UE implements this CR and network does not, there are no inter-operability problems.

If network implements this CR and UE does not, there are no inter-operability problems (but UE will accept redirection to GERAN without AS security from a fake eNB).
Hence, if a network via NAS signalling configures UE to reject unprotected redirection to GERAN (and UE supports this CR), eNB has to activate AS security before redirection to GERAN.
UEs that are not configured via NAS signalling to reject unprotected redirection to GERAN (including UE not supporting this CR (“legacy UEs”)) are not impacted, UE accepts both protected and unprotected RRCConnectionRelese per existing specification. 
The CR is possible to implement by earlier release UE without inter-operability issues.

	
	

	Consequences if not approved:
	Problem with redirect by fake eNB to fake GERAN BS remains.
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	Other comments:
	


Beginning of changes
5.3.8.3
Reception of the RRCConnectionRelease by the UE

The UE shall:

1>
except for NB-IoT, BL UEs or UEs in CE, delay the following actions defined in this sub-clause 60 ms from the moment the RRCConnectionRelease message was received or optionally when lower layers indicate that the receipt of the RRCConnectionRelease message has been successfully acknowledged, whichever is earlier;

1>
for BL UEs or UEs in CE, delay the following actions defined in this sub-clause 1.25 seconds from the moment the RRCConnectionRelease message was received or optionally when lower layers indicate that the receipt of the RRCConnectionRelease message has been successfully acknowledged, whichever is earlier;

1>
for NB-IoT, delay the following actions defined in this sub-clause 10 seconds from the moment the RRCConnectionRelease message was received or optionally when lower layers indicate that the receipt of the RRCConnectionRelease message has been successfully acknowledged, whichever is earlier.

1>
if the RRCConnectionRelease message includes redirectedCarrierInfo indicating redirection to geran:
2>
if AS security has not been activated, and 

2>
if upper layers indicate that redirect to GERAN without AS security is not allowed:

3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other', upon which the procedure ends;

1>
if the RRCConnectionRelease message includes the idleModeMobilityControlInfo:

2>
store the cell reselection priority information provided by the idleModeMobilityControlInfo;

2>
if the t320 is included:

3>
start timer T320, with the timer value set according to the value of t320;

1>
else:

2>
apply the cell reselection priority information broadcast in the system information;

1>
for NB-IoT, if the RRCConnectionRelease message includes the redirectedCarrierInfo:

2>
if the redirectedCarrierOffsetDedicated is included in the redirectedCarrierInfo:

3>
store the dedicated offset for the frequency in redirectedCarrierInfo;

3>
start timer T322, with the timer value set according to the value of T322 in redirectedCarrierInfo;

1>
if the releaseCause received in the RRCConnectionRelease message indicates loadBalancingTAURequired:

2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'load balancing TAU required';

1>
else if the releaseCause received in the RRCConnectionRelease message indicates cs-FallbackHighPriority:

2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'CS Fallback High Priority';

1>
else:

2>
if the extendedWaitTime is present; and

2>
if the UE supports delay tolerant access or the UE is a NB-IoT UE:

3>
forward the extendedWaitTime to upper layers;

2>
if the extendedWaitTime-CPdata is present and the NB-IoT UE only supports the Control Plane CIoT EPS optimisation:

3>
forward the extendedWaitTime-CPdata to upper layers;

2>
if the releaseCause received in the RRCConnectionRelease message indicates rrc-Suspend:

3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause ‘RRC suspension’;

2>
else:

3>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause 'other'; 
