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Change 1
	Function name
	f_NBIOT_PdcpScurityProcedure_Common_22_5()

	Reason for change
	If the ATTACH REQUEST is received without integrity protection then the subsequent AUTHENTICATION REQUEST should be sent without integrity protection.

	Summary of change
	Set v_SentSecurityHeader (along with v_ExpectedSecurityHeader) to “NoSecurityProtection” if an unprotected ATTACH REQUEST was received.

	TTCN module
	NBIOT_NAS_Authentication_Security.ttcn

	MCC160 Comment
	


Before change

	  //----------------------------------------------------------------------------

  /*

   * @desc      step 1..21 of test cases 22.5.*

   * @param     p_NAS_IntegrityProtAlgorithm

   * @param     p_NAS_CipheringAlgorithm

   * @param     p_IOT_State         (default value: CONTROL_PLANE)

   * @status    APPROVED (NBIOT)

   */

  function f_NBIOT_PdcpScurityProcedure_Common_22_5(B3_Type p_NAS_IntegrityProtAlgorithm,

                                                    B3_Type p_NAS_CipheringAlgorithm,

                                                    IOT_STATE_Type p_IOT_State := CONTROL_PLANE) runs on NBIOT_PTC

  {

    var boolean v_IPv4AllocationViaNasFlag := false;

    var NAS_MSG_Indication_Type v_NAS_Ind;                                            // temporary variable which is used when receiving NAS ASPs

    var NasCount_Type v_NasCountUL;

    var NBIOT_SecurityParams_Type v_AuthParams;

    var template (value) ExtdProtocolConfigOptions v_PcoToUE;

    var template (present) SecurityHeaderType v_ExpectedSecurityHeader := tsc_SHT_IntegrityProtected_Ciphered;

    var SecurityHeaderType v_SentSecurityHeader := tsc_SHT_IntegrityProtected_Ciphered;

    var GutiParameters_Type v_GutiParams := f_NBIOT_CellInfo_GetGuti(nbiot_Cell1);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);

    var NBIOT_PDN_Type v_PDN;

    timer t_WaitTimer := f_NBIOT_SetTimerToleranceMin(nasTTCNTimer, 5.0) ; //5 seconds timer acc. to the test case prose @sic R5w100302, R5-106675 sic@

    // Initialise the integrity and ciphering algorithm to test

    f_NBIOT_NAS_IntegrityAlgorithm_Set(p_NAS_IntegrityProtAlgorithm);

    f_NBIOT_NAS_CipheringAlgorithm_Set(p_NAS_CipheringAlgorithm);

    // initialize security parameters

    v_AuthParams := f_NBIOT_Security_Get();

    //+   The UE is switched on.

    //@siclog "Step 1" siclog@

    f_UT_SwitchOnUE(UT, false);

    //+   Steps 2-6 of the generic procedure for UE registration specified in TS 36.508 subclause  are performed.

    //@siclog "Step 2-4B" siclog@

    v_NAS_Ind := f_NBIOT_InitialRegistration_Step1_4(nbiot_Cell1, CONTROL_PLANE, PREAMBLE);

    // Set UE network capabilities as sent by the UE to be used later (see TS 24.301 clause 5.4.3.3)

    v_AuthParams.NAS_SecurityCap := f_EUTRA_NB_FillNAS_SecurityCapability(v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST);

    f_NBIOT_Security_Set(v_AuthParams);

    if (v_NAS_Ind.SecurityProtection.Status == tsc_SHT_NoSecurityProtection) {

      v_ExpectedSecurityHeader := tsc_SHT_NoSecurityProtection;

    }

    // Step 5-6: Authentication

    v_AuthParams := f_NBIOT_NAS_Authentication(nbiot_Cell1,

                                               tsc_SRB1bis,

                                               v_AuthParams,

                                               v_SentSecurityHeader,

                                               v_ExpectedSecurityHeader,

                                               v_PLMN);                        // AUTHENTICATION REQUEST & RESPONSE

    f_NBIOT_Security_Set(v_AuthParams);

…………………
  }


After change

	  //----------------------------------------------------------------------------

  /*

   * @desc      step 1..21 of test cases 22.5.*

   * @param     p_NAS_IntegrityProtAlgorithm

   * @param     p_NAS_CipheringAlgorithm

   * @param     p_IOT_State         (default value: CONTROL_PLANE)

   * @status    APPROVED (NBIOT)

   */

  function f_NBIOT_PdcpScurityProcedure_Common_22_5(B3_Type p_NAS_IntegrityProtAlgorithm,

                                                    B3_Type p_NAS_CipheringAlgorithm,

                                                    IOT_STATE_Type p_IOT_State := CONTROL_PLANE) runs on NBIOT_PTC

  {

    var boolean v_IPv4AllocationViaNasFlag := false;

    var NAS_MSG_Indication_Type v_NAS_Ind;                                            // temporary variable which is used when receiving NAS ASPs

    var NasCount_Type v_NasCountUL;

    var NBIOT_SecurityParams_Type v_AuthParams;

    var template (value) ExtdProtocolConfigOptions v_PcoToUE;

    var template (present) SecurityHeaderType v_ExpectedSecurityHeader := tsc_SHT_IntegrityProtected_Ciphered;

    var SecurityHeaderType v_SentSecurityHeader := tsc_SHT_IntegrityProtected_Ciphered;

    var GutiParameters_Type v_GutiParams := f_NBIOT_CellInfo_GetGuti(nbiot_Cell1);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);

    var NBIOT_PDN_Type v_PDN;

    timer t_WaitTimer := f_NBIOT_SetTimerToleranceMin(nasTTCNTimer, 5.0) ; //5 seconds timer acc. to the test case prose @sic R5w100302, R5-106675 sic@

    // Initialise the integrity and ciphering algorithm to test

    f_NBIOT_NAS_IntegrityAlgorithm_Set(p_NAS_IntegrityProtAlgorithm);

    f_NBIOT_NAS_CipheringAlgorithm_Set(p_NAS_CipheringAlgorithm);

    // initialize security parameters

    v_AuthParams := f_NBIOT_Security_Get();

    //+   The UE is switched on.

    //@siclog "Step 1" siclog@

    f_UT_SwitchOnUE(UT, false);

    //+   Steps 2-6 of the generic procedure for UE registration specified in TS 36.508 subclause  are performed.

    //@siclog "Step 2-4B" siclog@

    v_NAS_Ind := f_NBIOT_InitialRegistration_Step1_4(nbiot_Cell1, CONTROL_PLANE, PREAMBLE);

    // Set UE network capabilities as sent by the UE to be used later (see TS 24.301 clause 5.4.3.3)

    v_AuthParams.NAS_SecurityCap := f_EUTRA_NB_FillNAS_SecurityCapability(v_NAS_Ind.Pdu.Msg.aTTACH_REQUEST);

    f_NBIOT_Security_Set(v_AuthParams);

    if (v_NAS_Ind.SecurityProtection.Status == tsc_SHT_NoSecurityProtection) {

      v_ExpectedSecurityHeader := tsc_SHT_NoSecurityProtection;

      v_SentSecurityHeader := tsc_SHT_NoSecurityProtection;
    }

    // Step 5-6: Authentication

    v_AuthParams := f_NBIOT_NAS_Authentication(nbiot_Cell1,

                                               tsc_SRB1bis,

                                               v_AuthParams,

                                               v_SentSecurityHeader,

                                               v_ExpectedSecurityHeader,

                                               v_PLMN);                        // AUTHENTICATION REQUEST & RESPONSE

    f_NBIOT_Security_Set(v_AuthParams);

    ……………..

}



