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14
Security

14.1
Overview and Principles

The following principles apply to E-UTRAN security:

-
The keys used for NAS and AS protection shall be dependent on the algorithm with which they are used.

-
The eNB keys are cryptographically separated from the EPC keys used for NAS protection (making it impossible to use the eNB key to figure out an EPC key). 

-
For SCG bearers in DC, the SeNB keys are cryptographically separated from the eNB keys.

-
The AS (RRC and UP) and NAS keys are derived in the EPC/UE from key material that was generated by a NAS (EPC/UE) level AKA procedure (KASME) and identified with a key identifier (KSIASME).
-
For SCG bearers in DC, the AS (UP) keys are derived in the SeNB/UE from key material that was generated in the MeNB/UE.

-
The eNB key (KeNB) is sent from the EPC to the eNB when the UE is entering ECM-CONNECTED state (i.e. during RRC connection or S1 context setup).
-
For SCG bearers in DC, the SeNB key (S-KeNB) is sent from the MeNB to the SeNB when adding an SCG.
-
For LWA bearers, the WT Counter, if included in LWA Configuration, is used when computing the S-KWT (as specified in TS 33.401 subclause G [22] and TS 36.331 subclause 5.6.14.2 [16]). If WT Counter is not signalled to the UE, the UE uses authentication methods specified in TS 33.402 subclause 6 [70] as described in 22A.1.8.
-
For LWIP, the LWIP Counter in the LWIP Configuration is used when computing the LWIP-PSK (as specified in TS 33.401 subclause A.13 [13] and TS 36.331 subcause 5.6.17.2 [16]).

-
Separate AS and NAS level security mode command procedures are used. AS level security mode command procedure configures AS security (RRC and user plane) and NAS level security mode command procedure configures NAS security. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure. User plane ciphering is activated at the same time as RRC ciphering.
-
Keys stored inside eNBs shall never leave a secure environment within the eNB (except when done in accordance with this or other 3GPP specifications), and user plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored.

-
Key material for the eNB keys is sent between the eNBs during ECM-CONNECTED intra-E-UTRAN mobility and from the MeNB to the SeNB in DC for SCG bearer during SCG addition and SCG change.

-
A sequence number (COUNT) is used as input to the ciphering and integrity protection. A given sequence number must only be used once for a given eNB key (except for identical re-transmission) on the same radio bearer in the same direction. The same sequence number can be used for both ciphering and integrity protection.

-
A hyper frame number (HFN) (i.e. an overflow counter mechanism) is used in the eNB and UE in order to limit the actual number of sequence number bits that is needed to be sent over the radio. The HFN needs to be synchronized between the UE and eNB.

-
No integrity protection initialisation number (FRESH).

-
Since SIM access is not granted in E-UTRAN TS 33.401 [22] except for making IMS Emergency calls, idle mode UE not equipped with USIM shall not attempt to reselect to E-UTRAN unless it is originating an IMS Emergency call. The RNC may try to prevent handover to E-UTRAN for example by identifying a SIM based UE from the security keys provided by the CN.

A simplified key derivation is depicted on Figure 14.1-1 below, where:

-
KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.

-
KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME, as well as an identifier for the encryption algorithm.

-
KeNB is a key derived by UE and MME from KASME. KeNB may also be derived by the target eNB from NH at handover. KeNB shall be used for the derivation of KRRCint, KRRCenc and KUPenc, and for the derivation of KeNB* upon handover.

-
KeNB* is a key derived by UE and source eNB from either KeNB or from a fresh NH. KeNB* shall be used by UE and target eNB as a new KeNB for RRC and UP traffic.

-
KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

-
KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm. KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

-
KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm.

-
Next Hop (NH) is used by UE and eNB in the derivation of KeNB* for the provision of "forward security" [22]. NH is derived by UE and MME from KASME and KeNB when the security context is established, or from KASME and previous NH, otherwise.

-
Next Hop Chaining Count (NCC) is a counter related to NH (i.e. the amount of Key chaining that has been performed) which allow the UE to be synchronised with the eNB and to determine whether the next KeNB* needs to be based on the current KeNB or a fresh NH.
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Figure 14.1-1: Key Derivation
Key derivation for SCG bearers in DC is depicted on Figure 14.1-2 below, where:

-
SCG Counter is a counter used as freshness input into S-KeNB derivations (see TS 33.401 Annex E.2.4 [22]).
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Figure 14.1-2: DC Key Derivation

The MME invokes the AKA procedures by requesting authentication vectors to the HE (Home environment) if no unused EPS authentication vectors have been stored. The HE sends an authentication response back to the MME that contains a fresh authentication vector, including a base-key named KASME. Thus, as a result of an AKA run, the EPC and the UE share KASME. From KASME, the NAS keys, (and indirectly) KeNB keys and NH are derived. The KASME is never transported to an entity outside of the EPC, but KeNB and NH are transported to the eNB from the EPC when the UE transitions to ECM-CONNECTED. From the KeNB, the eNB and UE can derive the UP and RRC keys. 

RRC and UP keys are refreshed at handover. KeNB* is derived by UE and source eNB from target PCI, target frequency and KeNB (this is referred to as a horizontal key derivation and is indicated to UE with an NCC that does not increase) or from target PCI, target frequency and NH (this is referred to as a vertical key derivation and is indicated to UE with an NCC increase). KeNB* is then used as new KeNB for RRC and UP traffic at the target. When the UE goes into ECM-IDLE all keys are deleted from the eNB.
For SCG Bearers in DC, UP keys are updated at SCG change by indicating in RRC signalling to the UE the value of the SCG Counter to be used in key derivation. When KeNB is refreshed, SCG Counter shall be reset and S-KeNB shall be newly derived from the KeNB.
COUNT reusing avoidance for the same radio bearer identity in RRC_CONNECTED mode without KeNB change is left to eNB implementation e.g. by using intra-cell handover, smart management of radio bearer identities or triggering a transition to RRC_IDLE.
SCG bearers in DC share a common pool of radio bearer identities (DRB IDs) together with the MCG bearers and when no new DRB ID can be allocated for an SCG bearer without guaranteeing COUNT reuse avoidance, the MeNB shall derive a new S-KeNB. SeNB indicates to MeNB when uplink or downlink PDCP COUNTs are about to wrap around and MeNB shall update the S-KeNB. To update the S-KeNB, the MeNB increases the SCG Counter and uses it to derive a new S-KeNB from the currently active KeNB in the MeNB. The MeNB sends the newly derived S-KeNB to the SeNB. The newly derived S-KeNB is then used by the SeNB in computing a new encryption key KUPenc which is used with all DRBs in the SeNB for this UE. Furthermore, when the SCG Counter approaches its maximum value, the MeNB refreshes the currently active KeNB, before any further S-KeNB is derived.
In case of HFN de-synchronisation in RRC_CONNECTED mode between the UE and eNB, the UE is pushed to IDLE.

22A.3.1.2
Reconfiguration to Remove WLAN Resources from Data Bearer

Figure 22A.3.1.2-1 shows the procedure of re-configuring to remove the WLAN radio resources from the data bearer.
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Figure 22A.3.1.2-1: Reconfiguration procedure to remove WLAN resources from a Data Bearer
UE and eNB have the LWIP tunnel setup via WLAN.

1.
The UE is configured to receive data from a data bearer over the LWIP tunnel.
2.
The eNB determines that it needs to remove the WLAN resources for the data bearer.
3.
The eNB sends the RRCConnectionReconfiguration message to the UE including the necessary parameters to remove WLAN resources for the data bearer.
4.
The UE applies the new configuration and replies with RRCConnectionReconfigurationComplete message.

5.
UE stops receiving data for the data bearer over the LWIP tunnel.

22A.3.1.3
LWIP Tunnel Release

Figure 22A.3.1.3-1 shows the procedure of eNB initiated LWIP tunnel release.
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Figure 22A.3.1.3-1: LWIP tunnel release procedure
UE and eNB have the LWIP tunnel setup via WLAN.

1.
The eNB determines that it needs to release the LWIP tunnel and initiates the release of the IPsec tunnel between the UE and LWIP-SeGW.
2.
The eNB sends the RRCConnectionReconfiguration message to the UE including the indication to release the LWIP tunnel.
3.
The UE applies the new configuration and replies with the RRCConnectionReconfigurationComplete message.

4.
The UE releases the IPsec tunnel and associated data bearer configuration, and terminates the LWIP tunnel.
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