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<Start of new section>
4.7F.3
ProSe Direct Communication Messages

-
KEY_REQUEST

This message is sent by the UE to the SS.
Table 4.7F.3-1: KEY_REQUEST
	Field
	Value/remark
	Comment
	Condition

	transaction-ID
	Any
	
	

	AlgorithmAvailable
	Any
	Encryption algorithm the UE supports for one-to-many commuications
	

	GroupKeyReq
	One entry
	
	

	  GroupId
	Any 
	Group that the UE is requesting keys for (Range 0-167777215)
	

	  PGKId
	0
	UE does not have any PGKs for this group
	

	  anyExt
	Not Present
	
	

	PRUKId
	Not Present
	
	

	KDRequest
	Not Present
	
	

	Key Exchange Payload
	Not Present
	
	

	GroupKeyStop
	Not Present
	
	

	PSDiscoverySecurityCapabilities
	Not Present
	
	

	RelayDiscoveryKeyRequest
	Not Present
	
	

	RelayDiscoveryKeyStop
	Not Present
	
	

	GroupMemberDiscoveryKeyRequest
	Not Present
	
	

	GroupMemberDiscoveryKeyStop
	Not Present
	
	

	anyExt
	Not Present
	
	


-
KEY_RESPONSE

This message is sent by the SS to the UE.

Table 4.7F.3-2: KEY_RESPONSE

	Field
	Value/remark
	Comment
	Condition

	transaction-ID
	Same as that received in KEY_REQUEST
	
	

	GroupNotSupported
	Not Present
	
	

	GroupResponse
	One entry
	
	

	  GroupId
	Same as that received in KEY_REQUEST
	
	

	  GroupMemberID
	1
	
	

	  AlgorithmInfo
	‘001’B
	EPS encryption algorithm 128-EEA1
	

	Key-info
	One entry
	
	

	  PMK-ID
	‘0000000000000001’H
	
	

	  PMK
	‘00000000000000000000000000000001’H
	
	

	PRUKinfo
	Not Present
	
	

	PRUKError
	Not Present
	
	

	KDResponse
	Not Present
	
	

	KDError
	Not Present
	
	

	RelayNotSupported
	Not Present
	
	

	RelayResponse
	Not Present
	
	

	GroupMemberDiscoveryNotSupported
	Not Present
	
	

	GroupMemberDiscoveryResponse
	Not Present
	
	

	CurrentTime
	Not Present
	
	

	MaxOffset
	Not Present
	
	

	anyExt
	Not Present
	
	


-
MIKEY Key Delivery Message
This message is sent by the SS to the UE.

Table 4.7F.3-3: MIKEY Key Delivery Message

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header
	Any
	
	

	  version
	‘00000001’B
	
	

	  data type
	‘00000000’B
	Pre-shared key message
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘1’B
	Response expected
	

	  PRF func
	‘0000000’B
	
	

	  CSB ID
	Random number
	Any 32 bit random number
	

	  #CS
	‘00000000’B
	
	

	  CS ID map type
	‘00000001’B
	Empty map
	

	  CS ID map Info
	FFS
	
	

	Timestamp Payload
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000010’B
	Value 2 corresponds to Counter
	

	  TS Value
	‘00000000000000000000000000000001’B
	Replay counter. 
	

	RAND Payload
	
	
	

	  Next payload
	‘00000110’B
	Next payload is ID
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	IDi payload
	
	
	

	  Next payload
	‘00000110’B
	Next payload is ID
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	Group Identity || PGK ID @ FQDN of the ProSe Key Management Function
	
	

	IDr payload
	
	
	

	  Next payload
	‘00000001’B
	Next payload is KEMAC
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	PMK identity of the PMK used to protect the MIKEY message @ the FQDN of the ProSe Key Management Function
	
	

	KEMAC Payload
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  Encr alg
	‘00000001’B
	AES-CM-128
	

	  Encr data len
	Length of Encr Data
	
	

	  Encr Data 

	
	Key Data payload is encrypted and carried
	

	    Next payload
	‘00000000’B
	This is the last payload
	

	    Type
	‘0000’B
	 TEK
	

	    KV
	‘0010’B
	The key has a start and expiration time
	

	    Key data len
	‘0000000010000000’B
	128 bits
	

	    Key data
	‘0000 0000 0000 0000 0000 0000 0000 0001’[OCT]
	PGK
	

	    KV data  
	
	
	

	      VF length
	FFS
	
	

	      Valid from
	FFS
	
	

	      VT length
	FFS
	
	

	      Valid to
	FFS
	
	

	  Mac alg
	‘00000001’B
	HMAC-SHA-1-160
	

	  MAC
	Message Authentication Code of the message
	
	


-
MIKEY Verification Message
This message is sent by the UE to the SS.

Table 4.7F.3-4: MIKEY Verification Message

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header
	Any
	
	

	  version
	‘00000001’B
	
	

	  data type
	‘00000000’B
	Pre-shared key message
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func

	‘0000001’B
	
	

	  CSB ID
	Same as sent by ProSe Function in the MIKEY message carrying PGK
	
	

	  #CS
	‘00000000’B
	
	

	  CS ID map type
	‘00000001’B
	Empty map
	

	  CS ID map Info
	FFS
	
	

	Timestamp Payload
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000010’B
	Value 2 corresponds to Counter
	

	  TS Value
	‘00000000000000000000000000000001’B
	Replay counter. 
	

	IDr payload
	
	
	

	  Next payload
	‘00001001’B
	Next payload is Verification Payload
	

	  ID Type
	0
	
	

	  ID len
	Length of ID data
	
	

	  ID data
	PMK identity of the PMK used to protect the MIKEY message @ the FQDN of the ProSe Key Management Function
	
	

	Verification Message Payload
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  Auth alg
	‘00000001’B
	AES-CM-128 
	

	  Verification data 


	Message Authentication Code
	
	


<End of new section>
