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In GSM, UMTS, and LTE, the IMSI (International Mobile Subscriber Identity) is the permanent identity used by the network to identify the user and its authentication key (Ki). However this identity is transmitted in plain-text over the radio network:
· During the network Attach procedure,  exposing it to illegal interception. 
· Subsequently at any time  the network explicitly asks the user to send its real identity since terminal and the network get out of synch regarding the use of temporary identities. An active attacker can exploit this mechanism to perform a so called IMSI catching, i.e. harvest the IMSIs of all subscribers in the vicinity of the attacker’s false base station.

In GSM, UMTS, and LTE, to reduce the case of IMSI transmission in plain-text, Temporary Identities are used. They are generated by the network and are provided to the UE in a ciphered message  if the radio encryption is enabled when the terminal attaches to the network.
However:
· The ciphering (or encryption) over the radio is not mandatory i.e. only optional. Consequently these temporary identities can be sent in plain-text too. 
· In the current UMTS, LTE technical specifications there isn’t an explicit requirement on the randomness of temporary identities just its uniqueness. In this way an attacker can predict the new values that the network will assign and perform e.g. user location tracking. Consequently, a random identity  is required to avoid this threat.
· In the current deployments, temporary identities  do not change frequently and remain persistent for a lot of time (e.g. some days). This  allows an attacker to track an user. Consequently, a temporary identity should change every time it is used as part of a signalling procedure to minimize this risk.

During the latest Blackhat Security conference in Amsterdam (nov. 2015)  Ravishankar Borgaonkar and Altaf Shaik in their article “Practical attacks against 4G (LTE) access network protocols” presented several flaws in the LTE specifications and baseband chipsets related to the problems described before.
The researchers also demonstrated how this flaws can be exploited  with a low-cost devices to conduct several types of  attacks (e.g. leaking information about user locations, Denial of Services). 
In the definition of the new RAT it is likely that the same vulnerabilities shall not be present and it should be provided natively a protection mechanism for the user identities (permanent and temporary) against at least the following attacks:
· Passive attacks e.g. by intercepting a set of IMSIs and relative temporary identity to link subscriber’s presence to a certain area, and  to track his past and future movements in that area. 
· Semi-passive attacks by triggering the transmission of broadcast signalling messages which contains the user temporary or permanent identities to determine the presence of a subscriber in a Tracking Area.
· Active attacks e.g. by impersonating the real network through the use of a fake BTS e.g.  to request the IMSI transmission in clear text (so-called IMSI catching).


Since at this stage of the RAN study there no clear functional split between RAN and Core Network,  it is important that the proposed requirements are fulfilled if any user related identities will be managed also by the RAN.

Requirements reported in Section 2 on the user identity protection are proposed for inclusion in Section 10.11 “Security and Privacy related requirement relevant for Radio Access ” of TR38.913.
Text Proposal 
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The RAN design for the Next Generation Radio Access Technologies shall fulfil the following requirements:
· Any user permanent identity should never be sent in plain-text over the air (e.g. in the Attach procedure, or in response to an Identity Request).
· Any user temporary identities shall be  unique and unpredictable.
· Any user temporary identities shall change each time they are used as part of a signalling procedure.
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