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Change 1
	Function Name
	f_AuthenticationInit

	Reason for change
	New 128 bit ciphering key required for use with new algorithms

	Summary of change
	Added Kc128 to the common authentication parameters and calculated new key in f_AuthenticationInit

	Source of change
	NAS_AuthenticationCommon.ttcn


Before:
	type record Common_AuthenticationParams_Type {       /* parameters related/used to/by EUTRA/UTRAN/GERAN authentication

                                                          @status    APPROVED (IMS, IMS_IRAT, LTE, LTE_A, LTE_IRAT, POS, SSNITZ, UTRAN) */

    B128_Type               RandValue,

    B128_Type               AUTN,

    B32_128_Type            XRES,

    B64_Type                KcGSM,

    B3_Type                 KeySeq,

    B128_Type               CK,

    B128_Type               IK,

    integer                 XRESLength  optional  // @sic R5s120907 sic@

  };
  template (value) Common_AuthenticationParams_Type cs_CommonAuthParams_Init (template (value) B128_Type p_Rand) :=

  { /* @status    APPROVED (IMS, IMS_IRAT, LTE, LTE_A, LTE_IRAT, POS, SSNITZ, UTRAN) */

    RandValue          := p_Rand,

    AUTN               := tsc_AuthUndefinedB128,

    XRES               := tsc_AuthUndefinedB128,

    KcGSM              := tsc_AuthUndefinedB32 & tsc_AuthUndefinedB32,

    KeySeq             := '111'B,

    CK                 := tsc_AuthUndefinedB128,

    IK                 := tsc_AuthUndefinedB128,

    XRESLength         := omit   // @sic R5s120907 sic@

  };

  function f_AuthenticationInit(Common_AuthenticationParams_Type p_Auth_Params,

                                AuthenticationError_Type p_AuthenticationError := noError) return Common_AuthenticationParams_Type

  { /* @sic R5-123085 harmonisation of IMS (AuthenticationInit and the two error variants are needed for IMS too) sic@ */

    var Common_AuthenticationParams_Type v_Auth_Params := p_Auth_Params;

    var B128_Type v_XDOut;

    var B80_Type v_AUTN_2;

    var B64_Type v_CDOut;

    var B64_Type v_XDOut_Half;

    var B64_Type v_MAC;

    var B48_Type v_AK;

    var B48_Type v_AUTN_1;

    var B48_Type v_AuthSQN := '000000000000000000000000000000000000000000000000'B;

    var B16_Type v_AuthAMF := px_AuthAMF;

    if (p_AuthenticationError == sqnFailure) {

      v_AuthAMF := '1111111111111111'B;      //AMF_resynch value

    }

    if (p_AuthenticationError == sepBit0) {

      v_AuthAMF := v_AuthAMF and4b '0111111111111111'B;      // separation bit forced to 0 (TC 9.1.2.7), the rest unchanged from PIXIT

    }

    if (p_AuthenticationError == macErrorPlusSepBit) { // @sic R5s130201 sic@

      v_AuthAMF := v_AuthAMF or4b '1000000000000000'B; // force the separation to 1, leave the rest unchanged

      v_AuthSQN := '111111111111111111111111111111111111111111111111'B;  // force SQN out of range

    }

    v_XDOut := v_Auth_Params.RandValue xor4b px_AuthK;

    v_CDOut := v_AuthSQN & v_AuthAMF;

    v_XDOut_Half := substr( v_XDOut, 0, 64);

    v_AK := substr( v_XDOut, 24, 48);

    v_AUTN_1 := v_AuthSQN xor4b v_AK;

    v_MAC := v_XDOut_Half xor4b v_CDOut;

    if ((p_AuthenticationError == macError) or (p_AuthenticationError == macErrorPlusSepBit)) {  // @sic R5s130201 sic@

      v_MAC := not4b(v_MAC);  // @sic R5s110313 sic@

    }

    v_AUTN_2 := v_AuthAMF & v_MAC;

    v_Auth_Params.AUTN   := v_AUTN_1 & v_AUTN_2;

    // v_IKey := 128 bits of v_XDOut, wrapped, starting from offset 16

    v_Auth_Params.IK := substr( v_XDOut, 16, (128 - 16)) & substr( v_XDOut, 0, 16);

    // v_CKey := 128 bits of v_XDOut, wrapped, starting from offset 8

    v_Auth_Params.CK   := substr( v_XDOut, 8, (128 - 8)) & substr( v_XDOut, 0, 8);

    v_Auth_Params.XRES := v_XDOut;

    if (p_AuthenticationError == noError) {

      // ((CK1 XOR CK2) XOR (IK1 XOR IK2))

      v_Auth_Params.KcGSM := (substr( v_Auth_Params.CK, 0, 64) xor4b substr( v_Auth_Params.CK, 64, 64)) xor4b (substr( v_Auth_Params.IK, 0, 64) xor4b substr( v_Auth_Params.IK, 64, 64));

      v_Auth_Params.KeySeq := f_Authentication_IncrementKeySeq(v_Auth_Params.KeySeq);  // @sic R5s140894 sic@

    }

    return v_Auth_Params;

  }


After:
	type record Common_AuthenticationParams_Type {       /* parameters related/used to/by EUTRA/UTRAN/GERAN authentication

                                                          @status    APPROVED (IMS, IMS_IRAT, LTE, LTE_A, LTE_IRAT, POS, SSNITZ, UTRAN) */

    B128_Type               RandValue,

    B128_Type               AUTN,

    B32_128_Type            XRES,

    B64_Type                KcGSM,

    B128_Type               Kc128,
    B3_Type                 KeySeq,

    B128_Type               CK,

    B128_Type               IK,

    integer                 XRESLength  optional  // @sic R5s120907 sic@

  };
  template (value) Common_AuthenticationParams_Type cs_CommonAuthParams_Init (template (value) B128_Type p_Rand) :=

  { /* @status    APPROVED (IMS, IMS_IRAT, LTE, LTE_A, LTE_IRAT, POS, SSNITZ, UTRAN) */

    RandValue          := p_Rand,

    AUTN               := tsc_AuthUndefinedB128,

    XRES               := tsc_AuthUndefinedB128,

    KcGSM              := tsc_AuthUndefinedB32 & tsc_AuthUndefinedB32,

    Kc128              := tsc_AuthUndefinedB128,   
    KeySeq             := '111'B,

    CK                 := tsc_AuthUndefinedB128,

    IK                 := tsc_AuthUndefinedB128,

    XRESLength         := omit   // @sic R5s120907 sic@

  };

  function f_AuthenticationInit(Common_AuthenticationParams_Type p_Auth_Params,

                                AuthenticationError_Type p_AuthenticationError := noError) return Common_AuthenticationParams_Type

  { /* @sic R5-123085 harmonisation of IMS (AuthenticationInit and the two error variants are needed for IMS too) sic@ */

    var Common_AuthenticationParams_Type v_Auth_Params := p_Auth_Params;

    var B128_Type v_XDOut;

    var B80_Type v_AUTN_2;

    var B64_Type v_CDOut;

    var B64_Type v_XDOut_Half;

    var B64_Type v_MAC;

    var B48_Type v_AK;

    var B48_Type v_AUTN_1;

    var B48_Type v_AuthSQN := '000000000000000000000000000000000000000000000000'B;

    var B16_Type v_AuthAMF := px_AuthAMF;

    if (p_AuthenticationError == sqnFailure) {

      v_AuthAMF := '1111111111111111'B;      //AMF_resynch value

    }

    if (p_AuthenticationError == sepBit0) {

      v_AuthAMF := v_AuthAMF and4b '0111111111111111'B;      // separation bit forced to 0 (TC 9.1.2.7), the rest unchanged from PIXIT

    }

    if (p_AuthenticationError == macErrorPlusSepBit) { // @sic R5s130201 sic@

      v_AuthAMF := v_AuthAMF or4b '1000000000000000'B; // force the separation to 1, leave the rest unchanged

      v_AuthSQN := '111111111111111111111111111111111111111111111111'B;  // force SQN out of range

    }

    v_XDOut := v_Auth_Params.RandValue xor4b px_AuthK;

    v_CDOut := v_AuthSQN & v_AuthAMF;

    v_XDOut_Half := substr( v_XDOut, 0, 64);

    v_AK := substr( v_XDOut, 24, 48);

    v_AUTN_1 := v_AuthSQN xor4b v_AK;

    v_MAC := v_XDOut_Half xor4b v_CDOut;

    if ((p_AuthenticationError == macError) or (p_AuthenticationError == macErrorPlusSepBit)) {  // @sic R5s130201 sic@

      v_MAC := not4b(v_MAC);  // @sic R5s110313 sic@

    }

    v_AUTN_2 := v_AuthAMF & v_MAC;

    v_Auth_Params.AUTN   := v_AUTN_1 & v_AUTN_2;

    // v_IKey := 128 bits of v_XDOut, wrapped, starting from offset 16

    v_Auth_Params.IK := substr( v_XDOut, 16, (128 - 16)) & substr( v_XDOut, 0, 16);

    // v_CKey := 128 bits of v_XDOut, wrapped, starting from offset 8

    v_Auth_Params.CK   := substr( v_XDOut, 8, (128 - 8)) & substr( v_XDOut, 0, 8);

    v_Auth_Params.XRES := v_XDOut;

    if (p_AuthenticationError == noError) {

      // ((CK1 XOR CK2) XOR (IK1 XOR IK2))

      v_Auth_Params.KcGSM := (substr( v_Auth_Params.CK, 0, 64) xor4b substr( v_Auth_Params.CK, 64, 64)) xor4b (substr( v_Auth_Params.IK, 0, 64) xor4b substr( v_Auth_Params.IK, 64, 64));

      v_Auth_Params.KeySeq := f_Authentication_IncrementKeySeq(v_Auth_Params.KeySeq);  // @sic R5s140894 sic@

      v_Auth_Params.Kc128 := substr (fx_KeyDerivationFunction ( tsc_KDF_HMAC_SHA_256, (v_Auth_Params.CK & v_Auth_Params.IK), '32'O ), 128, 0);  

    }

    return v_Auth_Params;

  }


Change 2
	Function Name
	f_EUTRA_SendAuthParameters 

	Reason for change
	Need to calculate new algorithms before sending authentication parameters from LTE cell


	Summary of change
	Calculated new 128 bit ciphering key when sending authentication parameters from LTE cell

	Source of change
	EUTRA_IRATFunctions.ttcn


Before:
	  function f_EUTRA_SendAuthParameters(EUTRA_CellId_Type p_CellId,

                                      IRAT_CO_ORD_PORT p_Port,

                                      boolean p_ForIdleMode := true,

                                      boolean p_SRVCCKeys  := false,

                                      template (omit) B20_Type p_StartPS := omit,

                                      template (omit) B20_Type p_StartCS := omit,

                                      boolean p_CS_PS_ComHO := false) runs on EUTRA_PTC

  {

    var EUTRA_SecurityParams_Type v_SecurityParams;

    var Common_AuthenticationParams_Type v_CommonAuthParams;

    var template (omit) Common_AuthenticationParams_Type v_CommonAuthParamsCS := omit;

    var B256_Type v_CkIk, v_CkIkSRVCC;

    var B128_Type v_CK,  v_CKSRVCC;

    var B128_Type v_IK,  v_IKSRVCC;

    var O4_Type v_DL_NAS_Count := f_EUTRA_SS_NAS_CountGetDLNext(); // @sic R5s110382 sic@

    var O4_Type v_UL_NAS_Count := f_EUTRA_SS_NAS_CountGetULNext(); // @sic R5s110382 sic@

    var template (omit) CoOrd_UEACap_Type v_UEACap := omit;

    var template (omit) CoOrd_UIACap_Type v_UIACap := omit;

    var B16_Type v_PTMSISig;

    //Get latest security params...

    v_SecurityParams := f_EUTRA_Security_Get();

    //...and use them to update CK and IK

    if (p_ForIdleMode or (p_SRVCCKeys and (not p_CS_PS_ComHO))) {//@sic R5s130561 R5s140096 sic@

      v_CkIk := f_EUTRA_Authentication_S1B(v_SecurityParams, v_UL_NAS_Count);

    } else {

      v_CkIk := f_EUTRA_Authentication_S16(v_SecurityParams, v_DL_NAS_Count);

    }

    v_CK := substr(v_CkIk, 0, 128);

    v_IK := substr(v_CkIk, 128, 128);

    v_CommonAuthParams := v_SecurityParams.AuthParams;

    v_CommonAuthParams.CK := v_CK;

    v_CommonAuthParams.IK := v_IK;

    v_PTMSISig := substr (fl_EUTRA_Authentication_S17 (v_SecurityParams, v_UL_NAS_Count), 240, 16); // @sic R5-140761 sic@

    // @sic R5s130506 sic@

    if (ispresent(v_SecurityParams.NAS_SecurityCap.ueaCap)) {

      v_UEACap.Uea0 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.ueaCap), 0, 1);

      v_UEACap.Uea1 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.ueaCap), 1, 1);

      v_UEACap.Uea2 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.ueaCap), 2, 1);

    }

    // @sic R5s130680 sic@

    if (ispresent(v_SecurityParams.NAS_SecurityCap.uiaCap)) {

      v_UIACap.Uia0 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.uiaCap), 0, 1);

      v_UIACap.Uia1 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.uiaCap), 1, 1);

      v_UIACap.Uia2 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.uiaCap), 2, 1);

    }

    //@sic R5-120637 enhancements for SRVCC sic@

    if (p_SRVCCKeys) {

      v_CkIkSRVCC := f_EUTRA_Authentication_S1A(v_SecurityParams, v_DL_NAS_Count); //@sic R5s130561 sic@

      v_CKSRVCC := substr(v_CkIkSRVCC, 0, 128);

      v_IKSRVCC := substr(v_CkIkSRVCC, 128, 128);

      v_CommonAuthParamsCS := cs_CommonAuthParams_Init(px_eAuthRAND);

      v_CommonAuthParamsCS.CK := v_CKSRVCC;

      v_CommonAuthParamsCS.IK := v_IKSRVCC;

      v_CommonAuthParamsCS.KeySeq := v_SecurityParams.AuthParams.KeySeq;

      //derivation of KcGSM from CKsrvcc and IKsrvcc c3 = ((CK1 XOR CK2) XOR (IK1 XOR IK2)) @sic R5s140730 sic@

      v_CommonAuthParamsCS.KcGSM := (substr( v_CKSRVCC, 0, 64) xor4b substr( v_CKSRVCC, 64, 64)) xor4b (substr( v_IKSRVCC, 0, 64) xor4b substr( v_IKSRVCC, 64, 64));

    }

    //Now send these over to the other RAT, but DON'T store them

    f_EUTRA_SendAuthCoOrdParameters (p_Port, p_CellId, v_CommonAuthParams, v_PTMSISig, v_CommonAuthParamsCS, v_UEACap, v_UIACap, p_StartPS, p_StartCS); // @sic R5-120764, R5s130506, R5s130680, R5-140761 sic@

  }


After:
	  function f_EUTRA_SendAuthParameters(EUTRA_CellId_Type p_CellId,

                                      IRAT_CO_ORD_PORT p_Port,

                                      boolean p_ForIdleMode := true,

                                      boolean p_SRVCCKeys  := false,

                                      template (omit) B20_Type p_StartPS := omit,

                                      template (omit) B20_Type p_StartCS := omit,

                                      boolean p_CS_PS_ComHO := false) runs on EUTRA_PTC

  {

    var EUTRA_SecurityParams_Type v_SecurityParams;

    var Common_AuthenticationParams_Type v_CommonAuthParams;

    var template (omit) Common_AuthenticationParams_Type v_CommonAuthParamsCS := omit;

    var B256_Type v_CkIk, v_CkIkSRVCC;

    var B128_Type v_CK,  v_CKSRVCC;

    var B128_Type v_IK,  v_IKSRVCC;

    var O4_Type v_DL_NAS_Count := f_EUTRA_SS_NAS_CountGetDLNext(); // @sic R5s110382 sic@

    var O4_Type v_UL_NAS_Count := f_EUTRA_SS_NAS_CountGetULNext(); // @sic R5s110382 sic@

    var template (omit) CoOrd_UEACap_Type v_UEACap := omit;

    var template (omit) CoOrd_UIACap_Type v_UIACap := omit;

    var B16_Type v_PTMSISig;

    //Get latest security params...

    v_SecurityParams := f_EUTRA_Security_Get();

    //...and use them to update CK and IK

    if (p_ForIdleMode or (p_SRVCCKeys and (not p_CS_PS_ComHO))) {//@sic R5s130561 R5s140096 sic@

      v_CkIk := f_EUTRA_Authentication_S1B(v_SecurityParams, v_UL_NAS_Count);

    } else {

      v_CkIk := f_EUTRA_Authentication_S16(v_SecurityParams, v_DL_NAS_Count);

    }

    v_CK := substr(v_CkIk, 0, 128);

    v_IK := substr(v_CkIk, 128, 128);

    v_CommonAuthParams := v_SecurityParams.AuthParams;

    v_CommonAuthParams.CK := v_CK;

    v_CommonAuthParams.IK := v_IK;

    v_PTMSISig := substr (fl_EUTRA_Authentication_S17 (v_SecurityParams, v_UL_NAS_Count), 240, 16); // @sic R5-140761 sic@

    // @sic R5s130506 sic@

    if (ispresent(v_SecurityParams.NAS_SecurityCap.ueaCap)) {

      v_UEACap.Uea0 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.ueaCap), 0, 1);

      v_UEACap.Uea1 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.ueaCap), 1, 1);

      v_UEACap.Uea2 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.ueaCap), 2, 1);

    }

    // @sic R5s130680 sic@

    if (ispresent(v_SecurityParams.NAS_SecurityCap.uiaCap)) {

      v_UIACap.Uia0 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.uiaCap), 0, 1);

      v_UIACap.Uia1 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.uiaCap), 1, 1);

      v_UIACap.Uia2 := substr(oct2bit(v_SecurityParams.NAS_SecurityCap.uiaCap), 2, 1);

    }

    //@sic R5-120637 enhancements for SRVCC sic@

    if (p_SRVCCKeys) {

      v_CkIkSRVCC := f_EUTRA_Authentication_S1A(v_SecurityParams, v_DL_NAS_Count); //@sic R5s130561 sic@

      v_CKSRVCC := substr(v_CkIkSRVCC, 0, 128);

      v_IKSRVCC := substr(v_CkIkSRVCC, 128, 128);

      v_CommonAuthParamsCS := cs_CommonAuthParams_Init(px_eAuthRAND);

      v_CommonAuthParamsCS.CK := v_CKSRVCC;

      v_CommonAuthParamsCS.IK := v_IKSRVCC;

      v_CommonAuthParamsCS.KeySeq := v_SecurityParams.AuthParams.KeySeq;

      //derivation of KcGSM from CKsrvcc and IKsrvcc c3 = ((CK1 XOR CK2) XOR (IK1 XOR IK2)) @sic R5s140730 sic@

      v_CommonAuthParamsCS.KcGSM := (substr( v_CKSRVCC, 0, 64) xor4b substr( v_CKSRVCC, 64, 64)) xor4b (substr( v_IKSRVCC, 0, 64) xor4b substr( v_IKSRVCC, 64, 64));

      v_CommonAuthParamsCS.Kc128 := substr (fx_KeyDerivationFunction ( tsc_KDF_HMAC_SHA_256, (valueof(v_CommonAuthParamsCS.CK) & valueof(v_CommonAuthParamsCS.IK)), '32'O ), 128, 0);  

    }

    //Now send these over to the other RAT, but DON'T store them

    f_EUTRA_SendAuthCoOrdParameters (p_Port, p_CellId, v_CommonAuthParams, v_PTMSISig, v_CommonAuthParamsCS, v_UEACap, v_UIACap, p_StartPS, p_StartCS); // @sic R5-120764, R5s130506, R5s130680, R5-140761 sic@

  }


Change 3
	Reason for change
	Need to pass new ciphering algorithm to SS 



	Summary of change
	Added 128 bit ciphering algorithm to GSM Physical channel configuration templates and CLLC Assign Req template 

	Source of change
	GERAN_Templates.ttcn


Before:
  template (value) DedCH_Info cs_DedCh(template (value) ChMode p_ChannelMode,

                                       template (value) CipherModeSetting p_CipherMode,

                                       B64_Type p_CiphyKey,

                                       B5_Type p_PowerLevel,

                                       B7_Type p_TimingAdvance) :=

  { /* @status    APPROVED (IMS_IRAT, LTE_A, LTE_IRAT) */

    chMode          := p_ChannelMode,                // channel mode see 3GPP TS 44.018 section 10.5.2.6

    cipherMode      := p_CipherMode,                 // cipher mode setting see 3GPP TS 44.018 section 10.5.2.9

    cipherKey       := p_CiphyKey,

    cipherKey128    := px_CipherKey128,              // @sic R5-144746 sic@

    powerLevel      := p_PowerLevel,                 // power level value used in L1 header

    timingAdvance   := p_TimingAdvance               // timing advance value used in L1 header

  };

  template (value) DedCH_Info cs_SDCCH4_Ch(template (value) CipherModeSetting p_CipherMode,

                                           B64_Type p_CipherKey,

                                           B5_Type p_PowerLevel,

                                           B7_Type p_TimingAdvance) :=

    /* @status    APPROVED (IMS_IRAT, LTE_A, LTE_IRAT) */

    cs_DedCh(cs_ChMode(omit, tsc_SignallingOnly), p_CipherMode, p_CipherKey, p_PowerLevel, p_TimingAdvance); // @sic R5s120498 sic@

  template (value) G_LLC_CONFIG_REQ cas_G_CLLC_Assign_Req(GERAN_CellId_Type p_CellId,

                                                          TLLI p_OldTLLI,

                                                          TLLI p_NewTLLI,

                                                          GPRS_CipherAlg p_CipherAlg,

                                                          B64_Type p_CipherKey) :=

  { /* The constraint is used to assign the TLLI, the cipher key (Kc) and the cipher algorithm of GERAN LLC emulator module. */

    /* @status    APPROVED (IMS_IRAT, LTE_A, LTE_IRAT) */

    assign := {

      cellId          := enum2int(p_CellId),

      oldTLLI         := p_OldTLLI,                    // OCTETSTRING[4]

      newTLLI         := p_NewTLLI,

      cipherKey       := p_CipherKey,

      cipherKey128    := px_CipherKey128,              // @sic R5-144746 sic@

      cipherAlgorithm := p_CipherAlg                   // BITSTRING[3], 3GPP TS 24.008 section 10.5.5.3

    }

  };

After:

  template (value) DedCH_Info cs_DedCh(template (value) ChMode p_ChannelMode,

                                       template (value) CipherModeSetting p_CipherMode,

                                       B64_Type p_CiphyKey,

                                       B128_Type p_CiphyKey128,

                                       B5_Type p_PowerLevel,

                                       B7_Type p_TimingAdvance) :=

  { /* @status    APPROVED (IMS_IRAT, LTE_A, LTE_IRAT) */

    chMode          := p_ChannelMode,                // channel mode see 3GPP TS 44.018 section 10.5.2.6

    cipherMode      := p_CipherMode,                 // cipher mode setting see 3GPP TS 44.018 section 10.5.2.9

    cipherKey       := p_CiphyKey,

    cipherKey128    := p_CiphyKey128,              // @sic R5-144746 sic@

    powerLevel      := p_PowerLevel,                 // power level value used in L1 header

    timingAdvance   := p_TimingAdvance               // timing advance value used in L1 header

  };

  template (value) DedCH_Info cs_SDCCH4_Ch(template (value) CipherModeSetting p_CipherMode,

                                           B64_Type p_CipherKey,

                                           B128_Type p_CiphyKey128,

                                           B5_Type p_PowerLevel,

                                           B7_Type p_TimingAdvance) :=

    /* @status    APPROVED (IMS_IRAT, LTE_A, LTE_IRAT) */

    cs_DedCh(cs_ChMode(omit, tsc_SignallingOnly), p_CipherMode, p_CipherKey, p_CiphyKey128, p_PowerLevel, p_TimingAdvance); // @sic R5s120498 sic@

  template (value) G_LLC_CONFIG_REQ cas_G_CLLC_Assign_Req(GERAN_CellId_Type p_CellId,

                                                          TLLI p_OldTLLI,

                                                          TLLI p_NewTLLI,

                                                          GPRS_CipherAlg p_CipherAlg,

                                                          B64_Type p_CipherKey,

                                                          B128_Type p_CiphyKey128) :=

  { /* The constraint is used to assign the TLLI, the cipher key (Kc) and the cipher algorithm of GERAN LLC emulator module. */

    /* @status    APPROVED (IMS_IRAT, LTE_A, LTE_IRAT) */

    assign := {

      cellId          := enum2int(p_CellId),

      oldTLLI         := p_OldTLLI,                    // OCTETSTRING[4]

      newTLLI         := p_NewTLLI,

      cipherKey       := p_CipherKey,

      cipherKey128    := p_CiphyKey128,              // @sic R5-144746 sic@

      cipherAlgorithm := p_CipherAlg                   // BITSTRING[3], 3GPP TS 24.008 section 10.5.5.3

    }

  };

Change 4
	Reason for change
	Need to pass new ciphering algorithm to SS 



	Summary of change
	Added 128 bit ciphering algorithm to GSM Physical channel configuration templates and CLLC Assign Req template 

	Source of change
	GERAN_ CommonFunctions.ttcn


Before:
  function f_GERAN_CreatePhyCombinedCellControlCh(GERAN_CellId_Type p_CellId) runs on GERAN_PTC

  {

    var B10_Type v_BCCH := f_GERAN_BCCHFreq_Get(p_CellId);

    var B3_Type v_TSC := f_GERAN_BCC_Get(p_CellId); // @sic R5s110168 change 8.4 sic@

    var O1_Type v_TA := f_GERAN_TA_Get(p_CellId);

    var B1_Type v_BandInd := f_GERAN_BandInd_Get(p_CellId);

    var B5_Type v_L1Pwr := '01111'B; // fl_GERAN_GetL1Power (); // @sic R5s141219 sic@

    var GERAN_SecurityInfo_Type v_SecurityInfo := f_GERAN_SecurityInfo_Get();

    var ControlChDescr v_CtrlChDesc := f_GERAN_ControlChDesc_Get(p_CellId);

    var integer i;

    var template (value) ChannelSpecificInfo v_ChSpecific;

    v_ChSpecific := cs_ChSpecificPara(cs_SDCCH4_Ch(v_SecurityInfo.cipherMode, v_SecurityInfo.authCS.KcGSM, v_L1Pwr, substr(oct2bit(v_TA), 1, 7)), // @sic R5s110657 sic@

                                      cs_CCCH_Info(v_CtrlChDesc.bS_PA_MFRMS, v_CtrlChDesc.bS_AG_BLKS_RES));

    // FCCH + SCH + BCCH + CCCH + SDCCH/4(0..3) + SACCH/C4(0..3)

    f_GERAN_CPHY_CONFIG_Common(cas_CombinedCellControlCh(p_CellId, tsc_PhyCh0, CombinedControlCH, v_BCCH, v_TSC, v_ChSpecific, (tsc_GERAN_ChPwrLvl_Off+tsc_Power_ueVOffset), v_BandInd)); /* @sic R5s110433 sic@

                                                                                                                                                                                             @sic R5s120050 MCC160 implementation sic@ */

    // Now turn off Measurement Reports on SACCH/4

    for (i := 0; i <4; i := i + 1)  {

      G_CL1.send(cas_G_CL2_MeasRptControl_REQ(p_CellId, tsc_PhyCh0, tsc_SACCH_C4, i, false)); // @sic R5s110433 sic@

    }

    alt {

      [] G_CL1.receive(car_G_CPHY_Config_CNF) {

        if (i > 1) {

          i := i - 1;

          repeat;

        }

      }

    }

  } // end of f_GERAN_CreatePhyCombinedCellControlCh
    function f_GERAN_CreateTCH(GERAN_CellId_Type p_CellId,

                             GERAN_WaitForCNF_Type p_WaitForFinalCNF := waitForCNF,

                             ChannelCombination_Enum p_ChanComb := TCH_F) runs on GERAN_PTC

  {

    var B1_Type v_BandInd := f_GERAN_BandInd_Get(p_CellId);

    var GERAN_SecurityInfo_Type v_SecurityInfo := f_GERAN_SecurityInfo_Get();

    var B5_Type v_L1Pwr := '01111'B; // fl_GERAN_GetL1Power (); // @sic R5s141219 sic@

    var O1_Type v_TA := f_GERAN_TA_Get(p_CellId);

    var B10_Type v_Freq := f_GERAN_TCHFreq_Get(p_CellId);

    select (p_ChanComb) {

      case (TCH_F) {

        f_GERAN_CPHY_CONFIG_Common(cas_CreateTCH(p_CellId,

                                                 tsc_TchCh,

                                                 TCH_F,

                                                 cs_FreqInfo(v_Freq),

                                                 tsc_TN1,

                                                 px_TSC,

                                                 cs_DedCh(cs_G_ChModeSpeechFROrHRV1, cs_CipherModeSettingGSM, v_SecurityInfo.authCS.KcGSM, v_L1Pwr, substr(oct2bit(v_TA), 1, 7)), // @sic R5s110657 sic@

                                                 (tsc_GERAN_ChPwrLvl_Off+tsc_Power_ueVOffset), // @sic R5s110433 sic@

                                                 v_BandInd));

      }

    } // no other channel combinations implemented

    f_SendGSMSACCHSysInfo(p_CellId, tsc_TchCh, tsc_SACCH_TF);

    // Now turn off Measurement Reports on SACCH_TF

    f_GERAN_CPHY_CONFIG_Common(cas_G_CL2_MeasRptControl_REQ(p_CellId, tsc_TchCh, tsc_SACCH_TF, 0, false), p_WaitForFinalCNF);

  }
  function f_GERAN_CreateDTM_CH(GERAN_CellId_Type p_CellId,

                                GERAN_WaitForCNF_Type p_WaitForFinalCNF := waitForCNF) runs on GERAN_PTC

  {

    var B1_Type v_BandInd := f_GERAN_BandInd_Get(p_CellId);

    var GERAN_SecurityInfo_Type v_SecurityInfo := f_GERAN_SecurityInfo_Get();

    var B5_Type v_L1Pwr := '01111'B; // fl_GERAN_GetL1Power (); // @sic R5s141219 sic@

    var O1_Type v_TA := f_GERAN_TA_Get(p_CellId);

    var B10_Type v_Freq := f_GERAN_GPRSFreq_Get(p_CellId);

    var template (value) SYSTEMINFORMATIONTYPE6 v_SI6 := f_GERAN_SysInfo_GetSI6(p_CellId);

    f_GERAN_CPHY_CONFIG_Common(cas_CreateTCH(p_CellId,

                                             tsc_TchCh,

                                             TCH_F,

                                             cs_FreqInfo(v_Freq),

                                             tsc_TN_DTM,

                                             px_TSC,

                                             cs_DedCh(cs_G_ChModeSpeechFROrHRV1, cs_CipherModeSettingGSM, v_SecurityInfo.authCS.KcGSM, v_L1Pwr, substr(oct2bit(v_TA), 1, 7)), // @sic R5s110657 sic@

                                             (tsc_GERAN_ChPwrLvl_Off+tsc_Power_ueVOffset), // @sic R5s110433 sic@

                                             v_BandInd));

    // The SACCH needs to indicate DTM

    v_SI6.si6roct := cds_SI6_RO_DTM(v_BandInd, oct2bit(f_GERAN_RAC_Get(p_CellId)), f_GERAN_MS_TXPWR_MAX_CCH_Get(p_CellId)); // @sic R5s120602 sic@

    f_GERAN_SysInfo_SetSI6(p_CellId, v_SI6);

    f_SendGSMSACCHSysInfo(p_CellId, tsc_TchCh, tsc_SACCH_TF);

    // Now turn off Measurement Reports on SACCH_TF

    f_GERAN_CPHY_CONFIG_Common(cas_G_CL2_MeasRptControl_REQ(p_CellId, tsc_TchCh, tsc_SACCH_TF, 0, false), p_WaitForFinalCNF);

  }
  function f_LLC_TLLI_Assign(GERAN_CellId_Type p_CellId,

                             TLLI p_OldTLLI,

                             TLLI p_NewTLLI,

                             GERAN_WaitForCNF_Type p_WaitForCNF := waitForCNF) runs on GERAN_PTC

  { /* @sic R5s120050 MCC160 implementation sic@ */

    var GERAN_SecurityInfo_Type v_SecurityInfo := f_GERAN_SecurityInfo_Get();

    f_GERAN_LLC_CONFIG_Common(cas_G_CLLC_Assign_Req(p_CellId, p_OldTLLI, p_NewTLLI, v_SecurityInfo.gprsCipherAlg, v_SecurityInfo.authPS.KcGSM), p_WaitForCNF); 
  } // end of f_LLC_TLLI_Assign

After:
  function f_GERAN_CreatePhyCombinedCellControlCh(GERAN_CellId_Type p_CellId) runs on GERAN_PTC

  {

    var B10_Type v_BCCH := f_GERAN_BCCHFreq_Get(p_CellId);

    var B3_Type v_TSC := f_GERAN_BCC_Get(p_CellId); // @sic R5s110168 change 8.4 sic@

    var O1_Type v_TA := f_GERAN_TA_Get(p_CellId);

    var B1_Type v_BandInd := f_GERAN_BandInd_Get(p_CellId);

    var B5_Type v_L1Pwr := '01111'B; // fl_GERAN_GetL1Power (); // @sic R5s141219 sic@

    var GERAN_SecurityInfo_Type v_SecurityInfo := f_GERAN_SecurityInfo_Get();

    var ControlChDescr v_CtrlChDesc := f_GERAN_ControlChDesc_Get(p_CellId);

    var integer i;

    var template (value) ChannelSpecificInfo v_ChSpecific;

    v_ChSpecific := cs_ChSpecificPara(cs_SDCCH4_Ch(v_SecurityInfo.cipherMode, v_SecurityInfo.authCS.KcGSM, v_SecurityInfo.authCS.Kc128, v_L1Pwr, substr(oct2bit(v_TA), 1, 7)), // @sic R5s110657 sic@

                                      cs_CCCH_Info(v_CtrlChDesc.bS_PA_MFRMS, v_CtrlChDesc.bS_AG_BLKS_RES));

    // FCCH + SCH + BCCH + CCCH + SDCCH/4(0..3) + SACCH/C4(0..3)

    f_GERAN_CPHY_CONFIG_Common(cas_CombinedCellControlCh(p_CellId, tsc_PhyCh0, CombinedControlCH, v_BCCH, v_TSC, v_ChSpecific, (tsc_GERAN_ChPwrLvl_Off+tsc_Power_ueVOffset), v_BandInd)); /* @sic R5s110433 sic@

                                                                                                                                                                                             @sic R5s120050 MCC160 implementation sic@ */

    // Now turn off Measurement Reports on SACCH/4

    for (i := 0; i <4; i := i + 1)  {

      G_CL1.send(cas_G_CL2_MeasRptControl_REQ(p_CellId, tsc_PhyCh0, tsc_SACCH_C4, i, false)); // @sic R5s110433 sic@

    }

    alt {

      [] G_CL1.receive(car_G_CPHY_Config_CNF) {

        if (i > 1) {

          i := i - 1;

          repeat;

        }

      }

    }

  } // end of f_GERAN_CreatePhyCombinedCellControlCh
    function f_GERAN_CreateTCH(GERAN_CellId_Type p_CellId,

                             GERAN_WaitForCNF_Type p_WaitForFinalCNF := waitForCNF,

                             ChannelCombination_Enum p_ChanComb := TCH_F) runs on GERAN_PTC

  {

    var B1_Type v_BandInd := f_GERAN_BandInd_Get(p_CellId);

    var GERAN_SecurityInfo_Type v_SecurityInfo := f_GERAN_SecurityInfo_Get();

    var B5_Type v_L1Pwr := '01111'B; // fl_GERAN_GetL1Power (); // @sic R5s141219 sic@

    var O1_Type v_TA := f_GERAN_TA_Get(p_CellId);

    var B10_Type v_Freq := f_GERAN_TCHFreq_Get(p_CellId);

    select (p_ChanComb) {

      case (TCH_F) {

        f_GERAN_CPHY_CONFIG_Common(cas_CreateTCH(p_CellId,

                                                 tsc_TchCh,

                                                 TCH_F,

                                                 cs_FreqInfo(v_Freq),

                                                 tsc_TN1,

                                                 px_TSC,

                                                 cs_DedCh(cs_G_ChModeSpeechFROrHRV1, cs_CipherModeSettingGSM, v_SecurityInfo.authCS.KcGSM, v_SecurityInfo.authCS.Kc128, v_L1Pwr, substr(oct2bit(v_TA), 1, 7)), // @sic R5s110657 sic@

                                                 (tsc_GERAN_ChPwrLvl_Off+tsc_Power_ueVOffset), // @sic R5s110433 sic@

                                                 v_BandInd));

      }

    } // no other channel combinations implemented

    f_SendGSMSACCHSysInfo(p_CellId, tsc_TchCh, tsc_SACCH_TF);

    // Now turn off Measurement Reports on SACCH_TF

    f_GERAN_CPHY_CONFIG_Common(cas_G_CL2_MeasRptControl_REQ(p_CellId, tsc_TchCh, tsc_SACCH_TF, 0, false), p_WaitForFinalCNF);

  }
  function f_GERAN_CreateDTM_CH(GERAN_CellId_Type p_CellId,

                                GERAN_WaitForCNF_Type p_WaitForFinalCNF := waitForCNF) runs on GERAN_PTC

  {

    var B1_Type v_BandInd := f_GERAN_BandInd_Get(p_CellId);

    var GERAN_SecurityInfo_Type v_SecurityInfo := f_GERAN_SecurityInfo_Get();

    var B5_Type v_L1Pwr := '01111'B; // fl_GERAN_GetL1Power (); // @sic R5s141219 sic@

    var O1_Type v_TA := f_GERAN_TA_Get(p_CellId);

    var B10_Type v_Freq := f_GERAN_GPRSFreq_Get(p_CellId);

    var template (value) SYSTEMINFORMATIONTYPE6 v_SI6 := f_GERAN_SysInfo_GetSI6(p_CellId);

    f_GERAN_CPHY_CONFIG_Common(cas_CreateTCH(p_CellId,

                                             tsc_TchCh,

                                             TCH_F,

                                             cs_FreqInfo(v_Freq),

                                             tsc_TN_DTM,

                                             px_TSC,

                                             cs_DedCh(cs_G_ChModeSpeechFROrHRV1, cs_CipherModeSettingGSM, v_SecurityInfo.authCS.KcGSM, v_SecurityInfo.authCS.Kc128, v_L1Pwr, substr(oct2bit(v_TA), 1, 7)), // @sic R5s110657 sic@

                                             (tsc_GERAN_ChPwrLvl_Off+tsc_Power_ueVOffset), // @sic R5s110433 sic@

                                             v_BandInd));

    // The SACCH needs to indicate DTM

    v_SI6.si6roct := cds_SI6_RO_DTM(v_BandInd, oct2bit(f_GERAN_RAC_Get(p_CellId)), f_GERAN_MS_TXPWR_MAX_CCH_Get(p_CellId)); // @sic R5s120602 sic@

    f_GERAN_SysInfo_SetSI6(p_CellId, v_SI6);

    f_SendGSMSACCHSysInfo(p_CellId, tsc_TchCh, tsc_SACCH_TF);

    // Now turn off Measurement Reports on SACCH_TF

    f_GERAN_CPHY_CONFIG_Common(cas_G_CL2_MeasRptControl_REQ(p_CellId, tsc_TchCh, tsc_SACCH_TF, 0, false), p_WaitForFinalCNF);

  }
  function f_LLC_TLLI_Assign(GERAN_CellId_Type p_CellId,

                             TLLI p_OldTLLI,

                             TLLI p_NewTLLI,

                             GERAN_WaitForCNF_Type p_WaitForCNF := waitForCNF) runs on GERAN_PTC

  { /* @sic R5s120050 MCC160 implementation sic@ */

    var GERAN_SecurityInfo_Type v_SecurityInfo := f_GERAN_SecurityInfo_Get();

    f_GERAN_LLC_CONFIG_Common(cas_G_CLLC_Assign_Req(p_CellId, p_OldTLLI, p_NewTLLI, v_SecurityInfo.gprsCipherAlg, v_SecurityInfo.authPS.KcGSM, v_SecurityInfo.authPS.Kc128), p_WaitForCNF); 

  } // end of f_LLC_TLLI_Assign

Change 5
	Function Name
	f_InitSystemSpecificCap

	Reason for change
	Need to support new A5/4 algorithm in RRC Security Mode Command



	Summary of change
	Added check for A5/4 support

	Source of change
	UTRAN_ CommonFunctions.ttcn


Before:
  function f_InitSystemSpecificCap() return integer

  {

    var integer v_UE_SystemSpecificCap := 0;

    if (pc_GERAN) {

      v_UE_SystemSpecificCap := v_UE_SystemSpecificCap + 1; //A5_1 always supported

      v_UE_SystemSpecificCap := v_UE_SystemSpecificCap + 4; // A5_3 always Supported

    }

    return v_UE_SystemSpecificCap;

  }
After:
  function f_InitSystemSpecificCap() return integer

  {

    var integer v_UE_SystemSpecificCap := 0;

    if (pc_GERAN) {

      v_UE_SystemSpecificCap := v_UE_SystemSpecificCap + 1; //A5_1 always supported

      v_UE_SystemSpecificCap := v_UE_SystemSpecificCap + 4; // A5_3 always Supported

      if (pc_A5_4_CS) { 

        v_UE_SystemSpecificCap := v_UE_SystemSpecificCap + 8;

      }
    }

    return v_UE_SystemSpecificCap;

  }

