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1. Overall Description:
SA3 thanks TSG RAN for the LS in RP-140509 and the attached CRs.
On the request to SA3, “TSG RAN kindly asks SA3 to confirm that there are no security issues with the signalling the IMEISV over S1 interface from the MME to the eNB. “ SA3 would like to provide the following answer:
· 3GPP TS 33.401 states in clause 5.3.4a that the transport of control plane data over S1-MME and X2-C shall be integrity, confidentiality and reply protected from unauthorized parties, unless there is physical security.
· The communication between the MME and eNB can be integrity and confidentiality protected if NDS/IP (TS 33.210) is applied. In that case, or also if physical security is applied there, the transmission of the IMEISV over the S1-MME and X2-C interfaces would be secure. However, this protection would not solve all privacy threats against having IMEISV at the eNB.
SA3 would however like to highlight the following concern

· The full IMEISV identifies an individual Mobile Equipment (ME).

· As the ME is often associated with a person over an extended period of time the full IMEISV also alllows identifying this person.

· The IMEISV therefore qualifies as privacy-sensitive data and as a default behaviour the sending of IMEISV should be sent to eNB only for the purpose of detecting UEs with early implementation.

In view of the security measures on S1 interface and eNB platform, SA3 sees the risk to privacy as low so that only measures with low impact could be justified. SA3 discussed one such possible measure:
· A mask could be applied to the IMEISV before it is sent to the eNB. Applying such a mask would mean setting certain digits of the SNR in the IMEISV to e.g. zero. It was not proposed in SA3 to set all digits in the SNR to zero as SA3 believed that there are cases where the TAC+SVN value wouldn’t be sufficient to identify a terminal model. 
Example of full IMEISV value: “35-209900-176148-23”; example of IMEISV value with mask applied would be “35-209900-170000-23” which means that the last four SNR digits are replaced by zero. 


· RAN3 is kindly asked to look into the measure above that could avoid sending the full IMEISV and decide whether they would need to be documented in a RAN3 specification.
2. Actions:

To TSG RAN and RAN3
ACTION:
SA3 asks TSG RAN and RAN3 to take the above information into account.
3. Date of Next SA3 Meetings:
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