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13.4.5
Authentication not accepted by the UE / Synch failure / Authentication not accepted by the UE and Timer 3320 expires

13.4.5.1
Definition

13.4.5.2
Conformance requirement
(g) Authentication failure (GMM cause #19 "Synch failure"):


The MS shall send an AUTHENTICATION & CIPHERING FAILURE message, with the GMM cause "Synch failure", to the network and start the timer T3320. Furthermore, the MS shall stop any of the retransmission timers that are running (e.g. T3310, T3321, T3330 or T3317). Upon the first receipt of an AUTHENTICATION & CIPHERING message from the MS with the GMM cause "synch failure", the network shall use the returned AUTS parameter from the authentication & ciphering failure parameter IE in the AUTHENTICATION & CIPHERING FAILURE message, to re-synchronise. The re-synchronisation procedure requires the SGSN to delete all unused authentication vectors for that IMSI and obtain new vectors from the HLR. When re-synchronisation is complete, the network shall initiate the authentication & ciphering procedure. Upon receipt of the AUTHENTICATION & CIPHERING REQUEST message, the MS shall stop timer T3320, if running.

…

If an MS has a PDN connection for emergency bearer services established or is establishing such a PDN connection when timer T3318 or T3320 expires, the MS shall not deem that the network has failed the authentication check and not behave as described in subclause 4.7.7.6.1. Instead the MS shall continue using the current security context, if any. The MS shall deactivate all non-emergency PDP contexts, if any, by initiating a PDP context deactivation procedure. If there is an ongoing session management procedure, the MS shall deactivate all non-emergency PDP contexts upon completion of the session management procedure. The MS shall consider itself to be attached for emergency bearer services only.

Reference

3GPP TS 24.008 clause 4.7.7.6

13.4.5.3
Test purpose

To test the behaviour of the UE When a user requests an emergency call establishment the mobile station and the authentication procedure fails due to SQN failure.

13.4.5.4
Method of test

Initial condition

System Simulator:
1 cell, default parameters.

User Equipment:

-
the UE is in MM-state "PDP-ACTIVE" state,

-
the emergency number list was send to UE with ATTACH ACCEPT message during the UE register in the cell.

Related ICS/IXIT statements

-
PS Supported
yes/no

-
Auto Attach supported 
yes / no

-
Method of context activation

Test procedure

1)
The UE initiates an IMS emergency call, and call the generic test procedure in TS 34.108 subclause 7.2.5.1.3 are performed to complete Generic IMS Emergency call set up procedure.




2)
The Emergency bearers service completed.

3)
The network send AUTHENTICATION REQUEST with AUTN having an incorrect SQN value

4)
The UE sends and AUTHENTICATION FAILURE

5)
Wait until timer T3320 expires.

6)
After T3320 expires the UE sends a DEACTIVATE PDP CONTEXT REQUEST message to the network.

7)
 The SS shall then reply with a DEACTIVATE PDP CONTEXT ACCEPT message.

Expected Sequence

	Step
	Direction
	Message
	Comments

	
	UE
	SS
	
	

	1-21
	
	
	Steps 1 to 21 of the generic test procedure in TS 34.108 subclause 7.2.5.1.3 are performed to complete Generic IMS Emergency call set up procedure ..

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	22
	UE
	
	The Emergency bearers service completed.

	23
	(
	AUTHENTICATION REQUEST
	with the AMF information field set to AMFRESYNCH  value to trigger SQN re-synchronisation procedure in test USIM, see TS 34.108 clause 8.1.2.2.

	24
	(
	AUTHENTICATION FAILURE
	including the AUTS parameter and with the reject cause set to 'Synch failure'. UE starts T3320.

	25
	
	
	Wait until T3320 expires than the UE initiates a context deactivation.

	26
	(
	DEACTIVATE PDP CONTEXT REQUEST
	Request deactivation of the emergency PDP context.

	27
	 (
	DEACTIVATE PDP CONTEXT ACCEPT
	SS accepts the emergency PDP context deactivation.


Specific message contents

None.

13.4.5.5
Test requirements
At Step 26, the UE shall transmit a DEACTIVATE PDP CONTEXT REQUEST.
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