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8.2.2
Direct Iurh connection

8.2.2.1
Successful operation
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Figure 8.2.2.1.1: Setup Request Procedure: Iurh direct interface Successful Operation

HNB1 initiates the procedure by sending the IURH SETUP REQUEST message to the candidate HNB2. HNB2 replies with the IURH SETUP RESPONSE message.
8.2.2.2
Unsuccessful operation
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Figure 8.2.2.2.2: Setup Procedure: Direct Interface unsuccessful Operation

If the candidate HNB2 cannot accept the setup it shall respond with an IURH SETUP FAILURE message with appropriate cause value.

If the IURH SETUP FAILURE message includes the Backoff Timer IE then HNB1 shall wait at least for the indicated time before reinitiating the Iurh Setup procedure towards  HNB2.
8.2.2.3
Abnormal Conditions

If the first message received for a specific TNL association is not an IURH SETUP REQUEST, IURH SETUP RESPONSE, or IURH SETUP FAILURE message then this shall be treated as a logical error.

If HNB1 does not receive either an IURH SETUP RESPONSE message or an IURH SETUP FAILURE message, HNB1 may reinitiate the Iurh Setup procedure towards HNB2, provided that the content of the new IURH SETUP REQUEST message is identical to the content of the previously unacknowledged IURH SETUP REQUEST message.

If the initiating HNB receives an IURH SETUP REQUEST message from the peer entity on the same Iurh interface then:

-
in case HNB1 answers with an IURH SETUP RESPONSE message and receives a subsequent IURH SETUP FAILURE message,  HNB1 shall consider the Iurh interface as non operational and the procedure as unsuccessfully terminated according to sub clause 8.2.2.2.

-
in case  HNB1 answers with an IURH SETUP FAILURE message and receives a subsequent IURH SETUP RESPONSE message,  HNB1 shall ignore the IURH SETUP RESPONSE message and consider the Iurh interface as non operational.

8.2.3.1
Successful Operation HNB Originated
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Figure 8.2.3.1.1: Iurh Setup procedure – Iurh connection via the HNB-GW – successful case.
The HNB initiates this procedure by sending the IURH SETUP REQUEST message to the HNB-GW. The HNB-GW shall setup an Iurh interface to the HNB indicated within the Receivers HNB RNL Identity IE and then reply with the IURH SETUP RESPONSE message. 
8.2.3.2
Unsuccessful Operation HNB Originated
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Figure 8.2.3.2.1: Iurh Setup procedure  Iurh connection via the HNB-GW– unsuccessful case.

If the HNB-GW cannot accept the setup or is not able to setup an Iurh interface shall respond with an IURH SETUP FAILURE message with an appropriate cause value.

If the IURH SETUP FAILURE message includes the Backoff Timer IE, the HNB shall wait at least for the indicated time before reinitiating the Iurh Setup procedure towards the HNB-GW.
8.2.3.3
Abnormal Conditions – HNB originated
If the HNB receives neither an IURH SETUP RESPONSE message nor an IURH SETUP FAILURE message, the HNB may reinitiate the Iurh Setup procedure towards the same HNB-GW, provided that the content of the new IURH SETUP REQUEST message is identical to the content of the previously unacknowledged IURH SETUP REQUEST message.

8.2.3.4
Successful Operation HNB-GW Originated
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Figure 8.2.3.4.1: Iurh Setup procedure – Iurh connection via the HNB-GW – successful case.

The HNB-GW initiates this procedure by sending the IURH SETUP REQUEST message to the HNB. The HNB replies with the IURH SETUP RESPONSE message.

8.2.3.5
Unsuccessful Operation HNB-GW Originated
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Figure 8.2.3.5.1: Iurh Setup procedure  Iurh connection via the HNB-GW– unsuccessful case.
If the HNB cannot accept the setup it shall respond with an IURH SETUP FAILURE message with an appropriate cause value.

The IURH SETUP FAILURE message may include the Backoff Timer IE.

8.3.2.1
HNB Originated – Direct Iurh connection
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Figure 8.3.2.1.1: Connect procedure – direct Iurh connection.

8.3.2.2
HNB Originated – Iurh connection via the HNB-GW
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Figure 8.3.2.2.1: Connect procedure – HNB originated – Iurh connection via the HNB-GW.

8.3.2.3
HNB-GW Originated – Iurh connection via the HNB-GW
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Figure 8.3.2.3.1: Connect procedure – HNB-GW originated – Iurh connection via the HNB-GW
8.4.2.1
HNB Originated – Direct Iurh connection
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Figure 8.4.2.1.1: Direct Transfer procedure – HNB originated – direct Iurh connection.

8.4.2.2
HNB Originated – Iurh connection via the HNB-GW
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Figure 8.4.2.2.1: Direct Transfer procedure – HNB originated – Iurh connection via the HNB-GW.

8.4.2.3
HNB-GW Originated – Iurh connection via the HNB-GW
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Figure 8.4.2.3.1: Direct Transfer procedure – HNB-GW originated – Iurh connection via the HNB-GW
8.5.2.1
HNB Originated – Direct Iurh connection
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Figure 8.5.2.1.1: Disconnect procedure – direct Iurh connection.

8.5.2.2
HNB Originated – Iurh connection via the HNB-GW
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Figure 8.5.2.2.1: Disconnect procedure – HNB originated – Iurh connection via the HNB-GW.

8.5.2.3
HNB-GW Originated – Iurh connection via the HNB-GW
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Figure 8.5.2.3.1: Disconnect procedure – HNB-GW originated – Iurh connection via the HNB-GW
8.6
Connectionless Transfer

8.6.1
General
This procedure is used to transport a connectionless RNSAP message over an established signalling connection between Iurh-connected HNBs. 
8.6.2
Successful Operation

8.6.2.1
HNB Originated – Direct Iurh connection
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Figure 8.6.2.1.1: Connectionless Transfer procedure – HNB originated – direct Iurh connection.

This procedure is initiated by HNB1 by sending the CONNECTIONLESS TRANSFER message to the HNB2. 

8.6.2.2
HNB Originated – Iurh connection via the HNB-GW
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Figure 8.6.2.2.1: Connectionless Transfer procedure – HNB originated – Iurh connection via the HNB-GW.

8.6.2.3
HNB-GW Originated – Iurh connection via the HNB-GW
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Figure 8.6.2.3.1: Connectionless Transfer procedure – HNB-GW originated – Iurh connection via the HNB-GW
8.7.2.1
Direct Iurh Connection
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Figure 8.7.2.1.1: Error Indication procedure – HNB originated – direct Iurh connection.

8.7.2.2
Iurh Connection via the HNB-GW
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Figure 8.7.2.2.1: Error Indication procedure – HNB originated – Iurh connection via the HNB-GW.
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Figure 8.7.2.2.2: Error Indication procedure – HNB-GW originated – Iurh connection via the HNB-GW
9.1.3
IURH SETUP REQUEST

This message is sent by a HNB or a HNB-GW to a HNB or a HNB-GW to transfer the initialization information for a TNL association.

Direction: HNB ( HNB, HNB-GW ( HNB and HNB ( HNB-GW 
	PARAMETER
	PRESENCE
	RANGE
	IE Type and Reference
	Semantics Description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1
	
	YES
	reject

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Senders HNB RNL Identity
	M
	
	HNB RNL Identity

9.2.9
	
	YES
	reject

	Receivers HNB RNL Identity
	M
	
	HNB RNL Identity
9.2.9
	
	YES
	reject


9.1.4
IURH SETUP RESPONSE

This message is sent by a HNB or a HNB-GW to a HNB or a HNB-GW to transfer the initialization information for a TNL association.
Direction: HNB ( HNB, HNB ( HNB-GW and HNB-GW ( HNB
	PARAMETER
	PRESENCE
	RANGE 
	IE Type and Reference
	Semantics Description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1
	
	YES
	reject

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Senders HNB RNL Identity
	M
	
	HNB RNL Identity

9.2.9
	.
	YES
	reject

	Receivers HNB RNL Identity
	M
	
	HNB RNL Identity

9.2.9
	
	YES
	reject


9.1.6
CONNECT
This message is sent by either an HNB to a directly Iurh-connected HNB or an HNB to the HNB-GW or the HNB-GW to an HNB to establish a connection oriented signalling connection and to carry an RNSAP message.

Direction: HNB ( HNB and HNB ( HNB-GW and HNB-GW ( HNB
	PARAMETER
	PRESENCE
	RANGE
	IE Type and Reference
	Semantics Description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1
	
	YES
	reject

	Iurh Signalling Context ID
	M
	
	9.2.5
	
	YES
	reject

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	RNSAP Message
	O
	
	9.2.4
	
	YES
	reject

	Senders HNB RNL Identity
	M
	
	HNB RNL Identity

9.2.9
	
	YES
	reject

	Receivers HNB RNL Identity
	M
	
	HNB RNL Identity

9.2.9
	
	YES
	reject


9.1.7
DIRECT TRANSFER
This message is sent by either an HNB to a directly Iurh-connected HNB or an HNB to the HNB-GW or the HNB-GW to an HNB to transport a connection-oriented RNSAP message between the two nodes.

Direction: HNB ( HNB and HNB ( HNB-GW and HNB-GW ( HNB
	PARAMETER
	PRESENCE
	RANGE
	IE Type and Reference
	Semantics Description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1
	
	YES
	reject

	Iurh Signalling Context ID
	M
	
	9.2.5
	
	YES
	reject

	RNSAP Message
	M
	
	9.2.4
	
	YES
	reject

	Receivers HNB RNL Identity
	M
	
	HNB RNL Identiy

9.2.9
	
	YES
	reject


9.1.8
DISCONNECT
This message is sent by either an HNB to a directly Iurh-connected HNB or an HNB to the HNB-GW or the HNB-GW to an HNB to close the signaling connection between the two nodes and may transport an RNSAP message.

Direction: HNB ( HNB and HNB ( HNB-GW and HNB-GW ( HNB
	PARAMETER
	PRESENCE
	RANGE
	IE Type and Reference
	Semantics Description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1
	
	YES
	reject

	Iurh Signalling Context ID
	M
	
	9.2.5
	
	YES
	reject

	Cause
	M
	
	9.2.2
	
	YES
	reject

	RNSAP Message
	O
	
	9.2.4
	
	YES
	reject

	Receivers HNB RNL Identity
	M
	
	HNB RNL Identity

9.2.9
	
	YES
	reject


9.2.1
MessageType

The Message Type IE uniquely identifies the message being sent. It is mandatory for all messages.
	IE/GROUP NAME
	PRESENCE
	RANGE 
	IE Type and Reference
	Semantics Description

	Message Type
	
	
	
	

	>Procedure Code
	M
	
	ENUMERATED (

Iurh Setup, 

Connect, 

Disconnect,

Direct Transfer,

Connectionless Transfer,

Error Indication
,…)
	

	>Type of Message 
	M
	
	ENUMERATED (Initiating Message, Successful Outcome, Unsuccessful Outcome, Outcome)
	


9.2.2
Cause

The purpose of the cause information element is to indicate the reason for a particular event for the whole protocol.
Table 20

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	CHOICE Cause Group
	
	
	
	

	>Radio Network Layer
	
	
	
	

	>>Radio Network Layer Cause
	M
	
	ENUMERATED
(Normal,

Connect failed,

Network release,

Unknown or already allocated Iurh Context ID,
Unspecified,

...,

)
	

	>Transport Layer 
	
	
	
	

	>>Transport Layer Cause 
	M
	
	ENUMERATED
(Transport Resource Unavailable,

Unspecified,
…)
	

	>Protocol
	
	
	
	

	>>Protocol Cause 
	M
	
	ENUMERATED
(Transfer Syntax Error,
Abstract Syntax Error (Reject),
Abstract Syntax Error (Ignore and Notify),
Message not Compatible with Receiver State,

Semantic Error,
Unspecified,
Abstract Syntax Error (Falsely Constructed Message),

…)
	

	>Misc
	
	
	
	

	>>Misc Cause 
	M
	
	ENUMERATED
(Processing Overload,
Hardware Failure,
O&M Intervention,
Unspecified,
…)
	


The meaning of the different cause values is described in the following table. In general, "not supported" cause values indicate that the concerned capability is missing. On the other hand, "not available" cause values indicate that the concerned capability is present, but insufficient resources were available to perform the requested action.

	Radio Network Layer cause
	Meaning

	Normal
	No error has occurred

	Connect failed
	Connect attempt failed

	Network release
	Connection released by network

	Unknown or already allocated Iurh Context ID
	The action failed because the Iurh Context ID is either unknown, or (in case of an initiating message) is known and already allocated to an existing context.

	Unspecified
	Sent when none of the above cause values applies but still the cause is Radio Network layer related.


	Transport Network Layer cause
	Meaning

	Transport resource unavailable
	The required transport resources are not available

	Unspecified
	Sent when none of the above cause values applies but still the cause is Transport Network Layer related


	Protocol cause
	Meaning

	Abstract Syntax Error (Reject)
	The received message included an abstract syntax error and the concerned criticality indicated "reject" (see subclause 10.3)

	Abstract Syntax Error (Ignore and Notify)
	The received message included an abstract syntax error and the concerned criticality indicated "ignore and notify" (see subclause 10.3)

	Abstract syntax error (falsely constructed message)
	The received message contained IEs or IE groups in wrong order or with too many occurrences (see subclause 10.3)

	Message not Compatible with Receiver State
	The received message was not compatible with the receiver state (see subclause 10.4)

	Semantic Error
	The received message included a semantic error (see subclause 10.4)

	Transfer Syntax Error
	The received message included a transfer syntax error (see subclause 10.2)

	Unspecified
	Sent when none of the above cause values applies but still the cause is Protocol related


	Miscellaneous cause
	Meaning

	
	

	Hardware Failure
	HNB hardware failure

	
	

	O&M Intervention
	Operation and Maintenance intervention related to HNB equipment

	Processing Overload
	HNB processing overload

	Unspecified
	Sent when none of the above cause values applies and the cause is not related to any of the categories Radio Network Layer, Transport Network Layer or Protocol.


9.2.3
Criticality Diagnostics

The Criticality Diagnostics IE is sent by the HNB when parts of a received message have not been comprehended or were missing, or if the message contained logical errors. When applicable, it contains information about which IEs that were not comprehended or were missing.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Criticality Diagnostics
	
	
	
	

	>Procedure Code
	O
	
	INTEGER (0..255)
	Procedure Code is to be used if Criticality Diagnostics is part of Error Indication procedure, and not within the response message of the same procedure that caused the error

	>Triggering Message 
	O
	
	ENUMERATED(initiating message, successful outcome, unsuccessful outcome)
	The Triggering Message is used only if the Criticality Diagnostics is part of Error Indication procedure.

	>Procedure Criticality
	O
	
	ENUMERATED(reject, ignore, notify)
	This Procedure Criticality is used for reporting the Criticality of the Triggering message (Procedure). 

	Information Element Criticality Diagnostics
	
	0 to <maxnoof errors>
	
	

	>IE Criticality
	M
	
	ENUMERATED(reject, ignore, notify)
	The IE Criticality is used for reporting the criticality of the triggering IE. The value "ignore" shall not be used.

	>IE ID
	M
	
	INTEGER (0..65535)
	The IE Id of the not understood or missing IE 

	>Type of Error
	M
	
	ENUMERATED(not understood, missing, …)
	


	Range bound
	Explanation

	maxnooferrors
	Maximum no. of IE errors allowed to be reported with a single message. The value for maxnooferrors is 256.


9.2.7
Cell-ID

The Cell-ID identifies uniquely a cell within a PLMN, as defined in TS 25.331 [12].

	Information Element/Group name
	Presence
	Range
	Type and reference
	Semantics description

	Cell-ID
	
	
	BIT STRING (SIZE (28))
	This information element identifies a cell uniquely within a PLMN.


9.2.8
Backoff Timer

The Backoff Timer IE indicates in seconds the minimum duration for which the setup procedure shall not be retried.

	Information Element/Group name
	Presence
	Range
	IE Type and reference
	Semantics description

	Backoff Timer
	
	
	INTEGER (0..3600)
	Value "0"
 indicates no specified time.


9.2.9
HNB RNL Identity

The HNB RNL Identity IE globally identifies a HNB. In this version of the specification it is represented by the Cell Global Identity of the Cell served by the HNB only.

	IE/GROUP NAME
	PRESENCE
	RANGE 
	IE Type and Reference
	Semantics Description

	Choice HNB RNL Identity
	M
	
	
	

	>Cell Identifier
	
	
	
	

	>>HNB Cell Identifier
	M
	
	9.2.10
	


9.2.10
HNB Cell Identifier
This IE identifies a HNB by its PLMN and cell it serves.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	PLMN-ID
	M
	
	9.2.6
	

	Cell-ID
	M
	
	9.2.7
	


9.3.2
Elementary Procedure Definitions

-- **************************************************************

--

-- Elementary Procedure definitions

--

-- **************************************************************

RNA-PDU-Descriptions  { 

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

umts-Access (20) modules (3) rna(7) version1 (1) rna-PDU-Descriptions (0)}

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

<unchanged ASN.1 omitted>
-- **************************************************************

--

-- ERROR INDICATION

--

-- **************************************************************

ErrorIndication ::= SEQUENCE {


protocolIEs


ProtocolIE-Container       { {ErrorIndicationIEs} },


protocolExtensions
ProtocolExtensionContainer { {ErrorIndicationExtensions} } 
OPTIONAL,


...

}

ErrorIndicationIEs RNA-PROTOCOL-IES ::= {


{ ID id-Cause






CRITICALITY ignore
TYPE Cause






PRESENCE optional } |


{ ID id-CriticalityDiagnostics


CRITICALITY ignore
TYPE CriticalityDiagnostics


PRESENCE optional } |


{ ID id-Iurh-Signalling-Context-ID

CRITICALITY ignore
TYPE Iurh-Signalling-Context-ID

PRESENCE optional } |


{ ID id-Receivers-HNB-RNL-ID


CRITICALITY ignore
TYPE HNB-RNL-ID





PRESENCE mandatory } ,


...

}

ErrorIndicationExtensions RNA-PROTOCOL-EXTENSION ::= {


...

}

9.3.3
PDU Definitions

-- **************************************************************

--

-- PDU definitions for RNA.

--

-- **************************************************************

RNA-PDU-Contents {

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

umts-Access (20) modules (3) rna(7) version1 (1) rna-PDU-Contents (1) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

9.3.4
Information Element Definitions

-- **************************************************************

--

-- Information Element Definitions

--

-- **************************************************************

RNA-IEs {

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

umts-Access (20) modules (3) rna(7) version1 (1) rna-IEs (2) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

9.3.5
Common Definitions

-- **************************************************************

--

-- Common definitions

--

-- **************************************************************

RNA-CommonDataTypes {

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

umts-Access (20) modules (3) rna(7) version1 (1) rna-CommonDataTypes (3)  }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

9.3.6
Constant Definitions

-- **************************************************************

--

-- Constant definitions

--

-- **************************************************************

RNA-Constants { 

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

umts-Access (20) modules (3) rna(7) version1 (1) rna-Constants (4) } 

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

9.3.7
Container Definitions

-- **************************************************************

--

-- Container definitions

--

-- **************************************************************

RNA-Containers {

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

umts-Access (20) modules (3) rna(7) version1 (1) rna-Containers (5) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

10.1
General

Protocol Error cases can be divided into three classes:

-
Transfer Syntax Error;

-
Abstract Syntax Error;

-
Logical Error.

Protocol errors can occur in the following functions within a receiving node:
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Figure 10.1.1: Protocol Errors in RNA

The information stated in subclauses 10.2, 10.3 and 10.4, to be included in the message used when reporting an error, is what at minimum shall be included. Other optional information elements within the message may also be included, if available. This is also valid for the case when the reporting is done with a response message. The latter is an exception to what is stated in subclause 4.1.

10.3.4.1
Procedure Code

The receiving node shall treat the different types of received criticality information of the Procedure Code according to the following:

Reject IE:

-
If a message is received with a Procedure Code IE marked with "Reject IE" which the receiving node does not comprehend, the receiving node shall reject the procedure using the Error Indication procedure.

Ignore IE and Notify Sender:

-
If a message is received with a Procedure Code IE marked with "Ignore IE and Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the procedure and initiate the Error Indication procedure.

Ignore IE:

-
If a message is received with a Procedure Code IE marked with "Ignore IE" which the receiving node does not comprehend, the receiving node shall ignore the procedure.

When using the Error Indication procedure to reject a procedure or to report an ignored procedure it shall include the Procedure Code IE, the Triggering Message IE, and the Procedure Criticality IE in the Criticality Diagnostics IE.

10.3.4.1A
Type of Message

When the receiving node cannot decode the Type of Message IE, the Error Indication procedure shall be initiated with an appropriate cause value.

10.3.4.2
IEs other than the Procedure Code and Type of Message

The receiving node shall treat the different types of received criticality information of an IE/IE group other than the Procedure Code IE and Type of Message IE according to the following:

Reject IE:

-
If a message initiating a procedure is received containing one or more IEs/IE groups marked with "Reject IE" which the receiving node does not comprehend; none of the functional requests of the message shall be executed. The receiving node shall reject the procedure and report the rejection of one or more IEs/IE groups using the message normally used to report unsuccessful outcome of the procedure. In case the information received in the initiating message was insufficient to determine a value for all IEs that are required to be present in the message used to report the unsuccessful outcome of the procedure, the receiving node shall instead terminate the procedure and initiate the Error Indication procedure.

-
If a message initiating a procedure that does not have a message to report unsuccessful outcome is received containing one or more IEs/IE groups marked with "Reject IE" which the receiving node does not comprehend, the receiving node shall terminate the procedure and initiate the Error Indication procedure.

-
If a response message is received containing one or more IEs marked with "Reject IE" which the receiving node does no comprehend, the receiving node shall consider the procedure as unsuccessfully terminated and initiate local error handling.

Ignore IE and Notify Sender:

-
If a message initiating a procedure is received containing one or more Ies/IE groups marked with "Ignore IE and Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups, continue with the procedure as if the not comprehended IEs/IE groups were not received (except for the reporting) using the understood IEs/IE groups, and report in the response message of the procedure that one or more IEs/IE groups have been ignored. In case the information received in the initiating message was insufficient to determine a value for all IEs that are required to be present in the response message, the receiving node shall instead terminate the procedure and initiate the Error Indication procedure.

-
if a message initiating a procedure that does not have a message to report the outcome of the procedure is received containing one or more IEs/IE groups marked with "Ignore IE and Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups, continue with the procedure as if the not comprehended IEs/IE groups were not received (except for the reporting) using the understood IEs/IE groups, and initiate the Error Indication procedure to report that one or more IEs/IE groups have been ignored.

-
If a response message is received containing one or more IEs/IE groups marked with "Ignore IE and Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IE/IE groups, continue with the procedure as if the not comprehended IEs/IE groups were not received (except for the reporting) using the understood IEs/IE groups and initiate the Error Indication procedure.

Ignore IE:

-
If a message initiating a procedure is received containing one or more IEs/IE groups marked with "Ignore IE" which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups and continue with the procedure as if the not comprehended IEs/IE groups were not received using only the understood IEs/IE groups.

-
If a response message is received containing one or more IEs/IE groups marked with "Ignore IE" which the receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IEs/IE groups and continue with the procedure as if the not comprehended IEs/IE groups were not received using the understood IEs/IE groups.

When reporting not comprehended IEs/IE groups marked with "Reject IE" or "Ignore IE and Notify Sender" using a response message defined for the procedure, the Information Element Criticality Diagnostics IE shall be included in the Criticality Diagnostics IE for each reported IE/IE group. In the Information Element Criticality Diagnostics IE the Repetition Number IE shall be included and in addition, if the not comprehended IE/IE group is not at message hierarchy level 1 (top level; see annex A) also the Message Structure IE shall be included.

When reporting not comprehended IEs/IE groups marked with "Reject IE" or "Ignore IE and Notify Sender" using the Error Indication procedure, the Procedure Code IE, the Triggering Message IE, Procedure Criticality IE, and the Information Element Criticality Diagnostics IE shall be included in the Criticality Diagnostics IE for each reported IE/IE group. In the Information Element Criticality Diagnostics IE the Repetition Number IE shall be included and in addition, if the not comprehended IE/IE group is not at message hierarchy level 1 (top level; see annex A) also the Message Structure IE shall be included.

10.3.5
Missing IE or IE group

The receiving node shall treat the missing IE/IE group according to the criticality information for the missing IE/IE group in the received message specified in the version of the present document used by the receiver:

Reject IE:

-
if a received message initiating a procedure is missing one or more IEs/IE groups with specified criticality "Reject IE"; none of the functional requests of the message shall be executed. The receiving node shall reject the procedure and report the missing IEs/IE groups using the message normally used to report unsuccessful outcome of the procedure. In case the information received in the initiating message was insufficient to determine a value for all IEs that are required to be present in the message used to report the unsuccessful outcome of the procedure, the receiving node shall instead terminate the procedure and initiate the Error Indication procedure.

-
if a received message initiating a procedure that does not have a message to report unsuccessful outcome is missing one or more IEs/IE groups with specified criticality "Reject IE", the receiving node shall terminate the procedure and initiate the Error Indication procedure.

-
if a received response message is missing one or more IEs/IE groups with specified criticality "Reject IE", the receiving node shall consider the procedure as unsuccessfully terminated and initiate local error handling.

Ignore IE and Notify Sender:

-
if a received message initiating a procedure is missing one or more IEs/IE groups with specified criticality "Ignore IE and Notify Sender", the receiving node shall ignore that those IEs are missing and continue with the procedure based on the other IEs/IE groups present in the message and report in the response message of the procedure that one or more IEs/IE groups were missing. In case the information received in the initiating message was insufficient to determine a value for all IEs that are required to be present in the response message, the receiving node shall instead terminate the procedure and initiate the Error Indication procedure.

-
if a received message initiating a procedure that does not have a message to report the outcome of the procedure is missing one or more IEs/IE groups with specified criticality "Ignore IE and Notify Sender", the receiving node shall ignore that those IEs are missing and continue with the procedure based on the other IEs/IE groups present in the message and initiate the Error Indication procedure to report that one or more IEs/IE groups were missing.

-
if a received response message is missing one or more IEs/IE groups with specified criticality "Ignore IE and Notify Sender", the receiving node shall ignore that those IEs are missing and continue with the procedure based on the other IEs/IE groups present in the message and initiate the Error Indication procedure to report that one or more IEs/IE groups were missing.

Ignore IE:

-
if a received message initiating a procedure is missing one or more IEs/IE groups with specified criticality "Ignore IE", the receiving node shall ignore that those IEs are missing and continue with the procedure based on the other IEs/IE groups present in the message.

-
if a received response message is missing one or more IEs/IE groups with specified criticality "Ignore IE", the receiving node shall ignore that those IEs/IE groups are missing and continue with the procedure based on the other IEs/IE groups present in the message.

When reporting missing IEs/IE groups with specified criticality "Reject IE" or "Ignore IE and Notify Sender" using a response message defined for the procedure, the Information Element Criticality Diagnostics IE shall be included in the Criticality Diagnostics IE for each reported IE/IE group. In the Information Element Criticality Diagnostics IE the Repetition Number IE shall be included and in addition, if the missing IE/IE group is not at message hierarchy level 1 (top level; see annex A) also the Message Structure IE shall be included.

When reporting missing IEs/IE groups with specified criticality "Reject IE" or "Ignore IE and Notify Sender" using the Error Indication procedure, the Procedure Code IE, the Triggering Message IE, Procedure Criticality IE, and the Information Element Criticality Diagnostics IE shall be included in the Criticality Diagnostics IE for each reported IE/IE group. In the Information Element Criticality Diagnostics IE  the Repetition Number IE shall be included and in addition, if the missing IE/IE group is not at message hierarchy level 1 (top level; see annex A) also the Message Structure IE shall be included.
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