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…

Once a current EPS security context exists, until the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM entity in the MME shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check or cannot be verified, as the EPS security context is not available in the network:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

…

This text states that when there is EPS security context established, the MME shall process the IDENTITY RESPONSE even if the integrity check fails. This indicates that it is allowed for the UE to send the IDENTITY RESPONSE (with IMSI) message as integrity protected. 
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…

The last sentence in the note has clear mismatch with the core specification TS 24.301 as it states that the message is sent without integrity protection.  
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4.7.2
Contents of EMM messages

-
ATTACH ACCEPT
This message is sent by the SS to the UE.

Table 4.7.2-1: ATTACH ACCEPT
	Derivation Path: 24.301 clause 8.2.1

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Attach accept message identity
	'0100 0010'B
	Attach accept
	

	EPS attach result
	'0001'B
	EPS only
	EPS_only

	
	'0010'B
	combined EPS/IMSI attach
	combined_EPS_IMSI

	Spare half octet
	'0000'B
	
	

	T3412 value
	
	
	

	  Timer value
	'0 0000'B
	
	

	  Unit
	'111'B
	value indicates that the timer is deactivated.
	

	TAI list
	
	
	

	  Length of tracking area identity list contents
	'0000 0110'B
	6 octets
	

	  Partial tracking area identity list 1
	
	
	

	    Number of elements
	'0 0000'B
	1 element
	

	    Type of list
	'00'B
	list of TACs belonging to one PLMN, with non-consecutive TAC values
	

	    MCC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	    MNC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	    TAC 1
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	ESM message container
	ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message to activate the default bearer
	
	

	GUTI
	
	
	

	  Length of EPS mobile identity contents
	'0000 1011'B
	11 octets
	

	  Type of identity
	'110'B
	GUTI
	

	  Odd/even indication
	'0'B
	even number of identity digits and also when the GUTI is used
	

	  MCC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MNC
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MME Group ID
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  MME Code
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	  M-TMSI
	See table 4.4.2-2 in this document
	For NAS test cases, see table 6.3.2.2-1.
	

	Location area identification
	Not present
	
	EPS_only

	Location area identification
	
	
	combined_EPS_IMSI

	  MCC
	MCC of the EUTRA cell from which this message is sent
	
	

	  MNC
	MCC of the EUTRA cell from which this message is sent
	
	

	  LAC
	1
	
	

	MS identity
	Not present
	
	EPS_only

	MS identity
	
	
	combined_EPS_IMSI

	  Length of mobile identity contents
	'0000 0101'B
	5 octets
	

	  Type of identity
	'100'B
	TMSI/P-TMSI/M-TMSI
	

	  Odd/even indication
	'0'B
	even number of identity digits and also when the TMSI/P-TMSI or TMGI and optional MBMS Session Identity is used
	

	  TMSI
	TMSI-1
	
	

	EMM cause
	Not present
	
	

	T3402 value
	Not present
	
	

	T3423 value
	Not present
	
	

	Equivalent PLMNs
	Not present
	
	

	Emergency number list
	Not present
	
	

	EPS network feature support
	'0000 0001'B
	IMS voice over PS session in S1 mode supported
	

	Additional update result
	Not present
	
	

	Additional update result
	‘10’ B
	“SMS only”
	additional_update_result_SMS


	Condition
	Explanation

	EPS_only
	This condition applies if the UE is configured to initiate EPS attach or if explicitly specified. 

	combined_EPS_IMSI
	This condition applies if the UE is configured to initiate combined EPS/IMSI attach or if explicitly specified.

	additional_update_result_SMS
	If the UE requested "SMS only" in the Additional update type IE and combined_EPS_IMSI condition applies


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ATTACH COMPLETE
This message is sent by the UE to the SS.

Table 4.7.2-2: ATTACH COMPLETE

	Derivation Path: 24.301 clause 8.2.2

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Attach complete message identity
	'0100 0011'B
	Attach complete
	

	ESM message container
	ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
ATTACH REJECT
This message is sent by the SS to the UE.

Table 4.7.2-3: ATTACH REJECT
	Derivation Path: 24.301 clause 8.2.3

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Attach reject message identity
	'0100 0100'B
	Attach reject
	

	EMM cause
	Set according to specific message content.
	
	

	ESM message container
	Set according to specific message content.
	
	


NOTE:
If this message includes the EMM cause set to #25, it is sent within SECURITY PROTECTED NAS MESSAGE message. Otherwise this message is sent without integrity protection.

-
ATTACH REQUEST
This message is sent by the UE to the SS.

Table 4.7.2-4: ATTACH REQUEST

	Derivation Path: 24.301 clause 8.2.4

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Attach request message identity
	'0100 0001'B
	Attach request
	

	EPS attach type
	'0001'B
	EPS attach
	EPS_only

	
	'0010'B
	combined EPS/IMSI attach
	combined_EPS_IMSI

	NAS key set identifier
	Any allowed value
	
	

	Old GUTI or IMSI
	Any allowed value
	
	

	UE network capability
	Any allowed value
	
	

	ESM message container
	PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN
	
	

	Old P-TMSI signature
	Not present or any allowed value
	
	

	Additional GUTI
	Not present or any allowed value
	
	

	Last visited registered TAI
	Not present or any allowed value
	
	

	DRX parameter
	Not present or any allowed value
	
	

	MS network capability
	Not present or any allowed value
	
	

	Old location area identification
	Not present or any allowed value
	
	

	TMSI status
	Not present or any allowed value
	
	

	Mobile station classmark 2
	Not present or any allowed value
	
	

	Mobile station classmark 3
	Not present or any allowed value
	
	

	Supported Codecs
	Not present or any allowed value
	
	

	Additional update type
	Not present
	
	EPS_only

	Additional update type
	Not present or any allowed value
	
	combined_EPS_IMSI


	Condition
	Explanation

	EPS_only
	See the definition below table 4.7.2-1.

	combined_EPS_IMSI
	See the definition below table 4.7.2-1.


NOTE:
This message is sent integrity protected when a valid security context exists and without integrity protection otherwise.
-
AUTHENTICATION FAILURE
This message is sent by the UE to the SS.

Table 4.7.2-5: AUTHENTICATION FAILURE
	Derivation Path: 24.301 clause 8.2.5

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Authentication failure message type
	'0101 1100'B
	Authentication failure
	

	EMM cause
	'0001 0100'B
	Mac failure
	

	Authentication failure parameter
	Not present
	See TS 24.301 [28] subclause 8.2.5.2
	


NOTE:
The security protection of this message is the same as the previous AUTHENTICATION REQUEST message.
-
AUTHENTICATION REJECT
This message is sent by the SS to the UE.

Table 4.7.2-6: AUTHENTICATION REJECT
	Derivation Path: 24.301 clause 8.2.6

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Authentication reject message type
	'0101 0100'B
	Authentication reject
	


NOTE:
This message is sent without integrity protection.
-
AUTHENTICATION REQUEST
This message is sent by the SS to the UE.

Table 4.7.2-7: AUTHENTICATION REQUEST

	Derivation Path: 24.301 clause 8.2.7

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Authentication request message type
	'0101 0010'B
	Authentication request
	

	NAS key set identifierASME 
	
	
	

	  NAS key set identifier
	An arbitrarily selected value between '000'B and '110'B, different from the valid NAS key set identifier of the UE if such a value exists.
	
	

	  TSC
	'0'B
	native security context (for KSIASME)
	

	Spare half octet
	'0000'B
	
	

	Authentication parameter RAND (EPS challenge)
	An arbitrarily selected 128 bits value
	
	

	Authentication parameter AUTN (EPS challenge)
	See TS 24.301 [28] subclause 9.9.3.2
	
	


NOTE:
Within a test execution this message is sent without integrity protection before NAS security mode control procedure has been successfully completed; and sent integrity protected and ciphered within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed. SS does not maintain information for NAS security mode control procedure after a TC is completed.
-
AUTHENTICATION RESPONSE
This message is sent by the UE to the SS.

Table 4.7.2-8: AUTHENTICATION RESPONSE

	Derivation Path: 24.301 clause 8.2.8

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Authentication response message type
	'0101 0011'B
	Authentication response
	

	Authentication response parameter
	See TS 24.301 [28] subclause 9.9.3.4
	
	


NOTE:
When sent in response to an AUTHENTICATION REQUEST message which is not integrity protected and not ciphered, the AUTHENTICATION RESPONSE message may be sent integrity protected when a valid security context exists and without integrity protection otherwise.
-
CS SERVICE NOTIFICATION
This message is sent by the SS to the UE.

Table 4.7.2-8A: CS SERVICE NOTIFICATION

	Derivation Path: 24.301 clause 8.2.9

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	CS service notification message identity
	'01100100'B
	CS Service notification
	

	Paging identity
	‘1’B
	TMSI
	

	CLI
	Not present
	
	

	SS Code
	Not present
	
	

	LCS indicator
	Not present
	
	

	LCS client identity
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
DETACH ACCEPT (UE originating detach)
This message is sent by the SS to the UE.

Table 4.7.2-9: DETACH ACCEPT

	Derivation Path: 24.301 clause 8.2.10.1

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Detach accept message identity
	'0100 0110'B
	Detach accept
	


NOTE:
This message is sent using the same security protection as in the previous DETACH REQUEST message received from the UE.

-
DETACH ACCEPT (UE terminated detach)
This message is sent by the UE to the SS.

Table 4.7.2-10: DETACH ACCEPT

	Derivation Path: 24.301 clause 8.2.10.2

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Detach accept message identity
	'0100 0110'B
	Detach accept
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed.

-
DETACH REQUEST (UE originating detach)
This message is sent by the UE to the SS.

Table 4.7.2-11: DETACH REQUEST
	Derivation Path: 24.301 clause 8.2.11.1

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Detach request message identity
	'0100 0101'B
	Detach request
	

	Detach type
	
	
	

	  Type of detach
	'001'B
	EPS detach
	EPS_only

	
	‘011’B
	combined EPS/IMSI detach
	Combined_EPS_IMSI

	  Switch off
	'1'B
	switch off
	

	NAS key set identifier
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier.
	
	

	  TSC
	'0'B
	native security context (for KSIASME)
	

	GUTI or IMSI
	If the UE has a valid GUTI, set to the GUTI, otherwise set to the IMSI of the UE.
	
	


	Condition
	Explanation

	EPS_only
	See the definition below table 4.7.2-1.

	Combined_EPS_IMSI
	See the definition below table 4.7.2-1.


NOTE:
This message is sent with integrity protection before SS has started the ciphering and integrity and ciphered protected after SS has started the ciphering.

-
DETACH REQUEST (UE terminated detach)
This message is sent by the SS to the UE.

Table 4.7.2-12: DETACH REQUEST
	Derivation Path: 24.301 clause 8.2.11.2

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Detach request message identity
	'0100 0101'B
	Detach request
	

	Detach type
	Set according to specific message content.
	
	

	Spare half octet
	'0000'B
	
	

	EMM cause
	Set according to specific message content.
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
DOWNLINK NAS TRANSPORT
This message is sent by the SS to the UE.

Table 4.7.2-12A: DOWNLINK NAS TRANSPORT

	Derivation Path: 24.301 clause 8.2.12

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Downlink NAS transport message identity
	'0110 0010'B
	Downlink NAS transport
	

	NAS message container
	Set according to specific message content
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
EMM INFORMATION
This message is sent by the SS to the UE.

Table 4.7.2-13: EMM INFORMATION

	Derivation Path: 24.301 clause 8.2.13

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	EMM information message identity
	'0110 0001'B
	EMM information
	

	Full name for network
	Set according to specific message content.
	
	

	Short name for network
	Set according to specific message content.
	
	

	Local time zone
	Set according to specific message content.
	
	

	Universal time and local time zone
	Set according to specific message content.
	
	

	Network daylight saving time
	Set according to specific message content.
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
EMM STATUS
This message is sent by the UE or by the SS.

Table 4.7.2-14: EMM STATUS

	Derivation Path: 24.301 clause 8.2.14

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	EMM status message identity
	'0110 0000'B
	EMM status
	

	EMM cause
	Set according to specific message content.
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
EXTENDED SERVICE REQUEST
This message is sent by the UE to the SS.

Table 4.7.2-14A: EXTENDED SERVICE REQUEST

	Derivation Path: 24.301 clause 8.2.15

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Extended service request message identity
	'0100 1100'B
	Extended service request
	

	Service type
	'0001'B
	mobile terminating CS fallback or 1xCS fallback
	

	NAS key set identifier
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier.
	
	

	  TSC
	'0'B
	native security context (for KSIASME)
	

	M-TMSI
	If the UE has a valid M-TMSI, set to the M-TMSI, otherwise set to the IMSI of the UE.
	
	

	CSFB response
	’001’B
	CS fallback accepted by the UE
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
GUTI REALLOCATION COMMAND
This message is sent by the SS to the UE.

Table 4.7.2-15: GUTI REALLOCATION COMMAND

	Derivation Path: 24.301 clause 8.2.16

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	GUTI reallocation command message identity
	'0101 0000'B
	GUTI reallocation command
	

	GUTI
	Set according to specific message content.
	
	

	TAI list
	Set according to specific message content.
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
GUTI REALLOCATION COMPLETE
This message is sent by the UE to the SS.

Table 4.7.2-16: GUTI REALLOCATION COMPLETE

	Derivation Path: 24.301 clause 8.2.17

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	GUTI reallocation complete message identity
	'0101 0001'B
	GUTI reallocation complete
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.

-
IDENTITY REQUEST
This message is sent by the SS to the UE.

Table 4.7.2-17: IDENTITY REQUEST

	Derivation Path: 24.301 clause 8.2.18

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Identity request message identity
	'0101 0101'B
	Identity request
	

	Identity type
	'0001'B
	IMSI
	

	Spare half octet
	'0000'B
	
	


NOTE:
This message is sent without integrity protection.

-
IDENTITY RESPONSE
This message is sent by the UE to the SS.
Table 4.7.2-18: IDENTITY RESPONSE

	Derivation Path: 24.301 clause 8.2.19

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Identity response message
	'0101 0110'B
	Identity response
	

	Mobile identity
	IMSI of the UE
	
	


NOTE:
This message is sent without integrity protection before NAS security mode control procedure has been successfully completed and sent within SECURITY PROTECTED NAS MESSAGE message after NAS security mode control procedure has been successfully completed. 
-
SECURITY MODE COMMAND
This message is sent by the SS to the UE.

Table 4.7.2-19: SECURITY MODE COMMAND

	Derivation Path: 24.301 clause 8.2.20

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Security mode command message identity
	'0101 1101'B
	Security mode command
	

	Selected NAS security algorithms
	
	
	

	  Type of integrity protection algorithm
	Set according to PIXIT parameter for default integrity protection algorithm [FFS]
	
	

	  Type of ciphering algorithm
	Set according to PIXIT parameter for default ciphering algorithm [FFS]
	
	

	NAS key set identifier
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier.
	
	

	  TSC
	'0'B
	native security context (for KSIASME)
	

	Spare half octet
	'0000'B
	
	

	Replayed UE security capabilities
	Set according to the received UE security capabilities
	
	

	IMEISV request
	Not present
	
	

	Replayed nonceUE
	Not present
	
	

	NonceMME
	Not present
	
	


NOTE:
This message is always sent integrity protected with new EPS security context.

-
SECURITY MODE COMPLETE
This message is sent by the UE to the SS.

Table 4.7.2-20: SECURITY MODE COMPLETE

	Derivation Path: 24.301 clause 8.2.21

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Security mode complete message identity
	'0101 1110'B
	Security mode complete
	

	IMEISV
	Not present
	
	


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message with new EPS security context. 
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