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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 8.2.4.7, which are part of the LTE test suite. Changes added through R5s100496 are also applicable to this test case. 
The test case can be demonstrated to run with one LTE UE (see section 6). Execution log files are provided as evidence. 
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3 Verification Test Summary

Test Case:
TC_8_2_4_7
Test Group:
RRC 
ATS Version:
iwd-EUTRA-TVB2009-12_D10wk26
System Simulator used:
Anite Conformance Toolset
UE(s) used:
LG L2000 UE
Verification Status:
PASS
4 Corrections required for test case Error! Reference source not found.
4.1 Introduction

This section describes the changes required to make test case 8.2.4.7 run correctly with a LTE UE. The TTCN used to pass this test case belongs to iwd-EUTRA-TVB2009-12_D10wk26 release.

4.2 Change 1

	Testcase name
	f_TC_8_2_4_7_EUTRA

	Reason for change
	1. In the variable initialization, the assignment of v_PhysicalCellIdentity_Cell11 is not correct. Incorrect Cell ID is passed in f_EUTRA_CellInfo_GetPhyCellId() function.
2. The NH parameter is not present in the type record EUTRA_SecurityParams_Type and it is not used in the vertical key derivation when f_EUTRA_SS_AS_ActivateSecurity_HO_Reest() is called before Step 9 & 13. Instead KeNB is used which should only be used for the first key derivation when NCC =0 when KeNB is equal to NH parameter.
3. At step 28-29, handover is happening from Cell1 to Cell 11. These two cells have different TAI and as a result UE will send TRACKING AREA UPDATE REQUEST message after the handover to Cell 11 is completed. The reception of this message is not handled in the implementation. 
Note: Prose CR will be submitted for this change.

	Summary of change
	1. Correct Cell ID, eutra_Cell11, is passed in f_EUTRA_CellInfo_GetPhyCellId() function.
2. NH parameter is added in the type record EUTRA_SecurityParams_Type. Two new functions f_EUTRA_SS_AS_ActivateSecurity_HO_Reest_8241() and f_EUTRA_InitAS_KeyChaining_KeyRefresh_8241() are added to incorporate the use of NH parameter in the vertical key derivation.  f_EUTRA_SS_AS_ActivateSecurity_HO_Reest_8241() is called before Step 9 & 13 in the test case which internally calls f_EUTRA_InitAS_KeyChaining_KeyRefresh_8241() which has the updated implementation to use NH parameter for vertical key derivation.
3. Reception of TRACKING AREA UPDATE REQUEST message is added after Step 28-29. A prose CR is also added for the reception of TRACKING AREA UPDATE REQUEST message.


	Source of change
	File : RRC_Handover.ttcn, EUTRA_SecuritySteps.ttcn, EUTRA_Securityfunctions.ttcn


Before:
RRC_Handover.ttcn:
	  function f_TC_8_2_4_7_EUTRA ( ) runs on EUTRA_PTC {

    var Frequency_IE_Type v_Frequency_IE_Cell1;

    var ChannelBandwidthDependency_Type v_ChBandDependency_Cell1;

    …………….

    …………….
    f_EUTRA_Init ( c1 );

    // Get FDD or TDD mode for Cell 1

    v_EUTRA_FDD_TDD_CellInfo_Cell1 := f_EUTRA_CellInfo_GetFDD_TDD_Info ( eutra_Cell1 );

    v_EUTRA_FDD_TDD_CellInfo_Cell4 := f_EUTRA_CellInfo_GetFDD_TDD_Info ( eutra_Cell4 );

    v_EUTRA_FDD_TDD_CellInfo_Cell11 := f_EUTRA_CellInfo_GetFDD_TDD_Info ( eutra_Cell11 );

    // Get cell dependant parameters

    v_Frequency_IE_Cell1 := f_EUTRA_CellInfo_GetFrequencyIEs ( eutra_Cell1 );

    v_ChBandDependency_Cell1 := f_EUTRA_BandDependentParam ( v_Frequency_IE_Cell1.DL_ChBandwidth,

                                                             v_Frequency_IE_Cell1.UL_ChBandwidth );

    v_PhysicalCellIdentity_Cell1 := f_EUTRA_CellInfo_GetPhyCellId ( eutra_Cell1 );

    v_PhysicalCellIdentity_Cell4 := f_EUTRA_CellInfo_GetPhyCellId ( eutra_Cell4 );

    v_PhysicalCellIdentity_Cell11 := f_EUTRA_CellInfo_GetPhyCellId ( eutra_Cell4 );
    // Set maximum cell powel level for cell 1, 4 & 11 to be used in creation

    f_EUTRA_CellInfo_InitMaxReferencePower ( eutra_Cell1, -73 );

    f_EUTRA_CellInfo_InitMaxReferencePower ( eutra_Cell4, -79 );

    f_EUTRA_CellInfo_InitMaxReferencePower ( eutra_Cell11, -67 );

    …………….

    …………….
    // Step 7: Receive RRCConnectionReestablishmentRequest on Cell 4

    SRB.receive ( car_SRB0_RrcPdu_IND ( eutra_Cell4,

                                        cr_508_RRCConnectionReestablishmentRequest ( tsc_C_RNTI_Def,

                                                                                     v_PhysicalCellIdentity_Cell1,

                                                                                     cr_ReestablishmentCause_HandoverFailure,

                                                                                     v_ShortMAC_I ) ) );

    //* @verdict RRCConnectionReestablishmentRequest received on Cell 4

    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, "Test Case 8.2.4.7 Step 7");

    // Start UL grant transmission in Cell 4

    f_EUTRA_StartDefULGrantTransmission ( eutra_Cell4, cs_TimingInfo_Now );

    // Deactivate the default to stop receiving measurement reports for cell 4 on cell 1

    deactivate ( v_DefaultRef );

    // Activate RRC security at SS[SRB 1,2 and DRB 1]

    v_Auth_Params := f_EUTRA_SS_AS_ActivateSecurity_HO_Reest ( eutra_Cell4, f_EUTRA_Security_Get ( ), v_Ncc0 );

    f_EUTRA_Security_Set ( v_Auth_Params );

    …………….

    …………….
    // Step 16: Receive RRCConnectionReestablishmentRequest

    SRB.receive ( car_SRB0_RrcPdu_IND ( eutra_Cell1,

                                        cr_508_RRCConnectionReestablishmentRequest ( tsc_C_RNTI_Def,

                                                                                     v_PhysicalCellIdentity_Cell4,

                                                                                     cr_ReestablishmentCause_HandoverFailure,

                                                                                     v_ShortMAC_I ) ) );

     //* @verdict RRCConnectionReestablishmentRequest received on Cell 1

    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, "Test Case 8.2.4.7 Step 16");

    // Deactivate the default to stop receiving measurement report for cell 1 on cell 4.

    deactivate ( v_DefaultRef );

    // Activate RRC security at SS[SRB 1,2 and DRB 1]

    v_Auth_Params := f_EUTRA_SS_AS_ActivateSecurity_HO_Reest ( eutra_Cell1, f_EUTRA_Security_Get ( ), v_Ncc1 );
    f_EUTRA_Security_Set ( v_Auth_Params );

    …………….

    …………….
    // Step 25: Receive RRCConnectionReestablishmentRequest

    SRB.receive ( car_SRB0_RrcPdu_IND ( eutra_Cell11,

                                        cr_508_RRCConnectionReestablishmentRequest ( tsc_C_RNTI_Def,

                                                                                     v_PhysicalCellIdentity_Cell1,

                                                                                     cr_ReestablishmentCause_HandoverFailure,

                                                                                     v_ShortMAC_I ) ) );

    //* @verdict RRCConnectionReestablishmentRequest received on Cell 11

    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, "Test Case 8.2.4.7 Step 25");

    // Start UL grant transmission in Cell 11

    f_EUTRA_StartDefULGrantTransmission ( eutra_Cell11, cs_TimingInfo_Now );

    // Deactivate the default to stop receiving measurement reports for cell 11 on cell 1

    deactivate ( v_DefaultRef );

    // Activate RRC security at SS[SRB 1,2 and DRB 1]

    v_Auth_Params := f_EUTRA_SS_AS_ActivateSecurity_HO_Reest ( eutra_Cell11, f_EUTRA_Security_Get ( ), v_Ncc3 );
    f_EUTRA_Security_Set ( v_Auth_Params );

    // Step 26: Transmit RRCConnectionReestablishment to resume SRB1 operation and re-activate security

    f_EUTRA_RRC_RRCConnectionReestablishment_Def ( eutra_Cell11, v_RRC_TI, v_Ncc3 );

    // Step 27: Receive RRCConnectionReestablishmentComplete

    SRB.receive ( car_SRB1_RrcPdu_IND ( eutra_Cell11,  cr_508_RRCConnectionReestablishmentComplete( v_RRC_TI ) ) );

    //SS automatically checks that UE transmit the RRCConnectionReestablishmentComplete using the security key derived from the currently active KeNB

    //* @verdict RRCConnectionReestablishmentComplete received on Cell 11

    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, "Test Case 8.2.4.7 Step 27");

    // Step 28-29: RRCConnectionReconfiguration to resume SRB2 and existing DRBs

    f_EUTRA_RRC_RRCConnectionReconfiguration_Resume_SRB2_DRBs ( eutra_Cell11, v_RRC_TI );

    // Step 30: Check if UE is in state RRC_Connected

    f_EUTRA_508Check_ConnectedState ( eutra_Cell11 );

    f_EUTRA_TestBody_Set ( false );

    // Switch off UE and expect Detach Request

    f_EUTRA_Postamble ( eutra_Cell11, E2_CONNECTED );

  }


After:
RRC_Handover.ttcn:
	  import from EPS_NAS_Templates all;      

  import from EUTRA_NASSteps all;       
  import from NAS_CommonTypeDefs all;         

  import from EPS_NAS_MsgContainers all;      
………….

…………..

  function f_TC_8_2_4_7_EUTRA ( ) runs on EUTRA_PTC {

    var Frequency_IE_Type v_Frequency_IE_Cell1;

    var ChannelBandwidthDependency_Type v_ChBandDependency_Cell1;

    …………….

    …………….
    var GutiParameters_Type v_GutiParams;                   

    var NAS_PlmnId v_PLMN;                                  

    var TrackingAreaCode v_Tac;                             

    var template (value) TrackingAreaIdList v_TaiList;      

    var SRB_COMMON_IND v_ReceivedAsp;                       

    var EPS_BearerContextStatus v_EPS_ContextStatus;        
    f_EUTRA_Init ( c1 );

    // Get FDD or TDD mode for Cell 1

    v_EUTRA_FDD_TDD_CellInfo_Cell1 := f_EUTRA_CellInfo_GetFDD_TDD_Info ( eutra_Cell1 );

    v_EUTRA_FDD_TDD_CellInfo_Cell4 := f_EUTRA_CellInfo_GetFDD_TDD_Info ( eutra_Cell4 );

    v_EUTRA_FDD_TDD_CellInfo_Cell11 := f_EUTRA_CellInfo_GetFDD_TDD_Info ( eutra_Cell11 );

    // Get cell dependant parameters

    v_Frequency_IE_Cell1 := f_EUTRA_CellInfo_GetFrequencyIEs ( eutra_Cell1 );

    v_ChBandDependency_Cell1 := f_EUTRA_BandDependentParam ( v_Frequency_IE_Cell1.DL_ChBandwidth,

                                                             v_Frequency_IE_Cell1.UL_ChBandwidth );

    v_PhysicalCellIdentity_Cell1 := f_EUTRA_CellInfo_GetPhyCellId ( eutra_Cell1 );

    v_PhysicalCellIdentity_Cell4 := f_EUTRA_CellInfo_GetPhyCellId ( eutra_Cell4 );

    v_PhysicalCellIdentity_Cell11 := f_EUTRA_CellInfo_GetPhyCellId ( eutra_Cell11 );  
    ………………
    ………………
    // Step 7: Receive RRCConnectionReestablishmentRequest on Cell 4

    SRB.receive ( car_SRB0_RrcPdu_IND ( eutra_Cell4,

                                        cr_508_RRCConnectionReestablishmentRequest ( tsc_C_RNTI_Def,

                                                                                     v_PhysicalCellIdentity_Cell1,   

                                                                                     cr_ReestablishmentCause_HandoverFailure,

                                                                                     v_ShortMAC_I ) ) );

    //* @verdict RRCConnectionReestablishmentRequest received on Cell 4

    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, "Test Case 8.2.4.7 Step 7");

    // Start UL grant transmission in Cell 4

    f_EUTRA_StartDefULGrantTransmission ( eutra_Cell4, cs_TimingInfo_Now );

    // Deactivate the default to stop receiving measurement reports for cell 4 on cell 1

    deactivate ( v_DefaultRef );

    v_Auth_Params := f_EUTRA_Security_Get ( );            

    v_Auth_Params.NH :=  v_Auth_Params.KENB;              

    f_EUTRA_Security_Set (v_Auth_Params);                 
    // Activate RRC security at SS[SRB 1,2 and DRB 1]

    v_Auth_Params := f_EUTRA_SS_AS_ActivateSecurity_HO_Reest ( eutra_Cell4, f_EUTRA_Security_Get ( ), v_Ncc0 );

    f_EUTRA_Security_Set ( v_Auth_Params );

    ………………

    ………………
    // Step 16: Receive RRCConnectionReestablishmentRequest

    SRB.receive ( car_SRB0_RrcPdu_IND ( eutra_Cell1,

                                        cr_508_RRCConnectionReestablishmentRequest ( tsc_C_RNTI_Def,

                                                                                     v_PhysicalCellIdentity_Cell4,

                                                                                     cr_ReestablishmentCause_HandoverFailure,

                                                                                     v_ShortMAC_I ) ) );

     //* @verdict RRCConnectionReestablishmentRequest received on Cell 1

    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, "Test Case 8.2.4.7 Step 16");

    // Deactivate the default to stop receiving measurement report for cell 1 on cell 4.

    deactivate ( v_DefaultRef );

    // Activate RRC security at SS[SRB 1,2 and DRB 1]

    v_Auth_Params := f_EUTRA_SS_AS_ActivateSecurity_HO_Reest_8241 ( eutra_Cell1, v_Auth_Params, v_Ncc1 ); 
    f_EUTRA_Security_Set ( v_Auth_Params );

    // Step 17: Transmit RRCConnectionReestablishment to resume SRB1 operation and re-activate security

    f_EUTRA_RRC_RRCConnectionReestablishment_Def ( eutra_Cell1, v_RRC_TI, v_Ncc1 );

    ………………

    ………………
    // Step 25: Receive RRCConnectionReestablishmentRequest

    SRB.receive ( car_SRB0_RrcPdu_IND ( eutra_Cell11,

                                        cr_508_RRCConnectionReestablishmentRequest ( tsc_C_RNTI_Def,

                                                                                     v_PhysicalCellIdentity_Cell1,

                                                                                     cr_ReestablishmentCause_HandoverFailure,

                                                                                     v_ShortMAC_I ) ) );

    //* @verdict RRCConnectionReestablishmentRequest received on Cell 11

    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, "Test Case 8.2.4.7 Step 25");

    // Start UL grant transmission in Cell 11

    f_EUTRA_StartDefULGrantTransmission ( eutra_Cell11, cs_TimingInfo_Now );

    // Deactivate the default to stop receiving measurement reports for cell 11 on cell 1

    deactivate ( v_DefaultRef );

    // Activate RRC security at SS[SRB 1,2 and DRB 1]

    v_Auth_Params := f_EUTRA_SS_AS_ActivateSecurity_HO_Reest_8241 ( eutra_Cell11, f_EUTRA_Security_Get(), v_Ncc3 );             
    f_EUTRA_Security_Set ( v_Auth_Params );

    // Step 26: Transmit RRCConnectionReestablishment to resume SRB1 operation and re-activate security

    f_EUTRA_RRC_RRCConnectionReestablishment_Def ( eutra_Cell11, v_RRC_TI, v_Ncc3 );

    // Step 27: Receive RRCConnectionReestablishmentComplete

    SRB.receive ( car_SRB1_RrcPdu_IND ( eutra_Cell11,  cr_508_RRCConnectionReestablishmentComplete( v_RRC_TI ) ) );

    //SS automatically checks that UE transmit the RRCConnectionReestablishmentComplete using the security key derived from the currently active KeNB

    //* @verdict RRCConnectionReestablishmentComplete received on Cell 11

    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, "Test Case 8.2.4.7 Step 27");

    // Step 28-29: RRCConnectionReconfiguration to resume SRB2 and existing DRBs

    f_EUTRA_RRC_RRCConnectionReconfiguration_Resume_SRB2_DRBs ( eutra_Cell11, v_RRC_TI );

    //+   Step 29A: The UE transmits a TRACKING AREA UPDATE REQUEST message. <-- TRACKING

    //+   AREA UPDATE REQUEST

    SRB.receive(car_SRB2_NasPdu_IND(eutra_Cell11,                                     

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                       cr_508_TAU_Request(tsc_EpsUpdate_TaUpdate,

                                                                          f_EUTRA_SecurityKSIasme_Get(),

                                                                          f_GetAdditionalUpdateType ()))))-> value v_ReceivedAsp;

    //+   Step 29B: The SS transmits a TRACKING AREA UPDATE ACCEPT message. <-- TRACKING

    //+   AREA UPDATE ACCEPT

    v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_Cell11);                             

    v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);                            

    v_Tac := f_EUTRA_CellInfo_GetTAC ( eutra_Cell11 );                                  

    v_TaiList := cds_TAIListNonConsecutive_tlv( v_PLMN, { bit2oct(v_Tac) } );           

    v_EPS_ContextStatus := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.epsBearerContextStatus;       

    SRB.send (cas_SRB2_NasPdu_REQ ( eutra_Cell11,                                       

                                    cs_TimingInfo_Now,

                                    cs_NAS_Request ( tsc_SHT_IntegrityProtected_Ciphered,

                                                     cs_508_TAU_Accept (  tsc_EpsUpdate_TaUpdate,

                                                                          f_GutiParameters2MobileIdentity (tsc_IEI_Guti, v_GutiParams ),

                                                                          v_TaiList,

                                                                          v_EPS_ContextStatus,

                                                                          f_EUTRA_GetCellLAI(eutra_Cell11),

                                                                          f_GetMSId ( ), 

                                                                          f_GetAdditionalUpdateResult(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.addUpdateType)))));

    //+   Step 29C: Check: Does the UE transmit a TRACKING AREA UPDATE COMPLETE message? -->

    //+   TRACKING AREA UPDATE COMPLETE 

    SRB.receive(car_SRB2_NasPdu_IND(eutra_Cell11,                                         

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_508_TAU_Complete)));
    // Step 30: Check if UE is in state RRC_Connected

    f_EUTRA_508Check_ConnectedState ( eutra_Cell11 );

    f_EUTRA_TestBody_Set ( false );

    // Switch off UE and expect Detach Request

    f_EUTRA_Postamble ( eutra_Cell11, E2_CONNECTED );

  }


5 Execution Log Files

5.1 LG L2000 UE

The LG L2000 UE passed these test cases on the Anite Conformance Toolset solution with Snow 3G integrity and ciphering algorithm. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log files tc_8_2_4_7_LG-log.html:

In the log files (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log files.
6 References

	[1]
	R5s100499: This archive comprises html format execution log file
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