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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of RRC test case 8.2.4.1 which are part of the LTE test suite. 
The test case can be demonstrated to run with one LTE UEs (see section 6). Execution log files are provided as evidence. 
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3 Verification Test Summary

Test Case:
TC_8_2_4_1
Test Group:
RRC
ATS Version:
iwd-EUTRA-TVB2009-12_D10wk26
System Simulator used:
Anite Conformance Toolset
UE(s)  used:
LG L2000 UE
Verification Status:
PASS
4 Corrections required for test case 8.2.4.1
4.1 Introduction

This section describes the changes required to make test case 8.2.4.1 run correctly with a LTE UE. The TTCN used to pass this test case belongs to iwd-EUTRA-TVB2009-12_D10wk26 release.

4.2 Change 1

	Testcase name
	f_TC_8_2_4_1_EUTRA

	Reason for change
	1. In the variable initialization:
a) The Cell ID is not correct, 14 instead of 4, in the v_CellPowerList_AtT3 configuration.
b) v_EUTRA_FDD_TDD_Cell11 and v_EUTRA_FDD_TDD_Cell4 assignments are not correct. They need to be inter-changed.
2. The NH parameter is not present in the type record EUTRA_SecurityParams_Type and it is not used in the vertical key derivation when f_EUTRA_SS_AS_ActivateSecurity_HO_Reest() is called before Step 9 & 13. Instead KeNB is used which should only be used for the first key derivation when NCC =0 when KeNB is equal to NH parameter.
3. At Step 6, 10 & 14 car_PRACH_Preamble_IND is using the default preamble index instead of the one that is transmitted in RRCConnectionReconfiguration message.
4. At Step 13 Cell ID is not correct, should be 11 instead of 1.
5. At step 13, handover is happening from Cell1 to Cell 11. These two cells have different TAI and as a result UE will send TRACKING AREA UPDATE REQUEST message after the handover to Cell 11 is completed. The reception of this message is not handled in the implementation.
Prose CR R5-104669 is submitted for this change.

	Summary of change
	1. In the variable initialization:
a) The Cell ID is corrected to 4 in the v_CellPowerList_AtT3 configuration.

b) v_EUTRA_FDD_TDD_Cell11 and v_EUTRA_FDD_TDD_Cell4 assignments are inter-changed.
2. NH parameter is added in the type record EUTRA_SecurityParams_Type. Two new functions f_EUTRA_SS_AS_ActivateSecurity_HO_Reest_8241() and f_EUTRA_InitAS_KeyChaining_KeyRefresh_8241() are added to incorporate the use of NH parameter in the vertical key derivation.  f_EUTRA_SS_AS_ActivateSecurity_HO_Reest_8241() is called before Step 9 & 13 in the test case which internally calls f_EUTRA_InitAS_KeyChaining_KeyRefresh_8241() which has the updated implementation to use NH parameter for vertical key derivation.
3. At Step 6, 10 & 14 car_PRACH_Preamble_IND is modified to use preamble index, v_Ra_PreambleIndex, which is transmitted in RRCConnectionReconfiguration message.
4. At Step 13 Cell ID is corrected to 11.
5. Reception of TRACKING AREA UPDATE REQUEST message is added after Step 14. A prose CR is also added for the reception of TRACKING AREA UPDATE REQUEST message.


	Source of change
	File : RRC_Handover.ttcn, EUTRA_SecuritySteps.ttcn, EUTRA_Securityfunctions.ttcn



Before:
RRC_Handover.ttcn:
	  function f_TC_8_2_4_1_EUTRA ( ) runs on EUTRA_PTC {

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var Frequency_IE_Type v_Frequency_IE_Cell1;

     …………..

     ………......

    v_CellPowerList_AtT0 := {

      cs_CellPower ( eutra_Cell4, -91 ),

      cs_CellPower ( eutra_Cell11, tsc_NonSuitableOffCellRS_EPRE )

    };

    v_CellPowerList_AtT1 := {

      cs_CellPower ( eutra_Cell4, -79 )

    };

    v_CellPowerList_AtT2 := {

      cs_CellPower ( eutra_Cell4, -91 )

    };

    v_CellPowerList_AtT3 := {

      cs_CellPower ( eutra_Cell14, tsc_NonSuitableOffCellRS_EPRE ),
      cs_CellPower ( eutra_Cell11, -79 )

    };

    f_EUTRA_Init ( c1 );

    // Get FDD or TDD mode for Cell 1, 4 and 11

    v_EUTRA_FDD_TDD_Cell1 := f_EUTRA_CellInfo_GetFDD_TDD ( eutra_Cell1 );

    v_EUTRA_FDD_TDD_Cell11 := f_EUTRA_CellInfo_GetFDD_TDD ( eutra_Cell4 );

    v_EUTRA_FDD_TDD_Cell4 := f_EUTRA_CellInfo_GetFDD_TDD ( eutra_Cell11 );
     …………..

     ………......

    v_Auth_Params := f_EUTRA_Security_Get ( );
    f_EUTRA_TestBody_Set ( true );

    // Step 1: Send RRC Connection Reconfiguration

    SRB.send ( cas_SRB1_RrcPdu_REQ ( eutra_Cell1,

                                     cs_TimingInfo_Now,

                                     cs_508_RRCConnectionReconfiguration_ConditionMEAS ( tsc_RRC_TI_Def,

                                                                                         cs_Measurement_Config_A3 ( v_Frequency_IE_Cell1.UL_DL_Earfcn.dl_CarrierFreq,

                                                                                                                    v_ChBandDependency_Cell1.AllowedMeasBandwidth ) ) ) );

     …………..

     ………......

    // Step 6: Receive RRCConnectionReconfigurationComplete on cell 4

    //         with the configured dedicated preamble

    f_EUTRA_RacingCond_AwaitSysIndBeforeSrbMsg ( car_PRACH_Preamble_IND ( eutra_Cell4, ? ),

                                                 v_SrbIndByRef,

                                                 v_SysIndByRef );

     …………..

     ………......

    // Reactivate RRC security at SS Cell 1 (SRB 1, 2 and 1 AM DRB)

    v_NextHopChainingCount := 1;

    v_Auth_Params := f_EUTRA_SS_AS_ActivateSecurity_HO_Reest ( eutra_Cell1, v_Auth_Params, v_NextHopChainingCount );
    f_EUTRA_Security_Set ( v_Auth_Params );

    // Step 9: Transmit RRCConnectionReconfiguration message to order the UE to perform intra frequency handover to Cell 1

    f_EUTRA_RRC_ConnReconfigHO_IntraLTE_MobilitySecurity ( eutra_Cell4,

                                                           eutra_Cell1,

                                                           f_Generate_cs_MobilityControlInfo_HO_CRNTI_RACH ( eutra_Cell1,

                                                                                                             omit,

                                                                                                             tsc_C_RNTI_Def3,

                                                                                                             cs_RACH_ConfigDedicated ( v_Ra_PreambleIndex)),

                                                           cs_SecurityConfigHO_IntraLTE ( false, v_NextHopChainingCount ));

    // Step 10: Receive RRCConnectionReconfigurationComplete on cell 1 with the configured dedicated preamble

    f_EUTRA_RacingCond_AwaitSysIndBeforeSrbMsg ( car_PRACH_Preamble_IND ( eutra_Cell1, ? ),
                                                 v_SrbIndByRef,

                                                 v_SysIndByRef );

     …………..

     ………......

    // Activate RRC security at SS Cell 11(SRB 1, 2 and 1 AM DRB)

    v_NextHopChainingCount := 3;

    v_Auth_Params := f_EUTRA_SS_AS_ActivateSecurity_HO_Reest ( eutra_Cell11, v_Auth_Params, v_NextHopChainingCount );
    f_EUTRA_Security_Set ( v_Auth_Params );

    // Step 13: Transmit RRCConnectionReconfiguration message to order the UE to perform intra frequency handover to Cell 11

    f_EUTRA_RRC_ConnReconfigHO_IntraLTE_MobilitySecurity ( eutra_Cell1,

                                                           eutra_Cell11,

                                                           f_Generate_cs_MobilityControlInfo_HO_CRNTI_RACH ( eutra_Cell1,

                                                                                                             omit,

                                                                                                             tsc_C_RNTI_Def4,

                                                                                                             cs_RACH_ConfigDedicated ( v_Ra_PreambleIndex)),

                                                           cs_SecurityConfigHO_IntraLTE ( false, v_NextHopChainingCount ));

    // Step 14: Receive RRCConnectionReconfigurationComplete on cell 11

    //          with the configured dedicated preamble

    f_EUTRA_RacingCond_AwaitSysIndBeforeSrbMsg ( car_PRACH_Preamble_IND ( eutra_Cell11, ? ),
                                                 v_SrbIndByRef,

                                                 v_SysIndByRef );

    //Random Access Response automatically taken care of due to prach config

    f_EUTRA_RacingCond_MatchRrcMsg ( v_SrbIndByRef,

                                     car_SRB1_RrcPdu_IND (eutra_Cell11,

                                                          cr_508_RRCConnectionReconfigurationComplete ( v_RRC_TI )));

    //SS automatically checks that UE transmit an RRCConnectionReconfigurationComplete using the security key derived from the currently active KeNB

    //* @verdict pass RRC Connection Reconfiguration Complete received on Cell 4

    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, "Test Case 8.2.4.1 Step 14");

    // Deactivate the default to stop receiving measurement reports for Cell11 on Cell1

    deactivate ( v_DefaultRef );

    // Reset MAC and re-establish RLC of cell 1

    f_EUTRA_SS_SRBs_DRB1_ResetNow ( eutra_Cell1 );

    // Start UL grant transmission in Cell 11

    f_EUTRA_StartDefULGrantTransmission ( eutra_Cell11, cs_TimingInfo_Now );
    // Step 15: Check RRC Connected

    f_EUTRA_508Check_ConnectedState ( eutra_Cell11 );

    f_EUTRA_TestBody_Set ( false );

    // Switch off UE and expect Detach Request

    f_EUTRA_Postamble ( eutra_Cell11, E2_CONNECTED );

  }


After:
RRC_Handover.ttcn:
	  import from EPS_NAS_Templates all;      

  import from EUTRA_NASSteps all;       
  import from NAS_CommonTypeDefs all;         

  import from EPS_NAS_MsgContainers all;      
………….
…………..

 function f_TC_8_2_4_1_EUTRA ( ) runs on EUTRA_PTC {

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var Frequency_IE_Type v_Frequency_IE_Cell1;

     …………..
     ………......

    var GutiParameters_Type v_GutiParams;                   

    var NAS_PlmnId v_PLMN;                                  

    var TrackingAreaCode v_Tac;                             

    var template (value) TrackingAreaIdList v_TaiList;      

    var SRB_COMMON_IND v_ReceivedAsp;                       

    var EPS_BearerContextStatus v_EPS_ContextStatus;        
    v_CellPowerList_AtT0 := {

      cs_CellPower ( eutra_Cell4, -91 ),

      cs_CellPower ( eutra_Cell11, tsc_NonSuitableOffCellRS_EPRE )

    };

    v_CellPowerList_AtT1 := {

      cs_CellPower ( eutra_Cell4, -79 )

    };

    v_CellPowerList_AtT2 := {

      cs_CellPower ( eutra_Cell4, -91 )

    };

    v_CellPowerList_AtT3 := {

      cs_CellPower ( eutra_Cell4, tsc_NonSuitableOffCellRS_EPRE ),                      

      cs_CellPower ( eutra_Cell11, -79 )

    };

    f_EUTRA_Init ( c1 );

    // Get FDD or TDD mode for Cell 1, 4 and 11

    v_EUTRA_FDD_TDD_Cell1 := f_EUTRA_CellInfo_GetFDD_TDD ( eutra_Cell1 );

    v_EUTRA_FDD_TDD_Cell4 := f_EUTRA_CellInfo_GetFDD_TDD ( eutra_Cell4 );                  

    v_EUTRA_FDD_TDD_Cell11 := f_EUTRA_CellInfo_GetFDD_TDD ( eutra_Cell11 );                

 ……………
 .…………..
    // Set RS EPRE and parameters according to T0

    f_EUTRA_SetCellPowerList ( v_CellPowerList_AtT0, cs_TimingInfo_Now );

    v_Auth_Params := f_EUTRA_Security_Get ( );            

    v_Auth_Params.NH :=  v_Auth_Params.KENB;              

    f_EUTRA_Security_Set (v_Auth_Params);                 
    f_EUTRA_TestBody_Set ( true );

    // Step 1: Send RRC Connection Reconfiguration

    SRB.send ( cas_SRB1_RrcPdu_REQ ( eutra_Cell1,

                                     cs_TimingInfo_Now,

                                     cs_508_RRCConnectionReconfiguration_ConditionMEAS ( tsc_RRC_TI_Def,

                                                                                         cs_Measurement_Config_A3 ( v_Frequency_IE_Cell1.UL_DL_Earfcn.dl_CarrierFreq,

                                                                                                                    v_ChBandDependency_Cell1.AllowedMeasBandwidth ) ) ) );

    ………………..
    ………………..

    // Step 6: Receive RRCConnectionReconfigurationComplete on cell 4

    //         with the configured dedicated preamble

    f_EUTRA_RacingCond_AwaitSysIndBeforeSrbMsg ( car_PRACH_Preamble_IND ( eutra_Cell4, ?, cr_RachPreamble(v_Ra_PreambleIndex) ),       

                                                 v_SrbIndByRef,

                                                 v_SysIndByRef );

    //Random Access Response automatically taken care of due to prach config

    f_EUTRA_RacingCond_MatchRrcMsg ( v_SrbIndByRef,

                                     car_SRB1_RrcPdu_IND (eutra_Cell4,

                                                          cr_508_RRCConnectionReconfigurationComplete ( v_RRC_TI )));  

 ………………….
 ………………….

    // Reactivate RRC security at SS Cell 1 (SRB 1, 2 and 1 AM DRB)

    v_NextHopChainingCount := 1;

    v_Auth_Params := f_EUTRA_SS_AS_ActivateSecurity_HO_Reest_8241 ( eutra_Cell1, v_Auth_Params, v_NextHopChainingCount );           
    f_EUTRA_Security_Set ( v_Auth_Params );

    // Step 9: Transmit RRCConnectionReconfiguration message to order the UE to perform intra frequency handover to Cell 1

    f_EUTRA_RRC_ConnReconfigHO_IntraLTE_MobilitySecurity ( eutra_Cell4,

                                                           eutra_Cell1,

                                                           f_Generate_cs_MobilityControlInfo_HO_CRNTI_RACH ( eutra_Cell1,

                                                                                                             omit,

                                                                                                             tsc_C_RNTI_Def3,

                                                                                                             cs_RACH_ConfigDedicated ( v_Ra_PreambleIndex)),

                                                           cs_SecurityConfigHO_IntraLTE ( false, v_NextHopChainingCount ));

    // Step 10: Receive RRCConnectionReconfigurationComplete on cell 1 with the configured dedicated preamble

    f_EUTRA_RacingCond_AwaitSysIndBeforeSrbMsg ( car_PRACH_Preamble_IND ( eutra_Cell1, ?, cr_RachPreamble(v_Ra_PreambleIndex) ),   

                                                 v_SrbIndByRef,

                                                 v_SysIndByRef );

………………..

……………….

    // Activate RRC security at SS Cell 11(SRB 1, 2 and 1 AM DRB)

    v_NextHopChainingCount := 3;

    v_Auth_Params := f_EUTRA_SS_AS_ActivateSecurity_HO_Reest_8241 ( eutra_Cell11, v_Auth_Params, v_NextHopChainingCount );         
    f_EUTRA_Security_Set ( v_Auth_Params );

    // Step 13: Transmit RRCConnectionReconfiguration message to order the UE to perform intra frequency handover to Cell 11

    f_EUTRA_RRC_ConnReconfigHO_IntraLTE_MobilitySecurity ( eutra_Cell1,

                                                           eutra_Cell11,

                                                           f_Generate_cs_MobilityControlInfo_HO_CRNTI_RACH ( eutra_Cell11,            

                                                                                                             omit,

                                                                                                             tsc_C_RNTI_Def4,

                                                                                                             cs_RACH_ConfigDedicated ( v_Ra_PreambleIndex)),

                                                           cs_SecurityConfigHO_IntraLTE ( false, v_NextHopChainingCount ));

    // Step 14: Receive RRCConnectionReconfigurationComplete on cell 11

    //          with the configured dedicated preamble

    f_EUTRA_RacingCond_AwaitSysIndBeforeSrbMsg ( car_PRACH_Preamble_IND ( eutra_Cell11, ?, cr_RachPreamble(v_Ra_PreambleIndex) ),        

                                                 v_SrbIndByRef,

                                                 v_SysIndByRef );

    //Random Access Response automatically taken care of due to prach config

    f_EUTRA_RacingCond_MatchRrcMsg ( v_SrbIndByRef,

                                     car_SRB1_RrcPdu_IND (eutra_Cell11,

                                                          cr_508_RRCConnectionReconfigurationComplete ( v_RRC_TI )));

    //SS automatically checks that UE transmit an RRCConnectionReconfigurationComplete using the security key derived from the currently active KeNB

    //* @verdict pass RRC Connection Reconfiguration Complete received on Cell 4

    f_EUTRA_PreliminaryPass (__FILE__, __LINE__, "Test Case 8.2.4.1 Step 14");

    // Deactivate the default to stop receiving measurement reports for Cell11 on Cell1

    deactivate ( v_DefaultRef );

    // Start UL grant transmission in Cell 11

    f_EUTRA_StartDefULGrantTransmission ( eutra_Cell11, cs_TimingInfo_Now );
    //+   Step 14A: The UE transmits a TRACKING AREA UPDATE REQUEST message. <-- TRACKING

    //+   AREA UPDATE REQUEST

    SRB.receive(car_SRB2_NasPdu_IND(eutra_Cell11,                                     

                                     cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                       cr_508_TAU_Request(tsc_EpsUpdate_TaUpdate,

                                                                          f_EUTRA_SecurityKSIasme_Get(),

                                                                          f_GetAdditionalUpdateType()))))-> value v_ReceivedAsp;

    //+   Step 14B: The SS transmits a TRACKING AREA UPDATE ACCEPT message. <-- TRACKING

    //+   AREA UPDATE ACCEPT

    v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_Cell11);                             

    v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);                            

    v_Tac := f_EUTRA_CellInfo_GetTAC ( eutra_Cell11 );                                  

    v_TaiList := cds_TAIListNonConsecutive_tlv( v_PLMN, { bit2oct(v_Tac) } );           

    v_EPS_ContextStatus := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.epsBearerContextStatus;       

    SRB.send (cas_SRB2_NasPdu_REQ ( eutra_Cell11,                                       

                                    cs_TimingInfo_Now,

                                    cs_NAS_Request ( tsc_SHT_IntegrityProtected_Ciphered,

                                                     cs_508_TAU_Accept (  tsc_EpsUpdate_TaUpdate,

                                                                          f_GutiParameters2MobileIdentity (tsc_IEI_Guti, v_GutiParams ),

                                                                          v_TaiList,

                                                                          v_EPS_ContextStatus,

                                                                          f_EUTRA_GetCellLAI(eutra_Cell11),

                                                                          f_GetMSId ( ), 

                                                                          f_GetAdditionalUpdateResult(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.tRACKING_AREA_UPDATE_REQUEST.addUpdateType)))));

    //+   Step 14C: Check: Does the UE transmit a TRACKING AREA UPDATE COMPLETE message? -->

    //+   TRACKING AREA UPDATE COMPLETE 

    SRB.receive(car_SRB2_NasPdu_IND(eutra_Cell11,                                         

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_508_TAU_Complete)));
    // Reset MAC and re-establish RLC of cell 1

    f_EUTRA_SS_SRBs_DRB1_ResetNow ( eutra_Cell1 );

    // Step 15: Check RRC Connected

    f_EUTRA_508Check_ConnectedState ( eutra_Cell11 );

    f_EUTRA_TestBody_Set ( false );

    // Switch off UE and expect Detach Request

    f_EUTRA_Postamble ( eutra_Cell11, E2_CONNECTED );

  }


Before:

	EUTRA_SecuritySteps.ttcn

  type record EUTRA_SecurityParams_Type {       /* parameters related/used to/by EUTRA authentication and security

                                                   @status    APPROVED */

    KDF_Type                KDF,

    B3_Type                 KSIasme,            // 3 bit KSIasme used when Authentication is performed by MME.

    B3_Type                 KSIsgsn,            // USEd to store when KASME is derived from Ck,IK due to GMM Authentication at handover to LTE

    B256_Type               Ks,                 // = Ck || IK

    // NAS keys

    B256_Type               KASME,

    B256_Type               KENB,

    NextHopChainingCount    NCC,

    B32_Type                NonceMME,

    B32_Type                NonceUE,

    // NAS Security structures

    NAS_SecurityInfo_Type   NAS_Integrity,

    NAS_SecurityInfo_Type   NAS_Ciphering,

    // AS Security structures

    AS_IntegrityInfo_Type   AS_Integrity,

    AS_CipheringInfo_Type   AS_Ciphering,

    UE_SecurityCapability   NAS_SecurityCap,

    Common_AuthenticationParams_Type AuthParams

    // Note the Keys in the above NAS/AS_Integrity/Ciphering is the truncated 128 bit keys

    // More fields to be added here

  };
  template (value) EUTRA_SecurityParams_Type cs_AuthParams_Init(B128_Type   p_Rand,

                                                                B3_Type     p_NAS_IntegrityProtAlgorithm,

                                                                B3_Type     p_NAS_CipheringAlgorithm,

                                                                IntegrityProtAlgorithm_Type p_RRC_IntegrityProtAlgorithm,

                                                                CipheringAlgorithm_Type     p_RRC_CipheringAlgorithm) :=

  { /* @desc      to Store all parameters related/used to Authentication

     * @status    APPROVED */

    KDF                := tsc_KDF_HMAC_SHA_256,    //33401 defined KDF

    KSIasme            := '111'B,        //un initialised

    KSIsgsn            := '111'B,        //un initialised,

    Ks                 := tsc_AuthUndefinedB256,

    KASME              := tsc_AuthUndefinedB256,

    KENB               := tsc_AuthUndefinedB256,

    NCC                := 0, // undefined value is not specified

    NonceMME           := tsc_AuthUndefinedB32,

    NonceUE            := tsc_AuthUndefinedB32,

    NAS_Integrity      := cs_NAS_SecurityInfo (p_NAS_IntegrityProtAlgorithm, tsc_AuthUndefinedB128),

    NAS_Ciphering      := cs_NAS_SecurityInfo (p_NAS_CipheringAlgorithm, tsc_AuthUndefinedB128),

    // AS Security structures

    AS_Integrity       :=  cs_AS_IntegrityInfo (p_RRC_IntegrityProtAlgorithm, tsc_AuthUndefinedB128),

    AS_Ciphering       :=  cs_AS_CipheringInfo(p_RRC_CipheringAlgorithm,

                                               tsc_AuthUndefinedB128,

                                               tsc_AuthUndefinedB128,

                                               { cs_CipherAct_Null(tsc_RbId_SRB1),

                                                 cs_CipherAct_Null(tsc_RbId_SRB2) } ),

    NAS_SecurityCap    := cs_NAS_SecurityCapabilityInit,  // @sic R5s100135 sic@

    AuthParams := cs_CommonAuthParams_Init (p_Rand)

  };
};


After:

	EUTRA_SecuritySteps.ttcn

  type record EUTRA_SecurityParams_Type {       /* parameters related/used to/by EUTRA authentication and security

                                                   @status    APPROVED */

    KDF_Type                KDF,

    B3_Type                 KSIasme,            // 3 bit KSIasme used when Authentication is performed by MME.

    B3_Type                 KSIsgsn,            // USEd to store when KASME is derived from Ck,IK due to GMM Authentication at handover to LTE

    B256_Type               Ks,                 // = Ck || IK

    // NAS keys

    B256_Type               KASME,

    B256_Type               KENB,

    B256_Type               NH,             
    NextHopChainingCount    NCC,

    B32_Type                NonceMME,

    B32_Type                NonceUE,

    // NAS Security structures

    NAS_SecurityInfo_Type   NAS_Integrity,

    NAS_SecurityInfo_Type   NAS_Ciphering,

    // AS Security structures

    AS_IntegrityInfo_Type   AS_Integrity,

    AS_CipheringInfo_Type   AS_Ciphering,

    UE_SecurityCapability   NAS_SecurityCap,

    Common_AuthenticationParams_Type AuthParams

    // Note the Keys in the above NAS/AS_Integrity/Ciphering is the truncated 128 bit keys

    // More fields to be added here

  };
  template (value) EUTRA_SecurityParams_Type cs_AuthParams_Init(B128_Type   p_Rand,

                                                                B3_Type     p_NAS_IntegrityProtAlgorithm,

                                                                B3_Type     p_NAS_CipheringAlgorithm,

                                                                IntegrityProtAlgorithm_Type p_RRC_IntegrityProtAlgorithm,

                                                                CipheringAlgorithm_Type     p_RRC_CipheringAlgorithm) :=

  { /* @desc      to Store all parameters related/used to Authentication

     * @status    APPROVED */

    KDF                := tsc_KDF_HMAC_SHA_256,    //33401 defined KDF

    KSIasme            := '111'B,        //un initialised

    KSIsgsn            := '111'B,        //un initialised,

    Ks                 := tsc_AuthUndefinedB256,

    KASME              := tsc_AuthUndefinedB256,

    KENB               := tsc_AuthUndefinedB256,

    NH                 := tsc_AuthUndefinedB256,  
    NCC                := 0, // undefined value is not specified

    NonceMME           := tsc_AuthUndefinedB32,

    NonceUE            := tsc_AuthUndefinedB32,

    NAS_Integrity      := cs_NAS_SecurityInfo (p_NAS_IntegrityProtAlgorithm, tsc_AuthUndefinedB128),

    NAS_Ciphering      := cs_NAS_SecurityInfo (p_NAS_CipheringAlgorithm, tsc_AuthUndefinedB128),

    // AS Security structures

    AS_Integrity       :=  cs_AS_IntegrityInfo (p_RRC_IntegrityProtAlgorithm, tsc_AuthUndefinedB128),

    AS_Ciphering       :=  cs_AS_CipheringInfo(p_RRC_CipheringAlgorithm,

                                               tsc_AuthUndefinedB128,

                                               tsc_AuthUndefinedB128,

                                               { cs_CipherAct_Null(tsc_RbId_SRB1),

                                                 cs_CipherAct_Null(tsc_RbId_SRB2) } ),

    NAS_SecurityCap    := cs_NAS_SecurityCapabilityInit,  // @sic R5s100135 sic@

    AuthParams := cs_CommonAuthParams_Init (p_Rand)

  };
  function f_EUTRA_InitAS_KeyChaining_KeyRefresh_8241(PhysCellId p_TargetPhysicalCellIdentity,

                                                      ARFCN_ValueEUTRA p_EARFCN_DL,// @sic R5s100138

                                                      EUTRA_SecurityParams_Type p_Auth_Params,

                                                      NextHopChainingCount p_NCC) return EUTRA_SecurityParams_Type

  { // @sic R5s100138

    var EUTRA_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    // initialise to  received as parameter

    if (v_Auth_Params.NCC == p_NCC)

      // Refresh of KeNB; horizontal key derivation

      {

        v_Auth_Params.KENB := fl_EUTRA_Authentication_S13 (v_Auth_Params,p_TargetPhysicalCellIdentity,p_EARFCN_DL);// @sic R5s100138

      }

    else

      //Chaining of KeNB; vertical Key derivation

      {

        while (v_Auth_Params.NCC != p_NCC)

          {

            v_Auth_Params.NH := fl_EUTRA_Authentication_S12 (v_Auth_Params,v_Auth_Params.NH);

            v_Auth_Params.KENB :=  v_Auth_Params.NH;

            // Derive NH and store in v_Auth_Params.KENB

            v_Auth_Params.NCC := (v_Auth_Params.NCC +1) mod 4;

          }// end of while loop

        v_Auth_Params.KENB := fl_EUTRA_Authentication_S13 (v_Auth_Params,p_TargetPhysicalCellIdentity,p_EARFCN_DL);// @sic R5s100138

        //Derive KENB* which will be KENB from NH stored in v_Auth_Params.KENB

      }

    v_Auth_Params.AS_Ciphering.KRRCenc := fl_EUTRA_Authentication_S15 (tsc_RRC_Enc_Alg,

                                                                       fl_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),

                                                                       v_Auth_Params.KENB,

                                                                       v_Auth_Params.KDF);

    // Derives KRRCenc key

    v_Auth_Params.AS_Integrity.KRRCint := fl_EUTRA_Authentication_S15 (tsc_RRC_Int_Alg,

                                                                       fl_ConvertIntAlg2Bitstring(v_Auth_Params.AS_Integrity.Algorithm),

                                                                       v_Auth_Params.KENB,

                                                                       v_Auth_Params.KDF);

    // Derives KRRCenc key

    v_Auth_Params.AS_Ciphering.KUPenc := fl_EUTRA_Authentication_S15 (tsc_UP_Enc_Alg,

                                                                      fl_ConvertCiphAlg2Bitstring(v_Auth_Params.AS_Ciphering.Algorithm),

                                                                      v_Auth_Params.KENB,

                                                                      v_Auth_Params.KDF);

    // Derives KRRCenc key;

    // Ciphering algorithm for UP is same as RRC

    return (v_Auth_Params);

  };
EUTRA_SecuritySteps.ttcn

function f_EUTRA_SS_AS_ActivateSecurity_HO_Reest_8241(CellId_Type p_TargetCellId,

                                                        EUTRA_SecurityParams_Type p_Auth_Params,

                                                        NextHopChainingCount p_NCC,

                                                        template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                                        DRB_IdentityList_Type p_AM_DrbList := tsc_DrbList_Def) runs on EUTRA_PTC

    return EUTRA_SecurityParams_Type

  {

    var PhysCellId v_TargetPhysicalCellIdentity := f_EUTRA_CellInfo_GetPhyCellId(p_TargetCellId);

    var ARFCN_ValueEUTRA v_TargetCellEARFCN_DL := f_EUTRA_CellInfo_GetEARFCN_DL(p_TargetCellId); // @sic R5s100138

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_InitAS_KeyChaining_KeyRefresh_8241(v_TargetPhysicalCellIdentity,

                                                                                                 v_TargetCellEARFCN_DL,

                                                                                                 p_Auth_Params,

                                                                                                 p_NCC); /* Calculate Kenb and KRRCenc, KRRCint, KUPenc */

    // @sic R5s100138

    // Read PDCP SQN for SRB1 and calcuate Ciphering Activation times

    v_SecurityParams.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_GetForHO (p_TargetCellId, p_AM_DrbList );

    // Note by default DRB is also pre-configured on SS side

    f_EUTRA_SS_RRC_EnableIntegrityProtection(p_TargetCellId,

                                             v_SecurityParams.AS_Integrity,

                                             p_TimingInfo);                           /* SecurityModeCommand is integrity protected with the algorithm

                                                                                         being contained in the message; all sub-sequent RRC messages

                                                                                         are integrity protected in UL and DL (36.331 cl. 5.3.4.3) */

    f_EUTRA_SS_RRC_EnableCipheringULandDL(p_TargetCellId,

                                          v_SecurityParams.AS_Ciphering,

                                          p_TimingInfo);

    return (v_SecurityParams);

  };
};


5 Execution Log Files

5.1 LG L2000 UE

The LG L2000 UE passed these test cases on the Anite Conformance Toolset solution with Snow 3G integrity algorithm. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log files tc_8_2_4_1_LG-log.html:

In the log files (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log files.
6 References

	[1]
	R5s100497: This archive comprises html format execution log file
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