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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 7.3.4.1, which is part of the LTE test suite. 

The test case can be demonstrated to run with one LTE UE (see section 6). Execution log files are provided as evidence. 
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3 Verification Test Summary

Test Case:
tc_7_3_4_1
Test Group:
PDCP

ATS Version:
iwd-EUTRA-TVB2009-03_D09wk42

System Simulator used:
Anite CT
UE used:
LG Electronics LEO3 UE.

Verification Status:
PASS
4 Corrections required for test case 7.3.4.1

4.1 Introduction

This section describes the changes required to make test case 7.3.4.1 run correctly with a LTE UE. The TTCN used to pass this test case belongs to iwd-EUTRA-TVB2009-03_D09wk42 release. All changes submitted through CR R5s090180 are applicable to this test case.

4.2 Change 1

Testcase name
f_EncodeAndCipherNasPdu

Reason for change
The security header type should be the same as set in EUTRA PTC. At the moment security header goes as only Integrity protected even though ciphering is enabled in case message is not Security Mode Command.

Summary of change
Always used the variable v_SecurityStatus instead of deciding on the type of the message as EUTRA PTC takes care of sending correct security header.

Source of change
File : NasEmu.ttcn

Before:

       v_SequenceNumber := f_NasSecurity_ExtractSNfromCOUNT(v_CountDL);

        v_Octet6toN := v_SequenceNumber & v_EncodedNasPdu;

        v_CalculatedMac := fx_NasIntegrityAlgorithm(v_Octet6toN,

                                                    vc_NasSecurity.Integrity.Algorithm,

                                                    vc_NasSecurity.Integrity.K_NAS,

                                                    v_CountDL,

                                                    vc_NasSecurity.BearerId,

                                                    tsc_DirectionDL);

        // build up SECURITY PROTECTED NAS message

        if (ischosen(p_NAS_MSG_Request.Pdu.Msg.sECURITY_MODE_COMMAND)) {

          v_SecurityHeaderType := tsc_SHT_IntegrityProtected_NewSecurityContext;

        } else {

          v_SecurityHeaderType := tsc_SHT_EnabledSecurityProtection;

        }
        v_EncodedNasPdu := bit2oct(f_NasEmu_Encvalue(cs_SecurityProtectedNasMsg(v_SecurityHeaderType,

                                                                                v_CalculatedMac,

                                                                                v_SequenceNumber,

                                                                                v_EncodedNasPdu)));

      }

After: 

       v_SequenceNumber := f_NasSecurity_ExtractSNfromCOUNT(v_CountDL);

        v_Octet6toN := v_SequenceNumber & v_EncodedNasPdu;

        v_CalculatedMac := fx_NasIntegrityAlgorithm(v_Octet6toN,

                                                    vc_NasSecurity.Integrity.Algorithm,

                                                    vc_NasSecurity.Integrity.K_NAS,

                                                    v_CountDL,

                                                    vc_NasSecurity.BearerId,

                                                    tsc_DirectionDL);

        // build up SECURITY PROTECTED NAS message

        // Commented as the security header type is taken from the message received from EURTA PTC
        /*if (ischosen(p_NAS_MSG_Request.Pdu.Msg.sECURITY_MODE_COMMAND)) {

          v_SecurityHeaderType := tsc_SHT_IntegrityProtected_NewSecurityContext;

        } else {

          v_SecurityHeaderType := tsc_SHT_EnabledSecurityProtection;

        }*/
        v_EncodedNasPdu := bit2oct(f_NasEmu_Encvalue(cs_SecurityProtectedNasMsg(v_SecurityStatus,
                                                                                v_CalculatedMac,

                                                                                v_SequenceNumber,

                                                                                v_EncodedNasPdu)));

      }

4.3 Change 2

Testcase name
fl_Test_7_3_4_1Or7_3_4_2

Reason for change
 The Generic RB setup function set up SRB2 and detach procedure is initiated on SRB2, which is not the part of the expected sequence.

Summary of change
Added the step specific to TC as per the test specification. 

Source of change
File : PDCP_Security.ttcn

Before:

    f_EUTRA_TestBody_Set(true);

    f_EUTRA_RbEst_Def(p_CellId);   // Steps 1 -7 are taken care

    f_EUTRA_TestBody_Set(false);

After: 

    f_EUTRA_TestBody_Set(true);

    //f_EUTRA_RbEst_Def(p_CellId);   // Steps 1 -7 are taken care

    f_EUTRA_UE_Page_Def ( p_CellId );

    v_KsiValue := f_EUTRA_SecurityKSIasme_Get ( );

    v_NAS_Ind := f_EUTRA_RRC_ConnEst_DefWithNas ( p_CellId,

                                                v_RRC_TI,

                                                cr_EstablishmentCause_mt_Access,

                                                cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                                  cr_508_SERVICE_REQUEST ( v_KsiValue )));

    v_AuthParams := f_EUTRA_Authentication_InitAS ( v_AuthParams, v_NAS_Ind.SecurityProtection.NasCount );

    v_AuthParams := f_EUTRA_RRC_ActivateSecurity ( p_CellId, v_AuthParams, v_NAS_Ind.SecurityProtection.NasCount );

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, " UE Sending the RRC Security command with correct Integrity Step 6 and 7");

    f_EUTRA_Security_Set ( v_AuthParams );                                                                  

    f_EUTRA_TestBody_Set(false);

4.4 Change 3

Testcase name


Reason for change
 The function and the templates that is used in the files need to be imported 

Summary of change
Imported the files.

Source of change
File : PDCP_Security.ttcn

Before:

  import from EUTRA_RRCSteps all;

  import from EUTRA_CommonProcedures all;

  import from EUTRA_LoopBack all;

  import from EUTRA_AspCommon_Templates all;

  import from EUTRA_LoopBack_TypeDefs all;

  import from EUTRA_CommonDefs all;

  import from EUTRA_CellCfg_Templates all;

  import from EUTRA_RRC_ASN1_Definitions language "ASN.1:1997" all;

  import from EUTRA_RRC_Templates all;

  import from EUTRA_SysInfo_Templates all;

  import from EUTRA_ASP_DrbDefs all;

  import from EUTRA_SRB_Templates all;

  import from EUTRA_DRB_Templates all;

  import from EUTRA_Component all;

  import from EUTRA_SecuritySteps  all;

  import from MAC_Templates all;

  import from CommonDefs all;

  import from EUTRA_ConfigurationSteps all;

  import from L2_CommonTemplates all;

  import from EUTRA_CellInfo all;

After: 

  import from EUTRA_RRCSteps all;

  import from EUTRA_CommonProcedures all;

  import from EUTRA_LoopBack all;

  import from EUTRA_AspCommon_Templates all;

  import from EUTRA_LoopBack_TypeDefs all;

  import from EUTRA_CommonDefs all;

  import from EUTRA_CellCfg_Templates all;

  import from EUTRA_RRC_ASN1_Definitions language "ASN.1:1997" all;

  import from EUTRA_RRC_Templates all;

  import from EUTRA_SysInfo_Templates all;

  import from EUTRA_ASP_DrbDefs all;

  import from EUTRA_SRB_Templates all;

  import from EUTRA_DRB_Templates all;

  import from EUTRA_Component all;

  import from EUTRA_SecuritySteps  all;

  import from MAC_Templates all;

  import from CommonDefs all;

  import from EUTRA_ConfigurationSteps all;

  import from L2_CommonTemplates all;

  import from EUTRA_CellInfo all;

  import from EPS_NAS_TypeDefs all;

  import from EPS_NAS_MsgContainers all;

  import from EPS_NAS_Templates all;

  import from EPS_NAS_Constants all;

  import from EUTRA_NASSteps all;

  import from EUTRA_SecurityFunctions all;

  import from EUTRA_Paging all;

5 Execution Log Files

5.1 LG Electronics LEO3 UE

The LG electronics LEO3 UE passed this test case on the Anite LTE solution with Snow 3G integrity algorithm. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file tc_7_3_4_1_LG-log.html:

In the log file (in html format) the complete test case execution can be seen. All message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

6 References

[1]
R5s090195: This archive comprises text format execution log file and the TTCN file.
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