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8.1.7.2.5
Test requirement

After step 2 the UE shall transmit a SECURITY MODE FAILURE message to report the protocol error detected in the first SECURITY MODE COMMAND message. 

After step 8 the SS checks that the SECURITY MODE COMPLETE message is received ciphered using the old configuration and that the calculated MAC-I values in "integrity check info" IE is correct.

After step 9 SS verifies that all uplink signalling messages on RB2 are integrity protected with UIA1 algorithm.
After uplink ciphering activation time has lapsed, SS verifies that the UE CAPABILITY INFORMATION message received is integrity protected with UIA algorithm and ciphered with the new ciphering configuration and algorithm indicated in the SECURITY MODE COMMAND (Step 8) message.

After downlink ciphering activation time has lapsed, SS shall apply ciphering to all downlink messages using the new configuration. At least one more cycle between step 10 and step 12 shall be repeated correctly after activation time on both directions has lapsed and the messages on both directions shall be ciphered and integrity protected.
<Start of new section>
8.1.7.3
Security mode command in CELL_DCH state (UEA2/UIA2, CS Domain)

8.1.7.3.1
Definition

Applicable to all Rel-7 UEs which support FDD and CS domain services. 
8.1.7.3.2
Conformance requirement

Same conformance requirement as clause 8.1.7.1.2.
8.1.7.3.3
Test purpose

Same test purpose as clause 8.1.7.1.3 except that ciphering algorithm used is UEA2 and integrity protection algorithm used is UIA2.
8.1.7.3.4
Method of test

Initial Condition

System Simulator: 1 cell.

UE: CELL_DCH (state 6-9) as specified in clause 7.4 of TS 34.108.
Test Procedure

Same test procedure as clause 8.1.7.1.4 except that ciphering algorithm used is UEA2 and integrity protection algorithm used is UIA2.
Expected sequence
Same expected sequence as clause 8.1.7.1.4

Specific Message Contents

Same specific message contents as clause 8.1.7.1.4 except for the following:

SECURITY MODE COMMAND (Step 6)
	Information Element
	Value/remark

	Ciphering mode info
	

	     Ciphering algorithm
	UEA2


8.1.7.3.5
Test requirement

After step 2 the UE shall transmit a SECURITY MODE FAILURE message to report the protocol error detected in the first SECURITY MODE COMMAND message.

After step 4 the UE shall transmit a SECURITY MODE FAILURE message to report on the invalid configuration detected in the second SECURITY MODE COMMAND message.

After step 8 the SS checks that the SECURITY MODE COMPLETE message is received ciphered using the old configuration and that the calculated "integrity check info" IE is correct.

After step 9 SS verifies that all uplink signalling messages on RB2 are integrity protected using UIA2 algorithm.

After uplink ciphering activation time has lapsed, SS verifies that the UE CAPABILITY INFORMATION message received is integrity protected with UIA2 algorithm and ciphered with the new ciphering configuration and algorithm UEA2 indicated in the SECURITY MODE COMMAND (Step 6) message.

After downlink ciphering activation time has lapsed, SS shall apply ciphering to all downlink messages using the new configuration using UEA2. At least one more cycle between step 10 and step 12 shall be repeated correctly after activation time on both directions has lapsed and the messages on both direction shall be ciphered using UEA2 and integrity protected using UIA2.
8.1.7.3b
Security mode command in CELL_DCH state (UEA2/UIA2, PS Domain)

8.1.7.3b.1
Definition

Applicable to all Rel-7 UEs which support FDD and PS domain services. 
8.1.7.3b.2
Conformance requirement
Same conformance requirement as clause 8.1.7.1b.2.
8.1.7.3b.3
Test purpose

Same test purpose as clause 8.1.7.1b.3 except that ciphering algorithm used is UEA2 and integrity protection algorithm used is UIA2.
8.1.7.3b.4
Method of test

Initial Condition

System Simulator: 1 cell.

UE: PS-DCCH+DTCH_DCH (state 6-10) as specified in clause 7.4 of TS 34.108.
Test Procedure

Same test procedure as clause 8.1.7.1b.4 except that ciphering algorithm used is UEA2 and integrity protection algorithm used is UIA2.
Expected sequence
Same expected sequence as clause 8.1.7.1b.4

Specific Message Contents

Same specific message contents as clause 8.1.7.1b.4 except for the following:

SECURITY MODE COMMAND (Step 6)
	Information Element
	Condition
	Value/remark

	Ciphering mode info
	
	

	     Ciphering algorithm
	
	UEA2


8.1.7.3b.5
Test requirement

After step 2 the UE shall transmit a SECURITY MODE FAILURE message to report the protocol error detected in the first SECURITY MODE COMMAND message.

After step 4 the UE shall transmit a SECURITY MODE FAILURE message to report on the invalid configuration detected in the second SECURITY MODE COMMAND message.

At step 7 SS checks that the SECURITY MODE COMPLETE message is received ciphered using the old configuration and that the calculated "integrity check info" IE is correct according to the new integrity protection configuration (new key and HFN set to zero).

After step 7 SS verifies that all uplink signalling messages on RB2 are integrity protected with the new integrity protection configuration using UIA2.

After uplink ciphering activation time has elapsed, SS verifies that the UE CAPABILITY INFORMATION message received is ciphered with the new ciphering configuration using UEA2 as indicated in the SECURITY MODE COMMAND (Step 6) message.

After downlink ciphering activation time has elapsed, SS shall apply ciphering to all downlink messages using the new ciphering configuration using UEA2. At least one more cycle between step 8 and step 10 shall be repeated correctly after activation time on both directions has elapsed and the messages on both directions shall be ciphered using UEA2 and integrity protected using UIA2.

8.1.7.3c
Security mode control in CELL_DCH state (UEA2/UIA2, CN Domain switch and new keys at RRC message sequence number wrap around)

8.1.7.3c.1
Definition

Applicable to all Rel-7 UEs which support FDD and CS domain services and PS domain services. 
8.1.7.3c.2
Conformance requirement

Same conformance requirement as clause 8.1.7.1c.2.
8.1.7.3c.3
Test purpose

Same test purpose as clause 8.1.7.1c.3 except that ciphering algorithm used is UEA2 and integrity protection algorithm used is UIA2.
8.1.7.3c.4
Method of test

Initial Condition

System Simulator: 1 cell.

UE: has entered PS+CS-DCCH+DTCH_DCH (state 6-14) using procedure P24 as specified in clause 7.4 of TS 34.108, UEA2 and UIA2 are configured.
Test Procedure

Same test procedure as clause 8.1.7.1c.4 except that ciphering algorithm used is UEA2 and integrity protection algorithm used is UIA2.
Expected sequence
Same expected sequence as clause 8.1.7.1c.4

Specific Message Contents

Same specific message contents as clause 8.1.7.1c.4 except for the following:

SECURITY MODE COMMAND (Step 7)
Use the same message content as found in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	Ciphering mode info
	

	     Ciphering algorithm
	UEA2


8.1.7.3c.5
Test requirement

After step 7 the SS checks that the SECURITY MODE COMPLETE message is received ciphered using the old configuration and that the calculated "integrity check info" IE is correct.

After step 8 SS verifies that all uplink signalling messages on RB2 are integrity protected with UIA2 algorithm.

After uplink ciphering activation time has lapsed, SS verifies that the UE CAPABILITY INFORMATION message received is integrity protected with UIA2 algorithm and ciphered with the new ciphering configuration and algorithm UEA2 indicated in the SECURITY MODE COMMAND (Step 7) message.

After downlink ciphering activation time has lapsed, SS shall apply ciphering to all downlink messages using the new configuration using UEA2. At least one more cycle between step 9 and step 11 shall be repeated correctly after activation time on both directions has lapsed and the messages in both directions shall be ciphered using UEA2 and integrity protected using UIA2.
8.1.7.3d
Security mode control in CELL_DCH state interrupted by a cell update (UEA2/UIA2)
8.1.7.3d.1
Definition

Applicable to all Rel-7 UEs which support FDD and PS domain services. 
8.1.7.3d.2
Conformance requirement

Same conformance requirement as clause 8.1.7.1d.2.
8.1.7.3d.3
Test purpose

Same test purpose as clause 8.1.7.1d.3 except that ciphering algorithm used is UEA2 and integrity protection algorithm used is UIA2.
8.1.7.3d.4
Method of test

Initial Condition

System Simulator: 1 cell.

SYSTEM INFORMATION BLOCK TYPE 1 (see specific message contents).

UE: PS-DCCH+DTCH_DCH (state 6-10) as specified in clause 7.4 of TS 34.108.

The RRC CONNECTION SETUP message used in the initial setup should be as shown under Specific Message Contents in clause 8.1.7.1d.4.

Test Procedure

Same test procedure as clause 8.1.7.1d.4 except that ciphering algorithm used is UEA2 and integrity protection algorithm used is UIA2.
Expected sequence
Same expected sequence as clause 8.1.7.1d.4

Specific Message Contents

Same specific message contents as clause 8.1.7.1d.4 except for the following:

SECURITY MODE COMMAND (Step 4 )
Use the same message content as found in clause 9 of TS 34.108, with the following exceptions:
	Information Element
	Value/remark

	Ciphering mode info
	

	     Ciphering algorithm
	UEA2


8.1.7.3d.5
Test requirement

After uplink ciphering activation time has lapsed, SS verifies that the UE CAPABILITY INFORMATION message received at step 12 is integrity protected with UIA1 algorithm and ciphered with the old ciphering configuration and algorithm UEA1 and not the one indicated in the SECURITY MODE COMMAND (Step 4) message.

8.1.7.4
Security mode command in CELL_FACH state (UEA2/UIA2)
8.1.7.4.1
Definition

Applicable to all Rel-7 UEs which support FDD and PS domain services. 
8.1.7.4.2
Conformance requirement
Same conformance requirement as clause 8.1.7.2.2.
8.1.7.4.3
Test purpose
Same test purpose as clause 8.1.7.2.3.
8.1.7.4.4
Method of test

Initial Condition

System Simulator: 1 cell.

UE: CELL_FACH (state 6-11) as specified in clause 7.4 of TS 34.108.
Test Procedure

Same test procedure as clause 8.1.7.2.4 except that ciphering algorithm used is UEA2 and integrity protection algorithm used is UIA2.
Expected sequence
Same expected sequence as clause 8.1.7.2.4
Specific Message Contents

Same specific message contents as clause 8.1.7.2.4 except for the following:

SECURITY MODE COMMAND (Step 8)
	Information Element
	Value/remark

	Ciphering mode info
	

	     Ciphering algorithm
	UEA2


8.1.7.4.5
Test requirement

After step 2 the UE shall transmit a SECURITY MODE FAILURE message to report the protocol error detected in the first SECURITY MODE COMMAND message. 

After step 8 the SS checks that the SECURITY MODE COMPLETE message is received ciphered using the old configuration and that the calculated MAC-I values in "integrity check info" IE is correct.

After step 9 SS verifies that all uplink signalling messages on RB2 are integrity protected with UIA2 algorithm.
After uplink ciphering activation time has lapsed, SS verifies that the UE CAPABILITY INFORMATION message received is integrity protected with UIA2 algorithm and ciphered with the new ciphering configuration and algorithm using UEA2 indicated in the SECURITY MODE COMMAND (Step 8) message.

After downlink ciphering activation time has lapsed, SS shall apply ciphering using UEA2 to all downlink messages using the new configuration. At least one more cycle between step 10 and step 12 shall be repeated correctly after activation time on both directions has lapsed and the messages on both directions shall be ciphered using UEA2 and integrity protected using UIA2.
<End of new section>
8.1.8
Counter check

8.1.8.1
Counter check in CELL_DCH state, with symmetric RAB
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