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14.2.5
Test requirements

SS must check that the UE sends all the requests over the security associations set up during registration, in accordance to 3GPP TS 24.229 [10], clause 5.1.1.5.1.
Step 2: the UE sends an INVITE message with correct content.

Step 4: the UE shall send an ACK.
Step 5, 6: SS must check that the emergency call on the CS domain is successfully established according to the procedures described in 3GPP TS 24.008 [12].

15.5
Communication Forwarding unconditional
15.5.1
Definition and applicability
Test to verify that the UE activates and deactivates IMS Multimedia Telephony Communication Forwarding unconditional. This process is described in 3GPP TS 24.404 [77]. The test case is applicable for IMS security or early IMS security.
15.5.2
Conformance requirement
Generic requirements for Communication Forwarding can be found from Annexes C.1 and C.4.

[TS 24.404]:
Communication Forwarding Unconditional (CFU)

The CFU service enables a served user to have the network redirect to another user communications which are addressed to the served user's address. The CFU service may operate on all communication, or just those associated with specified services. The served user's ability to originate communications is unaffected by the CFU supplementary service. After the CFU service has been activated, communications are forwarded independent of the status of the served user.

As a service provider option, a subscription option can be provided to enable the served user to receive an indication that the CFU service has been activated. This indication shall be provided when the served user originates a communication if the CFU service has been activated for the served user's address and for the service requested for the communication.

The maximum number of diversions permitted for each communication is a service provider option. The service provider shall define the upper limit of diversions. When counting the number of diversions, all types of diversion are included. 

Reference(s)

3GPP TS 24.404 [77].
15.5.3
Test purpose

1)
To verify that the UE can request activation of Communication unconditional with a correctly composed HTTP PUT request; and
2)
To verify that the UE can request deactivation of Communication Forwarding; and

3)
To verify that the UE can authenticate its HTTP requests by including a correctly composed Authorization header with credentials of the user to the request. The UE may either include the Authorization header to its initial request or when sending the request again after receiving 401 response from SS.
15.5.4
Method of test
Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is configured with the name of the XCAP root directory on the XCAP server and the user's directory name. If needed the UE is also configured with the HTTP Digest password to be used for XCAP. UE has activated a PDP context with SS.
SS is configured with the HTTP Digest password for XCAP or shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) configured on the UICC card equipped into the UE.

Related ICS/IXIT Statement(s)
Support for MTSI
(Yes/No)

Support for initiating a session

(Yes/No)

IMS security (Yes/No)
Early IMS security
(Yes/No)

Support for Communication Diversion  (Yes/No)
Test procedure

1)
Communication Forwarding is activated on the UE so that the incoming call will be unconditionally forwarded to SIP URI "sip:user@domain.com". 

2)
UE and SS exchange a sequence of HTTP requests and responses. In this sequence UE may query the contents of the simservs document or selected parts of it. The UE shall authenticate itself, add a rule for communication forwarding unconditional to target "sip:user@domain.com" and finally activate the communication forwarding service.

3)
Communication Forwarding is deactivated on the UE. 

4)
UE and SS exchange a sequence of HTTP requests and responses. In this sequence UE may query the contents of the simservs document or selected parts of it. The UE shall authenticate itself and deactivate the communication forwarding. The UE may also delete any rules for communication forwarding.
15.5.5
Test requirements
SS must check that all the HTTP requests sent by the UE are syntactically correct HTTP 1.1 messages (as specified in RFC 2616 [69]). SS must also check that the UE can authenticate itself with the mechanism UE supports:

-
If the UE supports IMS security, it shall use HTTP Digest authentication with either explicitly configured username and password to be used for XCAP or rely on the IMS AKA credentials from USIM or ISIM.

-
If the UE supports Early IMS security, it shall either use HTTP Digest authentication or no explicit authentication method at all. 

If the UE supports HTTP Digest authentication for XCAP, SS must check that the UE provides correct credentials for the user within Authorization header (as specified in RFC 2617 [16] or RFC 3310 [17]). If the UE, which supports HTTP Digest for XCAP, does not provide the credentials and a valid nonce within its initial request the SS shall challenge the UE by sending 401 response to it.

SS must check that in all the HTTP requests sent by the UE the XCAP URI (which appears in the Request Line of the HTTP request as specified in RFC 4825 [70]) refers correctly to the simservs document. In such XCAP URI the document selector consists of the following path segments (separated by a slash) in this order:

-
Configured XCAP root URI

-
simservs.ngn.etsi.org
-
users
-
px_PublicUserIdentity
-
simservs.xml
The node selector of the XCAP URI must identify a valid part of a simservs document or whole document itself.

SS must check that within the steps 2 and 4 the UE sends one syntactically XML Common Policy Markup Language body (as specified in the XML schema within RFC 4745 [71]) within each HTTP PUT request for simservs document to activate and deactivate the Communication Forwarding unconditional to target user "sip:user@domain.com". SS must check that the UE indicates the presence of such a XML body in HTTP request by including Content-Type header with value application/simservs+xml.
SS must check that after step 2 the simservs document stored in the SS contains the following pieces of information supplied by the UE:

-
<communication-diversion> element with "active" attribute set as "true"

-
within <cp:ruleset> one <cp:rule> element for communication forwarding as follows:

-
no <cp:conditions> element as forwarding is supposed to be unconditional

-
<cp:actions> element containing <forward-to> element containing <target> element

-
value of target address to be "sip:user@domain.com"
SS must check that after step 4 the simservs document stored in the SS contains the following pieces of information supplied by the UE:

-
<communication-diversion> element with "active" attribute being set "false"
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