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1 Overview

This document lists all the changes needed to correct problems in the TTCN implementation of test case 9.1  which is part of the IMS-CC test suite. Only essential changes to the TTCN are applied and documented in section 4.

With these changes applied the test case can be demonstrated to run with one or more 3G IMS UEs 
(see section 6). Execution log files are provided as evidence. 
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3 Verification Test Summary

Test Case:
TC_9_1

Test Group:
IMS_CC_AuthenticationTestCases

ATS Version:
iwd-TVB2006-06_D07wk23.

System Simulator used:
Rohde & Schwarz 3G system simulator CRTU-W

UE used:
Nokia Rel-5 Platform

Verification Status:
PASS
4 Corrections required for test case 9.1

Introduction

This section describes the changes required to make test case 9.1 run correctly with a 3G IMS UE. All modifications are marked with label “WA#IMS_R6” for IMS CC related changes in the TTCN-3 code of the enclosed ATS [1], which includes updated files based on ETSI’s delivery WK38 2007.

4.1 hr_SecClientConfNull

	Test step name
	hr_SecClientConfNull

	Reason for change
	The original template definition did not meet the requirements from the test spec. The intention is to test the key value pairs for “prot”, “mod” and “ealg” only if they are send by the UE. The syntax used ({id := "prot", paramValue := "esp" ifpresent}) did not meet the actual test purpose.

The template was separated into two (hr_SecClientConfNullSubSet, hr_SecClientConfNullSuperSet) using the subset and superset keywords. Additional the securityClient header is now checked against both templates (see section 4.2)

	Summary of change
	Use the two new templates for check

	Source of change
	New change

	Label
	WA#IMS_R6_12


[image: image1.png]// VRHINS_Re_12 Start
template SecurityClient hr_SecClientConfNullSusSet
fieldNeme := SECURITY CLIENT E,
securityllech
¢
mechNene := SEC_ECHANISH,
mechParams := subset({id := "aly”, paramValue := HHAC_NDS_96},
(id := "prot’, parsmValue = "espt ),
(id := mooar, paramValue := "trans’ ),
(id 1= ealy”, paramvalue i= mull’ ),
(id 1= "spi-ct, paramValue := 2},
(id 1= "spi-s, paramvalue := 2},
tid 1= "porc-c’, paramValue i= 2,
tid 1= "porc-s”, paramValue = 7))
3.
¢
mechNene := SEC_ECHANISH,
mechParams := subset((id i= "alg”, paramValue := HMAC_SHA_1 96},
(id 1= "prot”, paramvalue = "espih,
(id := moodr, paramValue i= “trans’),
(id 1= vealy”, parsmvalue := "null™),
(id := "spi-ct, paramValue := 2},
{id 1= "spi-s, paramValue i= 2},
tid 1= "porc-c”, paramValue := 7,
tid 1= "porc-s”, paramValue = 7))

template SecurityClient hr_SecClientConfNullSuperSet
fieldNeme := SECURITY CLIENT E,
securityllech := (
¢
mechNene := SEC_HECHANISH,
mechParams := superset({id := "aly’, paramValue := HHAC_NDS_96},
(id 1= "spi-cr, paramValue := 2},
(id 1= "spi-s, paramvalue := 2},
tid 1= "porc-c’, paramValue i= 2,
(id := "porc-sv, paramvalue
3.
¢
mechNene := SEC_HECHANISH,
mechParams := superset({id := "aly’, paravalue := HNAC_SHA 1 96},
(id 1= "spi-cr, paramValue := 2},
(id 1= "spi-s, paramvalue := 2},
tid 1= "porc-c’, paramValue i= 2,
tid 1= "porc-s”, paramValue = 7))

// _VAHTHS R6_12 End




4.2  TC_9_1 SecurityClient header check

	Test step name
	TC_9_1

	Reason for change
	As described in section 4.1

	Summary of change
	Match Security Client header against two templates.

	Source of change
	New change

	Label
	WA#IMS_R6_13


[image: image2.png]// Confidentiality checks

if (pc_Confidentiality]

( if (mot match (gv_REGISTER Request.msgHeader.sscurityClient, hr_SecClientConf) )
¢ setverdict (fail))

=Ts= if (not (watch (gv_REGISTER Request.msgReader . securityClient, hr_SecClientContNullsusset] // UAFIN:

and match {gv_REGISTER_Request.msgHeader.securityClient, hr_SecClientConfNullSuperSet))) // UAHIHS Rs_13

// Sigeomp UL related functionality
if (1oprecent (va_Reguest.sigCompInfol )
¢
/7 Message received is sig compressed hence feed back compartment ID
sigComp.oend (c_RevdCompartmentTd (gv_REGISTER_Request.msgHeader.callld.callid));
)

7/ to generate an incorrect authentication challenge
v AUTN := ts_AuthInvalidMAC():





[image: image3.png]// Canfidentiality checks

if (pc_Confidentiality]

( if (mot match (gv_REGISTER Request.msgHeader.sscurityClient, hr_SecClientConf) )
¢ setverdict (fail))

clse if (not (mateh (gv_REGISTER Request.msgheader.securityClient, hr_SecClientConfNullsubSet] // WAAINS Re 13

and match [gv_REGISTER_Request.msgHeader.securityClient, hr_SecClientConfNullSuperSet)]) // UA#INS

// Sigeomp UL related functionality
if (1oprecent (va_Reguest.sigCompInfol )
¢
/7 Message received is sig compressed hence feed back compartment ID
sigComp.oend (c_RevdCompartmentTd (gv_REGISTER_Request.msgHeader.callld.callid));
)




4.3  ts_AuthInvalidMAC

	Test step name
	ts_AuthInvalidMAC

	Reason for change
	For bitwise AND calculations in TTCN-3 the keyword “and4b” is used and not “&” (this is used for concatenation of strings)

	Summary of change
	replaced operator & with and4b

	Source of change
	New change

	Label
	WA#IMS_R6_14


[image: image4.png]function ts_AuthInvalidMAC (] runs on INSComponent return bitstring
f

var Bit12zs v_¥DOut, v_LUTN:

wvar bitstring v_AUTH_Z;

wvar Bit64 v_CDOut, v_XDOut_Half, v_MAC;

var Bitds v_K;

wvar bitstring v_AUTH_1;

7/ to generate an incorrect authentication challenge
v_XDOUT := px_AuChRIND xordb px_iuthi

v_CDOUT 1= gv_AuthSQN & px_luthilF:
v_XDOut_Half := substr( v_XDOut, 0, 64);
V_AK := susstr( v_XDOut, 24, 48);

v_AUTH_1

v_AuthSQN xordb v_AK:

7/ normal calculation uses xordh. MND should generate an incorrest MAC
mc XDOut_Half and4h v_CDOUT.

v_aum_z

PX_AUChANF & v_MAC;

v_aum

V_AUTH_1 & v_AUTH 2;

return (v_AUTH) ;
)




4.4 BuildSipUrl 

	Test step name
	BuildSipUrl

	Reason for change
	SIP-URI may contain additional header parameters according to RFC 3261 (e.g. feature tags). To allow this in TTCN-3 the BuildSIPURL function needs to be extended and for the RECEIVE case a wildcard should be used instead of “omit”. 

	Summary of change
	Distinguish between RECEIVE and SEND direction for creation of t_SipUrl template.

	Source of change
	New change

	Label
	WA#IMS_R6_15


[image: image5.png]else if (not b_UserInfo )
f

if (p_snaRcv -- RECEIVE) 77UARTNS_Re_15
(v_SipUrl := valueof(c_SipUrl (p_Scheme, omit, v_Host, p_Port, 1)} //UA§THS Re_15

if (p_SndRev == SEND) //UA§THS Re_15
(v BipUrl := valueof(c SipUrl (p Scheme, omit, v Host, p Port, omit))) //UA$THS R6 15

T (p_sndRov - RECETVE] 77ORRTHS RS
(v_Biprl := valueof(t_Siplrl [p_Scheme, v_UserInfo, v_Host, p_Port, 7))}  //UAFTNS_Ré_15
if (p_smaRov == SEND) 7/uRETHS R6_15
(v_5iplrl := valueof (t_Siplrl [p_Scheme, v_UserInfo, v_Host, p_Port, omit))) //UAFTNS_Ré_15




4.5 hr_ContactAddrExpires

	Test step name
	hr_ContactAddrExpires

	Reason for change
	The UE does not need to send a expires Parameter in the contact header. It may use the Expires header instead. (See Rule 1 in 34.229-1 A.1.1)

	Summary of change
	Remove check for expires parameter in contact header template.

	Source of change
	New change

	Label
	WA#IMS_R6_16


[image: image6.png]template Contact hr_ContacthddrExpires (template SipUrl p_SipUrl, template charstring p_Expires)
fieldNeme := CONTACT E,
contactBoay = (
contactiddresses
addressField :
displayNane
adarspec

¢

¢

*, // display nawe alloved in Contact header
p_SipUrl





4.6 type definition for Compressed

	Test step name
	Compressed

	Reason for change
	It is not possible to generate an empty record with out any fields in a Codec.

	Summary of change
	Change the type definition for “Compressed” from 

type record Compressed {}

to

type Boolean Compressed

	Source of change
	New change

	Label
	WA#IMS_R6_17WA


[image: image7.png]type union SigCompInfo
//To be used by SigComp Layer

charstring compartmentld, //Used for downlink messages

Compressed isCompressed //Used for uplink messages. If set, means received message vas compressed




4.7 
ts_Build_DNS_SRV_Response

	Test step name
	ts_Build_DNS_SRV_Response 

	Reason for change
	Serveral mandatory fields in the DNS NAPTR, DNS SRV and DNS AAAA responses were not set.

Note: This change was approved already in CR R5s070101 but was not incorporated in the delivery.

	Summary of change
	Set the missing response fields and filling empty strings /default values with correct PIXIT values.

	Source of change
	New change

	Label
	WA#IMS_R6_07


[image: image8.png]v_DNS_SRV_Response. dnsHeader
w_DNS_SRV_Response. questions

v_header; //Bsic RSSDT0101 sich
v_DNS_SRV_Query.questions; // t.b.d

// Build the reponse SRV RR
L a

// Build the RR (RFC 1035 / 4.1.3)
if ( ispresent { v_DNS_SRV_Query.questions | | {

wvar DNS_Question v_gl := v_DNS_SRV_Query.questions(0];
v_rr.name v_ogi-qname; 7/ Use same FQDN in response

)
else (

pX_DNS_Dowainlame ;




5
Branches executed in test case 9_1

The test case implementation executed without SigComp support.

6
Execution Log Files

6.1 Nokia Rel-5 Platform

The Nokia Rel-5 Platform passed this test case on Rohde & Schwarz 3G System Simulator CRTU-W. The documentation below is enclosed as evidence of the successful test case run [1]:

· Execution log files 9_1-Nokia-Logs\TC_9_1. log
This execution log files in text format show the dynamic behaviour of the test. All message contents are fully decoded and listed. Preliminary verdicts and the final test case verdict are listed in the log file.

· PICS/PIXIT file 9_1-pics-pixit-Nokia.txt
Text file containing all PICS/PIXIT parameters used for testing.

7
References

	[1]
	R5s070262
This archive comprises execution log files, PICS/PIXIT files , TTCN files 
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