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<Start of modified section>
10.10.6	UAS / UE requested PDN connection establishment / Revocation of C2 Communication
10.10.6.1	Test Purpose (TP)
(1)
with { UE having performed successful authorization for C2 communication }
ensure that {
  when { UE receives Deactivate EPS BEARER CONTEXT REQUEST message with service-level-AA container including service-level-AA response parameter with the C2AR field set to "C2 authorization was not successful or C2 authorization is revoked" }
    then { the UE transmits DEACTIVATE EPS BEARER CONTEXT ACCEPT message }
            }

10.10.6.2	Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.301, clauses 6.3.13.3, 6.4.4.1, 6.4.4.2, and 6.4.4.3 Unless otherwise stated these are Rel-17 requirements.
[TS 24.301, clause 6.3.13.3]
The network supports C2 communication authorization for pairing of UAV and UAV-C. The pairing of UAV and UAV-C needs to be authorized by USS successfully before the user plane connectivity for C2 communication is enabled. The UE supporting UAS services may provide the network with an identification information of UAV-C to pair with, if available, via the protocol configuration options as follows:
-	If the UE uses a common PDN connectivity for both USS communication and C2 communication with a UAV-C, the C2 communication with the UAV-C can be authorized using UUAA-SM procedure during the PDN connectivity procedure or during the bearer resource modification procedure. If the pairing of UAV and UAV-C is revoked, the network shall disable C2 communication for the PDN connection.
NOTE:	The network can disable C2 communication for the PDN connection e.g., by removing the packet filter(s) allocated for C2 communication during EPS bearer context modification procedure as specified in clause 6.4.3 or by deactivating the EPS bearer context for C2 communication during EPS bearer context deactivation procedure as specified in clause 6.4.4.
-	If the UE uses separate PDN connectivity for, respectively, USS communication and C2 communication with a UAV-C, the C2 communication with the UAV-C is authorized using UUAA-SM during the PDN connectivity procedure. If the pairing of UAV and UAV-C is revoked, the PDN connectivity or C2 communication shall be released by the network.
The authorization of UAV flight can also be performed during the C2 communication authorization procedure. The UE supporting UAS services provides flight authorization information to the network via the protocol configuration options if the flight authorization information is already available in the UE.
[TS 24.301, clause 6.4.4.1]
The purpose of the EPS bearer context deactivation procedure is to deactivate an EPS bearer context or disconnect from a PDN by deactivating all EPS bearer contexts to the PDN. The EPS bearer context deactivation procedure is initiated by the network, and it may be triggered by the UE by means of the UE requested bearer resource modification procedure or UE requested PDN disconnect procedure.
[TS 24.301, clause 6.4.4.2]
If a NAS signalling connection exists when the MME initiates the EPS bearer context deactivation procedure, the MME shall initiate the EPS bearer context deactivation procedure by sending a DEACTIVATE EPS BEARER CONTEXT REQUEST message to the UE, start the timer T3495, and enter the state BEARER CONTEXT INACTIVE PENDING (see example in figure 6.4.4.2.1). The DEACTIVATE EPS BEARER CONTEXT REQUEST message contains an ESM cause typically indicating one of the following:
#8:	operator determined barring;
#26:	insufficient resources;
#29:	user authentication or authorization failed;
#36:	regular deactivation;
#38:	network failure;
#39:	reactivation requested;
#112:	APN restriction value incompatible with active EPS bearer context; or
#113:	Multiple accesses to a PDN connection not allowed.
…
When the MME wants to deactivate all EPS bearer contexts of a PDN connection and thus disconnect the UE from the PDN, the MME shall include the EPS bearer identity of the default bearer associated to the PDN in the DEACTIVATE EPS BEARER CONTEXT REQUEST message. In this case, the MME shall not include the WLAN offload indication in the DEACTIVATE EPS BEARER CONTEXT REQUEST message, and if the UE receives the WLAN offload indication, the UE shall ignore the indication.
NOTE 1:	If the DEACTIVATE EPS BEARER CONTEXT REQUEST message contains the UAS services not allowed indication in the extended protocol configuration options IE, then the ESM cause value #29 "user authentication or authorization failed" is included in the DEACTIVATE EPS BEARER CONTEXT REQUEST message.
…

 
[TS 24.301, clause 6.4.4.3]
Upon receipt of the DEACTIVATE EPS BEARER CONTEXT REQUEST message, the UE shall delete the EPS bearer context identified by the EPS bearer identity. After deactivating the identified EPS bearer context, the UE shall respond to the MME with the DEACTIVATE EPS BEARER CONTEXT ACCEPT.
If the EPS bearer identity indicated in the DEACTIVATE EPS BEARER CONTEXT REQUEST is that of the default bearer to a PDN, the UE shall delete all EPS bearer contexts associated to the PDN. After deactivating all EPS bearer contexts, the UE shall respond to the MME with the DEACTIVATE EPS BEARER CONTEXT ACCEPT.
10.10.6.3	Test description
10.10.6.3.1	Pre-test conditions
System Simulator:
-	Cell A is configured according to Table 6.3.2.2-1 of TS 36.508 [18].
UE:
-	The UE is capable of UAS operation and provisioned with CAA-level UAV ID.
Preamble:
-	The UE has successfully performed generic test procedure for USS UAV Authorization/Authentication - Session Management in EPS according to [18] subclause 4.5A.31 by executing steps 1 to 9.
10.10.6.3.2	Test procedure sequence
Table 10.10.6.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U – S
	Message
	
	

	1
	Configure the UE to request transport of C2 authorization parameters (see Note 1)
	-
	-
	-
	-

	2
	Cause the UE to request connectivity to an additional PDN for C2 communication. (see Note 2)
	-
	-
	-
	-

	3
	UE transmits a PDN CONNECTIVITY REQUEST message with service-level-AA container including service-level device ID parameter set to the UE's CAA-level UAV ID, service-level-AA payload type parameter set to "C2 authorization payload" and service-level-AA payload parameter set to the C2 authorization payload.
	-->
	PDN CONNECTIVITY REQUEST
	-
	-

	4
	The SS transmits an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message with IE EPS Bearer Identity set to new EPS bearer context.

Note: the SS allocates a PDN address of a PDN type which is compliant with the PDN type requested by the UE.
	<--
	ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 5 below, the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane.
	-
	-
	-
	-

	5
	The UE transmits an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message as specified.
	-->
	ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT
	-
	-

	6
	The SS transmits a MODIFY EPS BEARER CONTEXT REQUEST message including the EPS bearer identity of the default EPS bearer established at step 1, including service-level-AA container including service-level-AA response parameter with the C2AR field set to "C2 authorization was successful".
	<--
	MODIFY EPS BEARER CONTEXT REQUEST
	-
	-

	7
	Check: Does the UE transmit a MODIFY EPS BEARER CONTEXT ACCEPT message?
	-->
	MODIFY EPS BEARER CONTEXT ACCEPT
	-
	-

	8
	The SS transmits a DEACTIVATE EPS BEARER CONTEXT REQUEST including the EPS bearer identity of the default EPS bearer established for C2 communication and service-level-AA container including service-level-AA response parameter with the C2AR field set to "C2 authorization was not successful or C2 authorization is revoked".
	<--
	DEACTIVATE EPS BEARER CONTEXT REQUEST
	-
	-

	9
	Check: Does the UE transmit a DEACTIVATE EPS BEARER CONTEXT ACCEPT?
	-->
	DEACTIVATE EPS BEARER CONTEXT ACCEPT
	1
	P

	10
	The SS releases the RRC connection.
	-
	-
	-
	-

	Note 1:	The request for transport of C2 authorization parameters may be performed by MMI or AT command.
Note 2:	The request of connectivity to an additional PDN for UAS services may be performed by MMI or AT command.



10.10.6.3.3	Specific message contents
Table 10.10.6.3.3-1: Message PDN CONNECTIVITY REQUEST (step 3, Table 10.10.6.3.2-1)
	Derivation Path: 36.508 table 4.7.3-20

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol configuration options
	
	
	

	  Service-level-AA container
	‘0041’H
	
	

	  Length of Service-level-AA container contents
	‘00000000 00010100’B
	20 octets
	

	  Service-level-AA container contents
	
	
	

	  Service-level-AA parameter
	
	Service-level device ID
	

	    Service-level device ID IEI
	‘10’H
	
	

	    Service-level device ID length
	‘08’H
	8 octets
	

	    Service-level device ID
	‘AABBCCDDEEFFGGHH’H
	configured using AT command
	

	  Service-level-AA parameter
	
	Service-level-AA payload type
	

	    Service-level-AA payload type IEI
	‘40’H
	
	

	    Service-level-AA payload type length
	‘01’H
	1 octet
	

	    Service-level-AA payload type
	‘10’H
	C2 authorization payload
	

	  Service-level-AA parameter
	
	Service-level-AA payload
	

	    Service-level-AA payload IEI
	‘70’H
	
	

	    Service-level-AA payload length
	‘0004’H
	4 octets
	

	    Service-level-AA payload
	‘ABCDEFGH’H
	configured using AT command
	



[bookmark: _Hlk149829349]Table 10.10.6.3.3-2: Message ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST (step 4, Table 10.10.6.3.2-1)
	Derivation Path: 36.508 Table 4.7.3-6

	Information Element
	Value/remark
	Comment
	Condition

	EPS bearer identity
	8
	
	

	Procedure transaction identity
	PTI-1
	SS re-uses the particular PTI defined by UE for this present additional PDN connectivity request procedure.
	

	Access point name
	UAS C2 APN
	SS re-uses the particular APN defined by UE for this present additional PDN connectivity request procedure
	



Table 10.10.6.3.3-3: Message MODIFY EPS BEARER CONTEXT REQUEST (step 6, Table 10.10.6.3.2-1)
	Derivation Path: 36.508 table 4.7.3-18

	Information Element
	Value/Remark
	Comment
	Condition

	EPS bearer identity
	8
	SS assigns the current default EPS bearer context. 
	

	Extended protocol configuration options
	
	
	

	  Service-level-AA container
	‘0041’H
	
	

	  Length of Service-level-AA container contents
	‘00000000 00010111’B
	23 octets
	

	  Service-level-AA container contents
	
	
	

	  Service-level-AA parameter
	
	Service-level-AA response
	

	    Service-level-AA response IEI
	‘30’H
	
	

	    Service-level-AA response length
	‘01’H
	1 octet
	

	    Service-level-AA response 
	‘00001000’B
	C2 authorization was successful
	

	  Service-level-AA parameter
	
	Service-level device ID
	

	    Service-level device ID IEI
	‘10’H
	
	

	    Service-level device ID length
	‘08’H
	8 octets
	

	    Service-level device ID
	‘AABBCCDDEEFFGGHH’H
	SS re-uses the Service-level device ID sent by UE for this present additional PDN connectivity request procedure
	

	  Service-level-AA parameter
	
	Service-level-AA payload type
	

	    Service-level-AA payload type IEI
	‘40’H
	
	

	    Service-level-AA payload type length
	‘01’H
	1 octet
	

	    Service-level-AA payload type
	‘10’H
	C2 authorization payload
	

	  Service-level-AA parameter
	
	Service-level-AA payload
	

	    Service-level-AA payload IEI
	‘70’H
	
	

	    Service-level-AA payload length
	‘0004’H
	4 octets
	

	    Service-level-AA payload
	‘ABCDEFGH’H
	SS re-uses the Service-level-AA payload sent by UE for this present additional PDN connectivity request procedure
	



Table 10.10.6.3.3-4: Message MODIFY EPS BEARER CONTEXT ACCEPT (step 7, Table 10.10.6.3.2-1)
	Derivation path: 36.508 table 4.7.3-14

	Information Element
	Value/Remark
	Comment
	Condition

	EPS bearer identity
	8
	Same value as in MODIFY EPS BEARER CONTEXT REQUEST
	

	Extended protocol configuration options
	
	
	

	  Service-level-AA container
	‘0041’H
	
	

	  Length of Service-level-AA container contents
	‘00000000 00001010’B
	10 octets
	

	  Service-level-AA container contents
	
	
	

	  Service-level-AA parameter
	
	Service-level-AA payload type
	

	    Service-level-AA payload type IEI
	‘40’H
	
	

	    Service-level-AA payload type length
	‘01’H
	1 octet
	

	    Service-level-AA payload type
	‘10’H
	C2 authorization payload
	

	  Service-level-AA parameter
	
	Service-level-AA payload
	

	    Service-level-AA payload IEI
	‘70’H
	
	

	    Service-level-AA payload length
	‘0004’H
	4 octets
	

	    Service-level-AA payload
	‘ABCDEFGH’H
	
	



Table 10.10.6.3.3-5: Message DEACTIVATE EPS BEARER CONTEXT REQUEST (step 8, Table 10.10.6.3.2-1)
	Derivation path: 36.508 table 4.7.3-12 and table 4.6.1-8 with condition DRB-REL(2)

	Information Element
	Value/Remark
	Comment
	Condition

	EPS bearer identity
	8
	
	

	ESM cause
	00011101
	user authentication or authorization failed
	

	Extended protocol configuration options
	
	
	

	  Service-level-AA container
	‘0041’H
	
	

	  Length of Service-level-AA container contents
	‘00000000 00000011’B
	3 octets
	

	  Service-level-AA container contents
	
	
	

	  Service-level-AA parameter
	
	Service-level-AA response
	

	    Service-level-AA response IEI
	‘30’H
	
	

	    Service-level-AA response length
	‘01’H
	1 octet
	

	    Service-level-AA response
	‘00000100’B
	C2 authorization was not successful or C2 authorization is revoked.
	



Table 10.10.6.3.3-6: Message DEACTIVATE EPS BEARER CONTEXT ACCEPT (step 9, Table 10.10.6.3.2-1)
	Derivation path: 36.508 table 4.7.3-11

	Information Element
	Value/Remark
	Comment
	Condition

	EPS bearer identity
	8
	
	


<End of modified section>
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