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[bookmark: _Toc27404878][bookmark: _Toc36029345][bookmark: _Toc51831617][bookmark: _Toc75892406][bookmark: _Toc75977292]4.5	Generic WLAN Test Model
The generic WLAN test model is applicable for IMS over WLAN testing, as well as for E-UTRAN/UTRAN-WLAN interworking testing.  The TTCN and SS implementations emulate an untrusted Non-3GPP IP Access as specified in TS 23.402 [63]: There is the WLAN access point (WLAN AP) and the emulation of ePDG and AAA-server.
[bookmark: _Toc27404879][bookmark: _Toc36029346][bookmark: _Toc51831618][bookmark: _Toc75892407][bookmark: _Toc75977293]4.5.1	WLAN Access Point
The WLAN access point emulation is done at the SS with a few configuration parameters provided by TTCN. The following layers need to be supported:
-	Station Management Entity
-	Physical layer:
-	Physical Sublayer  Management Entity
-	Physical layer Convergence procedure
-	Physical Medium Dependent
-	MAC layer:
-	MAC Management Entity
-	MAC sublayer
-	Also contains security services
-	ANQP element and HS 2.0 ANQP Network elements
WLAN security protocol using WPA/WPA2 algorithms shall be supported.
[bookmark: _Toc27404880][bookmark: _Toc36029347][bookmark: _Toc51831619][bookmark: _Toc75892408][bookmark: _Toc75977294]4.5.2	ePDG/AAA-Server Emulation
An IPsec tunnel is established between the UE being in the untrusted network and the ePDG: Establishment, maintenance and release of the IPsec tunnel requires IP signalling between the tunnel end-points (UE, ePDG) according to RFC 5996 [64] and TS 33.402 [25]. IP data between the UE and the emulated 3GPP network is transferred through the IPsec tunnel by using UDP Encapsulation of IPsec ESP Packets according to RFC 3948 [65].
Figure 4.5.2-1 shows the principle of the IPsec tunnel. Note that the IP addresses of 3GPP and non-3GPP network shall be different.


Figure 4.5.2-1: IPsec tunnel for untrusted Non-3GPP IP Access to 3GPP network

Table 4.5.2-1 and table 4.5.2-2 summarise the network entities of the 3GPP network and the non-3GPP network for the different scenarios of the WLAN test model.
Table 4.5.2-1: Entities of a 3GPP network (PDN) in the WLAN test model (NOTE 1)
	Network entity
	Purpose
	Network emulation by TTCN
	Address assignment to the UE

	DHCP server
	IPv4 address allocation
	no DHCP server emulation in TTCN but IPv4 address allocation is done by the SS via IKE signalling during IPsec tunnel establishment
	DHCP discovery procedure

	ICMPv6 server
	IPv6 address allocation
	no ICMPv6 server emulation in TTCN but IPv6 address allocation is done by the SS via IKE signalling during IPsec tunnel establishment
	Router discovery procedure

	DNS server
	IP address resolution
	In general no DNS server emulation in TTCN (NOTE 2)
	IKE signalling during IPsec tunnel establishment

	P-CSCF
	IMS server
	emulation started for the PDN
	IKE signalling during IPsec tunnel establishment

	XCAP server
	XCAP
	Emulation started for 3GPP network in IMS XCAP scenarios with 3GPP-XCAP-Server
	DNS query at the PDN’s DNS server (NOTE 2)

	BSF server
	GBA authentication
	Emulation started for 3GPP network in IMS XCAP scenarios with 3GPP-XCAP-Server and BSF server used for GBA authentication
	DNS query at the PDN’s DNS server (NOTE 2)

	NOTE 1:	Access to the 3GPP network happens through IPsec tunnel between UE and ePDG.
NOTE 2:	DNS server emulation is needed for the 3GPP network in IMS XCAP test scenarios with 3GPP-XCAP server, i.e. when the XCAP server is emulated to be in the 3GPP network; this requires PDN connection to the 3GPP network via IPsec tunnel.



Table 4.5.2-2: Entities of a non-3GPP network (WLAN AP) in the WLAN test model
	Network entity
	Purpose
	Network emulation by TTCN
	Address assignment to the UE

	DHCP server
	IPv4 address allocation
	no DHCP server emulation in TTCN but IPv4 address allocation is done by the SS when UE associates with the WLAN AP
	DHCP discovery procedure

	ICMPv6 server
	IPv6 address allocation
	no ICMPv6 server emulation in TTCN but IPv6 address allocation is done by the SS when UE associates with the WLAN AP
	Router discovery procedure

	DNS server
	IP address resolution
	DNS server emulation started to handle queries for the ePDG and the XCAP server (NOTE 1)
	lower layer signalling with WLAN AP when UE associates with the WLAN AP

	ePDG
	Gateway to PDN
	no IP-handling for ePDG in TTCN
	DNS query at non-3GPP DNS server

	XCAP server
	XCAP 
	Emulation started for non-3GPP network in IMS XCAP scenarios with 3GPP-XCAP-Server
	DNS query at non-3GPP DNS server (NOTE 1)

	BSF server
	GBA authentication
	n.a. (NOTE 2)
	

	NOTE 1:	DNS server emulation of non-3GPP network shall handle queries for the XCAP server only if the XCAP server is :emulated to be in the non-3GPP network.
NOTE 2	As working assumption there is no GBA authentication in case of non-3GPP XCAP server.



During establishment of the IPsec tunnel, parameters for authentication and authorization (EAP AKA) are exchanged between the ePDG and the AAA-server (see TS 33.402 [25] clause 8).
The means for establishment, maintenance and release of the IPsec tunnel shall be provided by the SS.  The TTCN does not deal with IKE messages as such. In addition to the IP test model of clause 4.2.4 there are the following requirements for SS implementation:
-	IPsec tunnelling according to RFC 5996 [64] (IKEv2) and RFC 3948 [65]
-	Emulation of EAP AKA according to RFC 4187 [66] i.e. interworking between IPsec (ePDG) and emulated AAA-server
The enhancement of the common IP test model of clause 4.2.4 is shown in figure 4.5.2-2.


Figure 4.5.2-2: Generic WLAN Test Model

Further implementation requirements:
IPsec tunnel handling is controlled by the TTCN with static parameters:
-	DNS for dynamic selection of the ePDG is handled in the TTCN according to the common IP test model
-	DHCP and ICMPv6 can be handled in the TTCN when needed (as for E-UTRA or UTRAN)
-	IMS SIP/SDP signalling is handled in the TTCN as for E-UTRA or UTRAN
-	RTP/RTCP loopback model can be configured in the same way as for E-UTRA
-	Routing of IP packets from and to WLAN is controlled by the DRB-Mux in the same way as for E-UTRA or UTRAN
In the context of the IPsec tunnel, logically two instances of the DRB-Mux can be considered:
-	Uplink
-	lower DRB-Mux to distinguish whether a UDP packet is IKE or ESP data
-	an IKE or ESP packet needs to be routed to the IPsec tunnel
-	upper DRB-Mux to handle IP packets coming out of the IPsec tunnel
-	Downlink
-	upper DRB-Mux to distinguish whether an IP packet shall be sent into the IPsec tunnel
-	lower DRB-Mux to determine routing of IKE/ESP packets (i.e. the packets inside the tunnel)
<SECTIONS SKIPPED>
5.2	Upper Tester ASPs
There is one primitive defined carrying either an MMI or an AT command to be sent to the system adaptor and one common confirmation primitive to be sent by the system adaptor.
	TTCN-3 ASP Definition

	Type Name
	UT_SYSTEM_REQ

	TTCN-3 Type
	Record

		Cmd
	TTCN-3 Type
	union

			AT
	charstring carrying the AT command as defined in TS 27.007 [32], TS 27.005 [31] and TS 27.060 [33]

			MMI
	-	Cmd (charstring)
-	List of parameters:
-	Name (charstring)
-	Value (charstring)

		CnfRequired
	TTCN-3 Type
	Ut_CnfReq_Type

	
	CNF_REQUIRED: SS shall reply with one confirmation (NOTE)

NO_CNF_REQUIRED: SS shall swallow any confirmation generated

LOCAL_CNF_REQUIRED: SS shall immediately send one confirmation when the command is submitted to the UE i.e. in case of operator interaction when the operator has confirmed the command, but SS shall not wait for the UE responding(NOTE)

	NOTE:	In the TTCN, a confirmation shall only be requested in cases when there is no signalling from the UE being triggered by the MMI/AT command



	TTCN-3 ASP Definition

	Type Name
	UT_COMMON_CNF

	TTCN-3 Type
	Record

		Result
	TTCN-3 Type
	boolean

	
	true: success
false: failure
NOTE: The return value false will result in the test immediately finishing with a fatal error. In case of AT commands, the SS shall return false if and only if the UE comes back with "ERROR" as result code according to ITU-T Rec V.250 clause 5.7 [60]. In case of e.g. "+CME ERROR" the SS shall return true and put the UE's response into the ResultString

		ResultString
	TTCN-3 Type
	charstring

	
	response by the UE for commands which request the UE to return a result, optional
In case of AT commands, ResultString shall contain the complete line according to the specification of the AT command. Any carriage return and linefeed characters, defined in TS 27.007 [32] clause 3.1, contained in the response shall be included as the textual representations "<CR>" and "<LF>" respectively.



The following MMI commands are defined.
Table 5.1: MMI commands
	Command
	Parameters

	
	Name
	Value

	"SWITCH_ON"
	(none)

	"SWITCH_OFF"
	(none)

	"POWER_ON"
	(none)

	"POWER_OFF"
	(none)

	"INSERT USIM"
	"USIM"
	<USIM>

	"REMOVE_USIM"
	(none) "USIM" (optional)
	<USIM>

	"CHECK_PLMN"
	"PLMN"
	<PLMN ID>

	"CHECK_ETWS_INDICATION"
	“WARNING1”
	<WARNING1>

	
	“WARNING2”
	<WARNING2>

	“CHECK_ETWS_ALERT”
	(none)

	“CHECK_ETWS_NO_ALERT”
	(none)

	"CHECK_CMAS_INDICATION"
	“WARNING1”
	<WARNING1>

	
	“WARNING2”
	<WARNING2>

	“CHECK_CMAS_ALERT”
	(none)

	“CHECK_CMAS_NO_ALERT”
	(none)

	"HRPD_PDN_CONNECTION”
	(none)

	“CHECK_SMS_LENGTH_CONTENTS"
	"Length"
	<Length>

	
	"Msg"
	<Msg>

	"CONFIGURE_SMS_ONLY"
	(none)

	"DISABLE EPS CAPABILITY"
	(none)

	"DETACH_NON_EPS"
	(none)

	"CLEAR_STORED_ASSISTANCE_DATA"
	(none)

	"CHECK_DTCH_THROUGHCONNECTED"
	(none)

	"GERAN_UPLINK_DATA"
	(none)

	"SELECT_CSG"
	"PLMN"
	<PLMN ID>

	
	"CSG"
	<CSG ID>

	“TRIGGER_USER_RESELECTION”
	(none)

	"REQUEST_NON_CALL_RELATED_SS"
	(none)

	"MBMS_SERVICE_INTEREST"
	"PLMN"
	<PLMN ID>

	
	"Service"
	<MBMS Service ID>

	
	"Interest"
	"ON" / "OFF"

	
	"SAI"
	<MBMS SAI>

	“MBMS_SERVICE_ACTIVE”
	"Service"
	<MBMS Service ID>

	
	"SAI"
	<MBMS SAI>

	
	“Active”
	"ON" / "OFF"

	“MBMS_PRIORITY_OVER_UNICAST”
	"Priority Over Unicast"
	"FALSE" / "TRUE"

	"CHECK_ETWS_NO_INDICATION"
	“WARNING1”
	<WARNING1>

	
	“WARNING2”
	<WARNING2>

	"CHECK_CMAS_NO_INDICATION"
	“WARNING1”
	<WARNING1>

	
	“WARNING2”
	<WARNING2>

	"CHECK_CALL_DISPLAY"
	"ToDisplay"
	<NAME>/<NUMBER>

	"CHECK_CSG"
	"CSG"
	< CSG ID >

	
	"Included"
	"FALSE" / "TRUE"

	"CHECK_NITZ_DST"
	"DaylightSavingTime:"
	DST

	"CHECK_RESPONSE_DISPLAY"
	"ToDisplay"
	<STRING>

	"CHECK_SS_USER_IND"
	"Supplementary Service"
	<SUPPLEMENTARY SERVICE>

	
	"ToDisplay"
	<STRING>

	“CHECK_SS_USER_IND_FAILURE”
	(none)

	"CONFIGURE_OPERATIONMODE"
	"OPERATION MODE"
	<OPERATION MODE>

	“CONFIGURE_ANDSF_RULE”
	“ANDSF Rule”
	<ANDSF RULE>

	“WLAN_ANDSF_CONFIGURED”
	(none)

	“WLAN_ANDSF_NOT_CONFIGURED”
	(none)

	"CMTLR_DUMMY" (see Note)
	”Notification Type”
	<NOTIFICATION TYPE>

	"CCFC_DUMMY" (see Note)
	”Status”
	<STATUS>

	"CNAP_DUMMY" (see Note)
	”Testname”
	<TESTNAME>

	"CTZE_DUMMY" (see Note)
	"Year
	<YEAR>

	
	"Month"
	<MONTH>

	
	"Day"
	<DAY>

	
	"Hour"
	<HOUR>

	
	"Minutes"
	<MINUTES>

	
	"Seconds"
	<SECONDS>

	
	“Daylight SavingTime”
	<DAYLIGHT SAVING TIME>

	
	"TimeZone"
	<TIMEZONE>

	"CMWN_DUMMY" (see Note)
	(none)

	“D2D_DISCOVERY_CLEAR”
	(none)

	“D2D_DISCOVERY_CONFIGURATION”
	“ProSeApplicationID”
	<charstring>

	
	"PLMN_List"
	<PLMN ID_List>

	
	T4005
	<T4005> 

	“D2D_DISCOVERY”
	“ProSeApplicationID”
	<charstring>

	
	“Announce”
	"ON" / "OFF"

	
	“Monitor”
	"ON" / "OFF"

	“D2D_COMMUNICATION”
	“ProSe Layer-2 Group ID”
	<charstring>

	
	“Transmit”
	"ON" / "OFF"

	
	“Receive”
	"ON" / "OFF"

	
	“Max size of UE transmitted Direct Communication data”
	<bytes>

	“D2D_COMMUNICATION_CONFIGURATION”
	“ProSe Layer-2 Group ID”
	<charstring>

	
	"PLMN_List"
	<PLMN ID_List>

	
	T4005_Minutes
	<T4005>

	
	“Security Life time timer in minutes” (Default: 0)
	<SecurityTimer> 

	"V2X_SIDELINK"
	"Data Type"
	"IP" / "NON-IP"

	“INSERT_USIM_OR_PRECONFIGURE”
	"USIM"
	<USIM>

	“DELETE_NTN_PLMN_NA”
	(none)

	“CONFIGURE_NTN_UE_POSITION”
	"SpecReference"
	<charstring>

	Note:	These MMI commands are used to indicate to the SS that a UT response is expected by the TTCN in the case when the AT command is not supported. They can be ignored if the UE supports the AT command. The prefix of these commands matches the start of the AT response expected by the TTCN


<End of modified section>
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