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C2 General

<Start of modified section>
8.2.6.4.4	UPIP / Inter-RAT mobility / Handover to E-UTRA / Reception of RRCConnection Reconfiguration by UE
8.2.6.4.4.1	Test Purpose (TP)
(1)
with { UE in NR RRC_CONNECTED state with UP integrity activated }
ensure that {
  when { UE receives a MobilityFromNRCommand message with the embedded RRCConnectionReconfiguration message }
      then { UE transmits an RRCConnectionReconfigurationComplete message and starts to activate the UP integrity for this DRB }
}

(2)
with { UE in E-UTRA RRC_CONNECTED state and UP integrity has been activated for one DRB }
ensure that {
  when { UE handover to E-UTRA}
      then { UE replies RRCConnectionReconfigurationComplete and keeps on activating the UP integrity for this DRB }
}

8.2.6.4.4.2	Conformance requirements
References: The conformance requirements covered in the present TC are specified in: 3GPP TS 36.331 clause 5.3.1.2 and 5.4.2.3; TS 33.401 clause 7.3.3. Unless otherwise stated these are Rel-17 requirements.
[TS 36.331, clause 5.3.1.2]

...
Integrity protection is optionally supported for DRBs when using NR PDCP configured with nr-RadioBearerConfig1 or nr-RadioBearerConfig2.
...
The integrity protection algorithm is common for signalling radio bearers SRB1, SRB2 and SRB4. The integrity protection algorithm signalled in nr-RadioBearerConfig1/ nr-RadioBearerConfig2 for the DRBs configured to apply integrity protection of user data and keyToUse set to master as defined in TS 38.331 [82] is the same as the one signalled in securityAlgorithmConfig. When configured with MCG only, the ciphering algorithm is common for all radio bearers (i.e. SRB1, SRB2, SRB4 and DRBs). Neither integrity protection nor ciphering applies for SRB0.
…
The AS applies different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc) and one for the ciphering of user data (KUPenc). For the UE capable of user plane integrity protection when it is connected to E-UTRA/EPC (TS 33.401 [32]), the AS applies a security key for integrity protection of user data (KUPint) for the DRBs that are configured to apply integrity protection of user data. All AS keys are derived from the KeNB key
…
Likewise, the same integrity algorithm as signalled by nr-RadioBearerConfig1 and nr-RadioBearerConfig2 as defined in TS 38.331 [82] is used for all SRBs, and DRBs configured to apply integrity protection of user data, using the same key
…

[TS 36.331, clause 5.4.2.3]
If the UE is able to comply with the configuration included in the RRCConnectionReconfiguration message, the UE shall:
…
1>	if capable of user plane integrity protection:
2>	derive the KUPint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];
[TS 33.401, clause 7.3.3]
….
At interworking-handover from 5GS to EPS, the SMF+PGW-C provides the UE's UP integrity protection policy to the target eNB via the target MME. The target eNB shall determine from the UP integrity protection policy received from the SMF+PGW-C via the MME together with indication that the UE supports use of user plane protection with EPC whether to activate user plane integrity protection with the UE or not. If the target eNB does not receive the UP integrity protection policy from the SMF+PGW-C via the MME, but the UE indicates support of UP integrity protection with EPS , the eNB shall use locally configured UP integrity protection policy.  The target eNB shall reject all E-RABs for which it cannot comply with the corresponding UP integrity protection policy and indicate the reject-cause to the source AMF via the target MME. For all other E-RABs, the target eNB shall activate UP integrity protection per DRB according to the used UP integrity protection policy.
8.2.6.4.4.3	Test description
8.2.6.4.4.3.1	Pre-test conditions
System Simulator:
-	NR Cell 1 and E-UTRA Cell 1.
-	System information Combination NR-6 as defined in TS 38.508-1 [4] clause 4.4.3.1 is used in NR cells.
UE:
-	None
Preamble:-	If pc_IP_Ping is set to TRUE then, the UE is in 5GS state 3N-A according to TS 38.508-1 [4], clause 4.4A.2 Table 4.4A.2-3.
-	Else, the UE is in 5GS state 3N-A and Test Loop Function (On) with UE test loop mode B on NR Cell 1 according to 38.508-1[4], clause 4.4A.2 Table 4.4A.2-3.
8.2.6.4.4.3.2	Test procedure sequence
Table 8.2.6.4.4.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U – S
	Message
	
	

	1
	The SS transmits a MobilityFromNRCommand message on NR Cell 1.
	<--
	MobilityFromNRCommand
	-
	-

	2
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete message on E-UTRA Cell 1?
	
	RRC: RRCConnectionReconfigurationComplete
	1
	P

	3
	The UE transmit a TRACKING AREA UPDATE REQUEST 
	
	RRC: ULInformationTransfer
NAS: TRACKING AREA UPDATE REQUEST
	
	

	4
	SS responds with a TRACKING AREA UPDATE ACCEPT message. 
	
	RRC: DLInformationTransfer
NAS: TRACKING AREA UPDATE ACCEPT
	
	

	5
	The UE transmits a TRACKING AREA UPDATE COMPLETE message.
	
	RRC: ULInformationTransfer
NAS: TRACKING AREA UPDATE COMPLETE
	
	

	6
	Check: Does the test result of generic test procedure in TS 38.508-1 [4] subclause 4.9.1 indicate that the UE is capable of exchanging IP data on DRB#n associated with the default EPS bearer in E-UTRA Cell 1 and uplink IP data is correctly integrity protected?
	-
	-
	2
	-



8.2.6.4.4.3.3	Specific message contents
Table 8.2.6.4.4.3.3-1: MobilityFromNRCommand (step 1, Table 8.2.6.4.4.3.2-1)
	Derivation Path: TS 38.508-1 [4], Table 4.6.1-8

	Information Element
	Value/remark
	Comment
	Condition

	MobilityFromNRCommand::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	RRC-TransactionIdentifier
	
	

	  criticalExtensions CHOICE {
	
	
	

	    mobilityFromNRCommand SEQUENCE {
	
	
	

	      targetRAT-Type
	eutra
	
	

	      targetRAT-MessageContainer
	DL-DCCH message containing RRCConnectionReconfiguration
	
	

	      nas-SecurityParamFromNR  
	8 LSB of the downlink NAS COUNT
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.6.4.4.3.3-2: RRCConnectionReconfiguration (Table 8.2.6.4.4.3.3-1)
	Derivation Path: 36.508 [7], Table 4.6.1-8, condition HO

	Information Element
	Value/Remark
	Comment
	Condition

	RRCConnectionReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionReconfiguration-r8 SEQUENCE {
	
	
	

	        radioResourceConfigDedicated
	RadioResourceConfigDedicated-MCG-DRB-NR-PDCP
	Table 8.2.6.4.4.3.3-3
	

	        nonCriticalExtension SEQUENCE {
	
	
	

	          nonCriticalExtension SEQUENCE {
	
	
	

	            nonCriticalExtension SEQUENCE {
	
	
	

	              nonCriticalExtension SEQUENCE {
	
	
	

	                nonCriticalExtension SEQUENCE {
	
	
	

	                  nonCriticalExtension SEQUENCE {
	
	
	

	                    nonCriticalExtension SEQUENCE {
	
	
	

	                      nonCriticalExtension SEQUENCE {
	
	
	

	                        nr-Config-r15
	Not present
	
	

	                        nr-RadioBearerConfig1-r15
	RadioBearerConfig-MCG-DRB-NR-PDCP 
	Table 8.2.6.4.4.3.3-5
	

	                      }
	
	
	

	                    }
	
	
	

	                  }
	
	
	

	                }
	
	
	

	              }
	
	
	

	            }
	
	
	

	          }
	
	
	

	        }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.6.4.4.3.3-3: RadioResourceConfigDedicated-MCG-DRB-NR-PDCP (Table 8.2.6.4.4.3.3-2)
	Derivation Path: TS 36.508 [7], Table 4.6.3-18C

	Information Element
	Value/remark
	Comment
	Condition

	RadioResourceConfigDedicated-MCG-DRB-NR-PDCP ::= SEQUENCE {
	
	
	

	  drb-ToAddModList SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod {
	1 entry
	
	

	    DRB-ToAddMod[1]
	DRB-ToAddMod-MCG-DRB-NR-PDCP
	entry 1
Table 8.2.6.4.4.3.3-4
	

	  }
	
	
	

	  drb-ToReleaseList SEQUENCE (SIZE (1..maxDRB)) OF DRB-Identity {
	1 entry
	
	

	    drb-Identity[1]
	Same as the DRB identity associated with the default EPS bearer
	entry 1

	

	  }
	
	
	

	}
	
	
	



Table 8.2.6.4.3.3.3-4: DRB-ToAddMod-MCG-DRB-NR-PDCP (Table 8.2.6.4.4.3.3-3)
	Derivation Path: TS 36.508 [7], Table 4.8.2.1.7-1, condition AM

	Information Element
	Value/remark
	Comment
	Condition

	DRB-ToAddMod ::= SEQUENCE {
	
	
	

	  eps-BearerIdentity
	Same as the default EPS bearer Identity
	
	

	  drb-Identity
	Same as the DRB identity associated with the default EPS bearer
	
	

	  pdcp-Config
	Not present
	
	

	}
	
	
	



Table 8.2.6.4.4.3.3-5: RadioBearerConfig-MCG-DRB-NR-PDCP (Table 8.2.6.4.4.3.3-2)
	Derivation Path: TS 38.508-1 [4], Table 4.6.3-132, condition MCG_NR_PDCP

	Information Element
	Value/remark
	Comment
	Condition

	RadioBearerConfig ::= SEQUENCE {
	
	
	

	  drb-ToAddModList SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod {
	1 entry
	
	

	    DRB-ToAddMod[1] SEQUENCE {
	
	entry 1
	

	      cnAssociation CHOICE {
	
	
	

	        eps-BearerIdentity
	Same as the default EPS bearer Identity
	
	

	      }
	
	
	

	      drb-Identity
	Same as the DRB identity associated with the default EPS bearer
	
	

	      reestablishPDCP
	Not present
	
	

	      recoverPDCP
	Not present
	
	

	      pdcp-Config
	PDCP-Config
	Table 8.2.6.4.4.3.3-6
	

	    }
	
	
	

	  }
	
	
	

	  securityConfig SEQUENCE {
	
	
	

	    securityAlgorithmConfig SEQUENCE {
	
	
	

	      cipheringAlgorithm
	Same as the ciphering algorithm configured in preamble
	
	

	      integrityProtAlgorithm
	Same as the integrity algorithm configured in preamble
	
	

	    }
	
	
	

	    keyToUse
	master
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.6.4.4.3.3-6: PDCP-Config (Table 8.2.6.4.4.3.3-5, Table 8.2.6.4.4.3.3-10)
	Derivation Path: TS 38.508-1 [4], Table 4.6.3-99

	Information Element
	Value/remark
	Comment
	Condition

	PDCP-Config ::= SEQUENCE {
	
	
	

	  drb SEQUENCE {
	
	
	

	    integrityProtection
	true
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.6.4.4.3.3-7: MobilityControlInfo (Table 8.2.6.4.4.3.3-2)
	Derivation Path: TS 36.508 [7], Table 4.6.5-1, condition HO-TO-EUTRA

	Information Element
	Value/remark
	Comment
	Condition

	MobilityControlInfo ::= SEQUENCE {
	
	
	

	  targetPhysCellId
	PhysicalCellIdentity of E-UTRA Cell 1
	
	

	  carrierFreq SEQUENCE {
	
	
	

	    dl-CarrierFreq
	Same downlink EARFCN as used for E-UTRA Cell 1
	
	

	  }
	
	
	

	  carrierFreq
	Not present
	
	Band > 64

	  carrierBandwidth SEQUENCE {
	
	
	

	    dl-Bandwidth
	Downlink system bandwidth under test.
	
	

	    ul-Bandwidth
	Uplink Bandwidth under test.
	
	FDD

	    ul-Bandwidth
	Not present
	
	TDD

	  }
	
	
	

	  carrierFreq-v9e0 SEQUENCE {
	
	
	Band > 64

	    dl-CarrierFreq-v9e0
	Same downlink EARFCN as used for E-UTRA Cell 1
	
	

	  }
	
	
	

	}
	
	
	



	Condition
	Explanation

	FDD
	FDD cell environment

	TDD
	TDD cell environment

	Band > 64
	If band > 64 is selected



Table 8.2.6.4.4.3.3-8: TRACKING AREA UPDATE REQUEST (step 3, Table 8.2.6.4.4.3.2-1)
	Derivation Path: TS 38.508-1 table 4.9.7.2.3-1

	Information Element
	Value/remark
	Comment
	Condition

	EPS update type
	
	
	

	  EPS update type Value
	'000'B
	TA updating
	TA_only

	
	‘001’B
	Combined TA/LA updating
	combined_TA_LA_without_IMSI

	
	'010'B
	Combined TA/LA updating with IMSI attach
	combined_TA_LA

	NAS key set identifier
	
	
	

	   NAS Key Set Identifier
	The value of ngKSI assigned in preamble
	
	

	   Type of security context flag
	‘1’B
	Mapped security context
	

	Non-current native NAS key set identifier
	Not present or any allowed value
	
	

	Old GUTI
	Mapped 5G-GUTI
	
	

	EPS bearer context status
	Not present or any allowed value
	
	



	Condition
	Explanation

	TA_only
	The UE is configured to initiate EPS attach

	combined_TA_LA
	The UE is configured to initiate combined EPS/IMSI attach

	combined_TA_LA_without_IMSI
	The UE is configured to initiate combined attach



Table 8.2.6.4.4.3.3-9: RRCReconfiguration (preamble)
	 Derivation Path: TS 38.508-1 [4], Table: 4.6.1-13

	Information Element
	Value/remark
	Comment
	Condition

	RRCReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcReconfiguration SEQUENCE {
	
	
	

	      radioBearerConfig
	RadioBearerConfig
	Table 8.2.6.4.4.3.3-10
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.6.4.4.3.3-10: RadioBearerConfig (Table 8.2.6.4.4.3.3-9)
	 Derivation Path: TS 38.508-1 [4], Table 4.6.3-132 with condition DRBn

	Information Element
	Value/remark
	Comment
	Condition

	RadioBearerConfig ::= SEQUENCE {
	
	
	

	  drb-ToAddModList SEQUENCE (SIZE (1.. maxDRB)) OF DRB-ToAddMod {
	1 entry
	
	

	    DRB-ToAddMod[1] SEQUENCE {
	
	
	

	      pdcp-Config SEQUENCE {
	PDCP-Config
	Table 8.2.6.4.4.3.3-6
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 8.2.6.4.4.3.3-11: SecurityConfigHO (Table 8.2.6.4.4.3.3-1)
	Derivation Path: TS 36.508, Table 4.6.4-1

	Information Element
	Value/remark
	Comment
	Condition

	SecurityConfigHO-v1530 ::= SEQUENCE {
	
	
	

	  handoverType-v1530 CHOICE {
	
	
	

	   fivegc-ToEPC-r15 SEQUENCE {
	
	
	

	      securityAlgorithmConfig-r15  SEQUENCE {
	
	
	

	        cipheringAlgorithm
	Set according to PIXIT parameter for default ciphering algorithm
	
	

	        integrityProtAlgorithm
	Set according to PIXIT parameter for default integrity protection algorithm
	
	

	      }
	
	
	

	     nextHopChainingCount-r15
	2
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	




<End of modified section>
