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	Reason for change:
	In the current TTCN implementation of this testcase, at Step 39, the Registration REQ is expected to be integrity protected even when in earlier Step 38a1 USIM has been removed, and the re-inserted (Step 38a4).

According to 33.501 cl 6.2.2.2 :
<<skipped text>>
The ME shall perform the generation of all other subsequent keys that are derived from the KAMF. 
Any 5G security context, KAUSF and KSEAF that are stored at the ME shall be deleted from the ME if:
a)	the USIM is removed from the ME when the ME is in power on state;
b)	the ME is powered up and the ME discovers that the USIM is different from the one which was used to create the 5G security context;
<<skipped text>>

Thus, at Step 39, depending on whether USIM was removed earlier the Registration REQ might come unprotected.
This needs to be handled.

This also has an impact on checking that the UE has set NSSAA bit to ‘1’B or not. This will be present in IE 5GMM Capability, which is included in the Registration REQ only if its integrity Protected. Thus for the USIM removal case, this IE will be included only in the Registration REQ that comes piggybacked in SecurityMode Complete.
This also needs to be implemented.
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This document lists all the essential changes needed to correct problems in the iwd-TTCN3-B2022-09_D23wk24 related to the title of this CR.
Contact:	Parikshit Bhise
	parikshit.bhise@rohde-schwarz.com 
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2 [bookmark: _Toc138776052]Corrections required
2.1 [bookmark: _Toc122434493][bookmark: _Toc295288970][bookmark: _Toc325725665][bookmark: _Toc138776053]Function fl_TC_9_1_10_3_TestBody
	Function name
	fl_TC_9_1_10_3_TestBody

	Reason for change
	In the current TTCN implementation of this testcase, at Step 39, the Registration REQ is expected to be integrity protected even when in earlier Step 38a1 USIM has been removed, and the re-inserted (Step 38a4).

According to 33.501 cl 6.2.2.2 :
<<skipped text>>
The ME shall perform the generation of all other subsequent keys that are derived from the KAMF. 
Any 5G security context, KAUSF and KSEAF that are stored at the ME shall be deleted from the ME if:
a)	the USIM is removed from the ME when the ME is in power on state;
b)	the ME is powered up and the ME discovers that the USIM is different from the one which was used to create the 5G security context;
<<skipped text>>

Thus, at Step 39, depending on whether USIM was removed earlier the Registration REQ might come unprotected.
This needs to be handled.

This also has an impact on checking that the UE has set NSSAA bit to ‘1’B or not. This will be present in IE 5GMM Capability, which is included in the Registration REQ only if its integrity Protected. Thus for the USIM removal case, this IE will be included only in the Registration REQ that comes piggybacked in SecurityMode Complete.
This also needs to be implemented.

	Summary of change
	Re-worked TTCN implementation of Steps 39 – 48 to handle the USIM removal case.
Please see below.

	TTCN module
	NetworkSlicingEnh_NR5GC.ttcn

	MCC160 Comment
	



Before Change:
	<<SKIPPED CODE>>
//@siclog "Step 39" siclog@
    //The UE transmits a REGISTRATION REQUEST message including NSSAA bit
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?);
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_Secure,-,-,-,-,cdr_NG_GMM_Cap_NSSAA)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
    }else {
    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 39");
    }

    //@siclog "Step 40-48" siclog@ Prose CR required
    f_NR5GC_RRC_Idle_Steps5_13 (v_GMM_MobilityInfo,
                                v_NGC_NASCellA, v_ReceivedMsg,
                                f_NR_Asn2Nas_PlmnId(f_NR_CellInfo_GetPLMN (v_NGC_NASCellA)),
                                TESTMode_OFF);

    //@siclog "Step 49" siclog@
    //The SS transmits a REGISTRATION ACCEPT message not in including Pending S-NSSAI=1
    v_MsgToSend := f_Get_NG_RegistrationAcceptMsg (Initial_Secure,
                                                   v_GMM_MobilityInfo,
                                                   v_GUTIToSend,
                                                   v_TAIList,
                                                   omit,
                                                   -,
                                                   -, v_ConfiguredNSSAI, -, -,
                                                   -, -, -, -, -, -, v_T3512, -, -, -,
                                                   -, -, -, -, -, -, -, -, -, -,
                                                   -, '0'B);
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    //@siclog "Step 50" siclog@
    f_NR5GC_Registration_Complete(v_NGC_NASCellA);
<<SKIPPED CODE>>



After Change:
	<<SKIPPED CODE>>
//@siclog "Step 39" siclog@
    //The UE transmits a REGISTRATION REQUEST message including NSSAA bit
    if(pc_USIM_Removal){ //WA#9_1_10_3        
       v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, tsc_SHT_NoSecurityProtection);
        if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity,-,-,-,-)) {
            f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
        } 
    }else{
        v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?);
        if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_Secure,-,-,-,-,cdr_NG_GMM_Cap_NSSAA)) {
            f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
        }else {
        f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 39");
        }
    }      

    //@siclog "Step 40-48" siclog@ Prose CR required
    if(pc_USIM_Removal){ //WA#9_1_10_3
    f_NR5GC_RRC_Idle_Steps5_13 (v_GMM_MobilityInfo,
                                v_NGC_NASCellA, v_ReceivedMsg,
                                f_NR_Asn2Nas_PlmnId(f_NR_CellInfo_GetPLMN (v_NGC_NASCellA)),
                                TESTMode_OFF, Initial_NoSecurity);
    }else{
    f_NR5GC_RRC_Idle_Steps5_13 (v_GMM_MobilityInfo,
                                v_NGC_NASCellA, v_ReceivedMsg,
                                f_NR_Asn2Nas_PlmnId(f_NR_CellInfo_GetPLMN (v_NGC_NASCellA)),
                                TESTMode_OFF);
    }
    if(pc_USIM_Removal){ //WA#9_1_10_3 This is needed because for USIM removal, the 5GMM capability will come in SMComplete message.
        v_GMM_MobilityInfo := f_NR5GC_MobileInfo_GetGMM_MobilityInfo();
        if (v_GMM_MobilityInfo.GMMCap.nssaa == '1'B) {
            f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 39");
        }else{
            f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");
        }
    }
    //@siclog "Step 49" siclog@
    //The SS transmits a REGISTRATION ACCEPT message not in including Pending S-NSSAI=1
    v_MsgToSend := f_Get_NG_RegistrationAcceptMsg (Initial_Secure,
                                                   v_GMM_MobilityInfo,
                                                   v_GUTIToSend,
                                                   v_TAIList,
                                                   omit,
                                                   -,
                                                   -, v_ConfiguredNSSAI, -, -,
                                                   -, -, -, -, -, -, v_T3512, -, -, -,
                                                   -, -, -, -, -, -, -, -, -, -,
                                                   -, '0'B);
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    //@siclog "Step 50" siclog@
    f_NR5GC_Registration_Complete(v_NGC_NASCellA);
<<SKIPPED CODE>>



