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This document lists all the essential changes needed to correct problems in the iwd-TTCN3-B2022-09_D23wk24 related to the title of this CR.
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	parikshit.bhise@rohde-schwarz.com 

2 [bookmark: _Toc122434488][bookmark: _Toc295288959][bookmark: _Toc138748041]Corrections required
2.1 [bookmark: _Toc138748042]Correction to the Function f_NR_Security_InitSCG_ForDC
	Function name
	f_NR_Security_InitSCG_ForDC

	Reason for change
	· In the current TTCN implementation of the function f_NR_Security_InitSCG_ForDC : AS_Ciphering_S and AS_Integrity_S are re-initialized with MCG Ciphering and Integrity . This could overwrite SCG specific Algorithm values .In order to protect the SCG integrity and ciphering exisiting values , it is proposed to initialize the SCG Ciphering and integrity values  with MCG Ciphering and integrity values only when the algorithm are matching between MCG and SCG. Otherwise, AS_Ciphering_S and AS_Integrity_S are expected to retain the existing values.


	Summary of change
	· In the function f_NR_Security_InitSCG_ForDC : initialize the SCG Ciphering and integrity values  with MCG Ciphering and integrity values only when the algorithm are matching between MCG and SCG


	TTCN module
	ttcn/develop/Common/NR/NR_SecurityFunctions.ttcn

	MCC160 Comment
	



    
Before Change:
	    function f_NR_Security_InitSCG_ForDC(NR_SecurityParams_Type p_SecurityParams)
  return NR_SecurityParams_Type
  {
    var NR_SecurityParams_Type v_SecurityParamsSCG;

    // First, initialise SCG integrity/ciphering parameters (e.g. algorithms) with the existing values
    v_SecurityParamsSCG := p_SecurityParams;
    v_SecurityParamsSCG.AS_Ciphering_S := v_SecurityParamsSCG.AS_Ciphering;
    v_SecurityParamsSCG.AS_Integrity_S := v_SecurityParamsSCG.AS_Integrity;
    
    // Then update those specific for SCG
    v_SecurityParamsSCG.S_KGNB := f_NR_Authentication_A16 (v_SecurityParamsSCG.KDF,
                                                           v_SecurityParamsSCG.KGNB,
                                                           v_SecurityParamsSCG.SK_Counter);
    
    return v_SecurityParamsSCG;
  }



After Change:
	  function f_NR_Security_InitSCG_ForDC(NR_SecurityParams_Type p_SecurityParams)
  return NR_SecurityParams_Type
  {
    var NR_SecurityParams_Type v_SecurityParamsSCG;

    // First, initialise SCG integrity/ciphering parameters (e.g. algorithms) with the existing values
    v_SecurityParamsSCG := p_SecurityParams;
    if(v_SecurityParamsSCG.AS_Ciphering_S.Algorithm == v_SecurityParamsSCG.AS_Ciphering.Algorithm)
    {
        v_SecurityParamsSCG.AS_Ciphering_S := v_SecurityParamsSCG.AS_Ciphering; //WA#WI=1110266
    }
    if(v_SecurityParamsSCG.AS_Integrity_S.Algorithm == v_SecurityParamsSCG.AS_Integrity.Algorithm )
    {
        v_SecurityParamsSCG.AS_Integrity_S := v_SecurityParamsSCG.AS_Integrity; //WA#WI=1110266
    }   
    // Then update those specific for SCG
    v_SecurityParamsSCG.S_KGNB := f_NR_Authentication_A16 (v_SecurityParamsSCG.KDF,
                                                           v_SecurityParamsSCG.KGNB,
                                                           v_SecurityParamsSCG.SK_Counter);
    
    return v_SecurityParamsSCG;
  }


2.2 [bookmark: _Toc138748043]Correction to the Function f_TC_7_1_3_5_2_NR5GC
	Function name
	f_TC_7_1_3_5_2_NR5GC

	Reason for change
	In the current TTCN implementation of the function f_TC_7_1_3_5_2_NR5GC : as the PDCP is in TM mode , it is expected to set the MCG Ciphering as well in NEA0 as per 38 523-3 V17.6.0 “On UE side Ciphering is enabled as null algorithm”

	Summary of change
	In the current TTCN implementation of the function f_TC_7_1_3_5_2_NR5GC : as the PDCP is in TM mode , it is expected to set the MCG Ciphering as well in NEA0

	TTCN module
	ttcn/develop/NR5GC/7_1_3/PDCP_NR5GC.ttcn

	MCC160 Comment
	



    
Before Change:
	function f_TC_7_1_3_5_2_NR5GC() runs on NR5GC_PTC
  {
    var NR_PDCP_SS_State_Type v_NR_PDCP_State;
    var integer v_SCG_DRB_Id;
    var template (value) NR_RadioBearerList_Type v_SS_ConfigMCG; // @sic R5s230377 sic@
    var template (value) NR_RadioBearerList_Type v_SS_ConfigSCG; // @sic R5s230377 sic@
      
    //Create and configure NR cell1
    f_NR5GC_Init_NRDC(NR_1,{nr_Cell1, nr_Cell10});  //@sic R5-215680 sic@ => to initialise the frequencies and cells as per NR-DC
    f_NR_CellConfig_Def(nr_Cell1);
    //@sic R5s210891 sic@
    f_NR_CellConfig_Def(nr_Cell10, -, tsc_NRDC_SCG_Cell);  //In NR-DC, we use inter-band cells => cell 1 + Cell 10. A prose CR is needed
    
    //Preamble
    f_NR5GC_Preamble(nr_Cell1, STATE_IDLE_1A, TEST_LOOPModeA_ON);  //run the preamble as normal and bring back UE to IDLE with TEST mode A on @sic R5s211471 sic@
    f_NR_AS_CipheringAlgorithm_Set_SCG(nea0); //@sic R5s210888 sic@

    // configure DRB with PDCP in TM at the start @sic R5s230377 sic@
    v_SCG_DRB_Id := f_NR_GetNextSCGDRBId();
	
	<< SKIPPED CODE >>
}



After Change:
	    function f_TC_7_1_3_5_2_NR5GC() runs on NR5GC_PTC
  {
    var NR_PDCP_SS_State_Type v_NR_PDCP_State;
    var integer v_SCG_DRB_Id;
    var template (value) NR_RadioBearerList_Type v_SS_ConfigMCG; // @sic R5s230377 sic@
    var template (value) NR_RadioBearerList_Type v_SS_ConfigSCG; // @sic R5s230377 sic@
      
    //Create and configure NR cell1
    f_NR5GC_Init_NRDC(NR_1,{nr_Cell1, nr_Cell10});  //@sic R5-215680 sic@ => to initialise the frequencies and cells as per NR-DC
    f_NR_CellConfig_Def(nr_Cell1);
    //@sic R5s210891 sic@
    f_NR_CellConfig_Def(nr_Cell10, -, tsc_NRDC_SCG_Cell);  //In NR-DC, we use inter-band cells => cell 1 + Cell 10. A prose CR is needed
    
    //Preamble
    f_NR5GC_Preamble(nr_Cell1, STATE_IDLE_1A, TEST_LOOPModeA_ON);  //run the preamble as normal and bring back UE to IDLE with TEST mode A on @sic R5s211471 sic@
    f_NR_AS_CipheringAlgorithm_Set_SCG(nea0); //@sic R5s210888 sic@
    f_NR_AS_CipheringAlgorithm_Set(nea0); //WA#WI=1110266

    // configure DRB with PDCP in TM at the start @sic R5s230377 sic@
    v_SCG_DRB_Id := f_NR_GetNextSCGDRBId();
	
	<< SKIPPED CODE >>
}



