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1. [bookmark: _Toc130247877]Overview
This document lists all the essential changes needed to correct problems in the iwd-TTCN3-B2022-09_D22wk49 related to the title of this CR.  
[bookmark: _Hlk90298041]Contact:	Kalahasti, Narendra
	Narendra.Kalahasti@anritsu.com


1. [bookmark: _Toc130247878]Corrections required
1. [bookmark: _Toc130247879]Change 1
	Function name
	function fl_TC_9_1_1_3_6_Body()

	Reason for change
	Derivation of keys CK' and IK' for EAP-AKA', and and KAUSF and (X)RES* for 5G AKA requires the Serving Network Name which needs to be updated to SNPN identity in case of SNPN. 
From TS 33.501 I.3.2:
SN Id = PLMN ID:NID

	Summary of change
	Initialize and pass the NID for NGC Cell A (all cells are using the same PLMN) to the functions building the Authentication Request in Step 6, 8, 11, 16, and 53.

	TTCN module
	Authentication_NR5GC.ttcn

	MCC160 Comment
	



Before Change:
	  function fl_TC_9_1_1_3_6_Body(boolean p_UseEAP ) runs on NR5GC_PTC
  { /*  test body of TC_9_1_1_3 and 9_1_1_6  The only difference is if including an EAP message or not */
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var NR_CellId_Type v_NGC_NASCellB := f_NR5GC_MapNASCell(ngc_CellB, NG_AllCellsOnSamePLMN);
    var NR_CellId_Type v_NGC_NASCellC := f_NR5GC_MapNASCell(ngc_CellC, NG_AllCellsOnSamePLMN);
    var NR_CellId_Type v_NGC_NASCellD := f_NR5GC_MapNASCell(ngc_CellD, NG_AllCellsOnSamePLMN);
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();
    var B3_Type v_KSI_InUse := v_NAS_SecurityParams.KSIamf;
    var SecurityHeaderType v_SecurityHeader := tsc_SHT_IntegrityProtected_Ciphered;
    var integer i;
    var NR_CellId_Type v_CellId := v_NGC_NASCellA; // @sic R5-199098 sic@
    var default v_MyDefaultVar := null;
    
    timer t_T3511 := f_NR_SetTimerToleranceMin(v_NGC_NASCellD, nasTimer, 10.0);
    timer t_T3520 := f_NR_SetTimerToleranceMin(v_NGC_NASCellB, nasTimer, 15.0);  // @sic R5s200373 sic@

    // Get normal message
    if (p_UseEAP) {
      v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_3
    } else {
    v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN);
    }

    // now update with "old" KSI value
    v_MsgToSend.authentication_Request.ngNasKeySetId.nasKeySetId := v_KSI_InUse;

    *** SKIPPED CODE ***

    if (p_UseEAP) {
      //@siclog "Step 53" siclog@ //This is for Testcase 9_1_1_3
      v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_3 @sic R5s201357 sic@
    } else {
      v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN); //9_1_1_6 @sic R5-199098, R5s201357 sic@
      //@siclog "Step 48" siclog@ // This is for Testcase 9_1_1_6
    }
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellD,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));
    
    *** SKIPPED CODE ***

  }



After Change:
	  import from NR_CellInfoInit all;
  import from NR_Parameters all;

  function fl_TC_9_1_1_3_6_Body(boolean p_UseEAP ) runs on NR5GC_PTC
  { /*  test body of TC_9_1_1_3 and 9_1_1_6  The only difference is if including an EAP message or not */
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);
    var NR_CellId_Type v_NGC_NASCellB := f_NR5GC_MapNASCell(ngc_CellB, NG_AllCellsOnSamePLMN);
    var NR_CellId_Type v_NGC_NASCellC := f_NR5GC_MapNASCell(ngc_CellC, NG_AllCellsOnSamePLMN);
    var NR_CellId_Type v_NGC_NASCellD := f_NR5GC_MapNASCell(ngc_CellD, NG_AllCellsOnSamePLMN);
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();
    var B3_Type v_KSI_InUse := v_NAS_SecurityParams.KSIamf;
    var SecurityHeaderType v_SecurityHeader := tsc_SHT_IntegrityProtected_Ciphered;
    var integer i;
    var NR_CellId_Type v_CellId := v_NGC_NASCellA; // @sic R5-199098 sic@
    var default v_MyDefaultVar := null;
    
    timer t_T3511 := f_NR_SetTimerToleranceMin(v_NGC_NASCellD, nasTimer, 10.0);
    timer t_T3520 := f_NR_SetTimerToleranceMin(v_NGC_NASCellB, nasTimer, 15.0);  // @sic R5s200373 sic@

    var NID_r16 v_NID_ASN;
    var template (omit) hexstring v_NID := omit;

    if(pc_SNPN_only){
      v_NID_ASN := f_NR_InitNDI(v_NGC_NASCellA); // returns a bitstring
      v_NID := bit2hex(v_NID_ASN);
    }

    // Get normal message
    if (p_UseEAP) {
      v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN, v_NID); //9_1_1_3
    } else {
    v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN, -, v_NID);
    }

    // now update with "old" KSI value
    v_MsgToSend.authentication_Request.ngNasKeySetId.nasKeySetId := v_KSI_InUse;

    *** SKIPPED CODE ***

    if (p_UseEAP) {
      //@siclog "Step 53" siclog@ //This is for Testcase 9_1_1_3
      v_MsgToSend := f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN, v_NID); //9_1_1_3 @sic R5s201357 sic@
    } else {
      v_MsgToSend := f_Get_5GAKA_AuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN, v_NID); //9_1_1_6 @sic R5-199098, R5s201357 sic@
      //@siclog "Step 48" siclog@ // This is for Testcase 9_1_1_6
    }
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellD,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));
    
    *** SKIPPED CODE ***

  }




