 

 

	 

3GPP TSG-RAN5 Meeting #2023-TTCN email	R5s230436
Online, , 9th Dec 2022 - 31st Dec 2023
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	38.523-3
	CR
	3023
	rev
	1
	Current version:
	17.6.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Correction to NR5GC TC 9.1.1.2 against SNPN-only UE

	
	

	Source to WG:
	ANRITSU LTD

	Source to TSG:
	R5

	
	

	Work item code:
	NG_RAN_PRN_Vertical_LAN-UEConTest
	
	Date:
	2023-03-20

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	Derivation of keys CK' and IK' for EAP-AKA' requires the Serving Network Name which needs to be updated to SNPN identity in case of SNPN. 
From TS 33.501 I.3.2:
SN Id = PLMN ID:NID

	
	

	Summary of change:
	Initialize and pass the NID for NGC Cell A to the functions building the Authentication Request in Step 5, Step 7, and Step 9.

	
	

	Consequences if not approved:
	A conformant UE may fail the test case

	
	

	Clauses affected:
	9.1.1.2.NR5GC

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	

	affected:
	
	X
	 Test specifications
	

	(show related CRs)
	
	X
	 O&M Specifications
	

	
	

	Other comments:
	

	
	

	This CR's revision history:
	




 

Page 1
 

 






[bookmark: _Toc130246666]Table of Contents
Table of Contents	2
1	Overview	3
2	Corrections required	3
2.1	Change 1	3
3	References	7


1. [bookmark: _Toc130246667]Overview
This document lists all the essential changes needed to correct problems in the iwd-TTCN3-B2022-09_D22wk49 related to the title of this CR.  
[bookmark: _Hlk90298041]Contact:	Kalahasti, Narendra
	Narendra.Kalahasti@anritsu.com


1. [bookmark: _Toc130246668]Corrections required
Change 1 of R5s230229[1] is also required to pass the TC in SNPN.
1. [bookmark: _Toc130246669]Change 1
	Function name
	function fl_TC_9_1_1_2_TestBody()

	Reason for change
	Derivation of keys CK' and IK' for EAP-AKA' requires the Serving Network Name which needs to be updated to SNPN identity in case of SNPN. 
From TS 33.501 I.3.2:
SN Id = PLMN ID:NID

	Summary of change
	Initialize and pass the NID for NGC Cell A to the functions building the Authentication Request in Step 5, Step 7, and Step 9

	TTCN module
	Authentication_NR5GC.ttcn

	MCC160 Comment
	



Before Change:
	  function fl_TC_9_1_1_2_TestBody() runs on NR5GC_PTC
  {
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_CellsOnDifferentPLMN);
    var NR_CellId_Type v_NGC_NASCellE := f_NR5GC_MapNASCell(ngc_CellE, NG_CellsOnDifferentPLMN);
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var PLMN_Identity v_ASN_WrongPLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellE);
    var NAS_PlmnId v_WrongPLMN := f_NR_Asn2Nas_PlmnId(v_ASN_WrongPLMN);
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();
    var octetstring v_EAPMsg;

    //@siclog "Step 1" siclog@
    f_NR5GC_SwitchOnAndResetIMS();  // @sic R5s210729 sic@
    
    //@siclog "Steps 2-4" siclog@
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?);
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_Secure)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 4");
    }
    
    //@siclog "Step 5" siclog@
    // use incorrect SNN
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_WrongPLMN))));

    //@siclog "Step 6" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (f_Check_EAP_AuthReject_AuthenticationResponse(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");
    }
    
    //@siclog "Step 6A" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_NG_AuthenticationResultMsg(v_NAS_SecurityParams, cs_EAP_Failure)))); // @sic R5-205579 sic@
    //@siclog "Step 7" siclog@
    // Cannot call Get function as need to use same security parameters in both EAP and Authentication Req msg
    v_NAS_SecurityParams := f_NG_EAP_AuthenticationInit(v_NAS_SecurityParams, v_PLMN, hex2str(px_IMSI_Def)); // @sic R5s210111 sic@
    v_EAPMsg := f_NG_EAP_ChallengeReq (v_NAS_SecurityParams, v_PLMN, '01'O);
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                             cs_NG_AUTHENTICATION_REQUEST (v_NAS_SecurityParams.KSIamf,
                                                              cs_ABBA (v_NAS_SecurityParams.ABBA, omit),
                                                              -,
                                                              -,
                                                              cs_EAP_Message(v_EAPMsg))))); // @sic R5s201483, R5s210111 sic@

    //@siclog "Step 8" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (f_Check_EAPAKA_AuthenticationResponse(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, -, '01'O)) {  // @sic R5-205579, R5s210111 sic@
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 8");
    } else { // @sic R5s201483 sic@
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 8");
    }
    
    //@siclog "Step 9" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_EAP_OtherAuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN, f_NG_EAP_Notification(cs_EAP_AT_NOTIFICATION ('0'B, '1'B, int2bit (0, 14))))))); // @sic R5s201021 sic@

    //@siclog "Step 10" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (f_Check_EAP_Notification_AuthenticationResponse(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 10");
    } else { // @sic R5s201483 sic@
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 10");
    }
    
    //@siclog "Step 11" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     cs_NG_AUTHENTICATION_REJECT(cs_EAP_Message(bit2oct(encvalue(cs_EAP_Failure('01'O))))))));

    //@siclog "Step 12" siclog@
    f_NR_RRCRelease(v_NGC_NASCellA);

    //@siclog "Step 13" siclog@
    f_NR_CheckNoRRCSetupReq (v_NGC_NASCellA, 30.0);

    //@siclog "Step 14" siclog@
    f_NR_UE_DeRegisterOnSwitchOff (v_NGC_NASCellA, STATE_DEREGISTERED);
    
    //@siclog "Step 15" siclog@
    f_NR5GC_SwitchOnAndResetIMS(); // @sic R5s211299 sic@
    
    //@siclog "Step 16" siclog@
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, tsc_SHT_NoSecurityProtection); // @sic R5s201025 sic@
    if (f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity, cr_NG_MobileIdentitySUCI(?, ?), '111'B, ?, -, -, -, -, omit)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 16");
    }
    
    //@siclog Step 17 siclog@
    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo, v_NGC_NASCellA, v_ReceivedMsg, TESTMode_OFF, rrcConnectionRelease, Initial_NoSecurity);  // @sic R5s201025 sic@
  }



After Change:
	  import from NR_CellInfoInit all;
  import from NR_Parameters all;

  function fl_TC_9_1_1_2_TestBody() runs on NR5GC_PTC
  {
    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_CellsOnDifferentPLMN);
    var NR_CellId_Type v_NGC_NASCellE := f_NR5GC_MapNASCell(ngc_CellE, NG_CellsOnDifferentPLMN);
    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;
    var NR_SRB_COMMON_IND v_ReceivedAsp;
    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;
    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);
    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);
    var PLMN_Identity v_ASN_WrongPLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellE);
    var NAS_PlmnId v_WrongPLMN := f_NR_Asn2Nas_PlmnId(v_ASN_WrongPLMN);
    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();
    var octetstring v_EAPMsg;
    var NID_r16 v_NID_ASN;
    var template (omit) hexstring v_NID := omit;

    if(pc_SNPN_only){
      v_NID_ASN := f_NR_InitNDI(v_NGC_NASCellA); // returns a bitstring
      v_NID := bit2hex(v_NID_ASN);
    }

    //@siclog "Step 1" siclog@
    f_NR5GC_SwitchOnAndResetIMS();  // @sic R5s210729 sic@
    
    //@siclog "Steps 2-4" siclog@
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?);
    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_Secure)) {
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 4");
    }
    
    //@siclog "Step 5" siclog@
    // use incorrect SNN
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_EAP_AuthenticationReqMsg(v_NAS_SecurityParams, v_WrongPLMN, v_NID))));

    //@siclog "Step 6" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (f_Check_EAP_AuthReject_AuthenticationResponse(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");
    }
    
    //@siclog "Step 6A" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_NG_AuthenticationResultMsg(v_NAS_SecurityParams, cs_EAP_Failure)))); // @sic R5-205579 sic@
    //@siclog "Step 7" siclog@
    // Cannot call Get function as need to use same security parameters in both EAP and Authentication Req msg
    v_NAS_SecurityParams := f_NG_EAP_AuthenticationInit(v_NAS_SecurityParams, v_PLMN, hex2str(px_IMSI_Def), -, -, v_NID); // @sic R5s210111 sic@
    v_EAPMsg := f_NG_EAP_ChallengeReq (v_NAS_SecurityParams, v_PLMN, '01'O, v_NID);
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                             cs_NG_AUTHENTICATION_REQUEST (v_NAS_SecurityParams.KSIamf,
                                                              cs_ABBA (v_NAS_SecurityParams.ABBA, omit),
                                                              -,
                                                              -,
                                                              cs_EAP_Message(v_EAPMsg))))); // @sic R5s201483, R5s210111 sic@

    //@siclog "Step 8" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (f_Check_EAPAKA_AuthenticationResponse(v_NAS_SecurityParams, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, -, '01'O)) {  // @sic R5-205579, R5s210111 sic@
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 8");
    } else { // @sic R5s201483 sic@
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 8");
    }
    
    //@siclog "Step 9" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     f_Get_EAP_OtherAuthenticationReqMsg(v_NAS_SecurityParams, v_PLMN, f_NG_EAP_Notification(cs_EAP_AT_NOTIFICATION ('0'B, '1'B, int2bit (0, 14))), v_NID)))); // @sic R5s201021 sic@

    //@siclog "Step 10" siclog@
    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected_Ciphered))) -> value v_ReceivedAsp;
    if (f_Check_EAP_Notification_AuthenticationResponse(v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 10");
    } else { // @sic R5s201483 sic@
      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 10");
    }
    
    //@siclog "Step 11" siclog@
    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA,
                                   tsc_NR_RbId_SRB1,
                                   -,
                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                     cs_NG_AUTHENTICATION_REJECT(cs_EAP_Message(bit2oct(encvalue(cs_EAP_Failure('01'O))))))));

    //@siclog "Step 12" siclog@
    f_NR_RRCRelease(v_NGC_NASCellA);

    //@siclog "Step 13" siclog@
    f_NR_CheckNoRRCSetupReq (v_NGC_NASCellA, 30.0);

    //@siclog "Step 14" siclog@
    f_NR_UE_DeRegisterOnSwitchOff (v_NGC_NASCellA, STATE_DEREGISTERED);
    
    //@siclog "Step 15" siclog@
    f_NR5GC_SwitchOnAndResetIMS(); // @sic R5s211299 sic@
    
    //@siclog "Step 16" siclog@
    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, tsc_SHT_NoSecurityProtection); // @sic R5s201025 sic@
    if (f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity, cr_NG_MobileIdentitySUCI(?, ?), '111'B, ?, -, -, -, -, omit)) {
      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 16");
    }
    
    //@siclog Step 17 siclog@
    f_NR5GC_RRC_Idle_Steps5_20 (v_GMM_MobilityInfo, v_NGC_NASCellA, v_ReceivedMsg, TESTMode_OFF, rrcConnectionRelease, Initial_NoSecurity);  // @sic R5s201025 sic@
  }
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