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7.18.5.1
Integrity protection in downlink

If the MS receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity Check Info' is present the MS shall:

1>
check the value of the IE "RRC Message Sequence Number" included in the IE "Integrity Check Info";

2>

if the "Downlink RRC Message sequence number" for signalling radio bearer RBn is not present in the variable INTEGRITY_PROTECTION_INFO:

3>
initialise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC Message Sequence Number" included in the IE "Integrity Check Info" of the received message;

2>
if the "Downlink RRC Message sequence number" is present in the variable INTEGRITY_PROTECTION_INFO:

3>
if the RRC message sequence number is lower than the “Downlink RRC Message sequence number” for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
increment "Downlink RRC HFN" for signalling radio bearer SRBn in the variable INTEGRITY_PROTECTION_INFO with one.

NOTE:
The actions above imply that also for the case the "Downlink RRC HFN" is re-initialised by a security mode control procedure, this "Downlink RRC HFN" value is incremented by one before it is applied for the integrity protection of any received message if the conditions above are fulfilled.

3>
if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
discard the message;

1>
calculate an expected message authentication code in accordance with sub-clause 7.18.5.3;

1>
compare the expected message authentication code with the value of the received IE "Message Authentication Code" contained in the IE "Integrity Check Info";

2>
if the expected message authentication code and the received message authentication code are the same, the integrity check is successful:

3>
update the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC Message Sequence Number" included in the IE "Integrity Check Info" of the received RRC message;

2>
if the calculated expected message authentication code and the received message authentication code differ:

3>
 act as the message was not received:



If the MS receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and the IE 'Integrity Check Info' is not present the MS shall:

1>
discard the message.
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