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Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, certain modal verbs have the following meanings:

shall

indicates a mandatory requirement to do something

shall not
indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should

indicates a recommendation to do something

should not
indicates a recommendation not to do something

may

indicates permission to do something

need not
indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can

indicates that something is possible
cannot

indicates that something is impossible

The constructions "can" and "cannot" shall not to be used as substitutes for "may" and "need not".

will

indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document

will not

indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document

might
indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document

might not
indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document

In addition:

is
(or any other verb in the indicative mood) indicates a statement of fact

is not
(or any other negative verb in the indicative mood) indicates a statement of fact

The constructions "is" and "is not" do not indicate requirements.
Introduction

The present document is the fifth part of a multi-part conformance specification valid for 3GPP Release 15 and later releases. 


3GPP TS 34.229-1 [2]: "Internet Protocol (IP) multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE) conformance specification; Part 1: Protocol conformance specification".


3GPP TS 34.229-2 [3]: "Internet Protocol (IP) multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE) conformance specification; Part 2: Implementation Conformance Statement (ICS) proforma specification".


3GPP TS 34.229-3 [4]: "Internet Protocol (IP) multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE) conformance specification; Part 3: Abstract Test Suites (ATS)".


3GPP TS 34.229-4 [5]: "Internet Protocol (IP) multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE) conformance specification; Part 4: Enabler for IP multimedia applications testing".


3GPP TS 34.229-5 (the present document): "Internet Protocol (IP) multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE) conformance specification; Part 5: Protocol conformance specification using 5G System (5GS)".

NOTE 1:
The ATS is written in a standard testing language, TTCN-3, as defined in ETSI ES 201 873 Parts 1 to 3 [8] [9] [10].
NOTE 2:
Further information on testing can be found in ETSI ETS 300 406 [11] and ISO/IEC 9646-1 [12].
For at least a minimum set of services, the prose descriptions of test cases will have a matching detailed test case implemented in TTCN-3 (and provided in 3GPP TS 34.229-3 [4]).

1
Scope

The present document specifies the protocol conformance testing for the User Equipment (UE) supporting the Internet Protocol (IP) multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP) when using the 5G System (5GS).

This is the fifth part of a multi-part test specification. The following information can be found in this part:

-
the overall test structure;

-
the test configurations;

-
the conformance requirement and reference to the core specifications;

-
the test purposes; and

-
the test procedure.
The following information relevant to testing can be found in accompanying specifications:

-
Implementation Conformance Statement (ICS) pro-forma and the applicability of each test case [3].

The present document is valid for UE implemented according to 3GPP Releases starting from Release 15 up to the Release indicated on the cover page of the present document.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document unless the context in which the reference is made suggests a different Release is relevant (information on the applicable release in a particular context can be found in e.g. test case title, description or applicability, message description or content).

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 34.229-1: "Internet Protocol (IP) multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE) conformance specification; Part 1: Protocol conformance specification".
[3]
3GPP TS 34.229-2: "Internet Protocol (IP) multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE) conformance specification; Part 2: Implementation Conformance Statement (ICS) proforma specification".
[4]
3GPP TS 34.229-3: "Internet Protocol (IP) multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE) conformance specification; Part 3: Abstract Test Suites (ATS)".
[5]
3GPP TS 34.229-4: "Internet Protocol (IP) multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE) conformance specification; Part 5: Enabler for IP multimedia applications testing".
[6]
IETF RFC 3261: "SIP: Session Initiation Protocol".

[7]
3GPP TS 24.229: "IP Multimedia Call Control Protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".
[8]
ETSI ES 201 873-1: "Methods for Testing and Specification (MTS); The Testing and Test Control Notation version 3; Part 1: TTCN-3 Core Language”.

[9]
ETSI ES 201 873-2: "Methods for Testing and Specification (MTS); The Testing and Test Control Notation version 3; Part 2: TTCN-3 Tabular Presentation Format (TFT)".

[10]
ETSI TR 201 873-3: "Methods for Testing and Specification (MTS); The Testing and Test Control Notation version 3; Part 3: TTCN-3 Graphical Presentation Format (GFT)".

[11]
ETSI ETS 300 406: "Methods for testing and Specification (MTS); Protocol and profile conformance testing specifications; Standardization methodology".
[12]
ISO/IEC 9646-1: "Information technology - Open systems interconnection - Conformance testing methodology and framework - Part 1: General concepts".
[13]
ISO/IEC 9646-7: "Information technology - Open systems interconnection - Conformance testing methodology and framework - Part 7: Implementation Conformance Statements".
[14]
3GPP TS 24.341: "Support of SMS over IP networks; Stage 3".

[15]
IETF RFC 3310: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA)".
[16]
3GPP TS 33.203: "Access security for IP based services".
[17]
IETF RFC 3329: "Security Mechanism Agreement for the Session Initiation Protocol (SIP)".

[18]
IETF RFC 3680: "A Session Initiation Protocol (SIP) Event Package for Registrations".
[19]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[20]
3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[21]
IETF RFC 3310: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA)".
3
Definitions of terms, symbols and abbreviations
3.1
Terms
void
3.2
Symbols

void
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

SS


System Simulator
4
Overview

4.1
Test Methodology

4.1.1
Testing of optional functions and procedures

Any function or procedure which is optional, as indicated in the present document may be subject to a conformance test if it is implemented in the UE.

A declaration by the apparatus supplier (Implementation Conformance Statement (ICS)) is used to determine whether an optional function/procedure has been implemented (see ISO/IEC 9646-7 [13] for general information about ICS).

4.2
Implicit Testing

For some 3GPP signalling and protocol features conformance is not verified explicitly in the present document. This does not imply that correct functioning of these features is not essential, but that these are implicitly tested to a sufficient degree in other tests.

4.3
Conformance Requirements

The Conformance Requirements clauses in the present document are copy/paste from the relevant core specification where skipped text has been replaced with "...". References to clauses in the Conformance Requirements section of the test body refers to clauses in the referred specification, not sections in the present document.

5
Reference Conditions

5.1
General

The test cases are expected to be executed through the 3GPP radio interface. Details of the radio interfaces are outside the scope of this specification. The reference environments used by tests are specified in the test.

5.2
Generic setup procedures

A set of basic generic procedures for different IMS usage scenarios are described in Annex A of this specification. These procedures are used in numerous test cases throughout the present document. Default Messages are used from and maintained in Annex A of TS 34.229-1 [2].
5.3
Transport protocols applied

For simplicity, UDP (User Datagram Protocol) is applied to IMS testing as default DL transport protocol, except for the test cases in clause 6 where TCP (Transmission Control Protocol) is applied as DL transport protocol.

NOTE: Which UL transport protocol is used in the test is decided by the UE.

6
Registration
6.1
Initial Registration / 5GS
6.1.1
Definition

Test to verify that the UE can correctly register to IMS services by sending an initial registration request to the S-CSCF via the P-CSCF discovered, mutual authentication  and finally subscribing to the registration event package for the registered default public user identity.
6.1.2
Conformance Requirements

[TS 24.229, clause C.2]:

In case the UE is loaded with a UICC that contains a USIM but does not contain an ISIM, the UE shall:

-
generate a private user identity;

-
generate a temporary public user identity; and

-
generate a home network domain name to address the SIP REGISTER request to.

All these three parameters are derived from the IMSI parameter in the USIM, according to the procedures described in 3GPP TS 23.003 [3]. Also in this case, the UE shall derive new values every time the UICC is changed, and shall discard existing values if the UICC is removed.

NOTE:
If there is an ISIM and a USIM on a UICC, the ISIM is used for authentication to the IM CN subsystem, as described in 3GPP TS 33.203 [19]. See also subclause 5.1.1.1A.

[TS 24.229, clause 5.1.1.1A]:

The ISIM shall always be used for authentication to the IM CN subsystem, if it is present, as described in 3GPP TS 33.203 [19].

The ISIM is preconfigured with all the necessary parameters to initiate the registration to the IM CN subsystem. These parameters include:

-
the private user identity;

-
one or more public user identities; and

-
the home network domain name used to address the SIP REGISTER request

The first public user identity in the list stored in the ISIM is used in emergency registration requests.

In case the UE does not contain an ISIM, the UE shall:

-
generate a private user identity;

-
generate a temporary public user identity; and

-
generate a home network domain name to address the SIP REGISTER request to;

in accordance with the procedures in clause C.2.

The temporary public user identity is only used in REGISTER requests, i.e. initial registration, re-registration, UE-initiated deregistration.

The UE shall not reveal to the user the temporary public user identity if the temporary public user identity is barred. The temporary public user identity is not barred if received by the UE in the P-Associated-URI header field.

If the UE is unable to derive the parameters in this subclause for any reason, then the UE shall not proceed with the request associated with the use of these parameters and will not be able to register to the IM CN subsystem.

[TS 24.229, clause 5.1.1.2.1]:

The initial registration procedure consists of the UE sending an unprotected REGISTER request and, if challenged depending on the security mechanism supported for this UE, sending the integrity-protected REGISTER request or other appropriate response to the challenge. The UE can register a public user identity with any of its contact addresses at any time after it has acquired an IP address, discovered a P-CSCF, and established an IP-CAN bearer that can be used for SIP signalling. However, the UE shall only initiate a new registration procedure when it has received a final response from the registrar for the ongoing registration, or the previous REGISTER request has timed out.
...

The UE shall send the unprotected REGISTER requests to the port advertised to the UE during the P-CSCF discovery procedure. If the UE does not receive any specific port information during the P-CSCF discovery procedure, or if the UE was pre-configured with the P-CSCF's IP address or domain name and was unable to obtain specific port information, the UE shall send the unprotected REGISTER request to the SIP default port values as specified in RFC 3261 [26].

NOTE 1:
The UE will only send further registration and subsequent SIP messages towards the same port of the P-CSCF for security mechanisms that do not require to use negotiated ports for exchanging protected messages.
The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B. A public user identity may be input by the end user.

On sending an unprotected REGISTER request, the UE shall populate the header fields as follows:

a)
a From header field set to the SIP URI that contains:

...

2)
the public user identity to be registered;

b)
a To header field set to the SIP URI that contains:

...

2)
the public user identity to be registered;

c)
a Contact header field set to include SIP URI(s) containing the IP address or FQDN of the UE in the hostport parameter. If the UE:

1)
supports GRUU (see table A.4, item A.4/53);

...

3)
has an IMEI available; or

...


the UE shall include a "+sip.instance" header field parameter containing the instance ID. ...
NOTE 2:
The requirement placed on the UE to include an instance ID based on the IMEI or the MEID when the UE does not support GRUU and does not support multiple registrations does not imply any additional requirements on the network.
...


The UE shall include all supported ICSI values (coded as specified in subclause 7.2A.8.2) in a g.3gpp.icsi-ref media feature tag as defined in subclause 7.9.2 and RFC 3840 [62] for the IMS communication services it intends to use, and IARI values (coded as specified in subclause 7.2A.9.2), for the IMS applications it intends to use in a g.3gpp.iari-ref media feature tag as defined in subclause 7.9.3 and RFC 3840 [62].


The UE shall include the media feature tags as defined in RFC 3840 [62] for all supported streaming media types.
...


If the UE has no specific reason not to include a user part in the URI of the contact address (eg. some UE performing the functions of an external attached network), the UE should include a user part in the URI of the contact address such that the user part is globally unique and does not reveal any private information;

NOTE 3:
A time-based UUID (Universal Unique Identifier) generated as per subclause 4.2 of RFC 4122 [154] is globally unique and does not reveal any private information.
d)
a Via header field set to include the sent-by field containing the IP address or FQDN of the UE and the port number where the UE expects to receive the response to this request when UDP is used. For TCP, the response is received on the TCP connection on which the request was sent. For the UDP, the UE shall also include a "rport" header field parameter with no value in the Via header field. Unless the UE has been configured to not send keep-alives, and unless the UE is directly connected to an IP-CAN for which usage of NAT is not defined, it shall include a "keep" header field parameter with no value in the Via header field, in order to indicate support of sending keep-alives associated with the registration, as described in RFC 6223 [143];

NOTE 4:
When sending the unprotected REGISTER request using UDP, the UE transmit the request from the same IP address and port on which it expects to receive the response to this request.
e)
a registration expiration interval value of 600 000 seconds as the value desired for the duration of the registration;

NOTE 5:
The registrar (S-CSCF) might decrease the duration of the registration in accordance with network policy. Registration attempts with a registration period of less than a predefined minimum value defined in the registrar will be rejected with a 423 (Interval Too Brief) response.

f)
a Request-URI set to the SIP URI of the domain name of the home network used to address the REGISTER request;

g)
the Supported header field containing the option-tag "path", and

1)
if GRUU is supported, the option-tag "gruu"; and

2)
if multiple registrations is supported, the option-tag "outbound".

h)
if a security association or TLS session exists, and if available to the UE (as defined in the access technology specific annexes for each access technology), a P-Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4);

...

On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a)
store the expiration time of the registration for the public user identities found in the To header field value and bind it either to the respective contact address of the UE or to the registration flow and the associated contact address (if the multiple registration mechanism is used);

...
b)
store as the default public user identity the first URI on the list of URIs present in the P-Associated-URI header field and bind it to the respective contact address of the UE and the associated set of security associations or TLS session;

...
d)
store the list of service route values contained in the Service-Route header field and bind the list either to the contact address or to the registration flow and the associated contact address (if the multiple registration mechanism is used), and the associated set of security associations or TLS session over which the REGISTER request was sent;

NOTE 10:
When multiple registration mechanism is not used, there will be only one list of service route values bound to a contact address. However, when multiple registration mechanism is used, there will be different list of service route values bound to each registration flow and the associated contact address.

NOTE 11:
The UE will use the stored list of service route values to build a proper preloaded Route header field for new dialogs and standalone transactions (other than REGISTER method) when using either the respective contact address or the registration flow and the associated contact address (if the multiple registration mechanism is used), and the associated set of security associations or TLS session.

e)
if the UE indicated support for GRUU in the Supported header field of the REGISTER request then:

-
if the UE did not use the procedures specified in RFC 6140 [191] for registration, find the Contact header field within the response that matches the one included in the REGISTER request. If this contains a "pub-gruu" header field parameter or a "temp-gruu" header field parameter or both, then store the value of those parameters as the GRUUs for the UE in association with the public user identity and the contact address that was registered; and

...

NOTE 12:
When allocating public GRUUs to registering UAs the functionality within the UE that performs the role of registrar will add an "sg" SIP URI parameter that uniquenly identifies that UA to the public GRUU it received in the "pub-gruu" header field parameter. The procedures for generating a temporary GRUU using the "temp-gruu-cookie" header field parameter are specified in subclause 7.1.2.2 of RFC 6140 [191].
f)
if the REGISTER request contained the "reg-id" and "+sip.instance" Contact header field parameter and the "outbound" option tag in a Supported header field, the UE shall check whether the option-tag "outbound" is present in the Require header field:

-
if no option-tag "outbound" is present, the UE shall conclude that the S-CSCF does not support the registration procedure as described in RFC 5626 [92], and the S-CSCF has followed the registration procedure as described in RFC 5627 [93] or RFC 3261 [26], i.e., if there is a previously registered contact address, the S-CSCF replaced the old contact address and associated information with the new contact address and associated information (see bullet e) above). Upon detecting that the S-CSCF does not support the registration procedure as defined in RFC 5626 [92], the UE shall refrain from registering any additional IMS flows for the same private identity as described in RFC 5626 [92]; or

NOTE 13:
Upon replaces the old contact address with the new contact address, the S-CSCF performs the network initiated deregistration procedure for the previously registered public user identities and the associated old contact address as described in subclause 5.4.1.5. Hence, the UE will receive a NOTIFY request informing the UE about the deregistration of the old contact address.

-
if an option-tag "outbound" is present, the UE may establish additional IMS flows for the same private identity, as defined in RFC 5626 [92];

g)
if available, store the announcement of media plane security mechanisms the P-CSCF (IMS-ALG) supports labelled with the "mediasec" header field parameter specified in subclause 7.2A.7 and received in the Security-Server header field, if any. Once the UE chooses a media security mechanism from the list received in the Security-Server header field from the server, it may initiate that mechanism on a media level when it initiates new media in an existing session;

NOTE 14:
The "mediasec" header field parameter indicates that security mechanisms are specific to the media plane.
[TS 24.229, clause 5.1.1.2.2]:

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields as follows:

a)
an Authorization header field, with:

-
the "username" header field parameter, set to the value of the private user identity;

-
the "realm" header field parameter, set to the domain name of the home network;

-
the "uri" header field parameter, set to the SIP URI of the domain name of the home network;

-
the "nonce" header field parameter, set to an empty value; and

-
the "response" header field parameter, set to an empty value;

NOTE 1:
If the UE specifies its FQDN in the hostport parameter in the Contact header field and in the sent-by field in the Via header field, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address that is bound to the security association.

NOTE 2:
The UE associates two ports, a protected client port and a protected server port, with each pair of security association. For details on the selection of the port values see 3GPP TS 33.203 [19].

b)
additionally for the Contact header field, if the REGISTER request is protected by a security association, include the protected server port value in the hostport parameter;

c)
additionally for the Via header field, for UDP, if the REGISTER request is protected by a security association, include the protected server port value in the sent-by field; and

d)
a Security-Client header field set to specify the signalling plane security mechanism the UE supports, the IPsec layer algorithms the UE supports and the parameters needed for the security association setup. The UE shall support the setup of two pairs of security associations as defined in 3GPP TS 33.203 [19]. The syntax of the parameters needed for the security association setup is specified in annex H of 3GPP TS 33.203 [19]. The UE shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The UE shall support the IPsec layer algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203 [19], and shall announce support for them according to the procedures defined in RFC 3329 [48].

[TS 24.229, clause 5.1.1.5.1]:

Authentication is performed during initial registration. A UE can be re-authenticated during subsequent reregistrations, deregistrations or registrations of additional public user identities. When the network requires authentication or re-authentication of the UE, the UE will receive a 401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:

1)
extract the RAND and AUTN parameters;

2)
check the validity of a received authentication challenge, as described in 3GPP TS 33.203 [19] i.e. the locally calculated XMAC must match the MAC parameter derived from the AUTN part of the challenge; and the SQN parameter derived from the AUTN part of the challenge must be within the correct range; and

3)
check the existence of the Security-Server header field as described in RFC 3329 [48]. If the Security-Server header field is not present or it does not contain the parameters required for the setup of the set of security associations (see annex H of 3GPP TS 33.203 [19]), the UE shall abandon the authentication procedure and send a new REGISTER request with a new Call-ID.

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:

1)
calculate the RES parameter and derive the keys CK and IK from RAND as described in 3GPP TS 33.203 [19];

2)
set up a temporary set of security associations for this registration based on the static list and parameters the UE received in the 401 (Unauthorized) response and its capabilities sent in the Security-Client header field in the REGISTER request. The UE sets up the temporary set of security associations using the most preferred mechanism and algorithm returned by the P-CSCF and supported by the UE and using IK and CK (only if encryption enabled) as the shared key. The UE shall use the parameters received in the Security-Server header field to setup the temporary set of security associations. The UE shall set a temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer;

...
4)
send another REGISTER request towards the protected server port indicated in the response using the temporary set of security associations to protect the message. The header fields are populated as defined for the initial REGISTER request that was challenged with the received 401 (Unauthorized) response, with the addition that the UE shall include an Authorization header field containing:

-
the "realm" header field parameter set to the value as received in the "realm" WWW-Authenticate header field parameter;

-
the "username" header field parameter, set to the value of the private user identity;

-
the "response" header field parameter that contains the RES parameter, as described in RFC 3310 [49];

-
the "uri" header field parameter, set to the SIP URI of the domain name of the home network;

-
the "algorithm" header field parameter, set to the value received in the 401 (Unauthorized) response; and

-
the "nonce" header field parameter, set to the value received in the 401 (Unauthorized) response.


The UE shall also insert the Security-Client header field that is identical to the Security-Client header field that was included in the previous REGISTER request (i.e. the REGISTER request that was challenged with the received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header field into the request, by mirroring in it the content of the Security-Server header field received in the 401 (Unauthorized) response. The UE shall set the Call-ID of the security association protected REGISTER request which carries the authentication challenge response to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge.

NOTE 2:
The Security-Client header field contains signalling plane security mechanism and if the UE supports media plane security, then media plane security mechanisms are contained, too.
[TS 24.229, clause 5.1.1.5.1]:

On receiving the 200 (OK) response for the security association protected REGISTER request registering a public user identity with the associated contact address, the UE shall:

-
change the temporary set of security associations to a newly established set of security associations, i.e. set its SIP level lifetime to the longest of either the previously existing set of security associations SIP level lifetime, or the lifetime of the just completed registration plus 30 seconds; and

-
if this is the only set of security associations available toward the P-CSCF, use the newly established set of security associations for further messages sent towards the P-CSCF. If there are additional sets of security associations (e.g. due to registration of multiple contact addresses), the UE can either use them or use the newly established set of security associations for further messages sent towards the P-CSCF as appropriate.

NOTE 3:
If the UE has registered multiple contact addresses, the UE can either send requests towards the P-CSCF over the newly established set of security associations, or use different UE's contact address and associated set of security associations when sending the requests towards the P-CSCF. Responses towards the P-CSCF that are sent via UDP will be sent over the same set of security associations that the related request was received on. Responses towards the P-CSCF that are sent via TCP will be sent over the same set of security associations that the related request was received on.

When the first request or response protected with the newly established set of security associations is received from the P-CSCF or when the lifetime of the old set of security associations expires, the UE shall delete the old set of security associations and related keys it may have with the P-CSCF after all SIP transactions that use the old set of security associations are completed.

[TS 24.229, clause 5.1.1.3]:

Upon receipt of a 2xx response to the initial registration, the UE shall subscribe to the reg event package for the public user identity registered at the user's registrar (S-CSCF) as described in RFC 3680 [43] and RFC 6665 [28].

...
The UE shall subscribe to the reg event package upon registering a new contact address via an initial registration procedure. If the UE receives a NOTIFY request via the newly established subscription dialog and via the previously established subscription dialogs (there will be at least one), the UE may terminate the previously established subscription dialogs and keep only the newly established subscription dialog.

The UE shall use the default public user identity for subscription to the registration-state event package.

NOTE 2:
The subscription information stored in the HSS ensures that the default public user identity is a SIP URI.

On sending a SUBSCRIBE request, the UE shall populate the header fields as follows:

a)
a Request-URI set to the resource to which the UE wants to be subscribed to, i.e. to the SIP URI that is the default public user identity used for subscription;

b)
a From header field set to the SIP URI that is the default public user identity used for subscription;

c)
a To header field set to the SIP URI that is the default public user identity used for subscription;

d)
an Event header field set to the "reg" event package;

e)
an Expires header field set to 600 000 seconds as the value desired for the duration of the subscription;

f)
void; and

g)
void.
[TS 24.229, clause 5.1.2.1]:

Upon receipt of a NOTIFY request for the dialog associated with the subscription to the reg event package the UE shall perform the following actions:

-
store the information for the established dialog;

-
store the expiration time as indicated in the "expires" header field parameter of the Subscription-State header field, if present, of the NOTIFY request. Otherwise the expiration time is retrieved from the Expires header field of the 2xx response to SUBSCRIBE request;
-
if a <registration> element with state attribute "active", i.e. registered, is received for one or more public user identities, the UE shall store the indicated public user identities as registered;

-
if a <registration> element with state attribute "active" is received, and the UE supports GRUU (see table A.4, item A.4/53), then for each public user identity indicated in the notification that contains a <pub-gruu> element or a <temp-gruu> element or both (as defined in RFC 5628 [94]), the UE shall store the value of those elements in association with the public user identity;

[TS 24.229, clause 5.1.2A.1.1]:

When the UE sends any request, the UE shall use either a given contact address that has been previously registered or a registration flow and the associated contact address (if the multiple registration mechanism is used) and shall:
-
if IMS AKA is in use as a security mechanism:

a)
if the UE has not obtained a GRUU, populate the Contact header field of the request with the protected server port and the respective contact address; and

b)
include the protected server port and the respective contact address in the Via header field entry relating to the UE;
...
The UE shall determine the public user identity to be used for this request as follows:

1)
if a P-Preferred-Identity was included, then use that as the public user identity for this request; or

2)
if no P-Preferred-Identity was included, then use the default public user identity for the security association or TLS session and the associated contact address as the public user identity for this request;

...
If this is a request for a new dialog, the Contact header field is populated as follows:

1)
a contact header value which is one of:

-
if a public GRUU value ("pub-gruu" header field parameter) has been saved associated with the public user identity to be used for this request, and the UE does not indicate privacy of the P-Asserted-Identity, then the UE should insert the public GRUU ("pub-gruu" header field parameter) value as specified in RFC 5627 [93]; or

-
if a temporary GRUU value ("temp-gruu" header field parameter) has been saved associated with the public user identity to be used for this request, and the UE does indicate privacy of the P-Asserted-Identity, then the UE should insert the temporary GRUU ("temp-gruu" header field parameter) value as specified in RFC 5627 [93];

-
otherwise, a SIP URI containing the contact address of the UE that has been previously registered without any contact parameters dedicated to registration procedure;

NOTE 7:
The above items are mutually exclusive.
...
If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall insert a P-Access-Network-Info header field into any request for a dialog, any subsequent request (except CANCEL requests) or response (except CANCEL responses) within a dialog or any request for a standalone method (see subclause 7.2A.4). Insertion of the P-Access-Network-Info header field into the ACK request is optional.
NOTE 13:
During the dialog, the points of attachment to the IP-CAN of the UE can change (e.g. UE connects to different cells). The UE will populate the P-Access-Network-Info header field in any request or response within a dialog with the current point of attachment to the IP-CAN (e.g. the current cell information).

NOTE 14:
The value of the P-Access-Network-Info header field could be stale if the point of attachment of the UE with the network changes before the message is received by the network.
The UE shall build a proper preloaded Route header field value for all new dialogs and standalone transactions. The UE shall build a list of Route header field values made out of the following, in this order:

a)
the P-CSCF URI containing the IP address acquired at the time of the P-CSCF discovery procedures which was used in registration of the contact address (or registration flow); and

NOTE 15:
If the UE is provisioned with or receives a FQDN at the time of the P-CSCF discovery procedures, the FQDN is resolved to an IP address at the time of the P-CSCF discovery procedures.
b)
the P-CSCF port based on the security mechanism in use:

-
if IMS AKA or SIP digest with TLS is in use as a security mechanism, the protected server port learnt during the registration procedure;

...
c)
and the values received in the Service-Route header field saved from the 200 (OK) response to the last registration or re-registration of the public user identity with associated contact address.

NOTE 16:
When the UE registers multiple contact addresses, there will be a list of Service-Route headers for each contact address. When sending a request using a given contact address and the associated security associations or TLS session, the UE will use the corresponding list of Service-Route headers to construct a list of Route headers.

[TS 24.341, clause 5.3.2.2]

On sending a REGISTER request, the SM-over-IP receiver shall indicate its capability to receive traditional short messages over IMS network by including a "+g.3gpp.smsip" parameter into the Contact header according to RFC 3840 [16].

6.1.3
Test Purposes

1)
To verify that the UE correctly uses the values retrieved from ISIM respectively USIM (when no ISIM available); and

2)
To verify that the UE sends a correctly composed initial REGISTER request to the S-CSCF via the discovered P-CSCF, according to 3GPP TS 24.229 [7] clause 5.1.1.2 and TS 24.341 [14] clause 5.3.2.2 (if the UE supports the role of SM-over-IP receiver); and

3)
To verify that after receiving a valid 401 (Unauthorized) response from S-CSCF for the initial REGISTER request sent, the UE correctly authenticates itself by sending another REGISTER request with a correctly composed Authorization header using the AKAv1-MD5 algorithm (as described in RFC 3310 [15]); and

4)
To verify that the UE announces to support the "ipsec-3gpp" security mechanism together with the IPsec layer algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203 [16] and according to the procedures defined in RFC 3329 [17]; and

5)
To verify that the UE supports the IPsec layer algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203 [16], and uses the one that is preferred by the P-CSCF according to the procedures defined in RFC 3329 [17]; and
6)
To verify that the UE sets up two pairs of security associations as defined in 3GPP TS 33.203 [16] clause 7 and uses those for sending the second REGISTER request to authenticate itself and for sending any other subsequent request; and
7)
To verify that after receiving a valid 200 OK response from S-CSCF for the REGISTER sent for authentication, the UE stores the default public user identity and information about barred user identities; and

8)
To verify that after receiving a valid 200 OK response from S-CSCF for the REGISTER sent for authentication, the UE subscribes to the reg event package for the public user identity registered at the user´s registrar (S-CSCF) as described in RFC 3680 [18]; and

9)
To verify that the UE uses the stored service route for routing the SUBSCRIBE sent; and
10)
To verify that the UE responds the received NOTIFY request with a valid 200 OK response.
6.1.4
Method of Test

Initial Conditions

a)
UE contains either ISIM and USIM applications or only USIM application on UICC.

b)
UE is registered for 5GS services according to TS 24.229 [7] clause U.2.2.1 item a), referring to TS 24.501 [20].

c)
A 5GS PDU session and QoS flow used for SIP signalling of that PDU session is available according to TS 24.229 [7] clause U.2.2.1 item b), referring to TS 23.501 [19] and TS 24.501 [20].

d)
UE has acquired at least one P-CSCF address according to TS 24.229 [7] clause U.2.2.1 item d).

Editor's Note: it is to be clarified if above references to core specifications can be replaced by references to generic procedures in TS 38.508-1 and/or if such generic procedures are still to be provided.

e)
UE is not registered to IMS services.
f)
SS is configured with the IMSI within the USIM application, the home domain name, public and private user identities together with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) that is configured on the UICC card equipped into the UE. 
g)
SS is listening to SIP default port 5060 for both UDP and TCP protocols. 
h)
SS is able to perform AKAv1-MD5 authentication algorithm for that IMPI, according to 3GPP TS 33.203 [16] clause 6.1 and RFC 3310 [21].
Test Procedure Sequence
	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	UE is triggered to register for IMS
	

	2-9
	
	Steps defined in A.2
	 IMS Registration


6.2
Invalid behaviour / 423 Interval too brief / 5GS
6.2.1
Definition
Test to verify that the UE sends another REGISTER request using a correct expiration timer when a registration attempt was rejected with a 423 (Interval Too Brief) response. 
6.2.2
Conformance requirement

On receiving a 423 (Interval Too Brief) response to the REGISTER request, the UE shall:

-
send another REGISTER request populating the registration expiration interval value with an expiration timer of at least the value received in the Min-Expires header field of the 423 (Interval Too Brief) response.

Reference(s)

3GPP TS 24.229 [10], clause 5.1.1.2.1.
6.2.3
Test purpose
To verify that after receiving a valid 423 (Interval Too Brief) response to the REGISTER request, the UE sends another REGISTER request populating the Expires header or the expires parameter in the Contact header with an expiration timer of at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.
6.2.4
Method of test
Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. 

UE is registered for 5GS services according to TS 24.229 [7] clause U.2.2.1 item a), referring to TS 24.501.

A 5GS PDU session and QoS flow used for SIP signalling of that PDU session is available according to TS 24.229 [7] clause U.2.2.1 item b), referring to TS 23.501 and TS 24.501.

UE has acquired at least one P-CSCF address according to TS 24.229 [7] clause U.2.2.1 item c).

UE is not registered to IMS services.
SS is configured with the IMSI within the USIM application, the home domain name, public and private user identities together with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) that is configured on the UICC card equipped into the UE. SS is listening to SIP default port 5060 for both UDP and TCP protocols. 

Test procedure sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	REGISTER
	UE sends initial registration for IMS services.

	2
	(
	423 Interval Too Brief
	The SS responds with a 423 (Interval Too Brief) too brief response to the REGISTER request with T value in Min-Expires header.

	3
	(
	REGISTER
	UE sends a new REGISTER request with expires parameter value set to Tmod (equal or greater to T value in Min-Expires header of 423 (Interval Too Brief)).

	4
	((
	Continue with Annex A.2 step 2
	Execute the Generic test procedure Annex A.2 steps 2-8 in order to get the UE in a stable registered state.


Specific Message Contents

REGISTER (Step 1)

Use the default message “REGISTER” Annex A.1.1 of TS 34.229-1 [2] with condition A1, A32.

423 Interval Too Brief for REGISTER (Step 2)

Use the default message “423 Interval Too Brief for REGISTER” in Annex A.1.7 of TS 34.229-1 [2] with the following exception:

	Header/param
	Value/remark

	Min-Expires
	

	
delta-seconds
	800000 (referred to as T in the test procedure and test requirement)


REGISTER (Step 3)

Use the default message “REGISTER” in annex A.1.1 of TS 34.229-1 [2] with condition A1, A32 with the following exceptions:

	Header/param
	Value/remark

	Contact
	

	
expires
	800000 (referred to as Tmod in the expected sequence) (if present, see Rule 1)

	Expires
	(if present, see Rule 1)

	    delta-seconds
	800000 (referred to as Tmod in the expected sequence)

	CSeq
	

	    value
	must be incremented from the previous REGISTER


Rule 1:
The REGISTER request must contain either an Expires header or an expires parameter in the Contact header. If both are present the value of Expires header is not important.

Modifications to steps detailed in Appendix A.2:

REGISTER (Step 6)

	Header/param
	Value/remark

	Contact
	

	
expires
	800000 (if present)

	Expires
	(if present)

	
delta-seconds
	800000 


200 OK (Step 7)

	Header/param
	Value/remark

	Contact
	

	
expires
	800000


6.4
UE reattempts registration after unsuccessful attempt / no Retry-After header / 5GS
6.4.1
Definition

Test to verify that the UE will send a new initial registration request within 5 minutes if a previous initial registration request failed. The new initial registration request then will succeed and execute the full Initial Registration procedure.
6.4.2
Conformance Requirements

[TS 24.229, clause 5.1.1.2.1]:
The initial registration procedure consists of the UE sending an unprotected REGISTER request and, if challenged depending on the security mechanism supported for this UE, sending the integrity-protected REGISTER request or other appropriate response to the challenge.
...

After a first unsuccessful initial registration attempt, if the Retry-After header field was not present and the initial registration was not performed as a consequence of a failed reregistration, the UE shall not wait more than 5 minutes before attempting a new registration.
6.4.3
Test Purposes

1)
To verify that the UE sends a new initial registration request within 5 minutes if a previous initial registration request had failed.
6.4.4
Method of Test

Initial Conditions

a)
UE contains either ISIM and USIM applications or only USIM application on UICC.

b)
UE is registered for 5GS services according to TS 24.229 [7] clause U.2.2.1 item a), referring to TS 24.501 [20].

c)
A 5GS PDU session and QoS flow used for SIP signalling of that PDU session is available according to TS 24.229 [7] clause U.2.2.1 item b), referring to TS 23.501 [19] and TS 24.501 [20].

d)
UE has acquired at least one P-CSCF address according to TS 24.229 [7] clause U.2.2.1 item d).

Editor's Note: it is to be clarified if above references to core specifications can be replaced by references to generic procedures in TS 38.508-1 and/or if such generic procedures are still to be provided.

e)
UE is not registered to IMS services.
f)
SS is configured with the IMSI within the USIM application, the home domain name, public and private user identities together with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) that is configured on the UICC card equipped into the UE. 
g)
SS is listening to SIP default port 5060 for both UDP and TCP protocols. 
h)
SS is able to perform AKAv1-MD5 authentication algorithm for that IMPI, according to 3GPP TS 33.203 [16] clause 6.1 and RFC 3310 [21]. 
Test Procedure Sequence
	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	UE is triggered to register for IMS
	

	2
	(
	REGISTER
	The UE sends initial registration for IMS services.

	3
	(
	503 Service Unavailable
	

	4-11
	
	Steps defined in A.2
	Initial IMS Registration is started by UE within 5 minutes of SS having sent 503 response.


Specific Message Contents

REGISTER (Step 2)

Use the default message “REGISTER” Annex A.1.1 of TS 34.229-1 [2] applying conditions A1 and A32 (in addition to any other applicable conditions) 
6.7
User Initiated Re-Registration / 500 Server Internal Error / 5GS
6.7.1
Definition

Test to verify that the UE, when attempting re-registration and receiving 408 Request Timeout for it, will perform the procedures for initial registration.
6.7.2
Conformance Requirements

[TS 24.229, clause 5.1.1.4.1]:
On receiving a 408 (Request Timeout) response or 500 (Server Internal Error) response or 504 (Server Time-Out) response or 403 (Forbidden) response for a reregistration, the UE shall perform the procedures for initial registration as described in subclause 5.1.1.2.

6.7.3
Test Purposes

1)
To verify that the UE performs the procedures for initial registration after having received a 500 (Server Internal Error) response for a re-registration request.
6.7.4
Method of Test

Initial Conditions

a)
UE contains either ISIM and USIM applications or only USIM application on UICC.

b)
UE is registered for 5GS services according to TS 24.229 [7] clause U.2.2.1 item a), referring to TS 24.501 [20].

c)
A 5GS PDU session and QoS flow used for SIP signalling of that PDU session is available according to TS 24.229 [7] clause U.2.2.1 item b), referring to TS 23.501 [19] and TS 24.501 [20].

d)
UE has acquired at least one P-CSCF address according to TS 24.229 [7] clause U.2.2.1 item d).

Editor's Note: it is to be clarified if above references to core specifications can be replaced by references to generic procedures in TS 38.508-1 and/or if such generic procedures are still to be provided.

e)
UE is not registered to IMS services.
f)
SS is configured with the IMSI within the USIM application, the home domain name, public and private user identities together with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) that is configured on the UICC card equipped into the UE. 
g)
SS is listening to SIP default port 5060 for both UDP and TCP protocols. 
h)
SS is able to perform AKAv1-MD5 authentication algorithm for that IMPI, according to 3GPP TS 33.203 [16] clause 6.1 and RFC 3310 [21]. 
Test Procedure Sequence
	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	UE is triggered to register for IMS
	

	2-9
	
	Steps defined in A.2
	Same messages as in A.2 with the exception that in Step 4 of A.2 the SS indicates 120 seconds expiration time in its 200 OK response.

	10
	(
	REGISTER
	The UE sends a re-registration request 60 seconds before the expiration time set in Step 4 of A.2 above.

	11
	(
	500 Server Internal Error
	SS responds with 500 Server Internal Error.

	12-19
	
	Steps defined in A.2
	UE sends a new initial registration, causing the steps defined in A.2 to be executed.


Specific Message Contents

200 OK (Step 5)

Use the default message “200 OK for REGISTER” in Annex A.1.3 of TS 34.229-1 [2] with the following exceptions:

	Header/param
	Value/remark

	Contact
	

	
expires
	120


REGISTER (Step 10)

Use the default message “REGISTER” in Annex A.1.1 of TS 34.229-1 [2] applying conditions A2, A17 and A32 (in addition to any other applicable conditions) and with the following exceptions:

	Header/param
	Value/remark

	Security-Client
	

	
spi-c
	new SPI number of the inbound SA at the protected client port, shall be different than in step 4

	
spi-s
	new SPI number of the inbound SA at the protected server port, shall be different than in step 4

	
port-c
	new protected client port, shall be different than in step 4

	
port-s
	Same value as in the previous REGISTER


6.9
Network Initiated De-Registration and Initial Registration / 5GS
6.9.1
Definition

Test to verify that the UE will issue a new initial registration after receiving a de-registration notice which shows each aor as deactivated.
6.9.2
Conformance Requirements

[TS 24.229, clause 5.4.1.5]:
For any registered public user identity, the S-CSCF can deregister:

-
all contact addresses bound to the indicated public user identity (i.e. deregister the respective public user identity);

-
some contact addresses bound to the indicated public user identity;

-
a particular contact address bound to the indicated public user identity; or

-
one or more registration flows and the associated contact address bound to the indicated public user identity, when the UE supports multiple registration procedure;

by sending a single NOTIFY request.

...
When a network-initiated deregistration event occurs for one or more public user identities that are bound either to one or more contact addresses or registration flows and the associated contact addresses (if the multiple registration mechanism is used), the S-CSCF shall send a NOTIFY request to all subscribers that have subscribed to the respective reg event package. For each NOTIFY request, the S-CSCF shall:

1)
set the Request-URI and Route header field to the saved route information during subscription;

2)
set the Event header field to the "reg" value;

3)
in the body of the NOTIFY request, include as many <registration> elements as many public user identities the S-CSCF is aware of the user owns;

4)
set the aor attribute within each <registration> element to one public user identity:

a)
set the <uri> sub-element inside each <contact> sub-element of each <registration> element to the respective contact address provided by the UE;

b)
if the public user identity:

i)
has been deregistered (i.e. all contact addresses and all registration flows and associated contact addresses bound to the indicated public user identity are removed) then:

-
set the state attribute within the <registration> element to "terminated";

-
set the state attribute within each <contact> element belonging to this UE to "terminated"; and

-
set the event attribute within each <contact> element belonging to this UE to either "unregistered", or "deactivated" if the S-CSCF expects the UE to reregister or "rejected" if the S-CSCF does not expect the UE to reregister; or

NOTE 2:
If the multiple registration mechanism is used, then the reg-id header field parameter will be included as an <unknown-param> element within each respective <contact> element.

NOTE 3:
The UE will consider its public user identity as deregistered when the binding between the respective public user identity and all contact addresses and all registration flows and associated contact addresses (if the multiple registration mechanism is used) belonging to the UE have been removed.

ii)
has been kept registered then:

I)
set the state attribute within the <registration> element to "active";

II)
set the state attribute within each <contact> element to:

-
for the binding between the public user identity and either the contact address or a registration flow and associated contact addresses (if the multiple registration mechanism is used) to be removed set the state attribute within the <contact> element to "terminated", and event attribute element to either "unregistered", or "deactivated" if the S-CSCF expects the UE to reregister or "rejected" if the S-CSCF does not expect the UE to reregister; or

-
for the binding between the public user identity and either the contact address or the registration flow and associated contact addresses (if the multiple registration mechanism is used) which remain unchanged, if any, leave the <contact> element unmodified, and if the contact has been assigned GRUUs and the Contact URI did not contain a "bnc" SIP URI parameter then set the <pub-gruu> and <temp-gruu> sub-elements of the <contact> element as specified in RFC 5628 [94] and include the <unknown-param> sub-element within each <contact> to any additional header field parameters contained in the Contact header field of the REGISTER request according to RFC 3680 [43]; and

NOTE 4:
There might be more than one contact information available for one public user identity. When deregistering this UE, the S-CSCF will only modify the <contact> elements that were originally registered by this UE using its private user identity. The <contact> elements of the same public user identity, if registered by another UE using different private user identities remain unchanged.

5)
add a P-Charging-Vector header field with the "icid-value" header field parameter set to the value populated in the initial request for the dialog and a type 1 "orig-ioi" header field parameter. The S-CSCF shall set the type 1 "orig-ioi" header field parameter to a value that identifies the sending network of the request. The S-CSCF shall not include the type 1 "term-ioi" header field parameter.

[TS 24.229, clause 5.1.1.7]:

Upon receipt of a NOTIFY request, on any dialog which was generated during the subscription to the reg event package as described in subclause 5.1.1.3, including one or more <registration> element(s) which were registered by this UE, with:

1)
the state attribute within the <registration> element set to "terminated", and within each <contact> element belonging to this UE, the state attribute set to "terminated" and the event attribute set either to "unregistered", or "rejected", or "deactivated", the UE shall remove all registration details relating to the respective public user identity (i.e. consider the public user identity indicated in the aor attribute of the <registration> element as deregistered); or

2)
the state attribute within the <registration> element set to "active", and within a given <contact> element belonging to this UE, the state attribute set to "terminated", and the associated event attribute set either to "unregistered", or "rejected" or "deactivated", the UE shall consider the binding between the public user identity and either the contact address or the registration flow and the associated contact address (if the multiple registration mechanism is used) indicated in the respective <contact> element as removed. The UE shall consider its public user identity as deregistered when all bindings between the respective public user identity and all contact addresses and all registration flow and the associated contact address (if the multiple registration mechanism is used) belonging to this UE are removed.

NOTE 1:
When multiple registration mechanism is used to register a public user identity and bind it to a registration flow and the associated contact address, there will be one <contact> element for each registration flow and the associated contact address.

NOTE 2:
If the state attribute within the <registration> element is set to "active" and the <contact> element belonging to this UE is set to "active", the UE will consider that the binding between the public user identity and either the respective contact address or the registration flow and the associated contact address as left unchanged.

In case of a "deactivated" event attribute, the UE shall start the initial registration procedure as described in subclause 5.1.1.2. In case of a "rejected" event attribute, the UE shall release all dialogs related to those public user identities.

6.9.3
Test Purposes

1)
To verify that the UE will issue a new initial registration after receiving a de-registration notice which shows each aor as deactivated.
6.9.4
Method of Test

Initial Conditions

a)
UE contains either ISIM and USIM applications or only USIM application on UICC.

b)
UE is registered for 5GS services according to TS 24.229 [7] clause U.2.2.1 item a), referring to TS 24.501 [20].

c)
A 5GS PDU session and QoS flow used for SIP signalling of that PDU session is available according to TS 24.229 [7] clause U.2.2.1 item b), referring to TS 23.501 [19] and TS 24.501 [20].

d)
UE has acquired at least one P-CSCF address according to TS 24.229 [7] clause U.2.2.1 item d).

Editor's Note: it is to be clarified if above references to core specifications can be replaced by references to generic procedures in TS 38.508-1 and/or if such generic procedures are still to be provided.

e)
UE is not registered to IMS services.
f)
SS is configured with the IMSI within the USIM application, the home domain name, public and private user identities together with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) that is configured on the UICC card equipped into the UE. 
g)
SS is listening to SIP default port 5060 for both UDP and TCP protocols. 
h)
SS is able to perform AKAv1-MD5 authentication algorithm for that IMPI, according to 3GPP TS 33.203 [16] clause 6.1 and RFC 3310 [21]. 
Test Procedure Sequence
	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	UE is triggered to register for IMS
	

	2-9
	
	Steps defined in A.2
	Initial Registration

	10
	(
	NOTIFY
	SS sends NOTIFY containing de-registration information.

	11
	(
	200 OK
	The UE responds to NOTIFY with 200 OK.

	12-19
	
	Steps defined in A.2
	Initial Registration


Specific Message Contents

NOTIFY (Step 10)

Use the default message “NOTIFY for reg-event package” in Annex A.1.6 of TS 34.229-1 [2] using condition A1 (in addition to any other applicable conditions) and with the following exceptions:

	Header/param
	Value/remark

	CSeq
	

	
value
	2

	Subscription-State
	

	
substate-value
	Terminated

	
expires
	0

	Message-body
	<?xml version=”1.0” encoding="UTF-8"?>

<reginfo xmlns=”urn:ietf:params:xml:ns:reginfo” version=”1” state=”full”>

<registration aor=”PublicUserIdentity1 (NOTE 1)” id=”a100” state=”terminated”>
    <contact id=”980” state=”terminated” event=”deactivated”>

    <uri>same value as in Contact header of REGISTER request</uri>

    </contact>

</registration>

<registration aor=”AssociatedTelUri (NOTE 1)” id=”a101” state=”terminated”>
    <contact id=”981” state=”terminated” event=”deactivated”>

    <uri>same value as in Contact header of REGISTER request</uri>

    </contact>

</registration>

<registration aor=”PublicUserIdentity2 (NOTE 1)” id=”a102” state=”terminated”>
    <contact id=”982” state=”terminated” event=”deactivated”>

    <uri>same value as in Contact header of REGISTER request</uri>

    </contact>

</registration>

</reginfo>


Editor's Note: for the case of the UE using GRUU, we might need an alternative message body as e.g. in TS 34.229-1 Annex A.1.6.
Annex A (normative):
Generic Test Procedures
A.1
Introduction

This annex specifies general procedures for IMS usages as well as application specific procedures, e.g. for a MTSI client.

A.2
IMS Registration / 5GS

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	REGISTER
	The UE sends initial registration for IMS services.

	2
	(
	401 Unauthorized
	The SS responds with a valid AKAv1-MD5 authentication challenge and security mechanisms supported by the network.

	3
	(
	REGISTER
	The UE completes the security negotiation procedures, sets up a temporary set of SAs and uses those for sending another REGISTER with AKAv1-MD5 credentials.

	4
	(
	200 OK
	The SS responds with 200 OK.

	-
	
	EXCEPTION: In parallel to the events described in steps 5-8, the steps specified in Annex C.5 of TS 34.229-1 [2] on PUBLISH may happen. 
	The PUBLISH request uses conditions A1 and A5.

	5
	(
	SUBSCRIBE
	The UE subscribes to its registration event package.

	6
	(
	200 OK
	The SS responds with 200 OK.

	7
	(
	NOTIFY
	The SS sends initial NOTIFY for registration event package, containing full registration state information for the registered public user identity in the XML body.

	8
	(
	200 OK
	The UE responds with 200 OK.


Specific Message Contents

REGISTER (Step 1)

Use the default message “REGISTER” Annex A.1.1 of TS 34.229-1 [2] applying conditions A1 and A32 (in addition to any other applicable conditions) 
REGISTER (Step 3)

Use the default message “REGISTER” Annex A.1.1 of TS 34.229-1 [2] applying conditions A2 and A32 (in addition to any other applicable conditions) 

SUBSCRIBE (Step 5)

Use the default message “SUBSCRIBE for reg-event package” Annex A.1.4 of TS 34.229-1 [2] applying conditions A1 and A7 (in addition to any other applicable conditions) 

A.3
IMS Emergency Registration / 5GS
<placeholder>
A.4
MTSI MO Voice Call / 5GS

Expected sequence
	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	INVITE
	UE sends INVITE with the first SDP offer.

	2
	(
	100 Trying
	SS sends a 100 Trying provisional response.

	3
	(
	183 Session Progress
	SS sends an SDP answer.

	4
	(
	PRACK
	UE acknowledges and optionally offers a second SDP if a dedicated EPS bearer is established by the network.

Editor's Note: statements on EPS bearers to be checked, see also Step 7.

	5
	(
	200 OK
	SS sends a 200 OK and answers the second SDP if present.

	6
	(
	UPDATE
	Optional step: UE sends a second SDP if a dedicated EPS bearer is established by the network. 

	7
	(
	200 OK
	Optional step: SS sends a 200 OK. 

	8
	(
	180 Ringing
	SS sends a 180 Ringing.

	9
	(
	PRACK
	UE acknowledges.

	10
	(
	200 OK
	SS responds PRACK with 200 OK.

	11
	(
	200 OK
	SS responds INVITE with 200 OK. 

	12
	(
	ACK
	UE acknowledges. 


Specific Message Contents

INVITE (Step 2)

Use the default message “INVITE for MO Call” in Annex A.2.1 of TS 34.229-1 [2] applying conditions A1, A3, A4 and A28 (in addition to any other applicable conditions) and with the following exceptions:

	Header/param
	Value/Remark

	Supported
	

	    option-tag
	precondition

	Message-body
	The following SDP types and values.

Session description:

v=0

o=(username) (sess-id) (sess-version) IN (addrtype) (unicast-address for UE)

s=(session name)

c=IN (addrtype) (connection-address for UE) [Note 1]

b=AS: (bandwidth-value)

Time description:

t= (start-time) (stop-time)

Media description:

m=audio (transport port) RTP/AVP (fmt)

c=IN (addrtype) (connection-address for UE) [Note 1]

b=AS: (bandwidth-value)

b=RS: (bandwidth-value) [Note 2]
b=RR: (bandwidth-value) [Note 2]
Attributes for media: 

a=rtpmap: (payload type) EVS/16000 [Note 3, 9, 10]
a=fmtp: (format) br=5.9-13.2; bw=nb-swb; max-red= (att-field) [Note 4, 5, 10]
a=rtpmap: (payload type) EVS/16000 [Note 3, 9, 10]
a=fmtp: (format) br=5.9-24.4; bw=nb-swb; max-red= (att-field) [Note 4, 5, 10]
a=rtpmap: (payload type) EVS/16000 [Note 3, 9, 10]
a=fmtp: (format) br=13.2; bw=swb; max-red= (att-field) [Note 4, 5, 10]
a=rtpmap: (payload type) EVS/16000 [Note 3, 9, 10]
a=fmtp: (format) br=9.6-13.2; bw=swb; max-red= (att-field) [Note 4, 5, 10]
a=rtpmap: (payload type) EVS/16000 [Note 3, 9, 10]
a=fmtp: (format) br=9.6-24.4; bw=swb; max-red= (att-field) [Note 4, 5, 10]
a=rtpmap: (payload type) AMR-WB/16000 [Note 3, 9]
a=fmtp: (format) mode-change-capability=2; max-red= (att-field) [Note 4, 6]

a=rtpmap: (payload type) telephone-event/16000
a=fmtp: (format)
a=rtpmap: (payload type) AMR/8000 [Note 3, 9]
a=fmtp: (format) mode-change-capability=2; max-red= (att-field) [Note 4, 6]
a=rtpmap: (payload type) telephone-event/8000 
a=fmtp: (format)
a=ecn-capable-rtp: leap ect=0 [Note 7]
a=rtcp-fb:* nack ecn [Note 7]

a=rtcp-xr:ecn-sum [Note 7]

a=rtcp-rsize [Note 7]

a=ptime:20

a=maxptime:240

Attributes for media security mechanism:

a=3ge2ae: requested [Note 8]
a=crypto:1 AES_CM_128_HMAC_SHA1_80inline:WVNfX19zZW1jdGwgKCkgewkyMjA7fQp9CnVubGVz|2^20|

1:4FEC_ORDER=FEC_SRTP" [Note 8]
Attributes for preconditions:

a=curr:qos local none

a=curr:qos remote none

a=des:qos mandatory local sendrecv

a=des:qos optional remote sendrecv

Note 1: At least one "c=" field shall be present.
Note 2: The RR value must be greater than 0. The RS value can be any value.

Note 3: The channel number shall be “/1” or omitted.

Note 4: The max-red values from 0 to 220 are allowed.

Note 5: The parameters dtx, dtx-recv and evs-mode-switch shall not be present.

Note 6: The parameters mode-set, mode-change-period, mode-change-neighbor, crc, robust-sorting and interleaving shall not be included.

Note 7: Attributes for ECN Capability may be present if the UE supports Explicit Congestion Notification.

Note 8: Attributes for media plane security are present if the use of end-to-access-edge security is supported by UE.
Note 9: The ordering of payload types shall be as listed, i.e., EVS before AMR-WB before AMR.

Note 10: The EVS payload type shall carry at least one of the five EVS configurations


183 Session Progress (Step 4)

Use the default message "183 Session Progress" in Annex A.2.3 of TS 34.229-1 [2] applying condition A1 (in addition to any other applicable conditions) and with the following exceptions:

	Header/param
	Value/Remark

	Require
	

	    option-tag
	precondition

	Message-body
	The following SDP types and values.

Session description:

v=0

o=- 1111111111 1111111111 IN (addrtype) (unicast-address for SS)

s=-
c=IN (addrtype) (connection-address for SS)

b=AS:65

Time description:

t=0 0

Media description:

m=audio (transport port) RTP/AVP (fmt) [Note 1, 2]

b=AS:65

b=RS: (bandwidth-value) [Note 3]
b=RR: (bandwidth-value) [Note 3]
Attributes for media:

a=rtpmap: (payload type) EVS/16000/1 [Note 1]

a=fmtp: (format) max-red=220 [Note 1, 4, 5]

a=ecn-capable-rtp: leap ect=0 [Note 6]
a=rtcp-fb:* nack ecn [Note 6]
a=rtcp-xr:ecn-sum [Note 6]

a=ptime:20

a=maxptime:240

Attributes for media security mechanism:

a=3ge2ae: requested [Note 7]
a=crypto:1 AES_CM_128_HMAC_SHA1_80inline:PS1uQCVeeCFCanVmcjkpPywjNWhcYD0mXXtxaVBR|2^20|1:4 [Note 7]

Attributes for preconditions:

a=curr:qos local none

a=curr:qos remote none

a=des:qos mandatory local sendrecv

a=des:qos mandatory remote sendrecv

a=conf:qos remote sendrecv

Note 1: The values for fmt, payload type and format are copied from step 2.

Note 2: Transport port is the port number of the SS (see RFC 3264 clause 6).
Note 3: The bandwidth-value is copied from step 2.

Note 4: All present br, br-send and br-recv parameter=value pairs are copied from step 2.

Note 5: bw, bw-send and bw-recv parameter are copied from bw at step 2.
Note 6: Attributes for ECN Capability are present if the UE supports Explicit Congestion Notification.

Note 7: Attributes for media plane security are present if the use of end-to-access-edge security is supported by UE.


PRACK (Step 5)

Use the default message “PRACK” in Annex A.2.4 of TS 34.229-1 [2] applying conditions A1 and A7 (in addition to any other applicable conditions) and with the following exceptions:

	Header/param
	Value/Remark

	Require

    option-tag
	precondition (shall be present if SDP message-body present)

	Message-body
	Header optional

Contents if present: The following SDP types and values shall be present.

Session description:

v=0

o=(username) (sess-id) (sess-version) IN (addrtype) (unicast-address for UE) [Note 2]

s=(session name)

c=IN (addrtype) (connection-address for UE) [Note 1]

b=AS: (bandwidth-value)

Time description:

t=0 0

Media description:

m=audio (transport port) RTP/AVP (fmt) [Note 3]
c=IN (addrtype) (connection-address for UE) [Note 1]

b=AS: (bandwidth-value)

b=RS: (bandwidth-value)

b=RR: (bandwidth-value)

Attributes for media:

a=rtpmap: (payload type) EVS/16000 [Note 3] [Note 5]
a=fmtp: (format) [Note 3] [Note 4]
a=sendrecv

Attributes for preconditions:

a=curr:qos local sendrecv

a=curr:qos remote none

a=des:qos mandatory local sendrecv

a=des:qos optional remote sendrecv or a=des:qos mandatory remote sendrecv

Note 1: At least one "c=" field shall be present.

Note 2: "o=" line identical to previous SDP sent by UE except that sess-version is incremented by one

Note 3: The value for fmt, payload type and format is not checked

Note 4: Parameters for the codec are not checked

Note 5: The channel number shall be “/1” or omitted.


200 OK for PRACK (Step 6)

Use the default message “200 OK for other requests than REGISTER or SUBSCRIBE” in Annex A.3.1 of TS 34.229-1 [2] applying conditions A1, A10 and A22 (in addition to any other applicable conditions) and with the following exceptions:

	Header/param
	Value/remark

	Require

    option-tag
	precondition (shall be present if SDP message-body present)

	Content-Type
	Header optional

Contents if present:

	
media-type
	application/sdp 

	Content-Length
	Contents if header Content-Type is present:

	      Value
	length of message-body

	Message-body
	Body present if PRACK (step 5) contained SDP.

Contents if present: SDP body of the 200 OK response copied from the received PRACK and modified as follows:

- IP address on "c=" lines and transport port on "m=" lines changed to indicate to which IP address and port the UE should start sending the media;

- "o=" line identical to previous SDP sent by SS except that sess-version is incremented;
- Attributes for preconditions: a=curr:qos remote sendrecv


UPDATE (Step 7)

Use the default message “UPDATE” in Annex A.2.5 of TS 34.229-1 [2] applying conditions A3 and A6 (in addition to any other applicable conditions) and with the following exceptions:
	Header/param
	Value/remark

	Require
	Same contents as specified in step 5.

	Message-body
	Same contents as specified in step 5.


200 OK for UPDATE (Step 8)

Use the default message “200 OK for other requests than REGISTER or SUBSCRIBE” in Annex A.3.1 of TS 34.229-1 [2] applying conditions A1, A10 and A22 (in addition to any other applicable conditions) and with the following exceptions:

	Header/param
	Value/remark

	Require

    option-tag
	precondition (shall be present if SDP message-body present)

	Content-Type
	Header optional

Contents if present: 

	
media-type
	application/sdp 

	Content-Length
	Contents if header Content-Type is present:

	      Value
	length of message-body

	Message-body
	SDP body of the 200 response copied from the received UPDATE and modified as follows:

- IP address on "c=" lines and transport port on "m=" lines changed to indicate to which IP address and port the UE should start sending the media;

- “o=” line identical to previous SDP sent by SS except that sess-version is incremented;
- Attributes for preconditions: a=curr:qos remote sendrecv


180 Ringing (Step 9)

Use the default message “180 Ringing for INVITE” in Annex A.2.6 of TS 34.229-1 [2] applying conditions A1 and A14 (in addition to any other applicable conditions)
A.5
MTSI MT Voice Call / 5GS

<placeholder>
A.6
IMS Emergency Voice Call / 5GS
Expected sequence
	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	INVITE
	UE sends INVITE with the first SDP offer.

	2
	(
	100 Trying
	SS sends a 100 Trying provisional response.

	3
	(
	180 Ringing
	SS sends a 180 Ringing.

	4
	(
	200 OK
	SS responds INVITE with 200 OK.

	5
	(
	ACK
	UE acknowledges.


Specific Message Contents

INVITE (Step 1)

Use the default message “INVITE for MO Call” in Annex A.2.1 of TS 34.229-1 [2] with condition A28 and the following exceptions:

	Header/param
	Value/remark

	Message-body
	The following SDP types and values.

Session description:

v=0
o=(username) (sess-id) (sess-version) IN (addrtype) (unicast-address for UE)

s=(session name)

c=IN (addrtype) (connection-address for UE) [Note 1]

Time description:

t= (start-time) (stop-time)
Media description:
m=audio (transport port) [Note 2]

c=IN (addrtype) (connection-address for UE) [Note 1]

b=AS: (bandwidth-value)

Note 1: At least one "c=" field shall be present.

Note 2: EVS codec shall be present in the media attributes, optionally including channel number "/1".


180 Ringing for INVITE (Step 3)

Use the default message “180 Ringing for INVITE” in Annex A.2.6 of TS 34.229-1 [2] with conditions A4 and A13.

200 OK for INVITE (Step 4)

Use the default message “200 OK for other requests than REGISTER or SUBSCRIBE” in Annex  A.3.1 of TS 34.229-1 [2] with conditions A6 and A22 and the following exceptions:

	Header/param
	Value/remark

	Content-Type
	

	
media-type
	application/sdp 

	Content-Length
	

	
value
	length of message-body

	Message-body
	The following SDP types and values.

Session description:

v=0
o=- 1111111111 1111111111 IN (addrtype) (unicast-address for SS)

s=-
c=IN (addrtype) (connection-address for SS)

b=AS:37
Time description:

t=0 0
Media description:
m=audio (transport port) RTP/AVP (fmt) [Note 1]

b=AS:37
b=RS:0

b=RR:0

Attributes for media: 

a=rtpmap: (payload type) EVS/16000/1 [Note 1]

a=fmtp: (format) mode-change-capability=2; max-red=220
a=ptime:20
a=maxptime:240

Note 1: The value for fmt, payload type and format is copied from step 1.


A.7
MO Release of Voice Call / 5GS
Expected sequence

	Step
	Direction
	Message/Procedure
	Comment

	
	UE
	SS
	
	

	1
	(
	BYE
	The UE releases the call with BYE

	2
	(
	200 OK
	The SS sends 200 OK for BYE


Specific message contents

BYE (Step 1)

Use the default message “BYE” in Annex A.2.8 of TS 34.229-1 [2] with conditions A1 and A8.

200 OK (Step 2)

Use the default message “200 OK for other requests than REGISTER or SUBSCRIBE” in annex A.3.1 of TS 34.229-1 [2] with conditions A2 and A22.
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