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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

Editor’s note: It is proposed that the TR has a separate introduction that contains some brief background on Next Generation. The exact contents are FFS.
1
Scope

In the scope of this TR are the threats, potential requirements and solutions for the security of next generation mobile networks. 

The work will include:

-
Collection, analysis and further investigation of potential security threats and requirements for the next generation systems, based on the service, architectural and radio related requirements for the next generation mobile networks. 

-
Investigation of the security architecture and access security. 

The complete or partial conclusions of this study will form the basis for the normative work and/or for any further study.  

The security threats and requirements, and the security architecture may additionally include standalone security topics. These topics may not be covered by the security work described above but they shall not be in conflict with service, architectural or radio related requirements for next generation mobile networks. It is part of the study to determine whether such topics need to be dealt with, and, if so, what they are.
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3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.
Editor’s note: Assumptions related to the ownership and control of alternative 3GPP subscriber credentials and alternative subscriber credentials needs to be clarified. See related aspects that are FFS on alternative credentials on key issue "Authentication identifiers and credentials".
3GPP subscriber credential: a subscriber credential that has a 3GPP subscriber identifier, and a key (i.e. an existing 3GPP key or alternative key). 

3GPP subscriber identifier: a subscriber identifier that is routable to the home 3GPP network if the UE is roaming; example of such identifier could be e.g. "MCC.MNC.sensor12345@factory.com" (cf. IMSI). 

Alternative 3GPP subscriber credential: a 3GPP subscriber credential that has a 3GPP subscriber identifier and alternative key.

Alternative subscriber credential: a subscriber credential that has non-3GPP subscriber identifier and an alternative key. 

Anonymity: The condition when personally identifiable information (PII) is irreversibly altered in such a way that personal information can no longer be identified directly or indirectly.

Confidentiality: The property that data is not disclosed to system entities unless they have been authorized to know the data.
Device Identifier: The identifier that uniquely characterises a device used to access the 3GPP system (e.g. IMEI and MAC address).

Existing 3GPP subscriber credential: a 3GPP subscriber credential that has 3GPP subscriber identifier and an existing 3GPP key. 

Identifier (ID): The data object that definitively represents a specific identity of an entity, distinguishing that identity from all others.
Identity: The collective aspect of a set of attribute values (i.e., a set of characteristics) by which a user is recognizable or known.

Inside attack: The attack that is initiated by an authorized or legitimate user of the system, e.g. an employee or third-party personnel.

Non-3GPP subscriber credential: a subscriber credential that has a non-3GPP subscriber identifier and a key (i.e. alternative key). 
Non-3GPP subscriber identifier: a subscriber identifier that is not routable to the home 3GPP network, and cannot be used for roaming; example of such identifier could be e.g. "sensor12345@factory.com"  

Outside attack: The attack that is initiated by an unauthorized or illegitimate user of the system. 
Personally identifiable information (PII): Any information that (a) can be used to identify a subscriber to whom such information relates, or (b) is or might be directly or indirectly linked to a subscriber.

Privacy: The right to the protection to any information that (a) can be used to identify a subscriber to whom such information relates, or (b) is or might be directly or indirectly linked to a subscriber.
Privacy impact assessment: Overall process of privacy risk identification, risk analysis and risk evaluation with regard to the processing of personally identifiable information (PII).

Privacy principles: Set of shared values governing the privacy protection of personally identifiable information (PII) when processed in information and communication technology systems.

Privacy requirements: set of requirements to take into account when a 3GPP node is processing personally identifiable information (PII).

Processing of personally identifiable information (PII): Any operation or set of operations performed upon personally identifiable information (PII), including but not limited to: collection, transmission, storage, modification, anonymization, disclosure, erasure.

Pseudonymity: The condition when the processing of personally identifiable information (PII) is such the data can no longer be attributed to a specific subscriber without the use of additional information, as long as such additional information is kept separately and subject to technical and organisational measures to ensure non-attribution to an identified or identifiable subscriber.
Subscriber credential: a pair of values consisting of a key and an identifier that serves to identify a subscription and that is to be used as a basis for authentication and key agreement. 

Subscriber Identifier: The identifier that uniquely characterises a subscriber accessing the 3GPP system.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Security areas and high level security requirements 
4.1
Security areas  
This document includes the following security areas: 
1)
Security architecture deals with 
2)
Authentication deals with
3)
Security context and key management deals with
4)
RAN security deals with the security for Next Generation radio interface and radio access network.
5)
Security within NG-UE deals with
6)
Authorization deals with
7)
Subscriber privacy deals with various aspects related to the protection of subscribers’ personal information, e.g. identifiers, location, data, etc.
8)
Network slicing security covers security aspects related to the network slicing concept such as service access, network function sharing and isolation. 
9)
Relay security deals with
10)
Network domain security deals with
11)
Security visibility and configurability deals with
12)
Credential provisioning deals with
4.2
High level security requirements  
Editor's Note: This clause will document high-level requirements that guide the study. 
5
Key issues and solutions 
5.1
Security area #1: Architectural aspects of Next Generation security
5.1.1
Introduction 

This security area covers architectural aspects of the security for NextGen systems. It also covers the security features to be provided on the protected reference points identified in the security area #1 on architectural aspects of the security for NextGen systems. For each feature, it is stated for both security endpoints whether it is optional or mandatory to support or use. In all cases, it is assumed that a feature, if optional to use, is applied in the same way in uplink and downlink. If a feature is optional to use then its use is determined during the security negotation procedure. 
The present security area is structured such that there is one key issue for each reference point.

NOTE: 
This security area also covers the security features to be provided on the backhaul link and core network interfaces, as opposed to clause 5 of TS 33.401. 

Editor's Note: The referenece architecture for authentication framework in solution #12.1 of TR 23.799 is taken as a starting point for the reference points here.

Editor's Note: The security procedures realizing the security features described here are addressed in separate security areas.

5.1.2
Security assumptions
tba
5.1.3
Key issues
5.1.3.1
Key issue #1.1: Overview of NextGen security architecture

Editor’s note: This key issue can be added as a separate clause of the TR.

5.1.3.1.1
Key issue details

The present key issue covers

-
a figure describing the NextGen security architecture, abstracted so as to contain only the elements that are deemed relevant for security. It is expected that this abstracted architecture may be refined as the work of SA2 progresses. 

-
a list of entities performing security functions 

-
a list of reference points that need to be protected 

Editor's Note: Figure and lists tba

5.1.3.1.2
Security threats 

tba

5.1.3.1.3
Potential security requirements

tba

5.1.3.2
Key issue #1.2: Need for security anchor in NextGen network

5.1.3.2.1
Key issue details

Summary: 

Is a security anchor in the Core Network beneficial for Next Generation? If so, can it be realized in an access-agnostic way?

Details:

A major advantage of the EPS security architecture over that of UMTS and GSM CS is that the MME provides a security anchor in the Core Network (CN). KASME is an intermediate key stored in the MME that is never transferred to the Access Network (AN). All AN-related keys are derived (directly or indirectly) from KASME without the need for re-authentication. 

This key issue deals with the question whether it is necessary or advantageous to have a security functional entity in Next Generation that exhibits properties similar to that of the MME, i.e. it is a signalling entity that resides in a physically protected location and maintains a key that is never forwarded to exposed locations and is used to derive AN-specific keys. We call this entity "security anchor".

In the current evolved packet core (EPC) system, the mobility management entity (MME) is an entity that is responsible for mobility management (MM) and session management (SM) for UEs. In addition, the MME is performs authentication and key agreement (AKA) with a UE based on an authentication vector(s) provided by the UE’s home network (i.e., HSS). In other words, the MME is the security anchor in the serving network. 

The security anchor functionality of the MME assumes that the MME is deployed in a physically secure location, thereby being sufficiently isolated and protected from external entities. However, locating the AKA functionality in the MME may prohibit flexible deployment of network functions in the NextGen networks. For example, MM and SM functionalities may need to be moved towards the network edge (i.e., closer to RAN or collocated with RAN) to reduce signalling latency or to reduce management overhead at a single MME (i.e., for scalability). As another example, MM functionality and SM functionality may be located in different network entities. 

To support various deployment models/scenarios of network functions, it is desired to decouple AKA functionality from other functionalities and maintain the security anchor (i.e., authentication function) deep inside the network independently of deployment scenarios. This enables flexible MM and SM function placement without impacting security. Furthermore, introduction of a seperate security anchor helps reduce security configuration complexity between network entities/functions.

It should be clear from the functional specification and not depend on particular deployments whether the security anchor resides in a physically protected location or not. 

NOTE: 
For EPS, the assumption was made that CN nodes always reside in physically protected locations while AN nodes may reside in exposed locations. The term "physically protected" is not meant to imply tamper-resistance or similar concepts. 

In case the need for a security anchor is agreed then it needs to be decided further whether the security anchor can be realized efficiently in a (completely) access-agnostic way or needs to be access-dependent (at least to some degree). 

Editor's Note: The current text in TR 23.799: "Supporting a security context hierarchy to introduce flexibility in deriving the required security context, while maintaining access-dependent aspects in the access networks" could be misunderstood as not allowing a security anchor performing access-specific functions in the core network. However, this should be open for further study.

The following provides more background information: 

Potential security benefits of the security anchor (motivated by observations from EPS) include:

-
Forward security (In EPS, a fresh key is sent from MME to target eNB in handovers, meant to provide increased security in case of chained handovers)

-
Provisioning of fresh key after idle-active transition without the need for re-authentication (as opposed to UMTS); there is no need to keep keys in exposed node during idle mode. (But will there still be an idle mode in Next Generation?) 

-
Termination of security for UE-CN signalling in security anchor can thwart some persistent DoS attacks (e.g. paging attack, 2013).  (But will there still be NAS signalling in Next Generation?)

-
A connectionless mode is under discussion in SA2 where user plane security terminates in the CN. Such a mode could possibly benefit from a security anchor in the CN.

It is ffs whether these security benefits are also desired in Next Generation, and, if so, how they can be realized. 

The following questions should be studied for this key issue, motivated by observations from EPS:

-
Is the provisioning of new AN keys by the security anchor tied to AN mobility events?

•
In EPS, initial NAS messages or Path Switch messages are triggers for key generation in the MME. 

•
Efficiency is achieved in EPS through piggy-backing keys on mobility messages

-
How is fresh input to key derivation synchronized between UE and security anchor?

•
Examples of fresh inputs from EPS include: NAS uplink COUNT, previous NH key

•
Synchronization is efficiently provided in EPS as part of mobility signalling (e.g. inclusion of 3-bit NCC in HO Command)

-
How is a replay of keys prevented?

•
In EPS, the UE and the MME are in control of the fresh input 

-
How is inter-RAT mobility (NextGen-LTE, NextGen-other) supported? Which NextGen entity would interface with LTE CN or WLAN network for handover or idle mode mobility (providing key derivation and key transfer)?

•
In EPS, the MME provides mapped keys

-
How is multiple-RAT connection (NextGen-LTE, NextGen-other) supported (for single UE)? Which NextGen entity would interface with LTE CN or WLAN network for security context setup (providing key derivation and key transfer)?

•
In EPS, the MME (or AAA in case of non-3GPP access) are in the control of security setup

5.1.3.2.2
Security threats 

In Next Generation, mobility and session management functions may be located closer to the network edge, where those function are more exposed to attacks. In such deploymenet scenario, if an authentication and key management function is managed by an MME, compromising a single MME can break the security of a whole system if the MME is the security anchor in the serving network. Put another way, when the MME is the security anchor in a serving network, a compromise of an MME means that the compromise can affect other MMEs (a UEs data is still decryptable by an attacker even after the UE has moved to a different MME).  

5.1.3.2.3
Potential security requirements

-
The authentication functionality should be kept in a physically secure location in the network even if the MM and SM functionalities are located closer to the RAN or collocated with the RAN.
5.1.3.3
Key Issue #1.3: User plane integrity

5.1.3.3.1
Key issue details

Legacy GSM/GPRS security provides no explicit integrity protection of either user plane data or control plane data.  User plane data is (in most countries) encrypted, but this still provides very limited protection against a Man-In-The-Middle attacker changing that data en route, because encryption is linear (a stream cipher) and any checksums are also linear.  UMTS and LTE include cryptographic integrity protection of  most of the signalling messages, but not for user plane data. For the  IoT-tailored GPRS (‘Enhanced-Coverage GSM’, 3GPP Release-13), however, user plane integrity protection was added, partly due to different security threats for user plane data for IoT compared for the human usage for which GSM-LTE were mainly tailored.

If data integrity is needed, it may be enforced at the transport or application layer (typically also with additional encryption).  In this case the security endpoints will align with the service endpoints – typically either a server on the internet or (for phone calls, messages etc) another device.  Adding another layer of integrity on the radio interface serves little purpose as far as protecting the traffic is concerned (although it may serve a purpose for overall system security assurance).

However, there may be cases in which transport or application security conflict with performance constraints (latency, battery life), and bearer level integrity provides a useful compromise (as considered in 3GPP TR 33.863 [13], for instance).

There is also a risk of a session as a whole being hijacked, and used to insert quantities of rogue data into a mobile connection (either to increase subscriber bills, or to waste resources carrying the data to the service end-point, where it will be rejected anyway).

The use of Message Authentication Codes is only appropriate for packets that should be received 100% correctly (after any error correction).  Bit errors are common in cellular transmissions.  Some user plane traffic is still valuable when received with a few bit errors, and should not be rejected just because one or two bits are wrong; voice and video codecs tend to be error tolerant, for instance, or else there may be error correction at a higher layer.

Since in Next Generation network different termination points for User Plane traffic should be supported, (i.e. the gateway where the User Plane is terminated may be located, for example, in the CN rather than  in the AN, depending on the scenario), also this user plane integrity protection mechanism may be located in different places.

Editor's Note : It is FFS whether a "flexibility" key issue is needed to cover such issues as variable termination points for user plane integrity or confidentiality.

5.1.3.3.2
Security threats

User plane security could be compromised if an attacker can influence the selection of the security termination point.

Next generation network will include middle nodes in open environments e.g. heterogeneous access, NFV, thus the termination point of the current UP-traffic protection is less secure.

In cases where end to end (transport or application layer) security protocols are ruled out by performance constraints, user plane traffic could be forged or modified by an attacker.

An attacker could inject rogue data into an established traffic channel, raising the subscriber’s bill (or simply wasting network or device resources).

5.1.3.3.3
Potential security requirements

-
Integrity protection is optional to support for UE and mandatory to support for network endpoint; even when both UE and network support it, it is still optional to use.  At least two alternative and substantially different algorithms should be supported.

-
The selection of the feature and the algorithms, according to the capabilities supported by the UE, shall be under network control.

-
A mechanism should be available to detect (substantial) unauthorised insertion of rogue data onto an established traffic channel.  Flexible UP-traffic protection shall be capable to support the flexible UP-traffic termination for different services with different security termination points. 

-
The selection of the different security termination points shall be under network control.

Editor's Note : The following 2 requirements need more explanation

-
Flexible UP-traffic protection shall support the network slicing. 

-
Flexible UP-traffic protection shall support heterogeneous access technologies.

5.1.3.4
Key Issue #1.4: User plane confidentiality

5.1.3.4.1
Key issue details

As for user plane integrity, where confidentiality of user traffic is needed, it will usually be applied at the transport or application layer anyway.  Just encrypting over the radio interface is not enough, because most services terminate either at an internet server (so need to be protected over the internet leg too) or at another device (often transiting the internet in between).  Moreover, most of the same services may alternatively run over WiFi, which may be poorly protected, so again transport or application layer security will be applied to services that need it.

However, the overhead of radio interface encryption is low.  It does not extend packets (unlike integrity protection), if stream ciphers are used; and, again if stream ciphers are used, it does not lead to bit error propagation.  And there is some residual value in radio interface encryption, since it provides an additional layer of protection over what is one of the more exposed legs of its journey.  

Since in Next Generation network different termination points for User Plane traffic should be supported, (i.e. the gateway where the User Plane is terminated may be located, for example, in the CN rather than  in the AN, depending on the scenario), also this user plane confidentiality protection mechanism may be located in different places.

5.1.3.4.2
Security threats 

User traffic that is not well encrypted at the transport or application layer would be somewhat more exposed to interception if it were not encrypted over the radio interface.

5.1.3.4.3
Potential security requirements

-
Confidentiality protection is mandatory to support for both UE and network endpoint and optional to use.  At least two alternative and substantially different algorithms should be supported in both devices and networks.

-
The selection of the feature and the algorithms, according to the capabilities supported by the UE, shall be under network control.NOTE: Confidentiality protection is recommended to be used unless confidentiality protection is provided at a higher layer. 

Editor’s Note: How a MNO can know the encryption used at a higher layer is FFS.

Editor’s note: It is ffs whether higher layer (transport or application layer) confidentiality protection is enough as information in lower level protocols will not be protected. 

Editor's Note: It is ffs whether requirements for mandatory support of confidentiality and / or integrity of the user plane should be relaxed for special use cases to be realized in dedicated network slices.

NOTE:
National regulatory requirements may not allow to disable confidentiality and/or integrity protection of the user plane on the radio interface.

· Flexible UP-traffic protection shall be capable to support the flexible UP-traffic termination for different services with different security termination points. 

· The selection of the different security termination points shall be under network control.

Editor's Note : The following 2 requirements need more explanation

· Flexible UP-traffic protection shall support the network slicing. 

· Flexible UP-traffic protection shall support heterogeneous access technologies.

NOTE: 
In all of the above, lawful interception and other local regulations must be taken into account.

Editor’s note: It is FFS whether the Note immediately above can be adapted to include the separate Note earlier in this section saying "National regulatory requirements may not allow to disable confidentiality and/or integrity protection of the user plane on the radio interface".

5.1.3.5
 Key Issue #1.5 Integrity protection for the control plane

5.1.3.5.1
Key issue details

The present key issue covers integrity protection for signalling between the UE and appropriate endpoints in the network.  

NOTE:
In EPS, the only form of user plane traffic protected between UE and core network is the Rel-13 feature "data via MME", which, however, could also be seen as part of the UE-CN control plane.

5.1.3.5.2
Security threats 

tba

5.1.3.5.3
Potential security requirements

-
Integrity protection is mandatory to support and mandatory to use for both UE and CN endpoint, except for emergency calls.

-
Integrity protection is mandatory to support and mandatory to use for both UE and AN endpoint, except for emergency calls.

5.1.3.6
 Key Issue #1.6 Confidentiality for the control plane

5.1.3.6.1
Key issue details

The present key issue covers confidentiality for signalling between the UE and appropriate endpoints in the network.  

NOTE:
In EPS, the only form of user plane traffic protected between UE and core network is the Rel-13 feature "data via MME", which, however, could also be seen as part of the UE-CN control plane.

5.1.3.6.2
Security threats 

tba

5.1.3.6.3
Potential security requirements

-
Confidentiality protection is mandatory to support for both UE and CN endpoint and is recommended to be used.

-
Confidentiality protection is mandatory to support for both UE and AN endpoint and is recommended to be used.

NOTE:
Confidentiality protection is subject to local regulations
5.1.3.y
Key issue #1.y: <key issue name>

5.1.3.y.1
Key issue details

5.1.3.y.2
Security threats 

5.1.3.y.3
Potential security requirements
5.1.4
Solutions
5.1.4.1
Solution #1.1: Radio interface user plane integrity protection

5.1.4.1.1
Introduction

This solution addresses key issue #1.3.

5.1.4.1.2
Solution details  

Editor’s note: More details are needed (e.g. algorithm details, tailoring the solution to the Next Generation architecture).

User plane integrity protection is mandatory to support in the network while optional in the UE, with at least two alternative and substantially different algorithms mandatory to support in devices.  Both 128-bit and 256-bit encryption keys should be accommodated.

In integrity protected signalling, the device states which algorithms it supports, and optionally also whether or not it desires user plane integrity protection.

Algorithms allow either 32-bit or 64-bit MACs to be produced, and the device can optionally indicate which it prefers.

The visited network decides whether or not user plane integrity protection is possible (for example do both ends support it and have at least one algorithm in common); if it is possible, then the network decides whether or not it should be used, and with which algorithm and which MAC length.  This also is indicated to the UE in an integrity protected signalling message.

A possible variation would be to have the decision made separately for uplink and downlink.  If this variant is adopted, then the UE should be able to indicate separately for uplink and downlink whether it desires user plane integrity protection.

5.1.4.1.3
Evaluation 

FFS

5.1.4.2
Solution #1.2: Periodic local authentication and packet count check

5.1.4.2.1
Introduction 
This solution addresses some aspects of key issue #1.3, namely the threat of an attacker inserting significant quantities of rogue data into an established traffic channel.

5.1.4.2.2
Solution details 
The solution is the same as the "Signalling procedure for periodic local authentication" (3GPP TS 33.102, clause 6.4.7, and 3GPP TS 33.401, clause 7.5), adapted as necessary to fit the Next Generation architecture.

Editor’s note: The detailed solution to fit the Next Generation architecture is ffs.

5.1.4.2.3
Evaluation 

FFS

5.1.4.3
Solution #1.3: Radio interface user plane encryption

5.1.4.3.1
Introduction

This solution addresses key issue #1.4.

5.1.4.3.2
Solution details 

Editor’s note: More details are needed (e.g. algorithm details, tailoring the solution to the Next Generation architecture).

User encryption is mandatory to support in UE and network, with at least two alternative and substantially different algorithms mandatory to support .  Both 128-bit and 256-bit encryption keys should be accommodated.

In an integrity protected signalling message, the UE states which algorithms it supports.

The visited network decides whether or not to apply encryption, and which algorithm to use.  This is indicated to the device in an integrity protected signalling message. 

The encryption should always be applied where regulations permit.

5.1.4.3.3
Evaluation 

FFS
5.1.4.z
Solution #1.z: <solution name>

5.1.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.1.4.z.2
Solution details  

5.1.4.z.3
Evaluation 

5.1.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.2
Security area #2: Authentication 

5.2.1
Introduction 

This security area covers authentication between UE and 3GPP network. Authentication between 3GPP network elements or - as far as applicable - between 3GPP entities and non-3GPP entities are dealt with in other clauses. 
NOTE: 
Examples of authentication between 3GPP network elements are backhaul link security and network domain security between core network elements. Examples of authentication between 3GPP entities and non-3GPP entities covered in 3GPP specifications are the MB2 interface in MBMS or the Tsp interface in MTC. 

The support of a novel set of  use cases in Next Generation network requires to consider more efficient options for authentication to address all the authentication scenarios. 

Some security requirements related to the authentication aspects have been provided in 3GPP as part of the Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things  [3]. Here the support of a resource efficient mechanism to authenticate a device, when the device is in indirect 3GPP connection mode is required. Also an appropriate and efficient authentication mechanism for groups of IoT devices is requested. 

Authentication aspects related to the support of multiple access network by NextGen have been also considered in [6]. In this context it is required that NextGen system are able to support authentication to access NextGen network through a non-3GPP access using 3GPP credentials. Further, the security architecture of Next Generation System needs to provide means to handle authentication and security credentials towards Authentication Framework, supporting multi-RATs including non-3GPP. Signalling overhead and latency for authentication needs to be minimised

This security area includes the study of resilience against single points of major failure in authentication. The LTE security model is strong against what might be called traditional attacks.  But a broader set ofattacks can be considered.  This section deals with ways in which authentication in NextGen systems could be made more robust, so that the impact of some attacks is removed or reduced.

Editor’s note: The above paragraph needs to be further detailed and give examples of attacks related to the authentication in EPS.

The UE to network perspective can further be characterized as follows: 

-
Subscriber perspective: This is the traditional way of focusing on authenticating the identifier and the related subscriber. This study area should clarify how the subscriber is authenticated towards to network. Subscriber authentication would need to be used over different accesses. TR 23.799 [2] mentions several access types for Next Generation systems which each could be studied from authentication point of view, e.g. authentication over Next Generation RAT(s), eLTE, and non-3GPP access (e.g. WLAN, or fixed access). Furthermore, the efficiency of subscriber authentication should be taken into account under this security area (even tough authentication procedure may contribute very little to the total overhead of security signalling). Also, the UE may need to authenticate itself towards several networks as is currently described in TR 23.799 Annex D on Potential solution scenarios for support of multiple slices per UE. Finally, TR 22.891 [7] includes requirements for exchange of frequent and infrequent small bursts of data as well as large amounts of data without a lengthy and signalling intensive bearer establishment and authentication procedure. 

Editor's note: Device perspective: TR 22.864 [6] describes scenarios where secure mechanism is needed for unique device identifiers that are stored in a secure and tamper resistant manner on the device. Authentication of the device identifier could be further studied. The network to UE perspective can further be characterized as follows:  

-
Authentication of the network towards the UE: In the LTE authentication model, the freshness of the authentication challenges are verified (cf. SQN), the network side approves that it knows the long term secret (cf. Ki), and the master key (cf. Kasme) created during the process is cryptographically bind to the identity of the access security management entity. The secondary security association between the UE and the RAN (cf. AS security) is bootstrapped from the primary security association. There is no real authentication between the UE and the RAN. The model has approved to be efficient, and secure, however, the number of security end-points in the network side may change in the Next Generation systems (e.g. UEs accessing multiple core network instances possibly via a shared RAN as described in TR 23.799 [2]). This security area should clarify which network(s) is (are) authenticated towards the UE and how. 

-
Device perspective: TR 22.864 [6] describes scenarios where secure mechanism is needed for an authorized entity to disable/re-enable from normal operation of a device reported as stolen/found. 

Editor's note: It is ffs whether the device would need to be able to authenticate that the disable and re-enable commands are coming from authorized party

The UE to UE perspective and the network to network perspective are covered in different security areas. 

This scope of this security area covers the following:

1) Aspects related to the types of credentials, storage, and identifiers 

Editor's Note: The aspects of non-3GPP credentials and non-3GPP identifiers need clarification. 

-
Authentication using 3GPP credentials, storage of those credentials and subscriber identifiers: USIM based credentials are currently the only way of authentication in 3GPP systems. There are several reasons for this. Firstly, the USIM provides a secure storage for the permanent identifier and credentials. Secondly, the permanent identities need to be routable to the home network if the UE is roaming in a visited network forming the foundation to the roaming model. Thirdly, the USIM guarantees the international interoperability. 

-
Authentication using non-3GPP credentials, storage of those credentials and identifiers: TR 22.862 [4] describes a use case in which the network access security (including the identity management and authentication) used in an industrial factory deployment is provided and managed by the factory owner. TR 22.862 states explicitly that "The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation." This security area should clarify what those non-3GPP credentials could be, how they should be stored, and if there are any requirements for the use of non-3GPP identifiers in Next Generation systems (e.g. related to roaming). 

-
Credential types related to networks could also be studied. For example, if the subscriber is authenticated using non-3GPP credentials, the network would also need alternative credentials towards the UE. 

2) Aspects related to the authentication methods and key agreement: 

Editor's Note: The aspects of alternative to AKA need clarification. 

-
Authentication and Key Agreement (AKA), and its potential enhancements: This security area should clarify if it can be expected that the legacy AKA needs to be supported by the Next Generation systems in order to provide backwards compatibility to eLTE. However, this study are could potentially also further study enhancements to the legacy AKA, e.g. enhancements to the actual AKA framework implemented in HSS and UICC or enhancements to the protocol exchange between the UE and access security management entity. 

-
Alternatives to AKA: This security area should study potential alternatives to AKA or its enhancements. This security area could study how the alternative methods could be integrated to 3GPP protocols in an unified way, and clarify what kind of interoperability and roaming requirements are assumed from the alternative authentication methods. For example, it should be clarified if the alternative authentication methods need to have a key generation capability creating a master key (cf. Kasme) to be used to protect the subsequent communication between the parties. Furthermore, if the EUTRA needs to be supported with the alternative authentication methods, the LTE-like interface towards the radio network would need to be supported. These may set requirements to the way alternative authentication methods are integrated to Next Generation system.  

5.2.2
Security assumptions
Authentication may involve at least one cryptographic key, for each subscriber, that needs to remain secret.  (This may be a shared secret key for use in symmetric cryptography, or a private key used in asymmetric cryptography.)
5.2.3
Key issues
5.2.3.1
 Key Issue #2.1 Authentication framework

5.2.3.1.1
Key issue details

The next generation system is expected to accommodate various services defined in the 3GPP TRs 22.861, 22.891, 22.862. 22.863. In order to guarantee better support operator or 3rd party services, the 3GPP network should support a flexible authentication framework for network and service access.

The purpose of this key issue is to identify how the authentication framework could efficiently and adequately support different kinds of scenarios and applications.

This key issue would address the following general aspects:

-
establishment of mutual trust and security between 3GPP network operator and a 3rd party service

Editor's note: the inclusion of the word 'trust' is ffs

Editor’s note: It is ffs whether 3d parties are to be involved in the authentication between the UE and the network or services.

-
provide the authentication capability of the network to operator and 3rd party services 

Editor’s note: network uses the authentication capability of the service in order to enable service related or network access authentication

Since NexGen network is supposed to meet different service requirements such as broadband access, massive IoT, mission critical tasks, an authentication framework is highly desired to satisfy different authentication requirements in a fine-grained manner. 

Editor's Note: It should be considered moving the text starting with " A solution for key issue 12 ..." and ending with "... next generation systems will be an overlay system " to a solution section. But the criteria "security, transport, efficiency, handovers and idle mode mobility within NextGen and with other RATs, possibility of enhancements and 3GPP control, backward compatibility to LTE" should be kept in the present section.

A solution for key issue 12 in TR 23.799 states the following principle: "Support authentication of UE connecting to the NextGen CN via different access network, including 3GPP technologies, non-3GPP wireless technologies, fixed broadband access, secure and unsecure Non-3GPP accesses." This solution in TR 23.799 further states the need to consider "The support of a variety of authentication mechanisms (e.g. 3GPP-specific authentication mechanisms, generic EAP mechanisms, AN-specific mechanisms for non-3GPP accesses), applicable to the different access technology and to different deployment scenarios.". 

In addition, TR 22.864 has these two requirements to support access through different access networks: 

"The 3GPP network shall be able to integrate fixed and wireless access management and provide an efficient provision of services over 3GPP and non-3GPP accesses."
"The NextGen system shall be able to support:

-
Authentication to access 5 G network through a non-3GPP access using 3GPP credentials."
The present key issue is assumed to start from the observations in TR 23.799 and TR 22.864. But it is meant to go further in defining methods how this support for a variety of access networks and authentication mechanisms can be achieved. 

Editor's Note: It is ffs whether the support for EAP methods is needed in the present key issue. EAP transport is provided over a variety of access network types, e.g. WLAN, Ethernet, and WiMAX. EAP transport is currently not defined for 3GPP-access networks, but no obstacle is seen for this in principle. Therefore, the support for EAP authentication methods may be beneficial for achieving access independence. 

EAP-AKA and EAP-AKA' methods are used for non-3GPP access to the EPC. These EAP methods are likely candidates for authentication over non-3GPP access in Next Generation. 

It is for further study in SA1, SA2, and SA3 whether authentication not based on USIM credentials should be allowed over 3GPP-defined access networks. 

For 3GPP-defined access networks, and NextGen access in particular, EAP-AKA' and EPS AKA are the obvious candidate authentication protocols. EPS AKA was enhanced from UMTS AKA to also provide serving network authentication; similarly, EAP-AKA' was enhanced from EAP-AKA to also provide access network authentication. They need to be carefully considered under the following aspects:

NOTE: 
The issue of EAP vs native AKA has already been discussed for EPS in Rel-8, cf. TR 33.821, clause 7.2.2. This does not imply, of course, that the outcome of this discussion should be the same for NextGen. Note also that the independence of the authentication framework from the access network was already required for EPS in Rel-8, cf. TR 23.882, clause 5, bullet 19.

•
Security: 

o
No attacks on EAP-AKA' nor on EPS AKA are known that would speak against the use of these protocols in NextGen.

o
EAP-AKA' offers some additional security compared to EPS AKA in that it provides proof to the home network that the subscriber was actually present in the authentication whereas in EPS AKA the home network has to trust the visited network in this respect. However, this proof provided by EAP-AKA' cannot guarantee the subscriber's continued involvement in any communication following the completion of the authentication procedure. The relevance of this security property for NextGen is ffs. 

•
Transport: 

o
It should be confirmed by SA2 and CT1 that carrying EPS AKA or any EAP method over a common transport is desirable and feasible.

•
Efficiency: 

o
The EAP framework mandates an EAP-method-independent identity exchange initiated by the authenticator and has an optional EAP-method-specific identity exchange initiated by the EAP server. These exchanges introduce additional roundtrips and conflict with the NextGen objective of increased efficiency of security procedures. It should therefore be studied whether the required identity information can be obtained by other means, e.g. by including it in the Attach request. 

o
EAP-AKA' has one additional roundtrip between visited network and home network compared to EPS AKA. It should be studied whether this additional roundtrip is acceptable or could be avoided/minimized by other means. 

o
EAP methods require the AAA server to be stateful, as opposed to a stateless HSS in the case of EPS AKA. It should be studied how important this observation is for Next Generation. 

•
Handovers and idle mode mobility within NextGen and with other RATs

o
It should be studied whether there are any advantages associated with the use of either EAP-AKA' or EPS AKA in this respect. 

•
Possibility of enhancements and 3GPP control: 

o
It should be also borne in mind that EPS AKA is under complete control of 3GPP, which may facilitate future enhancements if needed. On the other hand, EAP methods are under the control of the IETF, and the IETF WG "EAP Method Update" has the status "concluded". 

•
Backward compatibility to LTE: 

o
For services like wireless broadband access and VoLTE, AKA has been proved to be an applicable way for authentication and key distribution and negotiation. It may be necessary to reuse the mechanism since it’s widely supported in core network, terminal and proved to be effective in previous communication systems. If EPS authentication is not supported, users who are only allowed to access a fully next generation network and may not be able to roam back to an LTE network or may not be able to access the next generation network that is tunnelled via LTE network. It is expected that the initial deployments of next generation systems will be an overlay system.

5.2.3.1.2
Security threats 

Weak authentication could cause the resource of operators to be  misused or overloaded.

5.2.3.1.3
Potential security requirements

-
The authentication framework shall be protected against misuse and overload.

Editor's Note: The following requirements need more motivation, e.g. from threats. 

Editor's Note: It is ffs whether the authentication framework shall support establishment of mutual trust and security between a 3GPP network operator and 3rd party services.

· The authentication framework shall support authentication for network and service access. 

· The authentication framework shall support authentication based on network and service. 

· The authentication framework shall support authentication for 3GPP and non-3GPP defined access networks.

Editor's Note: It is ffs whether the authentication framework shall support alternative authentication methods with different types of credentials. The types of credentials and how to use these credentials are ffs.

· EPS AKA shall be supported for accessing to LTE network either during initial access or via mobility events.

-
The system shall support enhanced authentication mechanism while maintaining backward compatibility.

5.2.3.2
Key Issue #2.2: Reducing the impact of secret key leakage

5.2.3.2.1
Key issue details

The current mobile security architectures – GSM / GPRS, UMTS and LTE – rely almost entirely on the secrecy of the long term secret key (called Ki in GSM / GPRS, or K in UMTS/LTE – we will call it Ki here). 

The fundamental security assumption is that the attacker does not know Ki.  But if this security assumption fails, the loss of security is catastrophic.  

Ki might leak to an attacker for a number of reasons, e.g.:

a.
hacking at the factory (SIM vendor or subscription manager) where Ki is generated

b.
hacking of the communication channel over which Ki is transported from SIM vendor or subscription manager to mobile operator

c.
hacking into the mobile operators

d.
insider attack at a mobile operator or SIM vendor

e.
local attack (e.g. side channel) on the SIM card in the supply chain

f.
local attack (e.g. side channel) on the SIM card while temporarily "borrowed" from the customer

Operators and vendors should of course try to prevent any of (a) – (f) from happening.

5.2.3.2.2
Security threats 

Editor's note: reword into third person language

Suppose I’m an attacker, and I want to listen to your phone calls.  Assume that I know what authentication algorithm your USIM uses; some operators have proprietary algorithms, and some algorithms use additional secret constants, but these are all global secrets, and it would be very rash to assume that they’ll remain secret from a determined attacker.  (They may add extra security, and make my life harder, but you shouldn’t rely on that.)

If I also know your Ki, then intercepting and decrypting your calls is pretty easy, and completely passive – I don’t need to set up a false base station, or man-in-the-middle, or anything like that.  I listen out for the authentication challenge sent to your device from the network; I feed RAND and Ki into the algorithm, and I can compute the same radio interface encryption key (session key) that your device has; I record your calls, and use the session key to decrypt them.  I can also decrypt any sessions that I recorded before learning your Ki.

The Ki is one of several pieces of materials protecting the authentication mechanism.  If the Ki is known by an attacker, then it may be easier for the attacker to pretend to be a UE or network.

5.2.3.2.3
Potential security requirements

Editor's Note: The text below should be re-written as requirements

· It will be very difficult to achieve really robust security against an attacker who knows all of the secret keys and algorithms that a subscriber is using.  But we can make sure that the attacks would be much harder in practice.  A realistic objective is that an attacker, even if she knows the secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscriber is using, would have to carry out a long-term active man-in-the-middle attack in order to eavesdrop on that subscriber. That is, anti-passive attack capabilities shall be provided if the pre-shared root key Ki is stolen

-
Another useful objective is forward secrecy, i.e. an attacker learning Ki at any time should not be able to decrypt earlier encrypted radio interface traffic that that they may have recorded.

5.2.3.3
Key issue #2.3: Authentication identifiers and credentials  

Editor’s note: The meaning and purpose of "alternatives authentications methods and credentials" needs clarification. There is no agreement whether alternative methods are for connectivity access (i.e. whether industrial factory is the connectivity provider) or whether is it for the factory service access (i.e. factory is using 3GPP connectivity offered by the connectivity provider but is not relying on the security as provided by the connectivity provider but rather on its own security to access its services, application entities, etc.). The current SA1 consideration on security (approved in S1-161535) states that "The 3GPP system owned by a 3rd party (e.g., factory owner) shall support network access using identities, credentials, and authentication that is provided and managed by that 3rd party." SA1 needs to clarify to SA3 what the SA1 requirement in the preceding sentence means. This editor’s note applies also to the Definitions section where the terminology of alternative credentials is specified.

5.2.3.3.1

Key issue details

a) Subscriber identifiers and credentials 

In UMTS and LTE, the IMSI uniquely identifies a mobile subscriber globally. The IMSI is stored in the USIM application on the UICC issued by the MNO. In other words, the identifier of the subscriber belongs to, and is completely under the control of, the MNO. 

TR 22.862 has the following requirement that mandates network access to devices owned and managed by a 3rd party such as a factory owner. 

"The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity."

Editor’s note: Clarification of the above requirements is required. 

This key issue deals with the types of credentials and identifiers that are used to access Next Generation system. Solutions may describe how the credentials could be stored, as well as how the interoperability and roaming (if supported) related to credentials could be implemented. Figure 5.2.3.3.1-1 demonstrates the types of subscriber credentials that are under discussion, and how the identifiers, and long term security keys are related to each other.   
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Figure 5.2.3.3.1-1: Different variants of subscriber credentials 

Three types of credentials could be relevant for this key issue: 

-
Existing 3GPP subscriber credential: This is a credential similar to (or exactly the same as) the legacy credential that has a 3GPP subscriber identifier and a long-term shared key. 

-
Alternative 3GPP subscriber credential: This is a new type of credential that is based on something else than the legacy credential. It includes an alternative key (e.g. shared, private, or public), however, it still has a 3GPP subscriber identifier. 

-
Alternative subscriber credential: This is a second type of new credential that is also based on something else than the legacy credential. It includes an alternative key (e.g. shared, private, or public), however, it does not have a 3GPP subscriber identifier. 

It is assumed that one or both types of alternative credentials can be used to access the Next Generation system. 

Editor’s note: It is FFS which type(s) of alternative credentials should be supported in Next Generation system. For example, SA1 requirement on alternative authentication methods wait for further clarification, cf. LS in S3-160821.

NOTE:
The use of any alternative credential has many business aspects that are out of the scope of this TR. This key issue will focus on technical side of the problem, and it is motivated by TR 22.862’s [4] service requirement related to the 3GPP system supporting authentication process that can handle alternative authentication methods with different types of credentials. The service requirements in TR 22.862 [4] refer to the use of alternative credentials in factory context e.g. with robots, sensors and actuators over both licensed and unlicensed spectrum. 

The subscriber identifiers in 3GPP-based systems are used for several purposes. They globally and uniquely identify the subscription; however, they are also used for identifying the home network and for routing the authentication vector request to the home network when the UE is roaming. Therefore when the use of an alternative subscriber credential requires the support for roaming, a 3GPP subscriber identifier shall also be associated with the alternative credential, and used for routing the authentication request to the home 3GPP network. It is understood that a non-3GPP subscriber identifier is not routable to the home 3GPP network if the UE is roaming.

NOTE:
The use of alternative keys and the non-3GPP subscriber identifiers may be subject to regional regulatory requirements. However, it is assumed as a general principle that if the Mobile Operator has not provided the alternative key for security, the Mobile Operator would not be responsible for providing the session key material to Lawful Interception. The regional regulation is assumed to be dependent on different network deployment scenarios and the services provided, e.g. different network slices may have different regulatory requirements. For example, a dedicated network slice for factory where the subscribers are not humans but robots, sensors and actuators or networks operated only over unlicensed spectrum may have different Lawful Interception requirements than the more traditional network deployment scenario. 

The acceptance of any type of alternative credentials (i.e. 3GPP or non-3GPP) could be a local decision of the serving access network, and consequently could be limited in terms of global roaming. In other words, alternative credentials could be limited to local usage in one access network, and not be accepted by other access networks. Furthermore, the use of different types of alternative credentials could be limited to certain services or for dedicated network slices that are isolated from other slices within the same PLMN. 

Editor’s note: Potential use of alternative credentials needs to be clarified in terms of using them in different "access networks", different "network slices" or "open network" vs. "closed network". For example, should the factory use case related credentials be used only in a closed network? Or the "locally" term could refer to "in a specific geographical region"?

b) Device identifiers and credentials 

In addition there are other requirements that relate to identifiers and possibly could be covered under the present key issue:

Separation of device identifier from subscription (TR 22.864)

 "The 3GPP system shall be able to support identification of subscriptions independently of identification of devices."
Two different types of identifiers are referred to in the above SA1 requirement – identifier of the device and identifier of the subscription. The TR is unclear on what these identifiers really mean. In LTE and earlier generations, device identifier referred to the IMEI of the device whereas subscriber identifier refers to the IMSI stored in the UICC.  

The TR 22.864 section 5.8.1.1 "Device Theft Prevention", is the driving factor behind this requirement. It states the following:

"Smartphones and other high value devices such as drones and unmanned aerial vehicles potentially lead to increased numbers of devices with communications capability being stolen and modified to prevent tracing and recovery by civil authorities. This use case applies to devices that law enforcement requires to be traceable."
It further goes on to say:

"There are two facets employed for reducing device theft rates: theft prevention and stolen device recovery. Theft prevention involves disabling normal smartphone operation, preventing its illegal reuse, repurpose or resale, and deleting user sensitive data. Stolen device recovery involves identifying a recovered smartphone (by the user or civil authorities), verifying that it is stolen, and potentially restoring the smartphone to normal operation.

Unique device identifiers in the Next Generation system are needed that are stored in a secure and tamper resistant manner on the device. When a stolen device is recovered, the civil authority has a need to retrieve the device identity but may not have sufficiently detailed knowledge of the specifics of the device's user interface. These protected device identifiers can then be used to reliably identify a recovered smartphone as stolen as well as support the tracing of illegal reuse, repurpose or resale of stolen smartphones."
Editor’s note: The storage of identifiers and credentials is not in the scope of this key issue. 

Secure storage of device identifiers (TR 22.864)

This suggests a need for having a device identifier that is "securely" associated with a device and can be obtained independent of the user of the device. 

It should be noted that in LTE and earlier generations, the device identifier, i.e. the IMEI, was not considered an identifier that could be used in authenticating the device to the network. However, there is a requirement from GSMA that IMEI be securely implemented in the terminal. Furthermore, the IMEI is used for tracking stolen phones in the Equipment Identity Register (EIR) operated by the GSMA.  

There are currently mechanisms to cryptographically associate an identifier to a device, for example, based on the 802.1AR DevID manufacturing certificates or TPM generated cryptographic identifiers. 

It is proposed to be ffs to determine the use cases where device identification based on secure device identifiers apply and evaluate its implication on the overall security architecture of Next Generation.

The requirement mentions "identifications of subscriptions". Assuming that this refers to the identifier of the subscriber, it could mean one of the following in Next Generation system:

a)
MNO provided subscription such as IMSI

b)
User level identifier, used by a 3rd party to identify and authenticate the user.

c)
Service layer identifier, assigned by the application to an authenticated user. For e.g. MCPTT ID used in MCPTT service layer.

A subscriber identifier has so far been specific to a subscriber, irrespective of the service, and was not dynamically assigned. 

It is ffs what "identifications of subscriptions" really means, whether b) and c) of the above are needed and in which use cases, and what their implications for the security architecture are.

c) Group identifiers and credentials 

Need for group identifier (TR 22.861)

"The 3GPP System shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of IoT devices." 

One implicit requirement coming out of the above statement is the need to uniquely identify and manage identifiers of the group.

It is ffs how group identifiers are assigned and managed in Next Generation system, and which credentials are used for authentication.

5.2.3.3.2

Security threats

a) Subscriber identifiers and credentials 

One motivation for allowing the use of alternative credentials in the Next Generation system is to re-use already existing identity management infrastructures (e.g. in a factory), and their credentials for network access security. However, this must not lead to the fragmentation of the market or to complexity in the UE and network side for supporting tens or hundreds of authentication methods. 

If the authentication end-point is located outside a 3GPP network, the interface between the 3GPP network and the external entity performing the authentication needs to be secured. Otherwise there is a risk for false charging and unauthorized access to network resources.

Editor’s note: Above threat is related to non-3GPP credential scenario. SA1 requirement on different types of credentials wait for further clarification. 

The alternative credentials could be compromised in the UE side if they are not stored in secure way. Compromised credentials may lead to false charging, impersonation and unauthorized access to network resources, and false identification for the purpose of Lawful Interception. 

If the long-term key is not stored securely, there might be risks for the subscriber or the home operator being liable for unauthorized use. For this reason, it could be beneficial if the use of the credentials could be limited, e.g. to certain networks, or services, or limitations of usage could be given in the mutual agreements between two roaming partners. For example, if the alternative credentials were used for sponsored subscriptions where the sponsor is providing the credential and is paying the bill, the usage should be limited to sponsored services only. Or if some visited network does not provide dedicated network slice for IoT devices with alternative credentials, such limitations would need to be agreed beforehand in the roaming agreement. 

There could be baseline security requirements for the lengths of the permanent keys and/or the related authentication methods. Otherwise, the use of potentially weaker credentials could potentially impact negatively to the services offered by stronger credentials, e.g. indirectly if all credential types are used within a single network slice, and the slice becomes a victim of denial of service attack because of the weaker credentials. On the one hand, the use of the potentially weaker keys and authentication methods could be isolated in dedicated network slice in order to avoid attacks towards the network slices using stronger keys and authentication methods. 

b) Device identifiers and credentials 

Editor’s note: The storage of identifiers and credentials is not in the scope of this key issue. 

Insecure storage of device identifiers could lead to device identifier theft and impact security, especially when it is used to authenticate the device with the network

c) Group identifiers and credentials 

5.2.3.3.3

Potential security requirements

Editor’s note: Potential security requirements for subscriber credentials are FFS.

5.2.3.4
Key issue #2.4: Device identifier authentication

5.2.3.4.1
Key issue details

In existing 3GPP systems, the UE has two permanent identifiers, namely, the IMSI for identifying the subscription associated with the UE, and the IMEI for identifying the Mobile Equipment (or the device identity) that is using the subscription associated with the IMSI. The network authenticates the IMSI using AKA (subscription authentication). Therefore, the network can trust the IMSI reported by the UE. However, the IMEI reported by the UE to network is not authenticated. Therefore, the network cannot place any trust on the reported IMEI of the UE.

The NextGen systems will not only need to authenticate the subscription of the device based on the subscription identity associated with the device but also may need to authenticate the identity of the device (i.e., device identifier) that is using the subscription associated with the subscription identity. 

5.2.3.4.2
Security threats 

NextGen systems are expected to support a large number of devices that are many orders of magnitude greater than today. These devices may also have varying levels of capabilities, including varying levels of security capabilities. In addition to the authorization based on subscription authentication, the network may additionally need to perform further authorization checks for access to different services based on the reported device identifier (e.g., based on the capabilities associated with the device identifier). In such cases, it should be possible for the network to authenticate the device identity before authorizing services that are tied to device identifier. Otherwise, an attacker may be able to use victim device identity to bypass the network authorization checks.

Furthermore, in case a security vulnerability (e.g., implementation or design vulnerability) is found with a class of devices with a certain set of capabilities (e.g., devices with the same model number), in order to protect the network from potential attacks, it is desirable that these devices are blocked or restricted from accessing certain networks or services, at least temporarily until their security vulnerability is remediated (e.g., through OTA security firmware/software update). Otherwise, an attacker may be able to exploit the vulnerability of these compromised devices in order to launch attack on those networks or services. In order to identify and block or restrict access to such devices, it should be possible for the network to identify these devices in an authenticated manner. If the network is not able to verify the identity of the device, the attacker may simply modify the device identifier reported to the network, thus bypassing any restriction that are enforced by the network. Therefore, it is desirable that NextGen systems are capable of authenticating the reported device identifier. 

5.2.3.4.3
Potential security requirements

-
Based on the use case, it should be possible for the network to authenticate the reported identity of the device (i.e., device identifier).

Editor’s Note: It is FFS whether the above requirement needs to be modified or new requirement(s) added in order to take into account the necessity for the operator to not be dependent on a 3rd party for the authentication of the reported device identifier (e.g, the operator doesn’t need to make use of any entities outside of operator’s network).

Editor’s Note: The key issue #2.2 also discuss device identifiers (and in particular the storage of such identifier). It is FFS whether this key issue gets merged with the key issue #2.2 or any overlap between the key issues is removed by a latter change to the specification.

5.2.3.5
Key issue #2.5: Non-AKA-based authentication

Editor's Note: This key issue may have to be significantly revised depending on the reply to S3-160821 from SA1.

5.2.3.5.1
Key issue details

While AKA-based authentication has been a cornerstone for the success of UMTS and LTE security, there are requirements stated by SA1 that suggest that non-AKA-based methods need to be considered in NextGen as well. They can be found in TR 22.862 " Feasibility Study on New Services and Markets Technology Enablers - Critical Communications ", clause 5.1.3, as follows: 

"The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity." and

"The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation".

However, it is not clear from these requirements what it actually means for NextGen security to support these alternative authentication methods. E.g., it is not clear whether 3GPP AAA servers would support alternative authentication methods, or rather whether 3GPP serving networks would be required to interact with 3rd party AAA servers. 

What seems clear, however, is that it would not be appropriate to mandate the support for alternative authentication methods in all 3GPP AAA servers or in all NG UEs. There are likely to be operators wishing to support only traditional 3GPP credentials, i.e. USIM-based credentials, and there are likely to be NG UEs designed to support only enhanced Mobile Broadband using only traditional 3GPP credentials.

It is obvious that there is a relationship with the key issue "Authentication Framework". Such an authentication framework would be one way to make the use of alternative authentication methods transparent to the 3GPP NextGen serving network.

Possible EAP methods to study are EAP-TLS and EAP-TTLS, cf. e.g. Hotspot 2.0 that mandates their support. As explained above, mandating support of particular EAP methods in 3GPP AAA servers or in NG UEs seems not appropriate, but 3GPP could think about recommending a (quite limited) number of methods. Providing a security review of all available EAP methods by 3GPP seems out of the question. 

A review of non-3GPP access to the EPC, as defined in TS 33.402, with respect to its relevance for NextGen is likely to be needed: 

-
In trusted non-3GPP access to the EPC, the authenticator resides in the trusted access network; would the authenticator in NextGen rather reside in the core network?

-
It is ffs whether the analogy of the case of untrusted non-3GPP access to the EPC, using an ePDG, needs to be supported in NextGen. 

It is further not clear where credentials are stored and processed on the terminal side when alternative authentication methods with different types of credentials are used. It is ffs whether 3GPP would have to define any requirements on credential storage and processing on the terminal side.

5.2.3.5.2
Security threats 

-
Weak alternative authentication methods could lead to security breaches. 

-
Weak credential storage and processing on the terminal side could lead to security breaches.

-
The reliance on third parties for security of the NextGen network could make it difficult or impossible for 3GPP operators to vouch for the security of their networks. 

5.2.3.5.3
Potential security requirements

-
The NextGen system needs to support an authentication process that can handle alternative authentication methods with different types of credentials.

-
Impact of potential security breaches resulting from weaknesses in alternative authentication methods or in credential storage on the NextGen system as a whole has to be minimized. One possibility to consider is separation of the uses of different authentication methods into different network slices so that any negative effects of potential breaches are limited to one network slice.

-
If, based on architectural decisions, 3GPP serving networks are to interact with security entities, e.g. AAA servers, of third party then the impact on the trust model needs to be studied.
5.2.3.6 
Key Issue #2.6: Efficient in energy consuming and reduced signalling for resource constraint environment

5.2.3.6.1 
Key issue details

The Massive Internet of Things introduces new operational considerations to a 3GPP system.  While some support for IoT will be provided by current systems, there is a room for improvement in the operational aspects that can be designed into a NexGen system whereas they are not easily retrofitted into an existing system.

Especially for the energy consumption sensitive devices, the objective is to keep operation for years, the authentication scheme should be designed to save computation cost and signalling overhead as efficient as possible.

5.2.3.6.2 
Security threats

Editor’s note: Security threats need to be further clarified.

5.2.3.6.3 
Potential security requirements

Editor’s note: potential security requirements should be derived from security threats.

-
The lightweight but secure enough authentication scheme for energy consuming sensitive devices is required in NexGen network.

5.2.3.7 
Key Issue #2.7: Reduced signalling overload for massive number of UEs activating at the same time 

5.2.3.7.1 
Key issue details

There is a scenario that many IoT devices (e.g. meter devices) which are located in a given deployment need to access to operator’s network. Then, the authentication for these IoT devices will be addressed by the network. It will bring a significant signalling overhead to the operator’s network and even signalling storm may happen. 

Efficient authentication for a group of IoT devices to reduce the signalling overhead is required in NexGen network to lighten the impact on the network, and more importantly, to decrease the chance of signalling storm.

5.2.3.7.2 
Security threats

The attacker may control a number of IoT devices by compromising the IoT server (e.g. through intrude attacks). The attacker could invoke the authentication process between IoT UEs and network repeatedly. The amount of signalling overhead will occur when the authentication for these IoT devices are addressed by the operator’s network. The network resource will be maliciously occupied. Even there is no an attacker, a large amount of signalling overhead may also occur when authenticating a great number of IoT devices.

5.2.3.7.3 
Potential security requirements

Editor’s note: The potential security requirements are to be further addressed.

5.2.3.y
Key issue #2.y: <key issue name>

5.2.3.y.1
Key issue details

5.2.3.y.2
Security threats 

5.2.3.y.3
Potential security requirements
5.2.4
Solutions
5.2.4.1
Solution #2.1: Updating the long term secret key, in such a way that the new key is less exposed to potential attack than the original one was

5.2.4.1.1
Introduction  

This solution addresses key issue 2.1.

It will be very difficult to achieve really robust security against an attacker who knows all of the algorithms and long term secret keys that a subscriber is using.  But we can make sure that the attacks would be much harder in practice.  A realistic objective is that an attacker, even if she knows the long term secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscriber is using, would have to carry out a long-term active man-in-the-middle attack in order to eavesdrop on that subscriber.

5.2.4.1.2
Solution details  

NOTE:
In this section we refer to the "UICC" and the "HSS".  These should be understood as shorthand, referring respectively to the "device’s UICC / secure element (or wherever the long term key is stored)" and the "HSS (or its Next Generation Systems equivalent)".

In section 5.2.3.1.1 we list a number of ways in which the original shared secret key might leak to an attacker.  Many of the possible leakage points (points a – e) arise from the initial provisioning process.  This solution involves a key exchange protocol being run between the UICC and the home network HSS, in order to create a newly agreed Ki value to replace the existing one.  Elliptic Curve Diffie Hellman would be a suitable key exchange algorithm.

Editor’s note: It is ffs how the key is generated. 

Editor’s note: More details on the DH security profile (e.g. Elliptic curves choice) are needed.

Exposing the HSS to update may in itself introduce new risks, and so should be handled with great care.  It may be better to run the key exchange protocol with a proxy for the HSS rather than with the HSS directly.

Editor’s note: It is ffs whether using a proxy reduces the risks on the HSS.

Editor’s note: It is ffs how the key is protected between the proxy and HSS.

The key exchange protocol should be authenticated using the pre-existing shared secret, so that an attacker who does not already know the secret cannot act as man-in-the-middle at all.  An attacker who does already know the secret may be able to act as man-in-the-middle during the key exchange protocol; however, a good protocol design can ensure that this attacker will have to remain as an active man-in-the-middle, essentially forever, in order to exploit that.

Editor’s note: It is ffs whether the risk described in the above paragraph is acceptable.

Editor’s note: The protocol design needs further details. This includes how this protocol fits the NextGen architecture.

Using a key exchange protocol raises a risk that this protocol itself might be compromised over the lifetime of Next Generation Systems (perhaps using quantum computers), and allow newly-exchanged keys to be recovered by an attacker. One counter-measure is that where parties to the protocol already have a shared secret (e.g. the UICC and HSS already share Ki), then this existing shared secret should be fed into the new key derivation function, together with the output from the key exchange protocol. That way, an attacker would have to know the existing shared secret and compromise the key exchange to learn the newly derived secret.

There are two alternative ways to carry the key exchange protocol messages:

1.
Over signalling messages.  In this case, signalling messages will have to be defined to carry the protocol messages between UICC / secure element (or wherever the long term key is stored) and the home network HSS (or its Next Generation Systems equivalent), across core and (potentially roamed-to) radio network.

2.
Over the user plane and the internet.

There are two alternative entities that could initiate the key exchange protocol:

1.
The UICC.

2.
The HSS.

Either way, the key exchange protocol should be run, and the long term key replaced, at the earliest feasible opportunity after the subscription is activated.  It is not necessary, though, to do this before any user traffic is allowed.

5.2.4.1.3
Notes on statefulness at the HSS 

Editor’s note: This section needs to be revised once the editor’s notes in the previous section are resolved.

Using something like Elliptic Curve Diffie Hellman for key agreement might suggest that the HSS would need to maintain state during the key agreement session – whereas HSS/AuCs today are generally stateless, not running multi-pass communication sessions.

If this is a concern, then there are a number of ways to mitigate it:

Editor’s note: The way to mitigate the risk is ffs. It also depends on the details on the protocol design that are ffs.

1.
It was already noted that it might be better to run the key exchange protocol with a proxy for the HSS, rather than with the HSS directly.  In that case the proxy would be new, and there would be less reason to avoid it being stateful.

2.
The "statefulness" could be managed by using the database that the HLR maintains with information for each subscriber.

3.
If the UICC sends the first message in the two-pass ECDH key exchange then it’s the UICC, not the HSS, that needs to remember a secret ECDH parameter.  (The HSS could still initiate the overall protocol by first sending a trigger message to the UICC.)

4.
The HSS need not store its secret ECDH parameter at all, but instead can send it to the UICC – encrypted under an HSS public key, and signed under an HSS private key.  The UICC then simply sends this back to the HSS in the return message.  Neither the UICC nor any eavesdropper can read the secret parameter (because of the encryption), nor can they modify it without the HSS detecting that (because of the signature).

5.
The above mechanism could work in reverse, with the UICC sending its secret ECDH parameter to the HSS encrypted and signed, and the HSS returning it.

5.2.4.1.4
Evaluation

FFS 

5.2.4.2
Solution #2.2: Including a key exchange protocol into the derivation of the radio interface session keys

5.2.4.2.1
Introduction  

This solution addresses key issues 2.1 and 2.2.

It ensures that an attacker who:

-
either knows the long term secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscriber is using,

-
or is able to observe or request keys sent between network nodes,

can still not abuse radio interface confidentiality in a purely passive attack, or abuse radio interface integrity by simple injection of a single spoofed message, but will instead have to carry out an ongoing active man-in-the-middle attack – which is harder, and more likely to be detected.

5.2.4.2.2
Solution details  

NOTE:
In this section we refer to the "UICC" and the "HSS".  These should be understood as shorthand, referring respectively to the "device’s UICC / secure element (or wherever the long term key is stored)" and the "HSS (or its Next Generation Systems equivalent)".

As in GSM / GPRS, UMTS or LTE, the Authentication and Key Agreement algorithm is run in the HSS, with a resulting authentication vector sent to the visited network, and also in the UICC to establish shared secret keys between the UE and a node in the visited network.  However, instead of using those keys directly for radio interface security, or as inputs to a key derivation algorithm to produce radio interface security keys, they are instead used to authenticate a key exchange algorithm between the device (possibly its UICC) and that visited network node.  Elliptic Curve Diffie Hellman would be a suitable key exchange algorithm.

Editor’s note: More details on the DH security profile (e.g. Elliptic curves choice) are needed.

In Figure 5.2.4.2.2-1, "Node X" represents whatever visited network node carries out the key exchange protocol with the device.  It is premature to attempt to identify the most suitable node in Next Generation Systems, but if this solution were being retrofitted to LTE then the MME would be a natural choice.  

Editor’s note: The above paragraph needs to be revised to fit the NextGen architecture.

 
[image: image4]
Figure 5.2.4.2.2-1: Key exchange to derive radio interface security keys 

As in solution 2.1, it is a good idea for both the initial shared secret keys (that were in the authentication vector, and were used to authenticate the key exchange) and the output of the key exchange protocol to be fed into a key derivation function, whose outputs are then used as the radio interface security keys.  That way, an attacker would have to know the original shared secret and compromise the key exchange to learn the new radio interface keys.

Editor’s note: The following procedure needs to be revised once the authentication and key agreement mechanism in NextGen is defined.

SA2 has proposed a unified authentication framework for NextGen network to comply in TR 23.799. The unified authentication framework is shown in figure 5.2.4.2.2-2. It consists of supplicant, CP-AU and AAA. Therefore, the DH procedure shall be integrated with the proposed authentication framework. 
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Figure 5.2.4.2.2-2: Unified Authentication Framework for Next Generation Networks (Approved by SA2)

To integrate the Diffie-Hellman procedure into the authentication and key agreement protocol for session key enhancement, we proposed a possible procedure which is compatible to the NextGen unified authentication framework. The procedure is as follows:

1.
UE and CP-AU perform mutual authentication.  

2.
UE and CP-AU derive K1 after mutual authentication. 

Editor’s note: How the K1 is derived is ffs.

3.
CP-AU generates a private Diffie-Hellman key APRIV and a corresponding public key APUB.  

4.
CP-AU sends message 1 to UE, which contains APUB and a MAC computed using K1. 

5.
UE verifies the MAC, decodes APUB, and further generates a  Diffie-Hellman private key BPRIV and corresponding public key BPUB. UE also derives a symmetric key KDH from BPRIV and APUB with Diffie-Hellman procedure. UE derives a session key Ksession from KDH and K1.

6.
UE sends message 2 to CP-AU, which contains BPUB and a MAC computed using K1. 

7.
CP-AU verifies the MAC, decodes BPUB, and derives the same a symmetric key KDH from APRIV and BPUB with Diffie-Hellman procedure. CP-AU derives the same  session key Ksession from  KDH and K1.

Both UE and CP-AU own the same shared session key Ksession. They use Ksession to derive other keys for encryption and integrity protection. The Diffie-Hellman technique used in this authentication protocol can also be Elliptic Curve Diffie-Hellman.
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Figure 5.2.4.2.2-3: Integration of Diffie-Hellman procedure with key exchange protocol

5.2.4.2.3
Evaluation 

FFS
5.2.4.z
Solution #2.z: <solution name>

5.2.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.2.4.z.2
Solution details  

5.2.4.z.3
Evaluation 

5.2.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.3
Security area #3: Security context and key management 

5.3.1
Introduction 

Editor's Note: This clause gives background information on the security area. 
5.3.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.3.3
Key issues
5.3.3.1
Key Issue #3.1: Radio interface interception of keys sent between operator entities

5.3.3.1.1
Key issue details

In all of GSM/GPRS, UMTS and LTE, it is the case that the keys from which the for radio interface encryption keys are derived (and integrity, where applicable) are computed in the home core network – the AuC – and then transmitted to the visited radio network over signalling links such as SS7 or Diameter.  This is a clear point of exposure, and it has been demonstrated repeatedly how keys can leak.  Each operator network has to respond to signalling messages, which may come from any roaming partner – including roaming partners that are either hacked or misbehaving in any way.

The most direct, and clearly recommended industry approach is for operators to improve SS7 / Diameter security, e.g. by introducing SS7 firewalls.  But well-designed key management protocols for Next Generation Systems could also reduce the threat significantly.

In GSM terms, this key issue is about the leakage of the cipher key KC when sent between network nodes, whereas Key Issue a.1 is about the leakage of Ki.  So the problems are different.  There may, however, be some overlap in the set of possible solutions.

5.3.3.1.2
Security threats 

An attacker who can successfully obtain current radio interface keys for a subscriber can straightforwardly eavesdrop on that subscriber’s traffic.  A wide range of abuses is also possible if the attacker can spoof MACs on UMTS / LTE messages that should be integrity protected.

5.3.3.1.3
Potential security requirements

Editor's Note: The text below should be re-written as requirements

· It will be difficult to prevent all possible attacks by an attacker who is able to observe or request keys sent between network nodes.  But a realistic objective may be that such an attacker has to act as a long term, active man-in-the-middle in order to exploit that knowledge. 

-
It should be studied further whether and how EPS AKA and/or EAP-AKA' should be complemented with measures to counter the threat of insecurity of the Interconnect network. Such measures have to be standardized at least as far as they affect the interface between UE and visited network.

5.3.3.2
Key Issue #3.2: Refreshing radio interface keys

5.3.3.2.1
Key issue details

In GSM/GPRS, UMTS and LTE it is entirely down to the visited network to determine when a reauthentication, and consequent change of radio interface keys, takes place.  There is no way for the UE (or a service running on the UE) to demand – or even request – that keys should be refreshed.  The only route open to the UE is to drop the connection and then reconnect, and hope that this triggers a reauthentication; even then, there is no guarantee.

5.3.3.2.2
Security threats 

The main threat here arises when a UE roams onto a visited network that has a lax security policy, allowing the same radio interface keys to remain in use for a long time.  There are two drivers to update a cryptographic key: either the length of time that the key is used for, or the volume of data that it’s used to protect.

Also, a false network that has somehow managed to get hold of valid session keys can continue using those session keys indefinitely, unless the UE can demand an update.

After handover from a different generation (e.g. UMTS), which may have run a less strong authentication and key agreement procedure than the NextGen one, the same (or derived) session keys may continue to be used.  Even if the standards recommend that a network should reauthenticate after handover, some networks may not do so.

5.3.3.2.3
Potential security requirements

-
The UE should have some ability to trigger a refresh of radio interface security keys.  Care must be taken not to create network overload, however.  

Note1:
The decision to refresh the keys is the responsibility of the network. 

Editors' note: The action of the UE if the network fails to change the security is for ffs. 

5.3.3.3
Key issue #3.3: Principles of security negotiation

5.3.3.3.1
Key issue details

In EPS, the security mode procedures for NAS and AS serve to establish, which cryptographic algorithms will be used for the security context about to be established. The network side takes the decision for both NAS and AS security mode procedures. The only security feature to negotiate is encryption, the decision on whether encryption is switched off or on is implicit in the choice of the encryption algorithm (NULL or non-NULL). 

This situation already started to get a little more complex in the GPRS security enhancements defined in the EASE work item in Rel-13. According to EASE, cf. TS 43.020, Annex H, the MS informs the SGSN whether it supports user plane integrity or not. Furthermore, the subscriber profile optionally contains information about whether user plane integrity is required for this subscription or not. Finally, it was decided for EASE that the same set of cryptographic algorithms shall be used for both user plane and control plane.

Like in EASE, not all NG UEs will be required to support user plane integrity.. Hence, again like in EASE, the UE will need to indicate to the network whether the UE supports this feature. 

It is expected that, for NextGen, even more flexibility than already provided by EASE will be required. Many UEs will establish end-to-end or end-to-middle security associations with other devices or with application servers, providing confidentiality or integrity or both. In this case, confidentiality and/or integrity will not be needed over the air interface from the UE point of view. However, the network may still require one or both of these features, e.g. for protecting the network from attacks. Hence, the UE should be able to indicate whether it requires confidentiality and/or integrity. But it should still be the network to decide which security feature is provided, based on these indications from the UE and possibly additional information from the subscriber profile. 

Note that there is no room for negotiation of integrity for the control plane as integrity is mandatory to use and little room for negotiation of confidentiality for the control plane as confidentiality is recommended to be used, subject to local regulations, which means that, in practice, the network will decide its use based on these local.

5.3.3.3.2
Security threats 

tbd

5.3.3.3.3
Potential security requirements

-
The UE capabilities shall contain at least two encryption algorithms and at least two integrity algorithms. All of them shall be usable for both control plane and user plane. 

-
The UE capabilities shall contain an indication whether the UE supports user plane integrity.

-
The UE capabilities may contain an indication whether the UE prefers to use or not to use user plane confidentiality. 

NOTE: 
If the UE knows that there is e2e confidentiality it will set the indicator to "not preferred". If the UE knows that there is no e2e confidentiality and the data sent by the application is confidential it will set the indicator to " preferred". If the UE sends no such indication the UE leaves the decision entirely to network policy. 

-
The UE capabilities may contain an indication whether the UE prefers to use or not to use user plane integrity.

NOTE: 
If the UE knows that there is e2e integrity it will set the indicator to "not preferred". If the UE supports integrity and knows that there is no e2e integrity and the data sent by the application requires integrity it will set the indicator to " preferred". If the UE sends no such indication the UE leaves the decision entirely to network policy. 

-
The network (access network entity or core network entity) shall take the final decision on which security features and algorithms will be used, taking into account the indications in the UE capabilities and potential additional information in the subscriber profile. The network shall select one ciphering algorithm and one integrity algorithm to be used for both control plane and user plane. Furthermore, the network shall indicate whether user plane integrity is used. 

Editor's Note: The UE may also have a policy to reject a connection that is not ciphered or not integrity-protected. It is ffs whether and, if so, how this should be communicated to the network. In email discussion it was noted that any mechanism like this should be designed carefully, to minimise the risk of accidental connection failures.

Editor's Note: The above list of requirements should be rephrased using language more appropriate for requirements rather than solutions.  

Editor's Note: A requirement on the need to counter bidding down attacks should be added.  

5.3.3.4
 Key Issue #3.4: Security context sharing 

5.3.3.4.1
Key issue details

In the LTE networks, authentication for 3GPP and Non-3GPP access technologies are performed separately. For example, the authentication point for 3GPP connection is at MME and the one for WLAN is at AAA server. For the same UE with two connections using different access technologies, it has to perform two full authentication procedures with the core networks. This not only increases delay for security association establishment between UE and network, but also incurs overhead in signalling transmission. 

For next generation networks, a unified authentication framework for different access technologies is adopted by 3GPP.  Security context for different access technologies may reside on the same entities at both UE and core network side. This makes the security context sharing among different access technologies easier. 

5.3.3.4.2
 Security threats 

tba

5.3.3.4.3 
Potential security requirements

-
To optimize the security association establishment procedure with authentication framework, security context information sharing mechanism for same UE among different access technologies should be studied.  Keys used in different access technologies shall be cryptographically separated and bound to the access, e.g. by suitable key derivation

5.3.3.5
Key issue #3.5: Unnecessary dependence of keys between security layers
5.3.3.5.1
Key issue details
In LTE, there is an unnecessary dependence between the NAS security context and the AS security context. This issue only manifests itself when the MME is rekeying the whole key hierarchy and has succeeded in updating the NAS security context to a new KASME, but has not rekeyed the AS context to be based on the new KASME. For example, if an S1-handover involving MME relocation happens at this point, it is necessary to send both the old and new KASME to the new MME. While this is not an issue for LTE, due to the assumption that all MME are deployed in secure locations, it does unnecessarily allow the new MME to calculate previous keys (NAS layer and AS layer keys that were derived from the old KASME). It is preferable to avoid such a feature in NextGen as in particular it may be that MMEs (or the NextGen equivalent of an MME) are deployed in less secure locations. 

Looking at the LTE Key Heirarchy, the reason the above problem exists is that KASME is required to calculate fresh NH values. Hence in effect the KASME is the root key needed for the operation of two different layer of security contexts. As NAS and AS security contexts are not changed simultaneously, this means that even after an MME has run and an AKA and NAS security mode procedure to take a new NAS security context based on a new KASME into use, it cannot effectively delete the old NAS Security context as it must retain the previous KASME. This is contrary to good secruity practise where it is preferable to remove old security keys as soon as possible. 

In summary, it is preferable in NextGen that the security context at a higher layer (as soon as it is finished with) can be completely deleted without affecting the ability to use lower layer security context (e.g. the same keys should not need to be used in both security contexts). Such a definition of the security contexts should not result in breaking the authorisation model, i.e. it is still possible to know that the two security contexts are associated with the same UE. 

5.3.3.5.2
Security threats 
When security contexts at different layers share a common key, it means that it is impossible to completely replace (for example in LTE replacing the NAS security context in an MME after an AKA) the higher layer security context until the lower layer security context has become obsolete. It may also result in this key being passed to another entity which then be capable of decrypting data that it would otherwise not get access to.
5.3.3.5.3
Potential security requirements

TBD
5.3.3.y
Key issue #3.y: <key issue name>

5.3.3.y.1
Key issue details

5.3.3.y.2
Security threats 

5.3.3.y.3
Potential security requirements
5.3.4
Solutions
5.3.4.1
Solution #3.1: Including a key exchange protocol into the derivation of the radio interface session keys

5.3.4.1.1
Introduction  

This solution addresses key issue #3.1.

It ensures that an attacker who:

-
either knows the long term secret key and Authentication and Key Agreement algorithm (including any global constants) that a subscriber is using,

-
or is able to observe or request keys sent between network nodes,

can still not abuse radio interface confidentiality in a purely passive attack, or abuse radio interface integrity by simple injection of a single spoofed message, but will instead have to carry out an ongoing active man-in-the-middle attack – which is harder, and more likely to be detected.

5.3.4.1.2
Solution details  

NOTE:
In this section we refer to the "UICC" and the "HSS".  These should be understood as shorthand, referring respectively to the "device’s UICC / secure element (or wherever the long term key is stored)" and the "HSS (or its Next Generation Systems equivalent)".

As in GSM/GPRS, UMTS or LTE, the Authentication and Key Agreement algorithm is run in the HSS, with a resulting authentication vector sent to the visited network, and also in the UICC to establish shared secret keys between the UE and a node in the visited network.  However, instead of using those keys directly for radio interface security, or as inputs to a key derivation algorithm to produce radio interface security keys, they are instead used to authenticate a key exchange algorithm between the device (possibly its UICC) and that visited network node.  Elliptic Curve Diffie Hellman would be a suitable key exchange algorithm. 

Editor’s note: More details on the DH security profile (e.g. Elliptic curves choice) are needed.

In Figure 5.3.4.1.2-1, "Node X" represents whatever visited network node carries out the key exchange protocol with the device.  It is premature to attempt to identify the most suitable node in Next Generation Systems, but if this solution were being retrofitted to LTE then the MME would be a natural choice.  

Editor’s note: The above paragraph needs to be revised to fit the NextGen architecture.

 
[image: image7]
Figure 5.3.4.1.2-1: Key exchange to derive radio interface security keys 

It is a good idea for both the initial shared secret keys (that were in the authentication vector, and were used to authenticate the key exchange) and the output of the key exchange protocol to be fed into a key derivation function, whose outputs are then used as the radio interface security keys.  That way, an attacker would have to know the original shared secret and compromise the key exchange to learn the new radio interface keys.

Editor’s note: The following procedure needs to be revised once the authentication and key agreement mechanism in NextGen is defined.

Solution 12.1 in TR23.799 [2] proposeds a unified authentication framework for Next Generation  network. The unified authentication framework is shown in figure 5.3.4.1.2-2. It consists of supplicant, CP-AU and AAA. Therefore, the DH procedure shall be integrated with the proposed authentication framework. 
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Figure 5.3.4.1.2-2: Unified Authentication Framework for Next Generation Networks (Approved by SA2)

To integrate the Diffie-Hellman procedure into the authentication and key agreement protocol for session key enhancement, we proposed a possible procedure which is compatible to the Next Generation Systems unified authentication framework. The procedure is as follows:, .

1.
UE and CP-AU perform mutual authentication.  

2.
UE and CP-AU derive K1 after mutual authentication. 


Editor’s note: How the K1 is derived is ffs.

3.
CP-AU generates a private Diffie-Hellman key APRIV and a corresponding public key APUB.  

4.
CP-AU sends message 1 to UE, which contains APUB and a MAC computed using K1. 

5.
UE verifies the MAC, decodes APUB, and further generates a  Diffie-Hellman private key BPRIV and corresponding public key BPUB. UE also derives a symmetric key KDH from BPRIV and APUB with Diffie-Hellman procedure. UE derives a session key Ksession from with KDH and K1.

6.
UE sends message 2 to CP-AU, which contains BPUB and a MAC computed using K1. 

7.
CP-AU verifies the MAC, decodes BPUB, and derives the same a symmetric key KDH from APRIV and BPUB with Diffie-Hellman procedure. CP-AU derives the same  session key Ksession from KDH and K1.

Both UE and CP-AU own the same shared session key Ksession. They use Ksession to derive other keys for encryption and integrity protection. The Diffie-Hellman technique used in this authentication protocol can also be Elliptic Curve Diffie-Hellman.
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Figure 5.3.4.2.2-3: Integration of Diffie-Hellman procedure with key exchange protocol

5.3.4.1.3
Evaluation 

FFS

5.3.4.2
Solution #3.2: UE can request a radio interface key refresh

5.3.4.2.1
Introduction  

This solution addresses key issue #3.2.

5.3.4.2.2
Solution details  

Editors' note: more details are needed here

Signalling messages should be defined to allow a UE to request the visited network to carry out a radio interface key refresh.  (This may equate to a reauthentication, but we don’t know that yet for Next Generation.)  It is too early to say exactly whether a new message type will need to be defined, or an existing message type adapted; and it is too early to say which node in the visited network will be the recipient of this message.  If this were being retrofitted to LTE, however, then a natural approach would be to introduce a new set of parameter values and new cause code in the Tracking Area Update and/or Routing Area Update messages.

Note that this is a request that the visited network may (and normally will) fulfil – not a demand that it must fulfil.  This means that the visited network retains ultimate control.

A possible, optional extension is that the UE drops the connection if the request is not fulfilled.

Note that this in no way reduces the network’s ability to reauthenticate / update keys whenever its policy requires.

5.3.4.2.3
Evaluation 

TBD
5.3.4.z
Solution #3.z: <solution name>

5.3.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.3.4.z.2
Solution details  

5.3.4.z.3
Evaluation 

5.3.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.4
Security area #4: RAN security 

5.4.1
Introduction 

The security area "RAN security" focuses on the key issues related to the signalling protocols such as the disclosure of unnecessary or unprotected transmission of sensitive data in the signalling messages or the lack of authentication and integrity mechanisms in the core. This security area also covers issues like the signalling overload  and the mechanisms which need to be integrated in the network to avoid or at least limit the impact due by DoS attacks towards the network infrastructure or against others devices/users. Besides, in this security area the protection of signaling over the radio air interface is also studied.   

In particular this security area deals with concerns such as:

-
The insecure/unprotected transmission of sensitive data in the signalling messages  

-
The unnecessary disclosure of sensitive data in the signalling messages.

-
The possibility for an attacker  to link temporary identities with real user identities at any time during the network operation

-
The use of predictable radio identities.

-
The lack of integrity protection of all unicast Radio signalling messages when a security context is established, including messages between RAN nodes and between RAN nodes and Core Network.

-
The persistence of radio identities (not refreshed) when a radio procedure or a state transition occurs .

-
The overload of signalling messages.

5.4.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.4.3
Key issues
5.4.3.1 
Key Issue #4.1: 
AS security during RRC idle mode

5.4.3.1.1 
Key issue details

In the LTE system, UE obtains some services in the RRC idle state. In the RRC idle state, UE acquires the system information from the camped cell and uses them to receive paging and obtain other services such as MBMS, D2D, etc. in RRC idle state. When the UE select a cell in RRC idle mode, it does not validate whether the eNB is authentic or fake. As a result, UE may camp to a rogue cell leading to denial of services (such as public safety warnings, incoming emergency calls, real-time application server push services, proximity services, etc.).

So far the mobile communication system has been focused on providing AS secure communication in the RRC connected state and security aspects in RRC idle state are not considered. As some services are offered to the UE in the RRC idle mode through System Information Blocks, it is necessary to consider and ensure the security of the messages carrying the service/service information, even when the UE is in RRC idle mode for the next generation systems. 

5.4.3.1.1 
Security threats

If the UE camps on a fake cell during RRC Idle state (and there is no authenticity verification done), then the attacker can successfully mount DoS attack on the UE for the following services obtained when the UE is in RRC Idle state:

a) Detection of mobile terminated services (for example, incoming calls, connection request from application servers, etc.), system information change; 

b) UE interested in the D2D service can acquire the broadcasted system information and uses the radio resources configured via the system information for the D2D discovery/communication transmission/reception; 

c) UE interested in the MBMS reception can acquire relevant system information and uses the control information indicated in the system information for MBMS reception.

Mounting of these attacks without knowledge of UE is highly possible, especially in auditoriums, play grounds, shopping malls, corporate buildings, conference venues and theatres. Unless the UE initiates any service, the UE will not come out of the fake cell and all the mobile terminated services and service information are blocked by the fake cell. 

5.4.3.1.3 
Potential security requirement

-
Next generation system should provide a means to ensure a UE in idle state is able to determine the authenticity of a cell.

Editor’s Note: It should be studied to have a possible solution for the above requirement with minimal impact to the system.
5.4.3.y
Key issue #4.y: <key issue name>

5.4.3.y.1
Key issue details

5.4.3.y.2
Security threats 

5.4.3.y.3
Potential security requirements
5.4.4
Solutions
5.4.4.z
Solution #4.z: <solution name>

5.4.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.4.4.z.2
Solution details  

5.4.4.z.3
Evaluation 

5.4.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.5
Security area #5: Security within NG-UE 

5.5.1
Introduction 

This clause deals with the security of sensitive data handled within the User Equipment. 
5.5.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 

5.5.3
Key issues
5.5.3.1
Key issue #5.1: Secure storage and processing of credentials and identities

5.5.3.1.1
Key issue details

The Next Generation System requires the storage of credentials and identities (human and machine) in the User Equipment. 

Subscriber (human and machine) credentials and identities allow the network operator to authenticate its subscribers. Subscriber authentication is needed to identify the origin and destination of the communication, to guarantee the Quality of Service and fulfill contractual, legal and regulatory obligations. 

5.5.3.1.2
Security threats 

An attacker may perform software and/or hardware attacks on the UE in order to extract the subscription credentials and identities that the attacker could then (re)use to clone the subscription. 

The extraction of subscriber credentials and identities would have the following threats for the subscriber, e.g.:

-
The attacker could intercept the communications of the subscriber.  

-
The attacker could use the cloned subscriber credentials and identities with his/her Mobile Equipment to impersonate the subscriber. For example, the subscriber would be billed for communications he/it is not the originator of. 

The extraction of subscriber credentials and identities would have the following threats for the network operator, e.g.:

-
The operator could lose income because:

o
The attacker could use the cloned subscriber credentials and identities with Mobile Equipment and impersonate the subscriber and thereby using another subscribers subscription for his/her own good. 

o
The attacker could use the cloned subscriber credentials and identities with both his/her original Mobile Equipment and in other Mobile Equipment for which the attacker does not pay, e.g. in cases,  (where a subscription is intended for use in one single Mobile Equipment at any given time).

o
The attacker could distribute the cloned subscriber credentials and identities to other users such that an unlimited data plan could be shared between several users across many User Equipments.

Editor's Note: Subscriber versus user is for further study.

-
The operator could no longer guarantee the origin and destinations of communications. This could have impacts on the billing, on the quality of service of the network, on the subscriber confidence in the network operator (brand reputation). 

-
The attacker could retrieve a secret allowing the remote administration of the subscription parameters which could eventually, in turn, lead to a denial of service attack. 

-
The network operator could no longer fulfill contractual, legal and regulatory obligations. 

5.5.3.1.3
Potential security requirements

Editor’s Note: the following requirements are ffs.

Within 3GPP Next Generation System: 

-
The subscriber (human and machine) credentials and identities shall be stored within the User Equipment in a secured and tamper resistant hardware entity. 

-
It shall be possible to perform a security evaluation / assessment according to the respective security requirements of the entity storing and processing the subscriber credentials and identities.

Editor's Note: The security assurance scheme to be used for evaluation is ffs.

5.5.3.y
Key issue #5.y: <key issue name>

5.5.3.y.1
Key issue details

5.5.3.y.2
Security threats 

5.5.3.y.3
Potential security requirements
5.5.4
Solutions
5.5.4.z
Solution #5.z: <solution name>

5.5.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.5.4.z.2
Solution details  

5.5.4.z.3
Evaluation 

5.5.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.6
Security area #6: Authorization 

5.6.1
Introduction 

This security area covers both, authorization of the UE to access the network and authorization of the network to serve the UE. 

5.6.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.6.3
Key issues
5.6.3.1
Key issue #6.1: UE authorization

Editor’s note: This key issue may have to be significantly revised depending on the reply to S3-160821 from SA1.

5.6.3.1.1
Key issue details

Traditionally, UE authorization has been achieved through the use of subscriber profiles. This concept is expected to continue for operator-controlled authentication and authorization procedures. 

However, TR 22.862 contains the following requirements (cf. also key issue AA.3):

"The 3GPP system shall support industrial factory deployment where network access security is provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity." and

"The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation".

Although authorization is not explicitly mentioned in these requirements, it may need further study whether subscriber profiles are still feasible for providing UE authorization to the NextGen serving network.

When 3rd party AAA servers are used to authenticate the user, there may be a need to propagate authorization information through a secure connection between the 3rd party AAA server and NextGen core network. This mechanism needs further study.

5.6.3.1.2
Security threats 

-
Unauthorized access by UEs to NextGen networks and services. 

5.6.3.1.3
Potential security requirements

5.6.3.2
Key issue #6.2: Network authorization

5.6.3.2.1
Key issue details

Background on the situation in LTE:

EPS AKA, which is used in LTE access to the EPC, provides serving network authentication, i.e. the UE can securely identify the PLMN ID of the network that serves the UE. The UE can then compare the received PLMN ID with lists of preferred PLMNs and forbidden PLMNs stored in the UE. This can be used as a means to authorize the network. Furthermore, the UE can display the network name to the user, and the user can decide whether they want to connect to the network. In this way, the user could e.g. detect an unfamiliar operator name in a familiar area. This sort of network authorization by preference lists or user decision may become more important in NextGen than today if the number of serving networks a UE can connect to will multiply. 

EAP-AKA', which is used in non-3GPP access to the EPC, provides access network authentication, i.e. the UE can securely identify the Access Network Identity (ANID) of the network that serves the UE. The ANID has a rich structure and is composed of a prefix and none, one, or more additional character strings up to a maximum length of 253 octets. However, this rich structure of the ANID is currently hardly used at all: The ANID is used only to identify the type of the access network, i.e. its value is one of the four constants 'HRPD', 'WIMAX', 'WLAN', 'ETHERNET'. Furthermore, no lists of preferred and forbidden access networks are defined for the UE in non-3GPP access to the EPC.

The present key issue is about further studying the possibility to allow more fine-grained network authorization decisions by the UE or by the user than available in LTE. Informing the UE or user that the home network authorized an access network of a particular type to serve the user may just not be good enough in the future if the number of serving networks a UE can connect to will multiply. 

5.6.3.2.2
Security threats 

-
Unauthorized networks serving the UE that may eavesdrop on the UE or impersonate the UE or overcharge the UE. 

5.6.3.2.3
Potential security requirements

5.6.3.y
Key issue #6.y: <key issue name>

5.6.3.y.1
Key issue details

5.6.3.y.2
Security threats 

5.6.3.y.3
Potential security requirements
5.6.4
Solutions
5.6.4.z
Solution #6.z: <solution name>

5.6.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.6.4.z.2
Solution details  

5.6.4.z.3
Evaluation 

5.6.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.7
Security area #7: Subscriber privacy 

5.7.1
Introduction 

The subscriber privacy is very important area for Next Generation system as can be seen by the growing attention towards it, both inside and outside the 3GPP world. 
Outside the 3GPP, an alliance of mobile network operators, vendors, and universities called NGMN [9] has identified security and privacy as an enabler and essential value proposition of NextGen system and has presented that built-in privacy should be included as a design principle [10]. Similarly, a 5G PPP project called 5G-Ensure [11] has also identified privacy as one of the topmost priorities for the NextGen system stating that the privacy has an important social impact [12]. 

In the 3GPP, privacy is a topic that is addressed in several specifications. For example, the TR 33.849 [5] is a study on subscriber privacy impacts in 3GPP that presents privacy key issues and risk mitigation approaches. The study identifies that the privacy needs to be addressed as a separate topic in its own. The TR 22.864 [6] also identifies subscriber privacy as very important. It is mentioned that the privacy of personally identifiable information needs to be protected, for example from a less trusted access or a rouge network element. The study contains several potential security requirements related to subscriber privacy, e.g. protecting the user identifying information from active and passive attacks, protecting user location information from active and passive attacks, and not allowing UE location or application usage information to be related to an individual user identity. Similarly, the TR 22.891 [7] contains privacy requirements such as possibility for the UE to hide its long-term identifier by using temporary identifier even for initial attach and protecting the subscriber privacy during system information collection. The TS 22.185 [8] has also identified privacy requirements in V2X context that need to be further elaborated in the Next Generation system context as well, e.g. ensuring that a UE cannot be tracked or identified beyond a short time-period. 

Subscriber privacy itself is a wide area that spans many key issues e.g. identifiers, mobility pattern, location or presence information, data usage pattern, etc. Relevant key issues and solutions are discussed in clause 5.7.3.

5.7.2
Security assumptions
The subscriber privacy can potentially be compromised in various ways such as attack on 3GPP protocol interfaces, malware infection on 3GPP nodes, and illegitimate use of resources by an insider (i.e. inside attack). Figure 5.7.2-1 (TR 33.849 [5]) shows various sub-processes (e.g. collect, transmit, use, share, etc.) during a communication process that may impact subscriber privacy. All these sub-processes need to be considered while defining privacy related key-issues and potential solutions.
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Figure 5.7.2-1: Conceptual view of privacy in 3GPP system 

For the Next Generation system, along with the requirements on privacy, there are also requirements on minimizing signaling overhead (e.g. in the TR 22.864 [6]). Therefore, it is important for the solutions, which will be designed to fulfill the subscriber privacy requirements, to be simple and to minimize signaling overhead. 
5.7.3
Key issues
5.7.3.1
Key issue #7.1: Subscriber identifier privacy

5.7.3.1.1
Key issue details

In a 3GPP system, many types of subscriber identifiers are used during a communication process. The identifiers may be tied to either a subscription or a device. Some of the identifiers may be permanent or long term (e.g. in case of current LTE system: IMSI, MSISDN, IMEI, and MAC address) while others may be temporary or short term (e.g. in case of current LTE system: GUTI, TMSI, C-RNTI, and IP address). 

Editor’s Note: MAC address usage within this security area is FFS. 

In the past, compromising subscriber identifiers used in the 3GPP systems has been one of the most important attack strategies in compromising the subscriber privacy. Therefore, protecting all identifiers used in a Next Generation system, that are relevant to privacy, is one of the most important key issues towards achieving the subscriber privacy. The scope of protection for ensuring subscriber privacy should cover all the subscriber identifiers that are:

-
permanent;

-
temporary;

-
used by the RAN (control plane and user plane);

-
used by the CN (control plane and user plane);

-
tied to the subscription; or

-
tied to the device and closely related to the subscription.

Editor’s Note: It is FFS to determine if protecting identifiers related to application layer or external parties is under the scope.

5.7.3.1.2
Security and privacy threats 

If the subscriber identifiers are not appropriately protected, an inside or outside attack might lead to privacy incidents (and possibly privacy breaches) such as: 

-
unlawful exposure of subscriber’s identity; 

-
unauthorised detection of subscriber’s presence in certain location;  

-
unintentional tracking of subscriber’s movement; or

-
unauthorised knowledge of subscriber’s activity patterns, etc.

Such incidents might ultimately have more serious consequences such as: 

-
damage to the victim’s reputation;

-
compromise of the victim’s safety; 

-
damage to the operator’s reputation, or 

-
financial loss to both the victim and the operator. 

Therefore, potential threats are

-
The subscriber’s identity might be disclosed or made inferable to an unauthorized party.

-
The subscriber’s location might be linked to its identity by an unauthorized party.

-
The subscriber’s communication or activity data might be linked to its identity by an unauthorized party.

-
The subscriber’s identifiers across different services might be correlated by an unauthorized party.

-
The subscriber’s identifiers might be spoofed by an attacker.

5.7.3.1.3
Potential privacy requirements

-
The subscriber identifier protection shall be at least as strong as provided by existing UMTS and LTE system.

-
Temporary subscriber identifiers shall be used instead of permanent subscriber identifiers in communication, whenever feasible.

Editor’s Note: It is FFS to determine if only the temporary subscriber identifiers could be used in all communications.

Editor’s Note: It is FFS to determine if secure or trusted storage of permanent identifiers is within the scope of this clause.

-
From one or more temporary identifiers, it shall not be feasible for an unauthorized party to identify the corresponding permanent identifier.

-
It shall be possible to anonymize permanent subscriber identifiers when appropriate, for example required by regulations, receiving node not needing to identify the subscriber, etc.

-
Temporary subscriber identifiers shall be sufficiently unpredictable, where sufficient unpredictability means at least choosing from uniformly distributed random identifiers while taking into consideration the identifiers currently in use.

-
Temporary subscriber identifiers shall be refreshed regularly, where regular refresh could be triggered by configurable timers or appropriate protocol events.

Editor’s Note: The two immediate requirements above should be reformulated in a less implementation-specific manner.

Editor’s Note: It is FFS to determine if it is feasible to regularly refresh RAN level temporary subscriber identifiers.

-
Core Network traffic, which carries subscriber identifiers, shall be protected from eavesdropping.

Editor’s Note: It is FFS if it is feasible to prevent eavesdrop of permanent subscriber identifiers in the radio interface.

-
Permanent subscriber identifier should not be available to the network entities where the permanent subscriber identifier is not necessary for services and network operations.
5.7.3.2
Key Issue #7.2: Refreshing temporary identity

5.7.3.2.1
Key issue details

GSM/GPRS, UMTS and LTE all uses temporary UE identities such as the TMSI.  This is done partly as a privacy measure, making it harder to track the location or activity of a particular UE.  The longer a temporary identity remains unchanged, the easier it is for an attacker to undermine this privacy.

Editors' note: Network identifiers are for ffs

5.7.3.2.2
Security threats 

A visited network may not change a UE’s temporary identity for a long time.

Editors' note: more threats need adding.

5.7.3.2.3
Potential security requirements

-
The UE should have some ability to trigger a refresh of temporary identity.  Care must be taken not to create network overload, however.

NOTE1:
The decision to refresh the keys is the responsibility of the network

Editors' note: The action of the UE if the network fails to change the security is for ffs
5.7.3.y
Key issue #7.y: <key issue name>

5.7.3.y.1
Key issue details

5.7.3.y.2
Security threats 

5.7.3.y.3
Potential security requirements
5.7.4
Solutions
5.7.4.1
Solution #7.1: UE can request an update of temporary identity

5.7.4.1.1
Introduction  

This solution addresses key issue #7.2.

5.7.4.1.2
Solution details  

Editors' note: more details are needed here

Signalling messages should be defined to allow a UE to request the visited network to update its temporary identity (or identities).  It is too early to say exactly whether a new message type will need to be defined, or an existing message type adapted; and it is too early to say which node in the visited network will be the recipient of this message.  

Note that this is a request that the visited network may (and normally will) fulfil – not a demand that it must fulfil.  This means that the visited network retains ultimate control.

A possible, optional extension is that the UE drops the connection if the request is not fulfilled.

Note that this in no way reduces the network’s ability to refresh temporary identities whenever its policy requires.

5.7.4.1.3
Evaluation 

TBD
5.7.4.z
Solution #7.z: <solution name>

5.7.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.7.4.z.2
Solution details  

5.7.4.z.3
Evaluation 

5.7.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.8
Security area #8: Network slicing security 

5.8.1
Introduction 

Editor’s Note: The text in this close needs to be reformulated in a more coherent manner.
Network slicing will be an important component of the Next Generation network. It enables the operator to create networks customised to provide optimized solutions for different market scenarios which demands diverse requirements, e.g. in the areas of functionality, performance and isolation. A network slice is composed of a collection of logical network functions that supports the communication service requirements of particular use case(s).The features and requirements of slicing cause security problems and lead to security requirements. There are some key issues to address to assure the security of slicing network.

Functionalities and capabilities within 3GPP scope that enables the next generation system to support the Network Slicing and Network Slicing Roaming requirements are defined in TR 22.864 [6]. Solutions for the network slicing which include architecture and functionality are defined in TR 23.799 [2].

The support for network slicing concept is studied in TR 23.799 [2] where several related features with potential security implications are considered such as the sharing of network functions and the isolation between the different slices. In particular in relation to isolation, several security requirements are proposed in TR 22.864 [6] where it is implied that network slices might be potentially open for 3rd parties to run their own functions or even might be entirely managed by external parties such as an enterprise or a public safety organization.

Other requirements and use cases from [6] indicate that the service access model is different in the Next Generation systems. UEs are not only able to access the services through different types of access networks: 3GPP, non-3GPP, trusted and less trusted, but also able to simultaneously access services provided by different network slices. All these capabilities combined lead to a proliferation in the number of possible deployment scenarios for example depending on which functions are shared, which type of network access is used, what is the trust relationship between the service provider and the network operator, etc.  

The key issues that need to be addressed by SA3 on this security area include but not limited:

-
Security isolation of network slices;

-
Security mechanism of each slice;

-
Security on UEs’ access to slices;

-
Security on sensitive network elements;

-
Security on management of slicing;

-
Security on interacting with third party;

-
Security of inter slice communications

-
Virtualization security

Editor’s note: A note is to be added to clarify that security isolation of network slices applies to both physical isolation and logical isolation.

5.8.2
Security assumptions
Editor's Note: This clause will document security assumptions related to network slicing. 
In order to better capture the security assumptions for network slicing, the following aspects need to be taken into consideration:

-
Network function sharing; 

-
Access network sharing;

-
Access from less trusted networks;

-
Coexistence within a network slice with 3rd parties’ network functions;

-
Coexistence between network slices with different security assurance requirements; 

-
Simultaneous UE connections to multiple network slices;

-
Simultaneous UE connections through different access technologies.

-
Possible deployment scenarios and trust relationship between the network operator and the service provider, e.g. third party application server.

Editor’s Note: This list may not be exhaustive and may be revised depending on the progress in the other working groups.

5.8.3
Key issues
5.8.3.1
Key Issue #8.1: Security isolation of network slices

5.8.3.1.1
Key issue details

Editor’s Note: Aspects related to independent and network slice specific security policies should be merged with Key Issue #8.2. 

Isolation between slices is a basic requirement of slicing network. TR 22.864 (ref.[6].5.1.2.1) and TR 22.891(ref.[7].5.2.3) have given some specific requirements about isolation. For example, elasticity and change of slices or the communication in one slice cannot have impact on services served by other slices. One slice cannot have unauthorized access to functions in other slices. These can be utilized to launch attacks without isolation.  

Network slices need to be isolated from each other in robust way. One network slice supporting one group of UEs or supporting one set of functions, if got compromised, shouldn’t negatively impact the performance and security of another network slice. It should be possible for each network each slice to have independent security policy in accordance with the defined functionality of the network slice requirement. The isolation should not be restricted to isolate between different slices but also allow multiple instances of the same network slice.

Editor’s Note: It is needed to further clarify the concept of network slice instances in this context and the difference with the concept of network slices. 

5.8.3.1.2
Security threats 

Without isolation, attackers who have access to one slice may launch an attack to other slices. For example, capacity elasticity of one slice may consume the resources of other slices, which causes lack of resources and cannot support the services of others. Attackers may utilize this to launch a DoS attack to slices. Attackers can also steal data by having illegal access to functions in other slices or covert channel attack. 

5.8.3.1.3
Potential security requirements.

-
It should be possible to define an identity for the network slice and define security policies per network slice.

Editor’s Note: Further explanations are needed in order to clarify the concept of network slice identities and motivate the requirement above.

· Platforms supporting network slice should be robust enough to provide isolation from one network slice to another slice. It should be possible to reserve resources per network slice. 

Editor’s Note: It is FFS how to define robust platforms.

· The 3GPP System shall have the capability to provide a level of isolation between network slices which confines a potential cyber-attack to a single network slice. 

Editor’s Note: The requirement above should be refined possibly into more concrete requirements e.g. addressing each a specific type of attack.

5.8.3.2
Key Issue #8.2: Security mechanism differentiation for network slices

5.8.3.2.1
Key issue details

The next generation network will be a service-oriented network and different services have different requirements, including security. As proposed in TR 22.891 (ref.[7] 5.2.3 ), the 3GPP System shall have the capability to conform to service-specific security assurance requirements in each single network slice, rather than the whole network, which means every slice can have service-specific security mechanisms(including e.g. policy, protocols and functions and so on) configured.

-
On eMBB services, we could reuse or optimize the mechanism in LTE, i.e. to keep the authentication and credential management entities within the core network and use IMSI as the user’s only credential. 

-
On IoT services, the more quick access authentication protocol should be considered to meet the requirement of large amount devices visit "AN" (e.g. RAN node or common function node), the lighter cryptographic algorithms or/and protocols should be considered to meet low cost and low battery situation on IoT devices.

Editor’s note: It is FFS for other service technology requirements on security mechanisms. It is FFS how to define the controlling policy on security mechanisms.

5.8.3.2.2
Security threats 

 Editor’s Note: Proposed security threats description is "Security mechanism should balance security and cost. Every single service scenario may have different consideration on the balance. Different security mechanisms for different slices should be defined."
5.8.3.2.3
Potential security requirements.

To satisfy security requirements from different types of network slices, the 3GPP System shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network. Different security mechanisms shall be supported to meet the slice specific requirement. The controlling policy among different security mechanisms shall be supported.

5.8.3.3
Key Issue #8.3: Security on UEs’ access to slices

5.8.3.3.1
Key issue details

TR 23.799 defines the procedure(s) for selection of a particular Network Slice for a UE (ref. [2] 6.1.2). To achieve network slicing function, the UE needs to be configured a multi-dimensional descriptor (e.g. application, service descriptor), and reports multi-dimensional descriptor to the network. Based on this multi-dimensional descriptor provided by the UE and on other information (e.g. subscription) available in the network, the relevant functions within a certain network slice can be selected. To ensure that slices can be selected and accessed correctly for UEs, how to protect security of the procedure(s) should be addressed. 

Editor’s Note: The selection procedure is still being studied in other working groups. The text above should be revised based on their progress

Besides the slice selection security assurance, it is expected that the Next Generation systems are able to provide access to services in different ways. A UE can simultaneously access multiple services delivered by different network slices. It can also access the services through different types of access networks, 3GPP and non-3GPP, trusted and less trusted. Furthermore, in the context of the IoT, it is expected that there will be a proliferation in the types and the number of connected devices (UEs) such sensors and smart wearables.

There are potentially several vulnerable links over which the access to the network slice and hence the service can take place.
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Figure 5.8.3.3-1: Access links in Next Generation systems

Solutions for this key issue should aim to be generic to the extent possible in order for the authorization mechanism to support such variety in access/device type and also to be future proof.

5.8.3.3.2
Security threats 

Data(e.g. multi-dimensional descriptor or subscription) used for slice selection may be tampered or forged, which leads to an incorrect slice selection result so that UE cannot obtain service from a right slice or un-subscribed UE may be allocated to slices.

User’s privacy information (e.g. application or request service descriptor) used in this procedure may be intercepted or eavesdropped.

If UEs are not authenticated and authorized for their usage of a particular network slice, unauthorized UEs may get connected to the network slice and consume resources

If there is no proper authorization mechanism for service access, then this opens up for different types of attacks such as impersonation and denial of service. Impersonation attacks can lead to fraudulent charging and can potentially leak sensitive information on the victim UE. On a larger scale such as the massive IoT, efficient denial of service attacks could be mounted causing fast resource depletion and consequently loss of service, money and reputation.

If unprotected, an attacker eavesdropping on the access links can get hold of sensitive service or even access related information. In addition, a skilful attacker can hijack the ongoing session and inject his own data packets. The attacker can as well replay intercepted packets causing an unnecessary overload in the system that may affect availability and service quality.

5.8.3.3.3
Potential security requirements

-
The authentication mechanism is needed to guarantee the network slicing assigned to the appropriate subscriber. 

Editor’s Note: The text above needs to be reformulated as a requirement and the difference with the last requirement needs to be clarified. Otherwise it could be removed.

· The 3GPP System shall provide the capability to protect the authenticity, integrity and confidentiality of messages exchanged in the procedure of slice selection.

· There shall be means to prevent unauthorized UEs from gaining access to services.

· There shall be means to prevent authorized UEs from misusing their access rights.

-
There shall be means to authenticate UEs for access authorization.

5.8.3.4
Key Issue #8.4: Security on sensitive network elements

5.8.3.4.1
Key issue details

There are some sensitive network elements which contain sensitive data or perform security related functions, e.g. HSS contains customers’ profiles and their credentials. Security is a fundamental requirement of these sensitive elements. Slicing architecture can increase the risk of network elements getting attacks. Solutions for this key issue will study: 

The type and form of sensitive network elements in slicing network; 

The mechanism for protecting a sensitive network element.

5.8.3.4.2
Security threats 

Editor’s Note:  Proposed security threats description is "Slicing architecture can increase the risk of network elements getting attacks. For example, virtualization can lead to lack of physical boundary protection and sensitive NEs located in every slice may increase the attack interfaces".

5.8.3.4.3
Potential security requirements

-
Sensitive network elements should be protected from other entities. 

Editor’s Note: It is FFS how to define other entities.

5.8.3.5
Key Issue #8.5: Security on management of slicing 

Editor’s Note: It should be clarified with SA2 and SA5 which are (if any) the interfaces used for the management of network slices and whether they are in scope of SA3. The same applies to Key Issue #8.6.

5.8.3.5.1
Key issue details

The 3GPP system provides capabilities for operators to manage slices e.g. set parameters for resource sharing or dynamically create network slice. The capabilities should be under control of authorized operators. 

5.8.3.5.2
Security threats 

Attackers may illegally obtain capabilities to manage slices or on-going services and launch attacks to slices (e.g. terminate a slice or compromise a critical network function). 

5.8.3.5.3
Potential security requirements

-
The capabilities to manage network slices should be under control of authorized operators.

5.8.3.6

Key Issue #8.6: Security on interacting with third party

5.8.3.6.1
Key issue details

The 3GPP systems provide capabilities for authorized third parties to create, manage a network slice configuration (e.g. scale slices) via suitable APIs. These interfaces can be utilized to launch attacks by unauthorized third parties. 

5.8.3.6.2
Security threats 

Attackers may utilize 3rd party APIs to attack slices.

5.8.3.6.3
Potential security requirements

-
The APIs should be accessed by authorized third parties.

5.8.3.7
Key Issue #8.7: Security of inter slice communications

5.8.3.7.1
Key issue details

When network slices implement dedicated network functions, inter slice communications are inevitable. Inter network slice communications should be made tamper proof. 

5.8.3.7.2
Security threats

Network slices can be attacked and functionality of network slices could be hampered if inter slice communication is not protected. 

5.8.3.7.3
Security requirements

-
Inter network slice interaction needs to be secured maintaining the sanctity of restrictions of the slice. 

-
Interfaces between the network slices need to be protected similar to the current Network Domain Security. 

Editor’s Note: Further explanations are required about inter slice communication.

5.8.3.8
Key Issue #8.8: Virtualization security 

Editor’s Note: It is FFS whether security in virtualization is in scope of 3GPP.

5.8.3.8.1
Key issue details

The Virtualization Security identifies the key issues related to the adoption of virtualisation technology in the Next Generation Network to identify the security mechanisms, which need to be supported to ensure for example, traffic segregation, control of the allocated Virtual Network Functions (VNF) and limitation of their reachability/visibility. 

In particular this security area deals with concerns such as:

-
Lack of logical and physical isolation between distinct VNF hosted by the same hypervisor 

-
Lack of authentication between network virtual functions

-
DoS effects, e.g. starvation of resources allocated to virtual network functions or network slices, 

-
Integrity of hypervisor and hosted VNFs.

5.8.3.8.2
Security threats

TBA

5.8.3.8.3
Security requirements

TBA
5.8.3.y
Key issue #8.y: <key issue name>

5.8.3.y.1
Key issue details

5.8.3.y.2
Security threats 

5.8.3.y.3
Potential security requirements
5.8.4
Solutions
5.8.4.z
Solution #8.z: <solution name>

5.8.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.8.4.z.2
Solution details  

5.8.4.z.3
Evaluation 

5.8.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.9
Security area #9: Relay security
5.9.1
Introduction 

In next generation systems connectivity over relays need to be supported to cover varied scenarios. The remote UE which needs the connectivity may have different capabilities in terms of radio, power and communication resources. Such devices could be regular UEs or UEs such as wearable and constraint devices. The device may connect to the relay UE using 3GPP technology or any other technology. Whatever technology is used for the D2D interface, this interface needs to be secured.
5.9.2
Security assumptions
The UE of wearable device, which can be connected to the 3GPP network directly or via another UE, should have a subscription associated to its own subscriber’s identity (e.g. IMSI) with mobile operator. If there is no separate subscriber permanent identity or a temporary identity cannot be established, individualized services may not be possible for the device.
5.9.3
Key issues
5.9.3.1
Key Issue #9.1: Mutual authentication of remote UE and network over a relay

5.9.3.1.1
Key issue details

Whether the remote UE is in direct connection or in indirect connection, it should be possible for the UE and the network to mutually authenticate. Since the remote UE may be constrained device, the procedure should be as efficient as possible.

5.9.3.1.2
Security threats 

If network doesn’t authenticate devices accessing over a relay, it may result in unauthorized access of 3GPP network over relays and such UEs may consume precious network resources.

If remote UEs accessing network over the relay doesn’t authenticate the network, these UEs may be connecting to fake networks and may lose their data or may get hacked. 

5.9.3.1.3

Potential security requirements

-
It shall be possible to uniquely identify an UE (e.g. wearable device), when it is connected to the network via another UE (e.g. smart phone).

-
It shall be possible to mutually authenticate the remote UE and the network when the remote UE is in direct network connection or in indirect network connection. 

5.9.3.2
Key Issue #9.2: Integrity and confidentiality protection of remote UEs

5.9.3.2.1
Key issue details

If the network is able to identify the remote UE uniquely and provide a unique connection to it, then this connection should be integrity protected and confidentiality protected from eve droppers.

5.9.3.2.2


Security threats 

Without integrity protection of signaling messages the remote UE session over relays could be manipulated and hijacked. 

Without confidentiality remote UE data to and from it could be manipulated.

5.9.3.2.3
Potential security requirements

- 
It shall be possible to provide integrity and confidentiality protection for the remote UE at the access layer.

 - 
The relay UE shouldn’t be able to intercept any data passing over it, irrespective of any security at the IP layer.

5.9.3.3
Key Issue #9.3: Remote UE session continuity

5.9.3.3.1
Key issue details

The remote UE may move from direct network connection to indirect network connection or change connectivity from one relay UE to another relay UE (ie one indirect connection to another indirect connection), conveniently available nearby. During such connection  changes, it should be possible to continue ongoing communication sessions.  Otherwise the communication session is lost for the remote UE. 

5.9.3.3.2

Security threats 

Without session identification and protection for the remote UE, session continuity cannot be provided.

Ongoing sessions could be hijacked by other UEs.

5.9.3.3.3
Potential security requirements

- 
It shall be possible for the 3GPP network to recognize the remote UE behind a relay at the access layer and should be able to provide seamless mobility and service continuity when the UE moves between direct and indirect network connection. 

- 
The 3GPP Network should be able to authorize the remote UE to provide appropriate service level at QoS as the remote UE is eligible. 

- 
The 3GPP shall support dedicated accounting for the remote UE when it communicates over a relay UE.

- 
The 3GPP shall support LI of the remote UE when it communicates over a relay UE.
5.9.3.y
Key issue #9.y: <key issue name>

5.9.3.y.1
Key issue details

5.9.3.y.2
Security threats 

5.9.3.y.3
Potential security requirements
5.9.4
Solutions
5.9.4.z
Solution #9.z: <solution name>

5.9.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.9.4.z.2
Solution details  

5.9.4.z.3
Evaluation 

5.9.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.10
Security area #10: Network domain security 

5.10.1
Introduction 

The Signalling Plane Security area focuses on the key issues related to the signalling protocols such as the lack of authentication and integrity mechanisms in the core network. This security area also covers issues like the signalling overload  and the mechanisms which need to be integrated in the network to avoid or at least limit the impact due by DoS attacks towards the network infrastructure or against others devices/users.
In particular this security area deals with concerns such as:

· The overload of control plane messages.

-
The lack of native support of authentication and integrity mechanisms in the core network signalling messages.

5.10.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.10.3
Key issues
5.10.2.1
 Key Issue #10.1: Network and NE communication security

5.10.2.1.1
Key issue details

The service evolution, network evolution and infrastructure virtualization brings new challenges on current widely deployed network domain protection and IPsec tunnel implementation. 

5.10.2.1.2
Security threats 

In LTE network, the core network is normally regarded as the secure network domain and the access network part are normally regarded as the unsecure domains. In next generation mobile networks, some network functions or some parts of the network functions of the core network could possibly be deployed in the unsecure domain. 

Editor's Note: It is ffs whether network functions of the core network could or should be deployed in the unsecure domain and, if so, which the security implications would be. It is noted that a different choice of the security protocol would not help if the endpoint is insecure. 

Thus it increases the risk of communication between the RAN parts and the CN parts, as well as the inter-communication between the CN elements located in secure and unsecure domain.

For the network secure domain protection model, IPsec are widely deployed to enable the NE in unsecure domain accessing the secure domain, and to enable the NE in different domain securely connecting to each other. In next generation mobile network, the network domain partition is complicated and the number of IPsec tunnels will be significantly large, therefore configuring IPsec tunnel will be a big challenge. The virtualized network infrastructure makes the condition worse, since the network elements and functions could be deployed dynamically in different location. Also, the fast deployment of next generation mobile network brings difficulties of IPsec management.

Editor's Note: It is ffs whether security functions inbuilt in a virtualised infrastructure / cloud environment could help to solve this problem. 

Although IPsec could be configured as quintuple, i.e. (source-IP, destination-IP, protocol, source-port, destination-port), most realization deploys only IP level policies or even any-to-any policy. In next generation mobile network, the dynamic service and dynamic network will make such any-to-any or IP-to-any configuration much more common, since the IP and ports are changing along with the service orchestration. It is hard to maintain access control in case of any-to-any policy widely deployed. The IPsec tunnel mode sometimes makes the packet forward path longer than a direct connection. In delay critical application, both the forwarding path and the encryption/decryption could deduce the experience of service. For example, the communication between adjacent access points might have the path of AP-1 - SecGW1 - SecGW2 - AP-2, which brings significant forwarding delay and 2 times of encryption and decryption computation.

Editor's Note: It should be noted that already LTE allows protecting X2 connections using IPsec directly between eNBs. The star configuration described above is just one option. In case two adjacent base stations are in different security domains it needs further study from a security point of view whether it is desirable to have a direct IPsec connection between them. 

Current IPsec deployments mainly use certificate as the authentication credential. The certificate requires a PKI system, which is a big cost. In addition, PKI systems meet difficulties in initial certificate application, certificate revocation and the periodical revocation list updating brings risk to the network. The online certificate status validation protocols, like OCSP, could help to solve this problem, however it is not widely used so far. In virtual infrastructure, certificate management could be much more difficult because of the virtual network functions are dynamically deployed.

Editor's Note: It is ffs whether the use of a PKI incurs higher or lower cost compared to other approaches, e.g. pre-shared secrets. It is ffs whether security functions inbuilt in a virtualised infrastructure / cloud environment could help to solve this problem.

5.x.2.y.3
Potential security requirements

As discussed in upper sections, the network and communication security in the next generation system should consider the following requirements:

Editor’s Note: It is ffs whether more security protection methods, e.g. at transport layer or application layer, should be supported and whether more authentication methods, besides certificates (and PKI), should be supported to authenticate the communications between NE.

-
The security mechanism should be applicable for the initial deployment of network elements and network functions, as well as the dynamic network orchestration, for example, if Network Functions Virtualization (NFV) technologies are introduced to build a NextGen network.

5.10.3.y
Key issue #10.y: <key issue name>

5.10.3.y.1
Key issue details

5.10.3.y.2
Security threats 

5.10.3.y.3
Potential security requirements
5.10.4
Solutions
5.10.4.z
Solution #10.z: <solution name>

5.10.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.10.4.z.2
Solution details  

5.10.4.z.3
Evaluation 

5.10.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.11
Security area #11: Security visibility and configurability 

5.11.1
Introduction 

Editor's Note: This clause gives background information on the security area. 
5.11.2
Security assumptions
Different services or access networks may have different security capabilities, such as confidentiality, integrity, and cryptographic key sizes.
Some of the details might be out of 3GPP scope, such as specific user experience of UE, and implementation details of UEs. However, there could be some minimum requirements for secure network service experience.

Presentation of security to users (of UEs) will be simple and clear enough to understand without prior knowledge, but with possible further options for advanced uses.

5.11.3
Key issues
5.11.3.1
Key Issue #11.1: Service-dependent security requirements

5.11.3.1.1
Key issue details

The level of security that a UE needs, or would prefer, or should expect, may vary depending on what services it is using at the time.  Some possible examples:

-
There may be some services / applications that, because of their sensitivity, should not run at all in the absence of user plane encryption, or in the absence of user plane integrity.

-
There may be some services / applications that, because of their sensitivity, should only run when at least UMTS security is in operation, even though the device supports GSM/GPRS.  Or at least LTE security, even though the device supports UMTS.  Or at least NextGen security (if NextGen introduces some enhanced security features relative to LTE), even though the device supports LTE.

-
There may perhaps be some services / applications that, because of their sensitivity, would benefit from a change of temporary UE identity happening immediately before the service runs, or immediately after, or both.

5.11.3.1.2
Security threats 

There may be a gap between the level of security that a UE needs, or would prefer, or should expect – depending on what services it is using at the time – and what is actually provided, even though the needed / preferred / expected security level is achievable.

5.11.3.1.3
Potential security requirements

-
There should be a means for the UE to be aware of the mobile security requirements of individual services / applications, and to act on that knowledge.

Editors' note : it is ffs as to whether this requirement only applies to 3GPP applications.

5.11.3.2
Key Issue #11.2: User awareness of security

5.11.3.2.1
Key issue details

Next generation system is expected to diverse access networks (Section 4.1 of TR 23.799), services (Section 5 of TR 22.891), and UE types. Different networks or services may have different security capabilities, but the implication of it may hardly be understood by users. Since this could mislead users to mistakenly trust or doubt the current service or access networks, and make harmful decision, there should be some way to let users be aware of major security implications (e.g. fallback to weak security).

5.11.3.2.2
Security threats 

Attackers could specifically target UEs in access networks or services with weak security, while users do not fully understand the situation, so for users to do sensitive transactions over the less secure environment. In general, this will make UEs more vulnerable.

Active attackers could make a UE move to less secure service or access network (e.g. by jamming the current serving eNB or network). Downgrade of security will make UEs and users more vulnerable.

Active attackers might let user to believe it is attached to a secure service or access network, while it is not the case in reality.

5.11.3.2.3
Potential security requirements

-
UEs shall be able to present users of security indication of current services or access networks. In addition, detail information including security capability or parameters may be presented for the advanced users’ reference.

-
Access networks and services should be able to provide information to UEs, which is necessary to derive security indication for users.

-
UEs should be able to collect security capabilities of access networks and services, and derive security indication for users from those parameters.

-
UEs should be able to validate security indication related information from network.

5.11.3.3
Key Issue #11.3: User control of security

5.11.3.3.1
Key issue details

Assuming that a user (and a UE) comes to aware of some of security capability of access networks or services, whether such information is provided by networks or services, or the UE derives it from other procedures, the user (or the UE) may need to control the security to its preference.

5.11.3.3.2
Security threats 

Although a user is aware of security level, if the access network or service selection is based on the other factors than security, the user (and a UE) might have no choice but to use less secure ones. Attackers could make use of this, and lead users (and UEs) to less secure situations. This will make more secure services or access networks unavailable to UEs.

Attackers could try bid-down attack in the middle of network and a UE, to lead to use least secure parameters.

5.11.3.3.3

Potential security requirements

Editor's Note: In email discussion it was noted that any mechanism like this should be designed carefully, to minimise the risk of accidental connection failures. It is for further study how this concern should be captured in e.g. a Note in this section.

· UEs shall provide users with means to select from available access networks or services, based on security capabilities (or security levels) of access networks or services.

· UEs shall provide users with means to configure minimum (or preferred) security capabilities (e.g. levels or parameters) which UEs shall try to satisfy when UEs choose or negotiate with access networks or services. There might be pre-defined default configuration of minimum (or preferred) security capabilities.

· UEs shall be able to send the preferred security capability (or parameters, possible security levels, if agreed) to access networks or services. Access networks or services should try to meet the request from UE and provide acknowledgement whethere the requested security is achieved or not.

Editor’s note: It needs to be checked if requirements are overlapped with S3-160830

5.11.3.4
 Key Issue #11.4: On demand security framework

5.11.3.4.1
Key issue details

Next generation mobile network will provide an open service platform for diverse services and applications. The varying characteristics of those services and applications, along with the diverse device capability, requires a flexible and on demand security framework. The requirements come from the following use cases [7]:

-
Different services have different security protection levels

-
Application QoS restricts the security level, e.g. security protection should satisfy the processing delay restriction that service required

-
The service and end user characteristics require a flexible security framework

-
The power consumption of the network and the end user device should be considered in next generation mobile network

-
The capability restriction of the end user device requires next generation mobile network a flexible security mechanism

5.11.3.4.2
Security threats 

Traditional fixed mechanism and fixed policies are not applicable in next generation mobile network, since next generation mobile network is open to adopt to diverse services and applications.

In next generation mobile network, there will be some services that require very high security protection level, for example the public safety system. A low level protection could cause attackers to publish fake messages, which could lead to public panic. However, low cost low security devices may be denied access to next generation mobile network services if different security protection level is not supported, and limits the application of NextGen network.

5.11.3.4.3
Potential security requirements

The requirements for the next generation mobile network are:

-
Next generation mobile network should have a flexible and extensible security framework to protect diverse services and applications, various devices capabilities.

-
Security service is configurable and negotiable, when commission or when application deployment, or when user requests a specific service.

-
The end user application, end user device and the network should have the capability to change the security policy, security capability and security parameters, when required. The change could be done via parameter configuration or software upgrade.

5.11.3.y
Key issue #11.y: <key issue name>

5.11.3.y.1
Key issue details

5.11.3.y.2
Security threats 

5.11.3.y.3
Potential security requirements
5.11.4
Solutions
5.11.4.1
Solution #11.1: Device API allowing an application to state security requirements

5.11.4.1.1
Introduction  

This solution addresses key issue #11.1.

5.11.4.1.2
Solution details  

Editors' note: more details are needed here and also we need to decide if this is in scope of 3GPP.  We also need to take care of malware impacts on the network through this API.

The device presents an API that allows individual applications to specify minimum security requirements.

This is described only at a very high level because its detailed specification is not likely to be done by 3GPP.

5.11.4.1.3
Evaluation 

TBD
5.11.4.z
Solution #11.z: <solution name>

5.11.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.11.4.z.2
Solution details  

5.11.4.z.3
Evaluation 

5.11.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.12
Security area #12: Credential provisioning 

5.12.1
Introduction 

Editor's Note: This clause gives background information on the security area. 
5.12.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.12.3
Key issues
5.12.3.1
Key issue #12.1: Credential provisioning

Editor's Note:some aspects of credential provisioning are addressed in 820, too. These aspects in 820 should eventually be merged with 611. 

5.12.3.1.1
Key issue details

SA1 TR 22.861 has the following requirement in [PR.5.1.3.2-001] for IoT UEs "The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials." We understand the text "3GPP subscription credentials" such that it refers to USIM credentials on a UICC as they are currently defined, i.e. they are the credentials required for the AKA protocol. (tbc by SA1). But other SA1 requirements point to the potential need for supporting non-AKA authentication methods requiring different credentials, cf. e.g. requirements referring to "alternative authentication methods" in TR 22.862. We therefore distinguish these two cases below. 

a) AKA credentials on UICCs 

UICCs are likely to continue to play an important role in NextGen security.

Traditionally, provisioning of subscriber credentials in UICCs and Authentication Centres for AKA-based authentication have not been subject to 3GPP standardization. 

Over the last years, a standard for embedded UICCs has been developed by the GSMA and by ETSI TC SCP. Embedded UICCs allow for remote provisioning of credentials. The conceptual framework for embedded UICCs includes a solution for the problem of gaining initial connectivity to the provisioning server. This initial connectivity can be provided using pre-installed USIM credentials and therefore requires no changes to 3GPP standards. 

Editor's Note: The initial connectivity could also be provided through the connectivity of a companion UE or through non 3GPP access (GSMA SGP.21 v 1.0 and SGP.22 v1.0).  

Further concepts for remotely manageable UICCs are currently being worked on. 

b) Other cases

Editor's Note: These 'other cases' may refer to non-AKA credentials in future versions of UICCs or in other forms of storage on the UE. (Both are ffs).  In particular, it is ffs whether the concept of UICC may evolve in NextGen so as to include also the storage of non-AKA credentials. 

An SA1 requirement may necessitate the support for alternative authentication methods, cf. above. . 

Editor's Note: It is ffs whether EAP-TLS or EAP-TTLS, or the use of client certificates, are suitable examples of these methods. 

It may be desirable to provision such non-AKA-credentials, to the UE.

Editor's Note: Such a provisioning process may use an online process involving a provisioning server. It is ffs whether there would be a need to specify such a process in 3GPP. But even if it is decided not to specify such a non-AKA credential provisioning process in 3GPP it may be desirable to specify some minimal support for such processes in 3GPP, namely for enabling initial connectivity to the provisioning server for the case that initial connectivity cannot be provided using pre-installed USIM credentials.  

5.12.3.1.2
Security threats 

Unauthenticated access entails the risk of Denial of Service against the NextGen serving network.

Unauthenticated access entails the risk of unauthorized use of NextGen services if traffic from an unauthenticated UE is not strictly limited to communication with a provisioning server predefined in the NextGen core network.

Editor’s note: The list of security threats needs to be further completed.

5.12.3.1.3
Potential security requirements

Editor's Note: It is ffs whether optional support by the 3GPP network for  access to provisioning servers is needed.   This issue is to be distinguished from the credential provisioning procedure between UE and provisioning server. For the latter, it is ffs whether the provisioning procedure is standardized in 3GPP or uses method described in other groups.

5.12.3.2 
Key Issue #12.2:  Remote credential provisioning for IoT devices

5.12.3.2.1 
Key issue details

The next generation system will combine multiple network accesses and new services, such as Internet of Things (IoT). Different network accesses and services have their own characteristics therefore the requirements for security mechanisms are diverse. 

Internet of Things (IoT) is one of the five catertories classified for NextGen use cases in [1] (TR 22.891). IoT devices will span a wide range, from small devices (such as sensors, wearable devices) to big devices (such as smart home appliance). Some of them may not be pre-provisioned with 3GPP subscription credentials when they are manufactured, and thus cannot access the 3GPP network directly though they may access the 3GPP network with a companion UE with 3GPP credentials..

5.12.3.2.2 
Security threats 

An attacker may be able to attack the communication between the 3GPP network and legitimate IoT devices during their remote provisioning procedure in case there is no secure mechanism to protect the confidentiality and integrity. They may misuse these credentials, which may cause a lot of issues, such as charging issue, invasion of privacy.  

5.12.3.2.3 
Potential security requirements

-
The 3GPP System shall support a secure mechanism to remotely provision an IoT device that has not been pre-provisioned, with its 3GPP subscription credentials.

Editor’s note: It is ffs whether this provisioning is standardised in 3GPP or uses method described by other groups
5.12.3.y
Key issue #12.y: <key issue name>

5.12.3.y.1
Key issue details

5.12.3.y.2
Security threats 

5.12.3.y.3
Potential security requirements
5.12.4
Solutions
5.12.4.z
Solution #12.z: <solution name>

5.12.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.12.4.z.2
Solution details  

5.12.4.z.3
Evaluation 

5.12.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
5.x
Security area #x: <security area name> 

Editor's Note: The study is expected to be divided into several security areas which all have their own key issues and solutions. Security areas are not in any particular order but they are added incrementally (x = 1, 2, 3…) when new area is identified. 
5.x.1
Introduction 

Editor's Note: This clause gives background information on the security area. 
5.x.2
Security assumptions
Editor's Note: This clause will document security assumptions related to each security area. 
5.x.3
Key issues
Editor’s note: This clause will contain the key issues that need to be addressed by SA3 on each security area. The exact contents are FFS. 

5.x.3.y
Key issue #x.y: <key issue name>

Editor's Note: Key issues within the security area are not in any particular order but they are added incrementally (y = 1, 2, 3…) when new key issue is identified. 'x' refers to the security area. 
5.x.3.y.1
Key issue details

5.x.3.y.2
Security threats 

5.x.3.y.3
Potential security requirements
5.x.4
Solutions
5.x.4.z
Solution #x.z: <solution name>

Editor's Note: Solutions within the security area are not in any particular order but they are added incrementally (z = 1, 2, 3…) when new solution is identified. 'x' refers to the security area.
5.x.4.z.1
Introduction  

Editor’s note: Each solution should list the key issues that it addresses. There may be references to the key issues outside the security area. 
5.x.4.z.2
Solution details  

5.x.4.z.3
Evaluation 
5.x.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
6
Conclusions 

Editor’s note: This clause will contain the overall conclusions made by SA3.
Annex A:
Focus areas, and rationales behind them
Editor’s note: It is proposed that this Annex would include a list of security topics that are expected to help identifying areas of preferred contributions. 
Annex B: 
Guiding principles

Editor’s note: It is proposed that this Annex would include a list of guiding principles. 

B.1 
Introduction

Editor’s note: A placeholder clause for an introduction 

B.2 
Guiding principles

B.2.1 
Usage of the wording 'security level' for a system: 

B.2.1.1 
Issue details

The issue with the notion of ‘security level’ is that it assumes that there is a one-dimensional representation that indicates a ‘level’ of security of a complex system. In the Next Generation system, however, there will be building blocks for multiple security aspects that allow for different degrees of protection that are fit for varying business cases. For that reason, the notion of 'security level' should be avoided or its meaning should be explained within the context of the potential solution or key issue clauses whenever it is used.

B.2.1.2 
Recommendations

Ideally, the termininology 'security level' should be avoided. If it is used, its meaning should be explained within the context of the potential solution or key issue clauses.

B.2.2 
Comparison of 'security levels' between building blocks or slices 

B.2.2.1 
Issue details

The issue with comparing 'security levels' for different building blocks is that it prevents the proper selection of security measures fit for the use cases under consideration. In Next Generation the concept of  'network slicing' was introduced and so operators can choose to use slices in their networks and apply security mechanisms fit for the purpose of each slice.

It is also noted that Next Generation systems will have different building blocks that include selection of security endpoints, type of protection (e.g. confidentiality and integrity) and perhaps choice of algorithms. Therefore, it makes sense to compare the different features of the different building blocks within their context, e.g. use case or deployment location. For example: even if a HNodeB with a TrE may be seen as more secure than a macro NodeB, this does not mean that a macro NodeB network is less secure overall.   

B.2.2.2 
Recommendation

Comparisons between 'security levels' of systems is to be avoided, rather the security features of the security building blocks are to be compared with respect to their respective context, e.g. use case or deployment location. If 'security level' is used for comparisons then the recommendation in B.2.1.2 is applicable.

NOTE: 
This recommendation does not mean that unacceptably weak security algorithms, protocols or features are acceptable for standardization as weak security building blocks may weaken the security of the system as a whole.

B.2.3 
Threats - functional requirements - security requirements 

B.2.3.1 
Issue details

Various considerations may lead to security requirements. Security threats are a main source of information to derive security requirements. But it is also possible to define security requirements that do not counter a threat, because they are derived from functional requirements on security features.

B.2.3.2 
Recommendation

Description of key issue details should clearly show the validity of threats, which together with functional requirements derived from use cases lead to security requirements.
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