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Abstract of document:

The TR contains a study on security issues following the potential modifications of the IMS architecture and stage 2 procedures as required by the support of eWebRTCi (Enhancements to WEBRTC interoperability). 

In particular, the present document focuses on: Feasibility of support for end to end WebRTC security, security aspects of WebRTC NAT traversal, and security aspects of third-party WebRTC access in the case where the 3rd party allocates IMS identities from a (possibly unbounded) pool.
Changes since last presentation to SA #68:
This is the second presentation to SA.
A conclusion was added to section 6.2 saying that the newly defined SA2 scenario where a 3rd party is provided with an unbounded number of IMS subscriptions resembles from a security point of view the existing scenario where a pool of IMS subscriptions is held by WWSF. Hence, no additional security measures are required in Rel-13. 

A new solution providing support for ICE for TCP and IMS-ALG/IMS-AGW based FW traversal was added.

Outstanding Issues:

None.
Contentious Issues:

None.
Change history of this document:
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