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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document ‘s objectives are to:

a) Investigate whether battery efficient ‘device to enterprise’ mechanisms to provide sufficient security exist.

b) Investigate potential enhancements to 3GPP’s security architecture(s) that enable the Home Operator to be able to offer well guaranteed security to enterprises e.g. to provide security between the UE and a node in the home operator domain. 

c) Both S1 and Gb based architectures should be considered when undertaking b, above.
The impacts of relevant authentication and key agreement procedures are also presented. 
The following should be taken into account for the study:

1. The potential solutions should aim at minimising the energy consumption of devices to help meet the objective of a ten year battery life in the extended coverage situation and take into consideration the very low data rate capability of the radio interface. when using the Energy Consumption Evaluation Methodology described in TR45.820.
2. The potential security solutions for devices related to GERAN’s FS_IoT_LC and LTE Rel 13 Low Complexity UEs can take into account that the devices are not expected to be able to access pre-release 13 networks. 
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

It is preferred that the reference to 21.905 be the first in the list.

3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AKA

Authentication and Key Agreement

AMF

Authentication Management Field

AuC

Authentication Centre

CK

Ciphering Key 

DH

Diffie-Hellman

E-UTRAN

Evolved Universal Terrestrial Radio Access Network

E2E

End to End

EPS

Evolved Packet System

GBA

Generic Bootstrapping Architecture

GERAN

GSM EDGE Radio Access Network

GGSN

Gateway GPRS Support Node

GTP

GPRS Tunnelling Protocol

HLR

Home Location Registry

HSS

Home Subscriber Server

IK

Integrity Key

KDF

Key Derivation Function

LLC

Logical Link Controller

MME

Mobility Management Entity

P-GW

PDN Gateway

PDN

Packet Data Network

PLMN

Public Land Mobile Network

S-GW

Serving Gateway

SGSN

Serving GPRS Support Node

SQN

Sequence Number

TLS

Transport Layer Security

UE

User Equipment

UMTS

Universal Mobile Telecommunication System

UP

User Plane

USIM

Universal Subscriber Identity Module
4
Background and Key Objectives
Editor’s note: This clause will provide background information with regard to the need for looking at battery efficient security mechanism to protect the IoT/MTC user data. This section will also reflect the expected objectives based on the available information from GERAN’s and RAN’s documents and liaisons statements.
4.1
Architectural Assumptions

Based on the answers from GERAN in S3-151219 (GPC150120), SA2 in S3-151442 (S2-151382) and SA1 in S3-151445 (S1-151528), the following should be taken into account:

- Security aspects need to be investigated to be compatible with both Gb and S1 architectures. 

- “Gb architecture” implies a system architecture described in TS 23.060 [AddRef] that uses the protocols defined in e.g. 3GPP TSs 24.008 [AddRef], 48.018 [AddRef], 44.064 [AddRef] and 44.065 [AddRef]. It implies the use of a USIM application.

- “S1 architecture” implies implies a system architecture described in TS 23.401 [AddRef] that uses the protocols defined in e.g. 3GPP TSs 24.301 [AddRef] and 36.413 [AddRef]. It implies the use of a USIM application.

- Roaming is supported

- The UE will roam in countries where encryption is allowed and where encryption is not used. SA1 adds that saying that there will be some UEs for which their HPLMN operator does not expect the UE to roam between countries allowing encryption and countries not allowing encryption.

- Inter-RAT mobility is not supported. SA2 has the same understanding. SA1 doesn’t exclude the fact that some devices vendor may implement a multi-RAT UE which would perform PLMN reselection between those different RATs, but they do not precise whether security aspects should be addressed.

- GERAN believes that subscriptions used to access cellular IoT (CIoT) are not expected to be used for other 3GPP RATs and subscriptions used for other 3GPP RATs are not expected to be used to access CIoT. SA1 believes that in general 3GPP subscriptions can be used on any 3GPP access technology.

4.2
Clarification of “Device to Enterprise security” term

 “Device to Enterprise” security refers to a broader scope which could be made from the following, non-exhaustive, combinations:

- security between the Enterprise and the MTC device

- OR security between the Enterprise and the HPLMN, then security between the HPLMN and the MTC device.

- OR security between the Enterprise and the HPLMN, then security between the HPLMN and the VPLMN, then security between the VPLMN and the MTC device.

For those combinations described above,  the security protection being applied to a communication would traverse intermediaries which are not able to perform security operations on the data being exchanged between those two endpoints. For instance the "security between the HPLMN and the MTC device" of user plane data may traverse a VPLMN and an GRX network which will not be able to perform security operation (e.g. MAC verification) on those exchanged user plane data between those two endpoints.


[image: image3]
Figure 4.2-1: High level ecosystem

4.3
“Device to enterprise” user plane protection

In clause 7 “Security procedures for secure connection” of 3GPP TS 33.187 [AddRef], GBA (see 3GPP TS 33.220 [AddRef]) and GBAPush (see 3GPP TS 33.223 [AddRef]) were selected as the preferred optional features for addressing the SA1 requirement in “Secure Connection” in clause 7.2.10 and the use case “End-to-end security for roaming MTC devices” in Annex A of 3GPP TS 22.368. 

As highlighted in the Study Item Description, “Many current MTC users implement “device to enterprise” security. It is believed that these security mechanisms incur a significant data overhead by e.g. frequent security key renegotiation, and, that this data overhead could severely impact the useful battery life of the devices being developed for the above mentioned Work/Study Items.”. 

The study intends to perform a study of those “device to enterprise” security solution and discover whether they are fit for purpose.

4.4
“Device to HPLMN” user plane protection

In that study, it is needed to “Investigate potential enhancements to 3GPP’s security architecture(s) that enable the Home Operator to be able to offer well guaranteed security to enterprises e.g. to provide security between the UE and a node in the home operator domain.”. Also it is needed to consider both Gb and S1 based archectures in this study.

In GPRS system, the user plane data is carried over the following nodes:

UE ( BSS ( SGSN ( GGSN

In EPS system the user plane data is carried over the following nodes:

UE ( eNB ( S-GW (P-GW

When a S4 SGSN is used, the user plane data is carried over the following nodes:

UE ( BSS ( SGSN ( S-GW ( P-GW

In GPRS system, the user plane data is carried in LLC frames between the UE and the SGSN. LLC frames are confidentiality protected between the UE and the SGSN (see 3GPP TS 44.064 [AddRef]).

In EPS system, the user plane data is carried in PDCP PDUs (see 3GPP TS 36.323 [AddRef]) between the UE and the eNB that may be confidentiality protected.

GTP-U (see 3GPP TS 29.281 [AddRef]) packets carry the user plane data between:

- the SGSN and the GGSN,

- the SGSN and the S-GW if S4 interface is used,

- the eNB and the S-GW,

- the S-GW and the P-GW.

In the roaming case, the user plane data is carried between the SGSN and GGSN in a GPRS system (resp. S-GW and P-GW in an EPS system) over a GRX/IPX network (a.k.a inter-PLMN backbone network). The GRX/IPX network is intended to be a trusted network which interconnects several PLMN and service providers either with a direct communication link or through an third parties called GRX/IPX providers. Two PLMNs may communicate over a selected inter-PLMN backbone network that include border gateway security functionalities (see clause “Packet Domain PLMN Backbone Networks” in clause 5.4.2 of 3GPP TS 23.060 [AddRef]) however those security functionalitities aren’t uniformely used.

The user plane data is protected with key derived from GSM/UMTS AKA between the UE and the SGSN for GPRS systems.

The user plane data is protected with keys derived from EPS AKA between the UE and the eNB for EPS systems. 

NDS/IP is used between the eNB and S-GW for EPS systems. 

4.5
Battery usage challenges
According to the FS_IoT_LC Study Item in GP-140421, the types of the devices under study are required to last 10 years on 5Wh battery capacity only. Consequently, reducing the power consumption for security procedures should be taken into account.

A methodology for assessing the battery performance metrics of a particular RAT is described in clause 5.4 of TR 45.820 [AddRef]. 
Editor’s note: Data usage rate constraints for security procedure are ffs

4.6
Cellular IoT Traffic Model

Cellular IoT traffic models are described in Annex E of TR 45.820 [AddRef].

Editor’s note: Add reference of traffic model of MTC REL-13

5
Key Issues
Editor’s note: This clause will gather the key issues discovered in the targeted architectures, including issues with direct and indirect impacts to existing security solutions.

5.1
Issue X: Issue Title
5.1.1 Issue description

5.1.2 Threat description 
5.1.3 Security requirements
6
Candidate Solutions
Editor’s note: This clause will gather existing and new security solutions which supposedly fulfil the general requirements and security requirements. The introduction section presents the solution. The solution description section describes the security architecture and/or procedures. the solution evaluation section describes how the security architecture and/or procedures addresses the general requirements and security requirements.
6.1
Solution #1: “UE to HPLMN” security solutions based on UMTS/EPS AKA enhancements.

6.1.1
Introduction

The following defines enhanced authentication and key agreement procedures for mobile network with a Cellular Internet-of-Things RAT which extends the UMTS AKA (See 3GPP TS 33.102 [AddRef], clause 6.3) and EPS AKA (3GPP TS 33.401 [AddRef], clause 6.1) procedures:

- While remaining compatible with existing security procedures between the UE and the E-UTRAN defined in 3GPP TS 33.401 [AddRef]

- While remaining compatible with existing security procedures between the UE and the GERAN when UMTS AKA is used as defined in 3GPP TS 33.102 [AddRef]

- To derive additional keys (from IK, and from CK under specific circumstance) securing data in an end-to-end fashion between the UE and a network node within the Home PLMN.
“UE to HPLMN” protection of the user plane data is being provided from the UE to the home network. The new security functionalities the HPLMN needs to support can be implemented as a new network function called HPLMN Security Endpoint (HSE).  The HSE may also be collocated with the GGSN/P-GW.

The UE (resp. “UE to HPLMN” security functionality) uses the relevant key to generate/verify a signature/MAC or cipher/decipher the user plane data.
For different key agreement procedures are under consideration in this study:

· “UE to HPLMN” security solution with HLR push procedure

· “UE to HPLMN” security solution with HLR push procedure – Alternative
· “UE to HPLMN” security solution with HSE pull procedure
· “UE to HPLMN” security solution with HSE pull procedure – Alternative

All those procedures share one possible way of implementing the key derivation rules. 

Editor’s note: Other possible implementations options may also be defined

6.1.2
Solution description

6.1.2.1
“UE to HPLMN” security solution with HLR push procedure

Editor’s note: The diagram below should be updated. The GGSN/P-GW shall be replaced with HSE
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Figure 6.1.2.1-1: Procedure Diagram

Procedure:

Pre-conditions:

- The SGSN/MME has indicated the supported security configuration of the GERAN/E-UTRAN to the H-PLMN i.e. the used confidentiality algorithm and integrity protection algorithm (e.g. for GERAN: GEA4 in use, e.g for LTE 128-EEA2 and 128-EIA2 in use)

Steps:

0. In addition to the generated authentication vectors as defined in UMTS AKA (resp. EPS AKA), the HSS/HLR:

- derives CK‘/IK‘ from CK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) (used for Air IF sec) (UMTS AKA case) and set AMF bit to 1 to indicate to the USIM that KDF is required to be done on CK to obtain the usable CK/IK.

- derives E2E CK/IK from IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A)
- derive E2E CK/IK key ID from IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A)

- sets an AMF bit to 1 to indicate to the UE whether E2E keys should be derived

- Bluid the AV. For the UMTS AKA case, CK/IK is replaced with the newly generated CK‘/IK‘.

1a. Distribution of AV to the SGSN/MME

1b. The HSS/HLR pushes to the HSE the following:

- E2E CK/IK

- E2E CK/IK key ID

2. UMTS AKA or EPS AKA is carried on at the SGSN/MME level as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

3. SGSN sends the authenticate request message to the UE as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

4. USIM runs UMTS/EPS AKA and performs the following additional key derivations:

- CK‘/IK‘(used for Air IF sec) from CK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) (UMTS AKA case ONLY) if the AMF bit which indicate that KDF must be done is set to value 1

- E2E CK/IK from the IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) value if the AMF bit which indicates that E2E KDF must be done is set to value 1

- E2E CK/IK key ID from the IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) value if the AMF bit which indicates that E2E KDF must be done is set to value 1

5. The UE sends the authenticate response message to the SGSN/MME as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).
6.1.2.2
“UE to HPLMN” security solution with HLR push procedure – Alternative

Editor’s note: The diagram below should be updated. The GGSN/P-GW shall be replaced with HSE
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Figure 6.1.2.2-1: Procedure Diagram

Procedure:

Preconditions:

- The SGSN/MME has indicated the supported security configuration of the GERAN/E-UTRAN to the H-PLMN i.e. the used confidentiality algorithm and integrity protection algorithm (e.g. for GERAN: GEA4 in use, e.g for LTE 128-EEA2 and 128-EIA2 in use)

Steps:

0. In addition to the generated authentication vectors as defined in UMTS AKA (resp. EPS AKA), the HLR/HSS:

- derives CK‘/IK‘ from CK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) (UMTS AKA case only) and set AMF bit to 1 to indicate to the USIM that KDF is required to be done on CK to obtain the usable CK/IK

- derives E2E CK/IK from IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A)
- sets an AMF bit to 1 to indicate to the UE whether E2E keys should be derived

- While bluiding the AV and for the UMTS AKA case only, replaces CK/IK with the newly generated CK‘/IK‘.

1. Distribution of AV to the SGSN/MME

2. UMTS AKA or EPS AKA is carried on at the SGSN/MME level as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

3. The SGSN/MME sends the authenticate request message to the UE as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

4. The USIM runs UMTS/EPS AKA and performs the following additional key derivations:

- CK‘/IK‘from CK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) (UMTS AKA case ONLY) if the AMF bit which indicate that KDF must be done is set to value 1

- E2E CK/IK from the IK (and under specific condition from a concatenation of CK and IK, see clause Y.1.2.A) value if the AMF bit which indicates that E2E KDF must be done is set to value 1

5. The UE sends the authenticate response message to the SGSN/MME as defined in TS 33.102 [AddRef] (resp. TS 33.401 [AddRef]).

6. Upon successful UMTS AKA (resp. EPS AKA) authentication result and successful PDP context activation as defined in 23.002 (Resp. PDN Connectivity Request, see 3GPP TS 23.401 [AddRef]), the SGSN/MME sends a notification message to the HLR/HSS with the IMSI, the SQN value (or RAND) and the GGSN/P-GW address as parameters.

7. The HLR/HSS pushes the E2E CK/IK to the HSE
6.1.2.A
Key derivation rules

The following is one possible way of implementing the key derivation rules. Other possible implementations options may be defined.

The key derivation function should be supported by the UICC and the HLR/HSS and is written as KDF (Key, S) below.

Editor’s note: It is FFS wheteher the key derivation function can be run in the ME

The key derivation algorithm should be HMAC SHA 256 (as defined in 3GPP TS 33.220 [AddRef]).
For the UMTS AKA case, the following key derivation applies if Tuak is used with initial CK length of 256 bits:

· CK‘||IK’= KDF (CK, key type). The key derivation algorithm should be in this case HMAC SHA 256 (as defined in 3GPP TS 33.220 [AddRef]).
NOTE: CK’ goes from bit 0 to bit 127, IK’ goes from bit 128 to bit 255

For the UMTS AKA case, the following key derivation applies if Milenage or Tuak is used with initial CK and IK length of 128 bits:

· CK‘||IK’= KDF (CK||IK, key type).

NOTE: CK’ goes from bit 0 to bit 127, IK’ goes from bit 128 to bit 255

If CK/IK is 128 bit long, the following key generation procedures apply:

· E2E CK/IK = KDF (CK||IK, key type)
· E2E CK/IK Key ID = KDF (CK||IK, key type) 
NOTE: E2E CK (resp. E2E CK Key, E2E CK Key ID) goes from bit 0 to bit 127, E2E IK (resp. E2E IK Key, E2E IK Key ID) goes from bit 128 to bit 255

If CK and IK is 256 bit long, the following key generation procedures apply:

· E2E CK = KDF (IK, key type)

· E2E IK = KDF (IK, key type)

· E2E Key ID = KDF (IK, key type) 

6.1.2.B
Authentication and key usage policy

Editor’s note: it is FFS whether a mix of different AVs is needed and whether AMF bit is needed

Editor’s note: it is FFS whether potential authentication policy and key usage policy could be useful to achieve battery efficiency

6.1.3
Solution evaluation

Editor’s note: FFS

6.X
Solution X: Solution Title

6.X.1
Introduction
6.X.2
Solution description
6.X.2
Solution evaluation

7
Conclusions
Editor’s note : This clause with gather the conclusions of the study
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