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For definitive guidance on drafting 3GPP TSs and TRs, see 3GPP TS 21.801 supplemented by the 3GPP web page http://www.3gpp.org/specifications-groups/delegates-corner/writing-a-new-spec. 
Ensure all blue guidance text is removed before submitting the TS/TR to the TSG for approval.
[bookmark: foreword][bookmark: _Toc108108854]Foreword
This clause is mandatory; do not alter the text in any way other than to choose between "Specification" and "Report". 
[bookmark: spectype3][bookmark: _GoBack]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In drafting the TS/TR, pay particular attention to the use of modal auxiliary verbs! TRs shall not contain any normative provisions.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: definitions][bookmark: scope][bookmark: _Toc108108855]
1	Scope
[bookmark: references]The present document studies the security and privacy aspects of proximity based services in 5G system phase 2. It ensures that the security solutions are aligned with the work in SA2 (i.e., TR 23.700-33 [2]), RANs, SA1 (i.e., TS 22.278 [3], TS 22.261 [4], and TS 22.115 [5]) and SA3 (i.e., TS 33.503 [6] and TR 33.870 [7]). The present document covers the following issues:
-	Security and privacy key issues, threats and potential requirements of proximity based services in 5G system phase 2.
-	Potential security solutions to cover these potential requirements.
Both roaming and non-roaming scenarios are considered.
[bookmark: _Toc108108856]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TR 23.700-33: "Study on System enhancement for Proximity based Services (ProSe) in the 5G System (5GS); Phase 2".
[3]	3GPP TS 22.278: "Service requirements for the Evolved Packet System (EPS)".
[4]	3GPP TS 22.261: "Service requirements for the 5G system; Stage 1".
[5]	3GPP TS 22.115: " Service aspects; Charging and billing".
[6]	3GPP TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)".
[7]	3GPP TR 33.870: "Study of privacy of identifiers over radio access".
[8]	3GPP TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS)".
[9]	3GPP TS 33.536: "Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services".
[bookmark: _Toc108108857]3	Definitions of terms, symbols and abbreviations
This clause and its three subclauses are mandatory. The contents shall be shown as "void" if the TS/TR does not define any terms, symbols, or abbreviations.
[bookmark: _Toc108108858]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Definition format (Normal)
<defined term>: <definition>.
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc108108859]3.2	Symbols
For the purposes of the present document, the following symbols apply:
Symbol format (EW)
<symbol>	<Explanation>

[bookmark: _Toc108108860]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
Abbreviation format (EW)
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc108108861]4	Security Aspects of 5G ProSe
Editor’s Note: This clause contains a high-level overview of the 5G ProSe features, the security aspects and the potential impacts on the current Rel-18 security mechanisms.
[bookmark: _Toc88556901][bookmark: _Toc88559989][bookmark: _Toc104563993][bookmark: _Toc104574917][bookmark: _Toc104576609][bookmark: _Toc104891296][bookmark: _Toc22286581][bookmark: _Toc528155238][bookmark: _Toc108108862]4.1	General
Security solutions should build on the 5G ProSe architecture principles as defined in TS 23.304 [8] and 5G ProSe security architecture principles as defined in TS 33.503 [6], including flexibility and modularity for newly introduced functionalities.
[bookmark: _Toc92180065][bookmark: _Toc98929419][bookmark: _Toc108108863]4.2	Architecture assumption
-	Security architecture defined in TS 33.503 [6] is used as basis security architecture for supporting 5G ProSe Security phase 2.
[bookmark: _Toc108108864]5	Key issues
Editor’s Note: This clause contains all the key issues identified during the study.
[bookmark: _Toc92180070][bookmark: _Toc92804796][bookmark: _Toc528155239][bookmark: _Toc108108865]5.1	Key Issue #1: Security for UE-to-UE Relay discovery
[bookmark: _Toc92180071][bookmark: _Toc92804797][bookmark: _Toc108108866]5.1.1	Key issue details
[bookmark: _Toc92180072][bookmark: _Toc92804798]In case of UE-to-UE Relay communication, a source UE discovers a target UE via a UE-to-UE Relay in proximity. The discovery messages to discover either a UE-to-UE Relay or a target UE via UE-to-UE Relays in proximity need to be security protected. Failure to protect the security of these discovery messages for UE-to-UE Relay communication may lead to various attacks by unauthorized UEs, e.g., discovery message manipulation, or potential leakage of privacy sensitive information. Therefore, the security aspects of the discovery messages broadcasted in UE-to-UE Relay discovery should be studied.
[bookmark: _Toc108108867]5.1.2	Security threats
If the discovery messages are not integrity protected and replay protected, the parameters included in the discovery messages (e.g., Relay Service Code and ProSe Restricted Code) can be modified, or replayed by an attacker. Consequently, a source UE may fail to find a relay UE or a target UE for an intended service.
If the discovery messages are not confidentiality protected, the privacy sensitive parameters (e.g., Relay Service Code and ProSe Restricted Code) can be eavesdropped by an attacker. 
[bookmark: _Toc92180073][bookmark: _Toc92804799][bookmark: _Toc108108868]5.1.3	Potential security requirements
The 5G System shall provide a means for confidentiality protection, integrity protection and replay protection of discovery messages for UE-to-UE Relay discovery.
The 5G System shall provide a means to protect the privacy sensitive information of source UE and target UE during UE-to-UE Relay discovery procedure.
The 5G System shall provide a means to securely provision the security materials for UE-to-UE Relay discovery.
[bookmark: _Toc108108869]5.2	Key Issue #2: Security of UE-to-UE Relay
[bookmark: _Toc98929445][bookmark: _Toc92180091][bookmark: _Toc108108870]5.2.1	Key issue details 
3GPP system has to be able to protect security (i.e., the integrity and confidentiality) of information between the peer UEs over the UE-to-UE Relay. Failure to protect integrity and confidentiality of information exchanged between the peer UEs over the UE-to-UE Relay will open vulnerability in 5GS and allow various attacks such as unauthorized disclosure and modification of information. Protection of communications between the peer UEs should take into consideration that the UE-to-UE Relay is an untrusted node.
TR 23.700-33 [2], key Issue #1: Support of UE-to-UE Relay, has the following key issue:
-	How to enhance the system architecture to provide security/privacy protection for a relayed connection.
...
NOTE 3:	For security/privacy protection aspects, coordination with SA WG3 is needed.”
[bookmark: _Toc92180092][bookmark: _Toc98929446][bookmark: _Toc108108871]5.2.2	Security threats
Failure to protect integrity and confidentiality of information exchanged between the peer UEs over the UE-to-UE Relay will open vulnerability in 5GS and allow various attacks such as unauthorized disclosure and modification of information. 
When considering the UE-to-UE Relay as an untrusted node the security (i.e., the integrity and confidentiality) of information exchanged between the peer UEs may be compromised. Therefore, end-to-end security between the peer UEs communicating over the UE-to-UE Relay is needed.
A malicious Relay UE that can establish a unicast link with the source UE, as well as the target UE may conduct an MITM attack.
Failure to protect integrity and confidentiality of information during path change will open vulnerability in 5GS and allow various attacks resulting in unauthorized disclosure and modification of information. 
[bookmark: _Toc98929447][bookmark: _Toc92180093][bookmark: _Toc108108872]5.2.3	Potential security requirements
The 3GPP system shall support a means to provide confidentiality, integrity and replay protection of end-to-end information exchanged between the peer UEs over the UE-to-UE Relay.
The 3GPP system shall support a means to protect security (i.e., the integrity, confidentiality, and replay protection) of user-plane and control-plane messages, including during UE-to-UE Relay path switch. 
The 3GPP system shall support a means to establish a secure connection between the source UE and the target UE in the UE-to-UE relay scenario.
[bookmark: _Toc98929448][bookmark: _Toc92180094][bookmark: _Toc108108873]5.3	Key issue #3: Authorization in the UE-to-UE Relay Scenario
[bookmark: _Toc92180095][bookmark: _Toc98929449][bookmark: _Toc108108874]5.3.1	Key issue details
TR 23.700-33 [2], key issue #1 describes its key Issue regarding support of UE-to-UE Relay:
"-	Whether and how the network can control UE-to-UE Relay operation, at least including how to:
-	Authorize the UE-to-UE Relay, e.g. authorize a UE as UE-to-UE Relay.
-	Authorize Source/Target UEs to use a UE-to-UE Relay.
…
NOTE 3:	For security/privacy protection aspects, coordination with SA WG3 is needed."
[bookmark: _Toc98929450][bookmark: _Toc92180096]From a security point of view, whether the UE can act as a UE-to-UE Relay should be assured by the Source UE or Target UE. Similarly, whether the UE can act as a Source UE or Target UE should be assured by the UE-to-UE relay.
3GPP system should be able to authorize a UE to perform as UE-to-UE Relay and a UE to communicate with another UE via a UE-to-UE Relay. 
[bookmark: _Toc108108875]5.3.2	Security threats
An attacker may impersonate the UE-to-UE Relay. If the Source/Target UE cannot verify if the UE acting as UE-to-UE relay is authorized, the attacker UE may impersonate the UE-to-UE relay. The attacker may then deny the UE services between the two UEs (e.g., arbitrary discard messages). 
Similarly, an attacker may impersonate the Source UE or the Target UE.
[bookmark: _Toc98929451][bookmark: _Toc92180097][bookmark: _Toc108108876]5.3.3	Potential security requirements
The 5GS shall support authorization of the UE as a UE-to-UE relay in the UE-to-UE relay scenario.
The 5GS shall support authorization of the UE as a Source UE or a Target UE in the UE-to-UE relay scenario.
[bookmark: _Toc84683970][bookmark: _Toc84683648][bookmark: _Toc84683013][bookmark: _Toc80721339][bookmark: _Toc80721037][bookmark: _Toc80720295][bookmark: _Toc72920038][bookmark: _Toc72850618][bookmark: _Toc72846447][bookmark: _Toc66119464][bookmark: _Toc62637608][bookmark: _Toc62596229][bookmark: _Toc62595787][bookmark: _Toc62576423][bookmark: _Toc62576107][bookmark: _Toc104196488][bookmark: _Toc108108877]5.4	Key Issue #4: Privacy of information over the UE-to-UE Relay
[bookmark: _Toc84683971][bookmark: _Toc84683649][bookmark: _Toc84683014][bookmark: _Toc80721340][bookmark: _Toc80721038][bookmark: _Toc80720296][bookmark: _Toc72920039][bookmark: _Toc72850619][bookmark: _Toc72846448][bookmark: _Toc66119465][bookmark: _Toc62637609][bookmark: _Toc62596230][bookmark: _Toc62595788][bookmark: _Toc62576424][bookmark: _Toc62576108][bookmark: _Toc108108878]5.4.1	Key issue details
3GPP system has to be able to protect the privacy of identities exchanged in the communications between peer UEs over a UE-to-UE Relay. Failure to protect the privacy of identities of peer UEs communicating over the UE-to-UE Relay will open vulnerability in 5GS and allow various privacy attacks including tracing and tracking of identities.
TR 23.700-33 [2] Key Issue #1: Support of UE-to-UE Relay, has the following key issue:
‘-	How to enhance the system architecture to provide security/privacy protection for relayed connections.
...
NOTE 3:	For security/privacy protection aspects, coordination with SA WG3 is needed.’
[bookmark: _Toc84683972][bookmark: _Toc84683650][bookmark: _Toc84683015][bookmark: _Toc80721341][bookmark: _Toc80721039][bookmark: _Toc80720297][bookmark: _Toc72920040][bookmark: _Toc72850620][bookmark: _Toc72846449][bookmark: _Toc66119466][bookmark: _Toc62637610][bookmark: _Toc62596231][bookmark: _Toc62595789][bookmark: _Toc62576425][bookmark: _Toc62576109][bookmark: _Toc108108879]5.4.2	Security threats
Failure to protect the privacy of identities exchanged in the communications between the peer UEs over the UE-to-UE Relay will open vulnerability in 5GS and allow various privacy attacks including tracing and tracking of identities. 
The existing Link identifier update procedure specified in TS 33.536 [9] provides privacy of the identities on a per unicast link basis (e.g., the link between a UE and the UE-to-UE Relay). Therefore an attacker may be able to link identities exchanged over the link between a UE and the UE-to-UE Relay to those exchanged over the corresponding link between the peer UE and the UE-to-UE Relay
Path switch between UE-to-UE Relay UEs is a new feature aiming to preserve user experience. Such preservation may be achieved by making certain elements (e.g., IP addresses) of user experience persistent across sessions and UE-to-UE Relays.  Persistent parameters may leak unique attributes associated with UEs and other ProSe entities and allow privacy attacks on these entities (e.g., UEs). Failure to protect the privacy of entities and identities during UE to UE Relay path change will open vulnerability in 5GS and allow various privacy attacks including tracing and tracking of entities and identities. 
[bookmark: _Toc84683973][bookmark: _Toc84683651][bookmark: _Toc84683016][bookmark: _Toc80721342][bookmark: _Toc80721040][bookmark: _Toc80720298][bookmark: _Toc72920041][bookmark: _Toc72850621][bookmark: _Toc72846450][bookmark: _Toc66119467][bookmark: _Toc62637611][bookmark: _Toc62596232][bookmark: _Toc62595790][bookmark: _Toc62576426][bookmark: _Toc62576110][bookmark: _Toc108108880]5.4.3	Potential security requirements
The 5G System should provide means for mitigating trackability attacks on peer UEs during communications over a UE-to-UE Relay including during the UE-to-UE Relay path switch.
The 5G System should provide means for mitigating linkability attacks on peer UEs during communications over a UE-to-UE Relay including during the UE-to-UE Relay path switch.
[bookmark: _Toc108108881]5.X	Key Issue #X: <Key Issue Name>
[bookmark: _Toc528155240][bookmark: _Toc108108882]5.X.1	Key issue details
[bookmark: _Toc528155241][bookmark: _Toc108108883]5.X.2	Security threats
[bookmark: _Toc528155242][bookmark: _Toc108108884]5.X.3	Potential security requirements
[bookmark: _Toc528155243][bookmark: _Toc108108885]6	Solutions
Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.
[bookmark: _Toc528155244][bookmark: _Toc108108886]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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[bookmark: _Toc108108887]6.Y	Solution #Y: <Solution Name>
[bookmark: _Toc528155245][bookmark: _Toc108108888]6.Y.1	Introduction
Editor’s Note: Each solution should list the key issues being addressed.
[bookmark: _Toc528155246][bookmark: _Toc108108889]6.Y.2	Solution details
[bookmark: _Toc528155247][bookmark: _Toc108108890]6.Y.3	Evaluation
Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
[bookmark: _Toc528155248][bookmark: _Toc108108891]7	Conclusions
[bookmark: _Toc92180361][bookmark: _Toc92805088][bookmark: _Toc108108892]7.Z	Key Issue #Z: <Key Issue Name>
Editor’s Note: This clause contains the agreed conclusions of Key Issue #Z.
[bookmark: _Toc108108893]Annex <X> (informative):
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