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[bookmark: foreword][bookmark: _Toc152144395]Foreword
This clause is mandatory; do not alter the text in any way other than to choose between "Specification" and "Report". 
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In drafting the TS/TR, pay particular attention to the use of modal auxiliary verbs! TRs shall not contain any normative provisions.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc152144396]Introduction
This clause is optional. If it exists, it shall be the second unnumbered clause.
[bookmark: scope][bookmark: _Toc152144397]
1	Scope
The present document identifies scenarios where excessive data may be exposed over SBI when an NF-Consumer accesses an API exposed by an NF-Producer, and studies potential solutions to limit the same. The document will focus on following aspects: 
-	To study the need and potential solutions for avoiding excessive data exposure over SBI. 
-	To study the need and potential solutions for avoiding indirect access to data via, e.g. subscriptions, even as direct access to the data-set is not allowed. 
NOTE 1:	The study does not preclude API specific solutions or a generic solution applicable to all APIs.
NOTE 2:	The study does not preclude issues not relating to security aspects of excessive data exposure.
[bookmark: references][bookmark: _Toc152144398]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 29.510: "Network Function Repository Services; Stage 3".
[3]	GSMA LS C4-225023: "Research highlighting potential need for granular level checks using "Additional scope" under the OAuth2.0 Token Access" (https://www.3gpp.org/ftp/tsg_ct/WG4_protocollars_ex-CN4/TSGCT4_113_Toulouse/Docs/C4-225023.zip).
[4]	GSMA LS C4-213261: "Prevention of attacks on sliced core network". (https://www.3gpp.org/ftp/tsg_ct/WG4_protocollars_ex-CN4/TSGCT4_104e_meeting/Docs/C4-213261.zip).
[5]	3GPP TR 29.831: "Study on NRF API enhancements to avoid signalling and storing of redundant data; Stage 3".

[bookmark: definitions][bookmark: _Toc152144399]3	Definitions of terms, symbols and abbreviations
This clause and its three subclauses are mandatory. The contents shall be shown as "void" if the TS/TR does not define any terms, symbols, or abbreviations.
[bookmark: _Toc152144400]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Definition format (Normal)
<defined term>: <definition>.
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc152144401]3.2	Symbols
For the purposes of the present document, the following symbols apply:
Symbol format (EW)
<symbol>	<Explanation>

[bookmark: _Toc152144402]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
Abbreviation format (EW)
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc39050164][bookmark: _Toc152144403]4	Baseline
[bookmark: _Toc152144404]4.1	Excessive Data Exposure
APIs defined by SBI currently do not limit the amount of information exposed to different NF-Service Consumers. While OAuth2.0 mechanism does provide ability to define limited scopes to certain consumers, it is limited only to operation-level scopes as defined in 3GPP TS 29.510 [2]. If multiple consumers are allowed a certain operation-level scope on a resource, all the consumers of the API get access to entire representation of a resource. This leads to excessive information exposure which is undesirable in many scenarios and may result in potential security / privacy exposure.
GSMA LS C4-225023 [3] and GSMA LS C4-213261 [4] highlighted potential security vulnerabilities within 5G Network functions encompassing OAuth2.0 as well as how excessive data exposure may allow a compromised NF trigger attacks on other network functions.
[bookmark: _Toc124177105][bookmark: _Toc152144405]5	General Requirements
This clause specifies general requirements that shall be met by any candidate solution.

[bookmark: _Toc39050165][bookmark: _Toc152144406]6	Key Issues
This clause describes the issues that needs to be considered for reducing excessive information exposure over SBI.
[bookmark: _Toc39050166][bookmark: _Toc152144407]6.1	Key Issue #1: Excessive Data Exposure over SBI
[bookmark: _Toc136842766][bookmark: _Toc152144408]6.1.1	Description of Use-case
In the Service Based Architecture, when NF-Consumers are allowed access to an NF-Producer's resources, they are typically allowed access to the entire resource representation exposed by the NF-Producer, unless some information can be excluded due to, e.g. NF-Consumer or NF-Producer capabilities, or the information provided by the NF-Consumers (e.g. query parameters). This was the basic design principle of SBI that entire resource representation is provided to an NF-Consumer if it presents a valid access-token. 
However, in some scenarios, it may not be acceptable or desirable, as it may lead to excessive data exposure and result in potential security/privacy exposure. Following are few examples:
Example 1: Consider the case of Nudm_UECM service on UDM. When a UE registers to AMF via 3gpp access, the AMF registers a lot of UE information into the UDM, e.g. PEI, Current RAT-Type, UE capabilities, SUPI etc. (contained in data-structure "Amf3GppAccessRegistration"); by performing a PUT operation on the resource "~/registrations/amf-3gpp-access". Subsequently, other NF-Consumers can perform GET operation on the resources to fetch UE's registration information when needed. For example, an NSSAAF can perform GET operation on this resources to know the current serving AMF of the UE. Similarly, another AMF can perform a GET operation on this resources to fetch the entire resource representation.
However, even if a consumer NF just needs to know the current serving AMF of the UE (e.g. an NSSAAF), and performs a GET operation on the above resources, it will be provided with entire representation of the Amf3GppAccessRegistration data-structure. Every consumer NF may not need to know such sensitive information as SUPI & PEI of the UE.
Example 2: Consider the case of Nnrf_NFDiscovery service on NRF. An NF Producer has registered, say, 3 S-NSSAIs in its profile into NRF, and allows NF-Consumers belonging to any of these S-NSSAIs discover its profile (by using allowedNssai parameter in the NF-Profile). 
Even as an NF-Consumer may belong to only one of these S-NSSAIs, when it downloads the NF-Profile of the NF Producer, it gets to know all the other S-NSSAIs too that the NF-Producer supports.
Example 3: Consider the case of Namf_EE or Namf_Location Service. An NF-Consumer belonging to S-NSSAI=1 can subscribe to UE's location in AMF, and can get access to its location even if UE has not registered to S-NSSAI = 1.
[bookmark: _Toc152144409]6.1.2	Key Issue Definition
This key issue will study the following aspects:
i.	Whether and how to restrict the information provided by an NF-Producer to different NF-consumers
ii.	Whether and how to prevent an NRF reveal unintended information about NF-Producer. See NOTE 1.
iii.	Whether and how to differentiate among NF-Consumers who possess same scope of authorization to a resource.
NOTE 1: This would also apply to any intermediate node that exposes information on-behalf of NF-Producer (e.g. subscription to AMF events via UDM).
NOTE 2: This Key Issue may overlap, in part; with Key Issue #2 in Study on NRF API enhancements to avoid signalling and storing of redundant data (see 3GPP TR 29.831 [5]). The impact of such overlap, if any, shall be determined when this study reaches evaluation/conclusion phase.
[bookmark: _Toc39050167][bookmark: _Toc152144410]6.2	Key Issue #2: Access to dis-allowed Data
[bookmark: _Toc152144411]6.2.1	Description of Use-case
Many APIs expose a subscription resource through which NF-Consumers can subscribe to changes to a set of resources in the NF-Producer. Creation of subscription requires access rights to the subscription resource.
For example, an SMF which is allowed to only access, say, sm-data resource in Nudm_SDM API. However, it may still be allowed to subscribe to changes in am-data by creating a subscription to data-change notifications and thus have access to excessive data. This is because, as described below, access to ../sdm-subscriptions resource requires access-token granting access to the ../sdm-subscriptions resource, and not the data-sets for whose changes the NF-consumer is subscribing to.
Clause 6.1.3.3 of 3GPP TS 29.503 specifies that, to subscribe to a set of URIs, the NF-Consumer needs to send a POST request to following URI:

Resource URI: {apiRoot}/nudm-sdm/<apiVersion>/{ueId}/sdm-subscriptions
The POST request contains:
Table 6.1.3.3.3.1-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SdmSubscription
	M
	1
	The subscription that is to be created.



Further, the SdmSubscription datatype is defined as:
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	nfInstanceId
	NfInstanceId
	M
	1
	Identity of the NF Instance creating the subscription.
	

	…
Skipped for clarity

	callbackReference
	Uri
	M
	1
	URI provided by the NF service consumer to receive notifications
	

	amfServiceName
	ServiceName
	O
	0..1
	When present, this IE shall contain the name of the AMF service to which Data Change Notifications are to be sent (see clause 6.5.2.2 of 3GPP TS 29.500 [4]). This IE may be included if the NF service consumer is an AMF.
	

	monitoredResourceUris
	array(Uri)
	M
	1..N
	A set of URIs that identify the resources for which a change triggers a notification.
The URI shall take the form of either an absolute URI or an absolute-path reference as defined in IETF RFC 3986 [31].
See NOTE 3.
Monitored Resource URIs should not contain query parameters. Instead, attributes within the SdmSubscription (e.g. singleNssai, dnn, plmnId) may be used for filtering. Received query parameters may be ignored by the UDM.
	

	…
Skipped for clarity



The NF-Consumer needs an access-token granting access to the ../sdm-subscriptions resource to send above request. It does not need to have access-tokens corresponding to each monitoredResourceUri presented in the above request to be able to receive the data-change corresponding to them.
Thus, even if an NF-Consumer is not allowed to access the monitored URLs individually by sending a GET request, (e.g. to, say URI representing am-data resource), it may still receive am-data change notifications by including am-data resource URI in the subscription request.
Similar issue exists with APIs supporting simultaneous retrieval of multiple data-sets, e.g. the retrieval of multiple subscription data-set in, e.g. Nudm_SDM service, the retrieval of multiple registration data-sets in Nudm_UECM service etc.
Compare this with the NFStatusSubscribe service operation of Nnrf_NFManagement Service on NRF, which allows such subscription request only if the NF-Consumer creating subscription is allowed to access the NF-Producer as per the definition of allowedXXX policies in the nf-profile of NF-Producer. 
A similar approach may be needed for SMF as well in the above example.
[bookmark: _Toc152144412]6.2.2	Key Issue Definition
This key issue will study the following aspects:
Whether and how to prevent an NF-Producer reveal unintended information to the NF-Consumers when a service request is targeted to multiple URIs/datasets.
[bookmark: _Toc39050168][bookmark: _Toc152144413]7	Solutions
[bookmark: _Toc39050169][bookmark: _Toc152144414]7.1	Solution#1: Access-Token to include authorization to Monitored URIs
[bookmark: _Toc49769261][bookmark: _Toc56438070][bookmark: _Toc56438212][bookmark: _Toc56438286][bookmark: _Toc57274156][bookmark: _Toc57274625][bookmark: _Toc66461568][bookmark: _Toc70926360][bookmark: _Toc86043863][bookmark: _Toc136842770][bookmark: _Toc105762979][bookmark: _Toc152144415]7.1.1	Description
The solution is to address the Key Issue #1: Excessive Data Exposure over SBI. The solution addresses aspect i, ii and iii of the Key Issue as specified in 6.1.2:
One of the reason of the data-leakage identified in Key-Issue is that all the NF-Consumers are only assigned a single level of access – allow or deny. There is no layered approach to assigning access. Due to this, if NFs are allowed to access an NF-Producer's resource, they have access to all the data associated with that resource.
Many OAM systems, on the other hand, implement a role-based access system where different levels of access is provided to its users – e.g. Administrator, Monitor, Operator etc. 
This solution is design on similar principles. It proposes to assign different levels of access to different NF-Consumers and filter the information according to the access-level assigned to NF-Consumers. For example, a superior access can be assigned to NFs of same PLMN, whereas an inferior access to 3rd party NFs or NFs of a different PLMN. 
With this approach, the solution works on following principles:
-	Access-Level can be defined as, e.g. a number (e.g. 1-15) or as "Full", "Highly Restricted", "Restricted" etc.
-	Preventing Exposure when NF-Consumers access NF-Producers
a.	One of the following options are used. Preferred option can be decided during evaluation/conclusion.:
i.	NRF may be locally configured with rules of determining the access-level of NF-Consumers based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc.). This option avoids API changes required to register the Access-levels by the NF-Producers into NRF.
ii.	NF-Producers may register the access-level to be assigned to NF-Consumers based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc.). This option introduces API changes to register Access-levels by the NF-Producers into NRF, however provides a more dynamic network where OAM is not required to change local configurations in NRFs whenever a new NF-Producer Instance is added into the network.
iii.	NF-Producer locally defines access-level associated based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc. This option avoids API changes required to register the Access-levels by the NF-Producers into NRF.
b.	In case of a(i) and a(ii), NRF determines an access-level associated with the NF-Consumer during Access_Token_Get request, and communicates the same in access-token claims. 
c.	NF-Producer is locally configured with the information to be exposed based on access-level assigned to the NF-Consumer.
d.	Then, based on the access-level of NF-Consumer presented in access-token, the information provided is filtered/restricted.
-	Preventing Exposure when NF-Consumers discover NF-Producers via NRF
a.	One of the following options are used. Preferred option can be decided during evaluation/conclusion:
i.	NRF may be locally configured with rules of determining the access-level. This option avoids API changes required to register the Access-levels by the NF-Producers into NRF.
ii.	NF-Producers may register the access-level to be assigned to NF-Consumers based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc.). This option introduces API changes to register Access-levels by the NF-Producers into NRF, however provides a more dynamic network where OAM is not required to change local configurations in NRFs whenever a new NF-Producer Instance is added into the network.
b.	NF-Producers register, in their NF-Profile, the parameters they want to restrict (or filter) to NFs with an access-level greater than a certain value.
c.	Then, based on the access-level of NF-Consumer, the information provided in NF-Discovery response is filtered/restricted.
[bookmark: _Toc152144416]7.1.2	Example Flows
Example 1: Following is an example flow of events with this solution for Example 1 in Key Issue Description:


Figure 7.1.2-1: Example 1 Flow of Events
Step #1: UDM categorizes the information in Amf3GppAccessRegistration locally, something like below:
Table 7.1.2-1: Access Levels for Information in Amf3GppAccessRegistration
	Attribute name
	Data type
	P
	Minimum Access Level

	amfInstanceId
	NfInstanceId
	M
	15

	deregCallbackUri
	Uri
	M
	15

	guami
	Guami
	M
	15

	ratType
	RatType
	M
	15

	supportedFeatures
	SupportedFeatures
	O
	10

	purgeFlag
	PurgeFlag
	O
	5

	pei
	Pei
	O
	1

	imsVoPs
	ImsVoPs
	O
	1

	….[Skipped for clarity]

	urrpIndicator
	boolean
	O
	5

	amfEeSubscriptionId
	Uri
	C
	5

	epsInterworkingInfo
	EpsInterworkingInfo
	C
	5

	ueSrvccCapability
	boolean
	O
	5

	registrationTime
	DateTime
	C
	2

	vgmlcAddress
	VgmlcAddress
	O
	5

	contextInfo
	ContextInfo
	C
	5

	noEeSubscriptionInd
	boolean
	O
	5

	supi
	Supi
	C
	1

	ueReachableInd
	UeReachableInd
	C
	2

	….[Skipped for clarity]



Step #2: NRF is locally configured with rules to determine the access-level to be assigned to NF-Consumers, e.g.
<Consumer PLMN-IDs><Consumer S-NSSAIs><Consumer nftype A>: assign Access-Level : <n1>
<Consumer PLMN-IDs><Consumer S-NSSAIs><Consumer nftype B>: assign Access-Level : <n2>
…
<Consumer PLMN-IDs><Consumer S-NSSAIs><Consumer nftype C>: assign Access-Level : <n3>
For example, an NSSAAF is assigned an Access-Level = 15 based on local rules.
Step #3: An NSSAAF requests access-token to perform GET operation on resource "~/registrations/amf-3gpp-access" in UDM. The scope in the Access-Token request is set to "nudm-uecm".
Step #4: The Access-Token generated contains scope set to "nudm-uecm" and Access-Level set to 15 as below:
Table 7.1.2-2: AccessTokenClaims
	Attribute name
	Data type
	P
	Cardinality
	Description

	iss
	NfInstanceId
	M
	1
	…

	sub
	NfInstanceId
	M
	1
	…

	aud
	Audience
	M
	1
	… 

	scope
	string
	M
	1
	…

	exp
	integer
	M
	1
	…

	consumerPlmnId
	PlmnId
	C
	0..1
	…

	…[Skipped for Clarity]…

	consumerAccessLevel
	integer
	C
	0..1
	This IE may be included if the NRF supports providing Access-Level to the Consumer NF in the access token claims.



Backward compatibility is addressed similar to other attributes in the AccessTokenClaims - if an NF service producer receives the new IE in the token, it shall be ignored.
Step #5: NSSAAF sends Nudm_UECM_Get request to UDM to know the current serving AMF of the UE, and presents Access-Level assigned by the NRF.
Step #6: UDM provides filtered information as per information in Table 7.1.1-1.
Example 2: Following is an example flow of events with this solution for Example 2 in Key Issue Description:


Figure 7.1.2-2: Example 2 Flow of Events
Step #1: NF-Producer registers its profile into NRF with a new parameter indicating the minimum access-level required to access certain parameters. NF-Producers and NRF may define a feature-bit to indicate support of this functionality as part of feature negotiation mechanism:
Table 7.1.2-3: Definition of type NFProfile
	Attribute name
	Data type
	P
	Cardinality
	Description

	nfInstanceId
	NfInstanceId
	M
	1
	Unique identity of the NF Instance.

	nfType
	NFType
	M
	1
	Type of Network Function

	nfStatus
	NFStatus
	M
	1
	Status of the NF Instance (NOTE 5) (NOTE 16)

	[Skipped for clarity]

	accessLevelInfo
	array(minAccessLevels)
	C
	1..N
	Array of strings containing attribute names per access-level.

	[Skipped for clarity]



Further, access-levels are registered as:
Table 7.1.2-4: Definition of type minAccessLevels
	Attribute name
	Data type
	P
	Cardinality
	Description

	accessLevel
	integer
	M
	1
	Minimum Access Level Required for parameters contained in this array

	attributeNames
	array (string)
	M
	1..N
	e.g. /sNssais, /UdmInfo/supiRanges



Step #2: NRF is locally configured with rules to determine the access-level to be assigned to NF-Consumers, e.g.
<Consumer PLMN-IDs><Consumer S-NSSAIs><Consumer nftype A>: assign Access-Level : <n1>
<Consumer PLMN-IDs><Consumer S-NSSAIs><Consumer nftype B>: assign Access-Level : <n2>
…
<Consumer PLMN-IDs><Consumer S-NSSAIs><Consumer nftype C>: assign Access-Level : <n3>
Step #3: NF-Consumer sends Nnrf_NFDiscovery_Get request to NRF to discover NFs of certain type.
Step #4: NRF determines the access-level of NF-Consumer and provides NF-Profile after filtering the information as updated in Step #1.
[bookmark: _Toc49769262][bookmark: _Toc56438071][bookmark: _Toc56438213][bookmark: _Toc56438287][bookmark: _Toc57274157][bookmark: _Toc57274626][bookmark: _Toc66461569][bookmark: _Toc70926361][bookmark: _Toc86043864][bookmark: _Toc136842771][bookmark: _Toc152144417]7.1.3	Impacts on services, entities and interfaces
NF-Consumers:
-	Support receiving Access-Level in Access-Token
NF-Producers:
-	Categorize information locally based on Access-Token
-	Register the access-level to be assigned to NF-Consumers based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc.)
-	NF-Producer locally defines access-level associated based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc.)
-	Support receiving Access-Level in Access-Token
NRF:
[bookmark: _Toc49769263][bookmark: _Toc56438072][bookmark: _Toc56438214][bookmark: _Toc56438288][bookmark: _Toc57274158][bookmark: _Toc57274627][bookmark: _Toc66461570][bookmark: _Toc70926362][bookmark: _Toc86043865][bookmark: _Toc136842772]-	NRF locally defines the access-level of NF-Consumers based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc.)
-	Support to register the access-level to be assigned to NF-Consumers based on NF-Consumer properties (e.g. NFType, S-NSSAI, PLMN etc.)
-	Support assigning Access-Level in Access-Token
[bookmark: _Toc152144418]7.1.4	Pros
This solution provides a simple and efficient way to reduce information exposure.
[bookmark: _Toc49769264][bookmark: _Toc56438073][bookmark: _Toc56438215][bookmark: _Toc56438289][bookmark: _Toc57274159][bookmark: _Toc57274628][bookmark: _Toc66461571][bookmark: _Toc70926363][bookmark: _Toc86043866][bookmark: _Toc136842773][bookmark: _Toc152144419]7.1.5	Cons
The solution may still expose excessive information for consumers, especially with superior access-level.
Editor's Note:	Analysis and Evaluation of the solution is FFS.
[bookmark: _Toc39050170][bookmark: _Toc152144420]7.2	Solution#2: Restricted Service or Service Instances
[bookmark: _Toc152144421]7.2.1	Description
The solution is to address the Key Issue #1: Excessive Data Exposure over SBI. It addresses following aspects:
i.	Whether and how to restrict the information provided by an NF-Producer to different NF-consumers
ii.	How to differentiate among NF-Consumers who possess same scope of authorization to a resource.
The solution works on following principles:
-	An NF-Service-Producer exposes two flavours of the same service – a normal flavour and a restricted flavour. For example, we may expose Nudm_UECM and Nudm_UECM_Restricted services. Each service has different authorization policy (w.r.t. NF-Consumer properties like NfType, S-NSSAI etc.). 

-	The service may define, e.g. a different resource URI for restricted access (e.g. /{ueId}/registrations/amf-3gpp-access/restricted/).

-	The information exposed by the two services is different as per local policies.
-	When an NF-Consumer performs Nnrf_NFDiscover_Get service operation to discover a list of NF-Producers, NRF includes, in the NF-Profile(s), NF-Services according to authorization policies registered by the NF-Producers. For example, it may include the NF-Service corresponding to restricted service access.
-	NF-Consumer proceeds with requesting access-token for restricted service access followed by sending service-request to NF-Producer.
-	Depending on the service invoked, NF-Producer is able to restrict the information exposed to the NF-Consumers.
[bookmark: _Toc152144422]7.2.2	Example Flows
Example 1: Following is an example flow of events with this solution for Example 1 in Key Issue Description:


Figure 7.2.2-1: Example Flow of Events
Step #1: UDM exposes two services of Nudm_UECM service and registers into NRF. The authorization policy is registered as below:
Service 1(normal): allowedNfTypes = NfType1, NfType2…
Service 2 (restricted): allowedNfTypes = NSSAAF, LMF…
Step #2: The information exposed by the two services is different. For example, the UDM categorizes the information in Amf3GppAccessRegistration locally, something like below:
Table 7.2.2-1: Access Restrictions to elements of Amf3GppAccessRegistration
	Attribute name
	Data type
	P
	Allowed Services

	amfInstanceId
	NfInstanceId
	M
	1,2

	deregCallbackUri
	Uri
	M
	1,2

	guami
	Guami
	M
	1,2

	ratType
	RatType
	M
	1,2

	supportedFeatures
	SupportedFeatures
	O
	1,2

	purgeFlag
	PurgeFlag
	O
	1,2

	pei
	Pei
	O
	1

	imsVoPs
	ImsVoPs
	O
	1

	….[Skipped for clarity]

	urrpIndicator
	boolean
	O
	1,2

	amfEeSubscriptionId
	Uri
	C
	1,2

	epsInterworkingInfo
	EpsInterworkingInfo
	C
	1,2

	ueSrvccCapability
	boolean
	O
	1,2

	registrationTime
	DateTime
	C
	1,2

	vgmlcAddress
	VgmlcAddress
	O
	1,2

	contextInfo
	ContextInfo
	C
	1,2

	noEeSubscriptionInd
	boolean
	O
	1,2

	supi
	Supi
	C
	1

	ueReachableInd
	UeReachableInd
	C
	1,2

	….[Skipped for clarity]



Step #3: When NSSAAF performs Nnrf_NFDiscover_Get service operation to discover a list of UDMs serving a particular UE, NRF returns UDM Service 2, which only allows restricted service access.

Step #4: NSSAAF proceeds with requesting access-token and sending service-request to UDM on Nudm_UECM_Restricted service.

Step #5: NF-Producer provides information to the NSSAAF as per Table 7.2.2-1.

[bookmark: _Toc152144423]7.2.3	Impacts on services, entities and interfaces
NF-Consumers:
-	No change
NF-Producers:
-	Register multiple services
NRF:
-	No change
[bookmark: _Toc152144424]7.2.4	Pros
-	This solution provides a simple and efficient way to reduce information exposure.
[bookmark: _Toc152144425]7.2.5	Cons
-	The solution does not address Example 2 of the Key Issue – an NRF will not know which information to be restricted on behalf of NF-Producer.
-	The solution requires NF-Producers register multiple service instances.
[bookmark: _Toc152144426]7.3	Solution #3: Access-Token to include authorization to Monitored URIs
[bookmark: _Toc152144427]7.3.1	Description
The solution is to address the Key Issue #2: Access to dis-allowed data.
The solution works on following principles:
-	When an NF-Service-Consumer needs to subscribe to changes to a set of monitored resource URIs, or retrieve multiple data-sets simultaneously, it needs to request from NRF, in the Nnrf_AccessToken_Get request, the scopes corresponding to all the individual data-sets it needs to access or the scopes corresponding to the monitored resources. Subsequently, it present the access-token containing scopes corresponding to multiple individual data-sets or monitored resource URIs to the NF-Producer.
-	When an NF-Service-Producer receives a request from an NF-Service-Consumer to retrieve multiple data-sets simultaneously (or subscribe to data-change notification), it first validates if the requesting NF-Service-Consumer is authorized to access individual data-sets, by validating the information presented in access-token or through local configuration. 
-	If the NF-Service-Producer determines that NF-Service-Consumer has access-token to access only a subset of data-sets requested, but not all, the NF-Service-Producer accepts the request only partially – that is the NF-Service-Consumer is provided information (or allowed access) only to the data-sets (sub-resources) for which it presented a valid authorization in access-token. For the data-sets it is not allowed to access, an appropriate cause information is returned to the NF-Service-Consumer, so that it can take further action (e.g. requesting new access-token containing additional/updated scopes, from the NRF).

Following is an example flow of events with this solution:


Figure 7.3.1-1: Example Flow of Events
Step #1: NF-Producer registers its profile into NRF by using Nnrf_NFManagement_NFRegister service operation. The profile includes authorization policies (defined by allowedXXX parameters) and optionally operation-level scopes.
Step #2: NF-Consumer, having discovered the profile of potential NF-Producers, sends Nnrf_AccessToken_Get request to the NRF, to gain access to services provided by NF-Producer(s). The request includes request for multiple operation-level scopes (or service-level scope) if the NF-Consumer wishes to retrieve multiple data-sets, or subscribe to changes to a monitored URI. This is apart from the scope required to access the resource representing subscription collection of dataset collection itself.
Step #3,4: NRF validates the request against the authorization policy registered by NF-Producer and grants Access-Token accordingly.
Step #5: NF-Consumer sends a service request to the NF-Producer. The request may correspond to subscription to a set of monitored resource URI(s), or to retrieve a list of data-set. The Access-Token presented contains all the scopes received in Step #4.
Step #6. NF-Producer validates the Access-Token and allows/denies full or partial request.
Step #7: NF-Producer sends a response to the NF-Consumer, including partial failure reason, if any. The failure-reason may indicate which data-sets could not be retrieved or subscription request to URIs could not be accepted.
[bookmark: _Toc152144428]7.3.2	Impacts on services, entities and interfaces
NF-Consumers:
-	Needs to request access-token for all monitored URIs, or the data-sets to be retrieved, apart from the scope required to access the resource representing subscription collection of dataset collection itself.
NF-Producers:
-	Needs to support failure-reason when some of the data-sets cannot be retrieved, or subscription to some URIs cannot be accepted.
NRF:
-	None.
[bookmark: _Toc152144429]7.3.3	Pros
This solution provides a simple and efficient way to restrict access to resources, which should not be allowed to be retrieved or subscribed-to.
[bookmark: _Toc152144430]7.3.4	Cons
Expecting NF-Consumers to provide Access-Token for URIs unrelated to the resource to which CRUD request applies may not be clean from protocol point of view.
[bookmark: _Toc152144431]7.4	Solution #4: Including Requester Information in Request
[bookmark: _Toc152144432]7.4.1	Description
The solution is to address the Key Issue #2: Access to dis-allowed data.
This solution works on following principles:
-	When an NF-Service-Consumer needs to subscribe to changes to a set of monitored resource URIs, or retrieve multiple data sets simultaneously, it needs to include, in the service-request to the NF-Producer, information that may be used by the NF-Producer to validate the access-rights to corresponding URIs/data-sets. The information could be, for example, requester NF-Type, requester NF-Instance FQDN, requester S-NSSAIs etc. 
-	Alternatively, some of the information (e.g. PLMN-ID/SNPN-ID, nfType) can be validated as it is included in the TLS certificate. Other information may be included in the access-token granted by the NRF (e.g. NF-Consumer’s S-NSSAI, NFDomain etc.). This ensures that NF-Producer is presented with NRF validated information. 
-	When an NF-Service-Producer receives a request from an NF-Service-Consumer to retrieve multiple data-sets simultaneously (or subscribe to data-change notification), it first validates if the requesting NF-Service-Consumer is authorized to access individual data-sets, by validating the requester information presented along with the service-request. 
The assumption here is that since it is NF-Producer, which provides the allowedXXX parameters to the NRF for deciding on access-token, it can use the parameters on its own too to decide whether access to a monitored URI or data-set is allowed or not.
Following is an example flow of events with this solution:


Figure 7.4.1-1: Example Flow of Events
Step #1: NF-Consumer sends a service request to the NF-Producer. The request may correspond to subscription to a set of monitored resource URI(s), or to retrieve a list of dataset. 
The request includes additional information like requester NF-Type, requester NF-Instance FQDN, requester S-NSSAIs etc.
Step #2. NF-Producer validates the requester’s information against the target URI’s authorization requirements (Monitored URIs in case of subscription request and datasets to be retrieved in case of GET request).
Step #3: NF-Producer sends a response to the NF-Consumer, including partial failure reason, if any. The failure-reason may indicate which datasets could not be retrieved or subscription request to URIs could not be accepted.
[bookmark: _Toc152144433]7.4.2	Impacts on services, entities and interfaces
NF-Consumers:
-	Needs to provide additional information on requester NF-Type, requester NF-Instance FQDN, requester S-NSSAIs etc. to the NF-Producer in service-request (or in access-token).
NF-Producers:
-	Needs to validate that NF-Consumer is authorized to access the target URIs and support failure-reason when some of the data-sets cannot be retrieved, or subscription to some URIs cannot be accepted.
[bookmark: _Toc152144434]7.4.3	Pros
-	This solution provides a simple and efficient way to restrict access to resources, which should not be allowed to be retrieved or subscribed-to.
[bookmark: _Toc152144435]7.4.4	Cons
-	This solution does not work for the scenario where NF Authorization Information is not maintained in the NF-Producer itself, but is directly registered into NRF via OAM.
-	The solution does not work for implementations where Authorization Information is not available at run-time (e.g. some implementations may register Authorization Information into NRF during boot-up and may not have access to it later)
[bookmark: _Toc133912573][bookmark: _Toc39050171][bookmark: _Toc152144436]7.5	Solution #5: Using JSON Batch Requests
[bookmark: _Toc152144437]7.5.1	Description
The solution is to address the Key Issue #2: Access to dis-allowed data.
The solution proposes to utilize JSON Batch requests in Nudm_SDM and Nudm_UECM APIs to allow invoking multiple GET requests in a single POST request.
An example framework enabling such JSON Batching is OData (https://www.odata.org/), which is an ISO/IEC approved, OASIS standard and defines a set of best practices for building and consuming RESTful APIs. OData protocol defines a way to query and manipulate data using a simple set of operations. OData Batching is the feature of interest, which allows API consumers to combine multiple requests into one single POST request, then receive a full report back from an OData enabled API with the status and the results of each and every single request.
In the case of retrieval of multiple data-sets, the POST request may look like following:
POST https://{apiRoot}/nudm-sdm/v2/{supi}/$batch
with following request body:
Table 7.5.1-1: Request Body with OData Json Batch
	{
    "requests": [
        {
            "id": "1",
            "method": "GET",
            "url": "https://{apiRoot}/nudm-sdm/v2/{supi}/am-data"
      "headers": {
        "Content-Type": "application/json"
        "Authorization": "<access_token>"
      }
        },
        {
            "id": "2",
            "method": "GET",
            "url": "https://{apiRoot}/nudm-sdm/v2/{supi}/sm-data"
      "headers": {
        "Content-Type": "application/json"
        "Authorization": "<access_token>"
      }
        },
        {
            "id": "3",
            "method": "GET",
            "url": "https://{apiRoot}/nudm-sdm/v2/{supi}/sms-data"
      "headers": {
        "Content-Type": "application/json"
        "Authorization": "<access_token>"
      }
        }
    ]
}



The NF-Consumer needs to obtain access-tokens corresponding to individual data-sets it wants to retrieve and include those in the corresponding GET request as shown above.
Then, the response will look like below:
Table 7.5.1-2: Response Body with OData Json Batch
	200 OK
Content-Type: application/json

{
    "responses": [
        {
            "id": "1",
            "status": 200,
            "headers": {
                "content-type": "application/json",
                "odata-version": "4.0"
            },
            "body": {
                   …
                   …
                   …
            }
        },
        {
            "id": "2",
            "status": 401,
            "body": {
        "error": {
          "code": "Forbidden",
          "message": "..."
        }
            }
        },
        {
            "id": "3",
            "status": 302,
            "headers": {
                "location": "<_link> ",
            },
        }
    ]
}



Thus, if the NF-Consumer does not possess the access-token to a "target" URI, it may not be able to retrieve the same even if it has access to a resource designed for multiple data-set retrievals. 
[bookmark: _Toc152144438]7.5.2	Impacts on services, entities and interfaces
NF-Consumers & NF-Producers:
-	Need to support JSON Batching framework like OData.
[bookmark: _Toc152144439]7.5.3	Pros
This solution provides a simple and efficient way to restrict access to resources, which should not be allowed to be retrieved otherwise.
[bookmark: _Toc152144440]7.5.4	Cons
NF-Consumers and NF-Producers need to support JSON Batching using framework like OData protocol which introduces significantly large changes in the way SBI APIs is defined.
The OData mechanism conveys Access-Tokens using non-standard mechanisms as compared to the bearer access-tokens as defined by RFCs and adopted by 3GPP.
[bookmark: _Toc152144441]7.6	Solution#6: Configurable Resource Content Filters in Producers
[bookmark: _Toc152144442]7.6.1	Description
The solution is to address the Key Issue #1: Excessive Data Exposure over SBI. The solution addresses aspects i) and iii) of the key issues specified in clause 6.1.2.
One of the causes of data-leakage identified in the key issues is that all the NF-Consumers are only assigned a single level of access – allow or deny. There is no finer resolution of access supported. The result of this is that NFs that are allowed to access an NF producer's resource have access to all the data associated with that resource.
Many OAM systems, on the other hand, implement a role-based access system where different levels of access are provided to its users, based on the role(s) of the user, e.g. Administrator, Monitor, Operator etc., or the tasks the user is allowed to perform, e.g. read subscription data, update context data.
This solution addresses the restriction by allowing filters of the content of resources to be defined and associated with various access use cases, the filters being applied by the producer when presenting a resource to the consumer.
The solution works as follows:
Operators may define resource content filters, each of which may relate to any resource representation defined in an API.
The resource content filters are stored (or cached) in the producer instances, so that the producer can apply the filters when representing a resource.
Each resource content filter has an ID unique inside the operator network. These IDs are registered with the NRF by the producers that may apply the filters. The IDs are transparent to the NRF, it does not need to know the mapping of IDs to restricted data. It can be specified for each filter to which operation types the filter is applicable. If the operation applicability is not specified, the filters is applied for all operation types.
NRF can be configured with authorisation mappings applicable to combinations of consumer characteristics and NF or NF service profiles. This is existing NRF behaviour, which is extended by this solution to allow these combinations to derive a list of resource content filter IDs that may be applied in a specific case of a consumer accessing a resource from a producer. In effect, in addition to the NRF making decisions on whether the consumer is authorised to access a resource or data set provided by a producer, the NRF also decides, using additional configuration data, which resource content filters must be applied by the producer being accessed.
When a consumer requests generation of an OAuth token, NRF can determine the applicable resource content filters and include the IDs of these filters in the OAuth token.
The producer receiving the request with the OAuth token containing resource content filter IDs can look up the filter that is applicable to the resource being accessed (in local configuration) and apply the appropriate filter when sending the data from the requested resource to the consumer.
The definition of the filters is an implementation decision in each producer. They could take the form of a list of attributes within the resource that are allowed to be presented and/or a list of attributes within the resource that are not allowed to be presented. The specification of each item in these lists could be a JSON pointer that identifies an attribute within the structured resource. These pointers may also include variable values, e.g. snssaid=1, so that in cases where a resource contains multiple instances of an attribute, specific values of the attribute identified by the pointer may be allowed or restricted. The values in the pointers may be fixed in the variable definition, or they could be patterns (e.g. regular expressions), ranges, wildcards etc. They may also be derived from input parameters, such as values present in the request received from the consumer (URI, payload, OAuth token content etc.). 


Figure 7.6.1-1: Example producer filter definitions
In cases where the variable values in the pointers are derived from some information related to the consumer, the information required must be included in the content of the OAuth token. If filters that use this mechanism are in use, the NRF must be configured with a list of the consumer information that is to be included in the OAuth token. The NRF may contain multiple such lists each applying to one or more filters, so that NRF can avoid including consumer information not required by the applicable filter. 
The additional configuration the NRF may use for selecting the filters that are applicable when authorizing a consumer's access to a producer's resources may take any form and use any information available to the NRF related to the consumer making the request, and the producer's resources being accessed.
Information related to filters stored by the NRF is shown below:


Figure 7.6.1-2: NRF mapping of access cases to authorisation result and applicable filters



Figure 7.6.1-3: NRF mapping of filters to consumer information included in OAuth token

[bookmark: _Toc152144443]7.6.2	Examples
Examples of the solution are given below.
Example 1: Filter contains variable attribute with fixed value
A producer, UDR, is configured with a resource content filter applicable to the SessionManagementPolicyData resource.
Rule ID:
[bookmark: _Hlk149656659]"Nudr_dr_policy_SMPolicyData_snssai_1_only"
Restricted attributes:
smPolicySnssaiData/snssai=1 – Indicating that the attribute named snssai can only be presented if the snssai is 1.
In NRF, configuration exists that applies to the case where a PCF is attempting to access a UDR, and the PCF is known to the NRF to serve slice 1. This case is associated (through NRF configuration) with the application of resource content filter "Nudr_dr_policy_SMPolicyData_snssai_1_only".
The NRF provides in the OAuth token claims the applicable filter IDs so the Producer can apply corresponding filter instance.
{
  ...
  "applicableResourceContentFilters": [
    "Nudr_dr_policy_SMPolicyData_snssai_1_only"
  ],
  ...
}

Example 2: Filter contains variable attribute with value to be taken from consumer characteristics
A producer, UDR, is configured with a resource content filter applicable to the SessionManagementPolicyData resource.
Rule ID:
"Nudr_dr_policy_SMPolicyData_snssai_of_consumer"
Restricted attributes:
smPolicySnssaiData/snssai=<consumerInfo/snssai> – Indicating that the attribute named snssai can only be presented if the snssai value is the same as the snssai value of the consumer supplied in the OAuth token.
In NRF, configuration exists that applies to the case where a PCF is attempting to access a UDR. This case is associated (through NRF configuration) with the application of resource content filter "Nudr_dr_policy_SMPolicyData_snssai_of_consumer".
The NRF provides in the OAuth token the applicable filter IDs and the slice ID(s) that the consumer serves so the Producer can apply the filter using the consumer's slice ID(s). The slice ID(s) are included in the consumerInfo attribute of the OAuth token claims.
{
  ...
  "applicableResourceContentFilters": [
    "Nudr_dr_policy_SMPolicyData_snssai_of_consumer"
  ],
  "consumerInfo": {
    "snssai": [ "1", "2" ]
  }
  ...
}
Flow of events and messaging for the examples described above.


Figure 7.6.2-1: Example 1 Flow of Events
Extensions to the data type used for access token claims is shown below. The applicableResourceContentFilters attribute has been added so that the list of applicable filters can be transported to the producer. The consumerInfo attribute has been added so that the consumer information used by the applicable filters can be transported to the producer.
Table 7.6.2-2: AccessTokenClaims
	Attribute name
	Data type
	P
	Cardinality
	Description

	iss
	NfInstanceId
	M
	1
	…

	sub
	NfInstanceId
	M
	1
	…

	aud
	Audience
	M
	1
	… 

	scope
	string
	M
	1
	…

	exp
	integer
	M
	1
	…

	consumerPlmnId
	PlmnId
	C
	0..1
	…

	…[Skipped for Clarity]…

	[bookmark: _Hlk149657061]applicableResourceContentFilters
	Array(rcfID)
	C
	0..1
	This IE may be included if the NRF supports providing applicable resource content filters in the access token claims for use by the producer.

	[bookmark: _Hlk149657100]consumerInfo
	map(array(string))
	O
	1..N(1..M)
	A map of tag name/values pairs, where the tag name is a unique string name that is the primary key of the map and is paired with an array of string values.



Backward compatibility is addressed in a similar way to other attributes in the AccessTokenClaims - if an NF service producer receives the new IE in the token, it shall be ignored.
[bookmark: _Toc152144444]7.6.3	Impacts on services, entities and interfaces
NF-Consumers:
-	No expected changes in behaviour. Receipt of applicable resource content filters in access tokens should be transparent to the consumer.
NF-Producers:
-	Allow local configuration of resource content filter definitions and register their IDs at NRF
-	Support receipt of access tokens containing applicable resource content filter IDs and consumer information applicable to the filters, and determination of the applicable resource content filters for the request for resource access
-	Application of applicable resource content filters when constructing a representation of a requested resource in response to a consumer request
NRF:
-	Support to register resource content filter IDs by producer instances
-	Association of access request combinations of consumer and producer characteristics with list of applicable resource content filters (IDs)
-	Association of resource content filter (IDs) with list of consumer information to be included in the OAuth token
-	Support inclusion of applicable resource content filter IDs and consumer information in generated access tokens
[bookmark: _Toc152144445]7.6.4	Pros
This solution provides a flexible and extensible way to reduce information exposure. The level of exposure/restriction is entirely up to the network operator. The API definitions do not need to be updated whenever a new access case requiring a currently unsupported resource filter is required.
[bookmark: _Toc152144446]7.6.5	Cons
The solution may still expose excessive information for consumers if the filters are not defined by the network operator.
The configuration of filters may be complex, require large amounts of data, and may be difficult to manage in the producers. However, because the definition of filters is optional, the extent made of this filter can be decided on by the network operator, for example by prioritising use cases and producers that expose the most amount of unnecessary data. The benefits are then incremental.
[bookmark: _Toc152144447]7.7	Solution#7: Subset of data requested by the consumer
[bookmark: _Toc152144448]7.7.1	Description
The solution is to address the Key Issue #1: Excessive Data Exposure over SBI. The solution addresses aspects i) and iii) of the key issues specified in clause 6.1.2.
Existing solution where some consumers can indicate in the request to the producer that only certain data should be provided by the producer in the response. The attributes that can be used are specified as URI query parameters and only those defined in the API can be used.
In this solution the consumer could include in the request one or more filters to be applied by the producer when representing the requested resource. The filters can be any specification of part of a resource to be included or restricted in the resource representation. They could take the form of a list of attributes within the resource that are allowed to be presented and/or a list of attributes within the resource that are not allowed to be presented. The specification of each item in these lists could be a JSON pointer that identifies an attribute within the structured resource. These pointers may also include variable values, e.g. snssaid=1, so that in cases where a resource contains multiple instances of an attribute, specific values of the attribute identified by the pointer may be allowed or restricted. The values in the pointers may be fixed in the variable definition, or they could be patterns (e.g. regular expressions), ranges, wildcards etc.
If the producer does not support filters, or does not understand one or more of the filters, the response is not restricted and the producer sends all data allowed for given consumer, or optionally applies the filters that it does understand.
[bookmark: _Toc152144449]7.7.2	Examples
[bookmark: _Hlk149658643]PCF requests the SessionManagementPolicyData resource from UDR but does not require the umDataLimits, and only the umData if the limitId is “abc”. It uses the following request URI:
{apiRoot}/nudr-dr/<apiVersion>/policy-data/ues/{ueId}/sm-data?exclFilters=[“umDataLimits”]&inclFilters=[“umData/limitId=abc”]
Editor's Note:	Format of the query parameters used for filters is FFS.
[bookmark: _Toc152144450]7.7.3	Impacts on services, entities and interfaces
NF-Consumers:
-	The change is backward compatible. The new functionality is optional for consumers..
NF-Producers:
-	The change is backward compatible. The new parameters are optional. If the producer does not support them, it can ignore them and behave as if they were not present in the request.
[bookmark: _Toc152144451]7.7.4	Pros
This solution enables to consumer request from the producer only the data it currently needs so that the data sent in the message from producer are less. Any filter can be specified, so the solution is extensible and not limited to parameters currently specified in the API.
[bookmark: _Toc152144452]7.7.5	Cons
Specification of the filters in the request may involve complexity in the request URI (query parameters) and unmanageable URI lengths.
This solution does not address any security measures to prevent unauthorized consumers to retrieving the entire representation of a resource including not needed sensitive information.
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