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Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc21711490][bookmark: _Toc22625755][bookmark: _Toc24759203][bookmark: _Toc26199091][bookmark: _Toc34738681][bookmark: _Toc34738741][bookmark: _Toc34739371][bookmark: _Toc34739429][bookmark: _Toc34749383][bookmark: _Toc35936187][bookmark: _Toc36462446][bookmark: _Toc45106354][bookmark: _Toc51872023][bookmark: _Toc74990975]
1	Scope
The present document specifies the stage 3 protocol and data model for the Nspaf Service Based Interface. It provides stage 3 protocol definitions and message flows, and specifies the API for each service offered by the SP-AF.
The 5G System stage 2 architecture and procedures are specified in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3].
The Technical Realization of the Service Based Architecture and the Principles and Guidelines for Services Definition are specified in 3GPP TS 29.500 [4] and 3GPP TS 29.501 [5].
[bookmark: _Toc21711491][bookmark: _Toc22625756][bookmark: _Toc24759204][bookmark: _Toc26199092][bookmark: _Toc34738682][bookmark: _Toc34738742][bookmark: _Toc34739372][bookmark: _Toc34739430][bookmark: _Toc34749384][bookmark: _Toc35936188][bookmark: _Toc36462447][bookmark: _Toc45106355][bookmark: _Toc51872024][bookmark: _Toc74990976]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0..
[7]	3GPP TR 21.900: "Technical Specification Group working methods".
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[9]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[10]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[11]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[12]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[13]	IETF RFC 7807: "Problem Details for HTTP APIs".
[14]	3GPP TS 29.503: "Unified Data Management Services"; Stage 3.
[15]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[16]	3GPP TS 31.115: "Secured packet structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications".
[17]	3GPP TS 29.509: "Authentication Server Services; Stage 3".
[18]	3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)"
[bookmark: _Toc21711492][bookmark: _Toc22625757][bookmark: _Toc24759205][bookmark: _Toc26199093][bookmark: _Toc34738683][bookmark: _Toc34738743][bookmark: _Toc34739373][bookmark: _Toc34739431][bookmark: _Toc34749385][bookmark: _Toc35936189][bookmark: _Toc36462448][bookmark: _Toc45106356][bookmark: _Toc51872025][bookmark: _Toc74990977]3	Definitions, symbols and abbreviations
[bookmark: _Toc34748325][bookmark: _Toc33835531][bookmark: _Toc24973357][bookmark: _Toc21950980][bookmark: _Toc34749386][bookmark: _Toc35936190][bookmark: _Toc36462449][bookmark: _Toc45106357][bookmark: _Toc51872026][bookmark: _Toc74990978]3.1	Terms
Void.
[bookmark: _Toc34748326][bookmark: _Toc33835532][bookmark: _Toc24973358][bookmark: _Toc21950981][bookmark: _Toc34749387][bookmark: _Toc35936191][bookmark: _Toc36462450][bookmark: _Toc45106358][bookmark: _Toc51872027][bookmark: _Toc74990979]3.2	Symbols
Void.
[bookmark: _Toc34748327][bookmark: _Toc33835533][bookmark: _Toc24973359][bookmark: _Toc21950982][bookmark: _Toc34749388][bookmark: _Toc35936192][bookmark: _Toc36462451][bookmark: _Toc45106359][bookmark: _Toc51872028][bookmark: _Toc74990980]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
OTA	Over The Air
SOR-AF	Steering Of Roaming Application Function
SP-AF	Secured Packet Application Function
UDM	Unified Data Management
[bookmark: _Toc21711496][bookmark: _Toc22625761][bookmark: _Toc24759209][bookmark: _Toc26199097][bookmark: _Toc34738687][bookmark: _Toc34738747][bookmark: _Toc34739377][bookmark: _Toc34739435][bookmark: _Toc34749389][bookmark: _Toc35936193][bookmark: _Toc36462452][bookmark: _Toc45106360][bookmark: _Toc51872029][bookmark: _Toc74990981]4	Overview
[bookmark: _Toc11338340][bookmark: _Toc21711497][bookmark: _Toc22625762][bookmark: _Toc24759210][bookmark: _Toc26199098][bookmark: _Toc34738688][bookmark: _Toc34738748][bookmark: _Toc34739378][bookmark: _Toc34739436][bookmark: _Toc34749390][bookmark: _Toc35936194][bookmark: _Toc36462453][bookmark: _Toc45106361][bookmark: _Toc51872030][bookmark: _Toc74990982]4.1	Introduction
Within the 5GC, the SP-AF offers services to the UDM and to the SOR-AF via the Nspaf service based interface.
The UDM or SOR-AF shall make use of the SP-AF services when it needs to protect UE parameters for which the final consumer is the USIM (see 3GPP TS 33.501 [8] clause 6.15.2.1).
Figure 4.1-1 provides the reference model with focus on the SP-AF.
NOTE:	The generation of the secured packet and the definition of the storage and handling of OTA keys or other sensitive data are out of scope of this document. For more details, refer to 3GPP TS 23.040 [18] and 3GPP TS 31.115 [16].



Figure 4.1-1: Reference model – SP-AF
[bookmark: _Toc21711498][bookmark: _Toc22625763][bookmark: _Toc24759211][bookmark: _Toc26199099][bookmark: _Toc34738689][bookmark: _Toc34738749][bookmark: _Toc34739379][bookmark: _Toc34739437][bookmark: _Toc34749391][bookmark: _Toc35936195][bookmark: _Toc36462454][bookmark: _Toc45106362][bookmark: _Toc51872031][bookmark: _Toc74990983]5	Services offered by the SP-AF
[bookmark: _Toc21711499][bookmark: _Toc22625764][bookmark: _Toc24759212][bookmark: _Toc26199100][bookmark: _Toc34738690][bookmark: _Toc34738750][bookmark: _Toc34739380][bookmark: _Toc34739438][bookmark: _Toc34749392][bookmark: _Toc35936196][bookmark: _Toc36462455][bookmark: _Toc45106363][bookmark: _Toc51872032][bookmark: _Toc74990984]5.1	Introduction
The SP-AF offers the following services via the Nspaf interface:
-	Nspaf_SecuredPacket Service
[bookmark: _Toc21711500][bookmark: _Toc22625765][bookmark: _Toc24759213][bookmark: _Toc26199101]Table 5.1-1 summarizes the corresponding APIs defined for this specification.
Table 5.1-1: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Nspaf_SecuredPacket
	6.1
	Nspaf Secured Packet Service
	TS29544_Nspaf_SecuredPacket.yaml
	nspaf-secured-packet
	A.2



[bookmark: _Toc34738691][bookmark: _Toc34738751][bookmark: _Toc34739381][bookmark: _Toc34739439][bookmark: _Toc34749393][bookmark: _Toc35936197][bookmark: _Toc36462456][bookmark: _Toc45106364][bookmark: _Toc51872033][bookmark: _Toc74990985]5.2	Nspaf_SecuredPacket Service
[bookmark: _Toc21711501][bookmark: _Toc22625766][bookmark: _Toc24759214][bookmark: _Toc26199102][bookmark: _Toc34738692][bookmark: _Toc34738752][bookmark: _Toc34739382][bookmark: _Toc34739440][bookmark: _Toc34749394][bookmark: _Toc35936198][bookmark: _Toc36462457][bookmark: _Toc45106365][bookmark: _Toc51872034][bookmark: _Toc74990986]5.2.1	Service Description
The Nspaf_SecuredPacket Service may be consumed by the NF consumer (e.g. UDM or SOR-AF) when it has detected that a UICC configuration parameter (e.g. Routing ID data or Steering of Roaming information) needs to be updated, and the new value is not available in secured packet format.
For the list of service operations see clause 5.2.2.1
[bookmark: _Toc21711502][bookmark: _Toc22625767][bookmark: _Toc24759215][bookmark: _Toc26199103][bookmark: _Toc34738693][bookmark: _Toc34738753][bookmark: _Toc34739383][bookmark: _Toc34739441][bookmark: _Toc34749395][bookmark: _Toc35936199][bookmark: _Toc36462458][bookmark: _Toc45106366][bookmark: _Toc51872035][bookmark: _Toc74990987]5.2.2	Service Operations
[bookmark: _Toc21711503][bookmark: _Toc22625768][bookmark: _Toc24759216][bookmark: _Toc26199104][bookmark: _Toc34738694][bookmark: _Toc34738754][bookmark: _Toc34739384][bookmark: _Toc34739442][bookmark: _Toc34749396][bookmark: _Toc35936200][bookmark: _Toc36462459][bookmark: _Toc45106367][bookmark: _Toc51872036][bookmark: _Toc74990988]5.2.2.1	Introduction
For the Nspaf_SecuredPacket service the following service operations are defined:
-	Provide
The Nspaf_SecuredPacket Service is used by Consumer NFs (e.g. UDM or SOR-AF) to request the SP-AF to provide a secured packet that contains an UICC configuration parameter as sent in the request by means of the Provide service operation
[bookmark: _Toc21711504][bookmark: _Toc22625769][bookmark: _Toc24759217][bookmark: _Toc26199105][bookmark: _Toc34738695][bookmark: _Toc34738755][bookmark: _Toc34739385][bookmark: _Toc34739443][bookmark: _Toc34749397][bookmark: _Toc35936201][bookmark: _Toc36462460][bookmark: _Toc45106368][bookmark: _Toc51872037][bookmark: _Toc74990989]5.2.2.2	Provide
[bookmark: _Toc21711505][bookmark: _Toc22625770][bookmark: _Toc24759218][bookmark: _Toc26199106][bookmark: _Toc34738696][bookmark: _Toc34738756][bookmark: _Toc34739386][bookmark: _Toc34739444][bookmark: _Toc34749398][bookmark: _Toc35936202][bookmark: _Toc36462461][bookmark: _Toc45106369][bookmark: _Toc51872038][bookmark: _Toc74990990]5.2.2.2.1	General
This service operation is used by the NF Service Consumer (e.g. UDM or SOR-AF) to request construction of a secured packet that contains the provided UICC configuration information (e.g. Routing Indicator or Steering of Roaming information).
The following procedures using the Provide service operation are supported:
-	Secured Packet Retrieval
[bookmark: _Toc21711506][bookmark: _Toc22625771][bookmark: _Toc24759219][bookmark: _Toc26199107][bookmark: _Toc34738697][bookmark: _Toc34738757][bookmark: _Toc34739387][bookmark: _Toc34739445][bookmark: _Toc34749399][bookmark: _Toc35936203][bookmark: _Toc36462462][bookmark: _Toc45106370][bookmark: _Toc51872039][bookmark: _Toc74990991]5.2.2.2.2	Secured Packet Retrieval
Figure 5.2.2.2.2-1 shows a scenario where the NF consumer (e.g. UDM or SOR-AF) sends a request to the SP-AF to provide a secured packet.
The request contains the UE's identity (/{supi}) and the UICC configuration parameter.


Figure 5.2.2.2.2-1: NF consumer requests the SP-AF to provide a secured packet
1.	The NF consumer sends a POST request (custom method: provide-secured-packet) to the resource representing the SUPI.
2a.	On success, the SP-AF responds with "200 OK", containing the requested SecuredPacket.
[bookmark: _Hlk520206353]2b.	If the resource does not exist (the supi is unknown in the SP-AF), the SP-AF returns the HTTP status code "404 Not Found", and additional error information should be included in the response body (in "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
[bookmark: _Toc21711507][bookmark: _Toc22625772][bookmark: _Toc24759220][bookmark: _Toc26199108][bookmark: _Toc34738698][bookmark: _Toc34738758][bookmark: _Toc34739388][bookmark: _Toc34739446][bookmark: _Toc34749400][bookmark: _Toc35936204][bookmark: _Toc36462463][bookmark: _Toc45106371][bookmark: _Toc51872040][bookmark: _Toc74990992]6	API Definitions
[bookmark: _Toc21711508][bookmark: _Toc22625773][bookmark: _Toc24759221][bookmark: _Toc26199109][bookmark: _Toc34738699][bookmark: _Toc34738759][bookmark: _Toc34739389][bookmark: _Toc34739447][bookmark: _Toc34749401][bookmark: _Toc35936205][bookmark: _Toc36462464][bookmark: _Toc45106372][bookmark: _Toc51872041][bookmark: _Toc74990993]6.1	Nspaf_SecuredPacket Service API
[bookmark: _Toc21711509][bookmark: _Toc22625774][bookmark: _Toc24759222][bookmark: _Toc26199110][bookmark: _Toc34738700][bookmark: _Toc34738760][bookmark: _Toc34739390][bookmark: _Toc34739448][bookmark: _Toc34749402][bookmark: _Toc35936206][bookmark: _Toc36462465][bookmark: _Toc45106373][bookmark: _Toc51872042][bookmark: _Toc74990994]6.1.1	Introduction
The Nspaf_SecuredPacket service shall use the Nspaf_SecuredPacket API.
The request URI used in HTTP request from the NF service consumer towards the NF service producer shall have the structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "nspaf-secured-packet".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.1.3.
[bookmark: _Toc21711510][bookmark: _Toc22625775][bookmark: _Toc24759223][bookmark: _Toc26199111][bookmark: _Toc34738701][bookmark: _Toc34738761][bookmark: _Toc34739391][bookmark: _Toc34739449][bookmark: _Toc34749403][bookmark: _Toc35936207][bookmark: _Toc36462466][bookmark: _Toc45106374][bookmark: _Toc51872043][bookmark: _Toc74990995]6.1.2	Usage of HTTP
[bookmark: _Toc21711511][bookmark: _Toc22625776][bookmark: _Toc24759224][bookmark: _Toc26199112][bookmark: _Toc34738702][bookmark: _Toc34738762][bookmark: _Toc34739392][bookmark: _Toc34739450][bookmark: _Toc34749404][bookmark: _Toc35936208][bookmark: _Toc36462467][bookmark: _Toc45106375][bookmark: _Toc51872044][bookmark: _Toc74990996]6.1.2.1	General
HTTP/2, IETF RFC 7540 [11], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
The OpenAPI [6] specification of HTTP messages and content bodies for the Nspaf_SecuredPacket API is contained in Annex A.
[bookmark: _Toc21711512][bookmark: _Toc22625777][bookmark: _Toc24759225][bookmark: _Toc26199113][bookmark: _Toc34738703][bookmark: _Toc34738763][bookmark: _Toc34739393][bookmark: _Toc34739451][bookmark: _Toc34749405][bookmark: _Toc35936209][bookmark: _Toc36462468][bookmark: _Toc45106376][bookmark: _Toc51872045][bookmark: _Toc74990997]6.1.2.2	HTTP standard headers
[bookmark: _Toc21711513][bookmark: _Toc22625778][bookmark: _Toc24759226][bookmark: _Toc26199114][bookmark: _Toc34738704][bookmark: _Toc34738764][bookmark: _Toc34739394][bookmark: _Toc34739452][bookmark: _Toc34749406][bookmark: _Toc35936210][bookmark: _Toc36462469][bookmark: _Toc45106377][bookmark: _Toc51872046][bookmark: _Toc74990998]6.1.2.2.1	General
See clause 5.2.2 of 3GPP TS 29.500 [4] for the usage of HTTP standard headers.
[bookmark: _Toc21711514][bookmark: _Toc22625779][bookmark: _Toc24759227][bookmark: _Toc26199115][bookmark: _Toc34738705][bookmark: _Toc34738765][bookmark: _Toc34739395][bookmark: _Toc34739453][bookmark: _Toc34749407][bookmark: _Toc35936211][bookmark: _Toc36462470][bookmark: _Toc45106378][bookmark: _Toc51872047][bookmark: _Toc74990999]6.1.2.2.2	Content type
JSON, IETF RFC 8259 [12], shall be used as content type of the HTTP bodies specified in the present specification as specified in clause 5.4 of 3GPP TS 29.500 [4]. The use of the JSON format shall be signalled by the content type "application/json".
[bookmark: _Hlk525213471][bookmark: _Hlk525213025]"Problem Details" JSON object shall be used to indicate additional details of the error in a HTTP response body and shall be signalled by the content type "application/problem+json", as defined in IETF RFC 7807 [13].
[bookmark: _Toc21711515][bookmark: _Toc22625780][bookmark: _Toc24759228][bookmark: _Toc26199116][bookmark: _Toc34738706][bookmark: _Toc34738766][bookmark: _Toc34739396][bookmark: _Toc34739454][bookmark: _Toc34749408][bookmark: _Toc35936212][bookmark: _Toc36462471][bookmark: _Toc45106379][bookmark: _Toc51872048][bookmark: _Toc74991000]6.1.2.3	HTTP custom headers
[bookmark: _Toc489605322][bookmark: _Toc492899753][bookmark: _Toc492900032][bookmark: _Toc492967834][bookmark: _Toc492972922][bookmark: _Toc492973142][bookmark: _Toc492974840]The mandatory HTTP custom header fields specified in clause 5.2.3.2 of 3GPP TS 29.500 [4] shall be applicable.
[bookmark: _Toc21711516][bookmark: _Toc22625781][bookmark: _Toc24759229][bookmark: _Toc26199117][bookmark: _Toc34738707][bookmark: _Toc34738767][bookmark: _Toc34739397][bookmark: _Toc34739455][bookmark: _Toc34749409][bookmark: _Toc35936213][bookmark: _Toc36462472][bookmark: _Toc45106380][bookmark: _Toc51872049][bookmark: _Toc74991001]6.1.3	Resources
[bookmark: _Toc21711517][bookmark: _Toc22625782][bookmark: _Toc24759230][bookmark: _Toc26199118][bookmark: _Toc34738708][bookmark: _Toc34738768][bookmark: _Toc34739398][bookmark: _Toc34739456][bookmark: _Toc34749410][bookmark: _Toc35936214][bookmark: _Toc36462473][bookmark: _Toc45106381][bookmark: _Toc51872050][bookmark: _Toc74991002]6.1.3.1	Overview


Figure 6.1.3.1-1: Resource URI structure of the nspaf-secured-packet API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	SecuredPacket (Custom operation)
	/{supi}/provide-secured-packet 
	Provide-secured-packet (POST)
	The SP-AF generates a secured packet containing the presented UICC configuration parameter 



[bookmark: _Toc21711518][bookmark: _Toc22625783][bookmark: _Toc24759231][bookmark: _Toc26199119][bookmark: _Toc34738709][bookmark: _Toc34738769][bookmark: _Toc34739399][bookmark: _Toc34739457][bookmark: _Toc34749411][bookmark: _Toc35936215][bookmark: _Toc36462474][bookmark: _Toc45106382][bookmark: _Toc51872051][bookmark: _Toc74991003]6.1.3.2	Resource: SecuredPacket
[bookmark: _Toc21711519][bookmark: _Toc22625784][bookmark: _Toc24759232][bookmark: _Toc26199120][bookmark: _Toc34738710][bookmark: _Toc34738770][bookmark: _Toc34739400][bookmark: _Toc34739458][bookmark: _Toc34749412][bookmark: _Toc35936216][bookmark: _Toc36462475][bookmark: _Toc45106383][bookmark: _Toc51872052][bookmark: _Toc74991004]6.1.3.2.1	Description
This resource represents the information that is needed to construct secured packets for the SUPI.
[bookmark: _Toc21711520][bookmark: _Toc22625785][bookmark: _Toc24759233][bookmark: _Toc26199121][bookmark: _Toc34738711][bookmark: _Toc34738771][bookmark: _Toc34739401][bookmark: _Toc34739459][bookmark: _Toc34749413][bookmark: _Toc35936217][bookmark: _Toc36462476][bookmark: _Toc45106384][bookmark: _Toc51872053][bookmark: _Toc74991005]6.1.3.2.2	Resource Definition
Resource URI: {apiRoot}/nspaf-secured-packet/v1/{supi}/provide-secured-packet
This resource shall support the resource URI variables defined in table 6.1.3.2.2-1.
Table 6.1.3.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See clause 6.1.1

	supi 
	Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
	pattern: "^(imsi-[0-9]{5,15}|nai-.+|.+)$"



[bookmark: _Toc21711521][bookmark: _Toc22625786][bookmark: _Toc24759234][bookmark: _Toc26199122][bookmark: _Toc34738712][bookmark: _Toc34738772][bookmark: _Toc34739402][bookmark: _Toc34739460][bookmark: _Toc34749414][bookmark: _Toc35936218][bookmark: _Toc36462477][bookmark: _Toc45106385][bookmark: _Toc51872054][bookmark: _Toc74991006]6.1.3.2.3	Resource Standard Methods
No Standard Methods are supported for this resource.
[bookmark: _Toc21711522][bookmark: _Toc22625787][bookmark: _Toc24759235][bookmark: _Toc26199123][bookmark: _Toc34738713][bookmark: _Toc34738773][bookmark: _Toc34739403][bookmark: _Toc34739461][bookmark: _Toc34749415][bookmark: _Toc35936219][bookmark: _Toc36462478][bookmark: _Toc45106386][bookmark: _Toc51872055][bookmark: _Toc74991007]6.1.3.2.4	Resource Custom Operations
[bookmark: _Toc21711523][bookmark: _Toc22625788][bookmark: _Toc24759236][bookmark: _Toc26199124][bookmark: _Toc34738714][bookmark: _Toc34738774][bookmark: _Toc34739404][bookmark: _Toc34739462][bookmark: _Toc34749416][bookmark: _Toc35936220][bookmark: _Toc36462479][bookmark: _Toc45106387][bookmark: _Toc51872056][bookmark: _Toc74991008]6.1.3.2.4.1	Overview
Table 6.1.3.2.4.1-1: Custom operations
	Custom operaration URI
	Mapped HTTP method
	Description

	/provide-secured-packet
	POST
	The SP-AF generates a secured packet for the SUPI that contains the presented UICC configuration parameter.


[bookmark: _Toc21711524]
[bookmark: _Toc22625789][bookmark: _Toc24759237][bookmark: _Toc26199125][bookmark: _Toc34738715][bookmark: _Toc34738775][bookmark: _Toc34739405][bookmark: _Toc34739463][bookmark: _Toc34749417][bookmark: _Toc35936221][bookmark: _Toc36462480][bookmark: _Toc45106388][bookmark: _Toc51872057][bookmark: _Toc74991009]6.1.3.2.4.2	Operation: provide-secured-packet
[bookmark: _Toc21711525][bookmark: _Toc22625790][bookmark: _Toc24759238][bookmark: _Toc26199126][bookmark: _Toc34738716][bookmark: _Toc34738776][bookmark: _Toc34739406][bookmark: _Toc34739464][bookmark: _Toc34749418][bookmark: _Toc35936222][bookmark: _Toc36462481][bookmark: _Toc45106389][bookmark: _Toc51872058][bookmark: _Toc74991010]6.1.3.2.4.2.1	Description
This custom operation is used by the NF service consumer (e.g. UDM) to request a secured packet for the SUPI containing the presented UICC configuration parameter. The returned secured packet shall be constructed as an SMS-Deliver as specified in 3GPP TS 23.040 [18] and protected as specified in 3GPP TS 31.115 [16].
[bookmark: _Toc21711526][bookmark: _Toc22625791][bookmark: _Toc24759239][bookmark: _Toc26199127][bookmark: _Toc34738717][bookmark: _Toc34738777][bookmark: _Toc34739407][bookmark: _Toc34739465][bookmark: _Toc34749419][bookmark: _Toc35936223][bookmark: _Toc36462482][bookmark: _Toc45106390][bookmark: _Toc51872059][bookmark: _Toc74991011]6.1.3.2.4.2.2	Operation Definition
This operation shall support the request data structures specified in table 6.1.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.1.3.2.4.2.2-2.
Table 6.1.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	UiccConfigurationParameter
	M
	1
	Contains the parameter that is to be updated in the UICC



Table 6.1.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SecuredPacket
	M
	1
	200 OK
	Upon success, a response body containing the generated secured packet shall be returned.

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to convey the following application error:
- USER_NOT_FOUND

	NOTE:	The manadatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



[bookmark: _Toc21711527][bookmark: _Toc22625792][bookmark: _Toc24759240][bookmark: _Toc26199128][bookmark: _Toc34738718][bookmark: _Toc34738778][bookmark: _Toc34739408][bookmark: _Toc34739466][bookmark: _Toc34749420][bookmark: _Toc35936224][bookmark: _Toc36462483][bookmark: _Toc45106391][bookmark: _Toc51872060][bookmark: _Toc74991012]6.1.4	Custom Operations without associated resources
In this release of this specification, no custom operations without associated resources are defined for the Nspaf_SecuredPacket Service.
[bookmark: _Toc21711528][bookmark: _Toc22625793][bookmark: _Toc24759241][bookmark: _Toc26199129][bookmark: _Toc34738719][bookmark: _Toc34738779][bookmark: _Toc34739409][bookmark: _Toc34739467][bookmark: _Toc34749421][bookmark: _Toc35936225][bookmark: _Toc36462484][bookmark: _Toc45106392][bookmark: _Toc51872061][bookmark: _Toc74991013]6.1.5	Notifications
In this release of this specification, no notifications are defined for the Nspaf_SecuredPacket Service.
[bookmark: _Toc21711529][bookmark: _Toc22625794][bookmark: _Toc24759242][bookmark: _Toc26199130][bookmark: _Toc34738720][bookmark: _Toc34738780][bookmark: _Toc34739410][bookmark: _Toc34739468][bookmark: _Toc34749422][bookmark: _Toc35936226][bookmark: _Toc36462485][bookmark: _Toc45106393][bookmark: _Toc51872062][bookmark: _Toc74991014]6.1.6	Data Model
[bookmark: _Toc21711530][bookmark: _Toc22625795][bookmark: _Toc24759243][bookmark: _Toc26199131][bookmark: _Toc34738721][bookmark: _Toc34738781][bookmark: _Toc34739411][bookmark: _Toc34739469][bookmark: _Toc34749423][bookmark: _Toc35936227][bookmark: _Toc36462486][bookmark: _Toc45106394][bookmark: _Toc51872063][bookmark: _Toc74991015]6.1.6.1	General
This clause specifies the application data model supported by the API.
Table 6.1.6.1-1 specifies the data types defined for the Nspaf service based interface protocol.
Table 6.1.6.1-1: Nspaf specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	UiccConfigurationParameter
	6.1.6.2.2
	UICC Configuration Parameters
	

	RoutingId
	6.1.6.3.2
	Routing ID
	



Table 6.1.6.1-2 specifies data types re-used by the Nspaf service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Nspaf service based interface.
Table 6.1.6.1-2: Nspaf re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	SecuredPacket
	3GPP TS 29.503 [14]
	Secured Packet
	

	ProblemDetails
	3GPP TS 29.571 [15]
	
	

	SteeringInfo
	3GPP TS 29.509 [17]
	Steering Information
	



[bookmark: _Toc21711531][bookmark: _Toc22625796][bookmark: _Toc24759244][bookmark: _Toc26199132][bookmark: _Toc34738722][bookmark: _Toc34738782][bookmark: _Toc34739412][bookmark: _Toc34739470][bookmark: _Toc34749424][bookmark: _Toc35936228][bookmark: _Toc36462487][bookmark: _Toc45106395][bookmark: _Toc51872064][bookmark: _Toc74991016]6.1.6.2	Structured data types
[bookmark: _Toc21711532][bookmark: _Toc22625797][bookmark: _Toc24759245][bookmark: _Toc26199133][bookmark: _Toc34738723][bookmark: _Toc34738783][bookmark: _Toc34739413][bookmark: _Toc34739471][bookmark: _Toc34749425][bookmark: _Toc35936229][bookmark: _Toc36462488][bookmark: _Toc45106396][bookmark: _Toc51872065][bookmark: _Toc74991017]6.1.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc21711533][bookmark: _Toc22625798][bookmark: _Toc24759246][bookmark: _Toc26199134][bookmark: _Toc34738724][bookmark: _Toc34738784][bookmark: _Toc34739414][bookmark: _Toc34739472][bookmark: _Toc34749426][bookmark: _Toc35936230][bookmark: _Toc36462489][bookmark: _Toc45106397][bookmark: _Toc51872066][bookmark: _Toc74991018]6.1.6.2.2	Type: UiccConfigurationParameter
Table 6.1.6.2.2-1: Definition of type UiccConfigurationParameter
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	routingId
	RoutingId
	C
	0..1
	The Routing Id that needs to be updated in the USIM.
	

	steeringContainer
	array(SteeringInfo)
	C
	1..N
	List of PLMN/AccessTechnologies combinations that need to be updated in the USIM.
	

	Note:	Exactly one attribute shall be present



[bookmark: _Toc21711534][bookmark: _Toc22625799][bookmark: _Toc24759247][bookmark: _Toc26199135][bookmark: _Toc34738725][bookmark: _Toc34738785][bookmark: _Toc34739415][bookmark: _Toc34739473][bookmark: _Toc34749427][bookmark: _Toc35936231][bookmark: _Toc36462490][bookmark: _Toc45106398][bookmark: _Toc51872067][bookmark: _Toc74991019]6.1.6.3	Simple data types and enumerations
[bookmark: _Toc21711535][bookmark: _Toc22625800][bookmark: _Toc24759248][bookmark: _Toc26199136][bookmark: _Toc34738726][bookmark: _Toc34738786][bookmark: _Toc34739416][bookmark: _Toc34739474][bookmark: _Toc34749428][bookmark: _Toc35936232][bookmark: _Toc36462491][bookmark: _Toc45106399][bookmark: _Toc51872068][bookmark: _Toc74991020]6.1.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc21711536][bookmark: _Toc22625801][bookmark: _Toc24759249][bookmark: _Toc26199137][bookmark: _Toc34738727][bookmark: _Toc34738787][bookmark: _Toc34739417][bookmark: _Toc34739475][bookmark: _Toc34749429][bookmark: _Toc35936233][bookmark: _Toc36462492][bookmark: _Toc45106400][bookmark: _Toc51872069][bookmark: _Toc74991021]6.1.6.3.2	Simple data types
The simple data types defined in table 6.1.6.3.2-1 shall be supported.
Table 6.1.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description
	Applicability

	RoutingId
	string
	Pattern: "^[0-9]{1,4}$"
	



[bookmark: _Toc21711543][bookmark: _Toc22625808][bookmark: _Toc24759250][bookmark: _Toc26199138][bookmark: _Toc34738728][bookmark: _Toc34738788][bookmark: _Toc34739418][bookmark: _Toc34739476][bookmark: _Toc34749430][bookmark: _Toc35936234][bookmark: _Toc36462493][bookmark: _Toc45106401][bookmark: _Toc51872070][bookmark: _Toc74991022]6.1.7	Error Handling
[bookmark: _Toc21711544][bookmark: _Toc22625809][bookmark: _Toc24759251][bookmark: _Toc26199139][bookmark: _Toc34738729][bookmark: _Toc34738789][bookmark: _Toc34739419][bookmark: _Toc34739477][bookmark: _Toc34749431][bookmark: _Toc35936235][bookmark: _Toc36462494][bookmark: _Toc45106402][bookmark: _Toc51872071][bookmark: _Toc74991023]6.1.7.1	General
For the Nspaf_SecuredPacket API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [5]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [4] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [4].
In addition, the requirements in the following clauses are applicable for the Nspaf_SecuredPacket API.
[bookmark: _Toc21711545][bookmark: _Toc22625810][bookmark: _Toc24759252][bookmark: _Toc26199140][bookmark: _Toc34738730][bookmark: _Toc34738790][bookmark: _Toc34739420][bookmark: _Toc34739478][bookmark: _Toc34749432][bookmark: _Toc35936236][bookmark: _Toc36462495][bookmark: _Toc45106403][bookmark: _Toc51872072][bookmark: _Toc74991024]6.1.7.2	Protocol Errors
No specific procedures for the Nspaf_SecuredPacket service are specified.
[bookmark: _Toc21711546][bookmark: _Toc22625811][bookmark: _Toc24759253][bookmark: _Toc26199141][bookmark: _Toc34738731][bookmark: _Toc34738791][bookmark: _Toc34739421][bookmark: _Toc34739479][bookmark: _Toc34749433][bookmark: _Toc35936237][bookmark: _Toc36462496][bookmark: _Toc45106404][bookmark: _Toc51872073][bookmark: _Toc74991025]6.1.7.3	Application Errors
The application errors defined for the Nspaf_SecuredPacket service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	USER_NOT_FOUND
	404 Not Found
	The user does not exist


[bookmark: _Toc492899751][bookmark: _Toc492900030][bookmark: _Toc492967832][bookmark: _Toc492972920][bookmark: _Toc492973140][bookmark: _Toc493774060][bookmark: _Toc508285804][bookmark: _Toc508287269][bookmark: _Toc21711547][bookmark: _Toc22625812]
[bookmark: _Toc24759254][bookmark: _Toc26199142][bookmark: _Toc34738732][bookmark: _Toc34738792][bookmark: _Toc34739422][bookmark: _Toc34739480][bookmark: _Toc34749434][bookmark: _Toc35936238][bookmark: _Toc36462497][bookmark: _Toc45106405][bookmark: _Toc51872074][bookmark: _Toc74991026]6.1.8	Feature negotiation
The optional features in table 6.1.8-1 are defined for the Nspaf_SecuredPacket API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 6.1.8-1: Supported Features
	Feature number
	Feature Name
	Description
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As indicated in 3GPP TS 33.501 [8] and 3GPP TS 29.500 [4], the access to the Nspaf_SecuredPacket API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [10]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Nspaf_SecuredPacket API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Nspaf_SecuredPacket service.
[bookmark: _Hlk530142087]The Nspaf_SecuredPacket API defines a single scope "nspaf-secured-packet" for the entire service, and it does not define any additional scopes at resource or operation level.
[bookmark: _Toc21711549][bookmark: _Toc22625814][bookmark: _Toc24759256][bookmark: _Toc26199144][bookmark: _Toc34738734][bookmark: _Toc34738794][bookmark: _Toc34739424][bookmark: _Toc34739482][bookmark: _Toc34749436][bookmark: _Toc35936240][bookmark: _Toc36462499][bookmark: _Toc45106407][bookmark: _Toc51872076][bookmark: _Toc74991028]
Annex A (normative):
OpenAPI specification
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This Annex specifies the formal definition of the API(s) defined in the present specification. It consists of OpenAPI 3.0.0 specifications in YAML format.
This Annex takes precedence when being discrepant to other parts of the specification with respect to the encoding of information elements and methods within the API(s).
NOTE:	The semantics and procedures, as well as conditions, e.g. for the applicability and allowed combinations of attributes or values, not expressed in the OpenAPI definitions but defined in other parts of the specification also apply.
Informative copies of the OpenAPI specification files contained in this 3GPP Technical Specification are available on a Git-based repository, that uses the GitLab software version control system (see 3GPP TS 29.501 [5] clause 5.3.1 and 3GPP TR 21.900 [7] clause 5B).
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[bookmark: _Hlk515634373][bookmark: _Hlk515642979]openapi: 3.0.0
info:
  title: 'Nspaf_SecuredPacket'
  version: '1.1.0-alpha.1'
  description: |
    Nspaf Secured Packet Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
[bookmark: _Hlk514243590]externalDocs:
  description: 3GPP TS 29.544, SP-AF Services, version V17.0.0
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.544/
servers:
  - url: '{apiRoot}/nspaf-secured-packet/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501
security:
  - {}
  - oAuth2ClientCredentials:
    - nspaf-secured-packet
paths:
  /{supi}/provide-secured-packet:
    post:
      summary: request generation of a secured packet
      operationId: ProvideSecuredPacket
      tags:
        - SecuredPacket Generation (Custom Operation)
      parameters:
        - name: supi
          in: path
          description: SUPI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/UiccConfigurationParameter'
      responses:
        '200':
          description: Success
          content:
            application/json:
              schema:
                $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/SecuredPacket'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nspaf-secured-packet: Access to the nspaf-secured-packet API
  schemas:

# COMPLEX TYPES:

    UiccConfigurationParameter:
      description: Represents UICC Configuration Parameters.
      type: object
      oneOf:
        - required: [routingId ]
        - required: [steeringContainer ]
      properties:
        routingId:
          $ref: '#/components/schemas/RoutingId'
        steeringContainer:
          type: array
          items:
            $ref: 'TS29509_Nausf_SoRProtection.yaml#/components/schemas/SteeringInfo'
          minItems: 1

# SIMPLE TYPES:

    RoutingId:
      description: Represents a routing indicator.
      type: string
      pattern: '^[0-9]{1,4}$'

# ENUMS:
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