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[bookmark: _Toc90887920]Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc85718320][bookmark: _Toc90887921]
1	Scope
[bookmark: references][bookmark: _Hlk88653352]The present document specifies the stage 3 protocol and data model for the UAS-specific Naf Service Based Interface. It provides stage 3 protocol definitions and message flows, and specifies the API for each service offered by the UAS-specific AF.
The 5G System stage 2 architecture and procedures are specified in 3GPP TS 23.501 [2], 3GPP TS 23.502 [3], and 3GPP TS 23.256 [14].
The Technical Realization of the Service Based Architecture and the Principles and Guidelines for Services Definition are specified in 3GPP TS 29.500 [4] and 3GPP TS 29.501 [5].
The UAS Service Supplier (USS) provides the UAS-specific AF services to NF service consumers (e.g. NEF (UAS-NF)). The USS is functionality within the AF.
[bookmark: _Toc85718321][bookmark: _Toc90887922]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[7]	3GPP TR 21.900: "Technical Specification Group working methods".
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[9]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[10]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[11]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[12]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[13]	IETF RFC 7807: "Problem Details for HTTP APIs".
[bookmark: _Hlk88654473][14]	3GPP TS 23.256: "Support of Uncrewed Aerial Systems (UAS) connectivity, identification and tracking; Stage 2".
[15]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[16]	3GPP TS 29.122:"T8 reference point for Northbound APIs".
[bookmark: definitions][bookmark: _Toc85718322][bookmark: _Toc90887923]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc85718323][bookmark: _Toc90887924]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1]. For the purposes of the present document, the terms and definitions given in 3GPP TS 23.256 [14] shall apply.
[bookmark: _Toc85718324][bookmark: _Toc90887925]3.2	Symbols
For the purposes of the present document, the following symbols apply:

[bookmark: _Toc85718325][bookmark: _Toc90887926]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
AF	Application Function
[bookmark: _Hlk88653394]UAS	Uncrewed Aerial System
UAS-NF	Uncrewed Aerial System Network Function
[bookmark: _Hlk88653717]UAV	Uncrewed Aerial Vehicle
[bookmark: _Hlk88654637][bookmark: _Hlk88653519]USS	UAS Service Supplier
[bookmark: _Toc510696585][bookmark: _Toc35971377][bookmark: _Toc67903501][bookmark: _Toc70598394][bookmark: _Toc90887927]4	Services offered by the USS
[bookmark: _Toc510696586][bookmark: _Toc35971378][bookmark: _Toc63347605][bookmark: _Toc67927718][bookmark: _Toc85718326][bookmark: _Toc510696597][bookmark: _Toc35971389][bookmark: _Toc67903513][bookmark: _Toc70598436][bookmark: _Toc90887928]4.1	Introduction
Table 4.1-1 summarizes the corresponding APIs defined for this specification.
Table 4.1-1: API Descriptions
	Service Name
	Clause
	Description
	OpenAPI Specification File
	apiName
	Annex

	Naf_Authentication
	5.1
	USS Authentication and Authorization Service
	
	naf-auth
	A.2




[bookmark: _Toc510696587][bookmark: _Toc35971379][bookmark: _Toc63347606][bookmark: _Toc67927719][bookmark: _Toc85718327][bookmark: _Toc90887929]4.2	Naf_Authentication Service
[bookmark: _Toc510696588][bookmark: _Toc35971380][bookmark: _Toc63347607][bookmark: _Toc67927720][bookmark: _Toc85718328][bookmark: _Toc90887930]4.2.1	Service Description
[bookmark: _Toc70598398][bookmark: _Hlk81079791][bookmark: _Toc90887931]4.2.1.1	Overview
The Naf_Authentication service as defined in 3GPP TS 23.256 [14] is provided by the USS via the Naf service-based interface (see 3GPP TS 23.256 [14]).
This service:
-	allows NF consumers to authentication and authorization of the UAV with the USS; and
-	notifies NF consumers about reauthentication.
[bookmark: _Toc70598399][bookmark: _Toc90887932]4.2.1.2	Service Architecture
The Application Function Authentication Service (Naf_Authentication) is part of the Naf service-based interface exhibited by the Application Function (AF).
The known NF service consumers of the Naf_Authentication are the Network Exposure Function (NEF) which owns the functionality of UAS-NF.
Figure 4.2.1.2-1 provides the reference model (in service-based interface representation and in reference point representation), with focus on the USS and the scope of the present specification.


Figure 4.2.1.2-1: Reference architecture for Naf_Authentication service: SBI representation


Figure 4.2.1.2-2: Reference architecture for Naf_Authentication service: reference point representation
The functionalities supported by the USS are listed in clause 4.3.2 of  3GPP TS 23.256 [14].
[bookmark: _Toc70598400][bookmark: _Toc90887933]4.2.1.3	Network Functions
[bookmark: _Toc70598401][bookmark: _Toc90887934][bookmark: _Toc70598402]4.2.1.3.1	Uncrewed Aerial System Service Supplier (USS)
The UAS service supplier (USS) application provides authentication and authorization for the UAV.
The UAS service supplier (USS) allows NF consumers to exchange communication messages needed for authentication and authorization procedure. It also notifies NF consumers about reauthentication or revocation of the UAV.
[bookmark: _Toc90887935]4.2.1.3.2	NF Service Consumers
The Uncrewed Aerial System network function (UAS NF):
-	supports authentication and authorization of the UAV with the USS;
-	supports subscription for notification of reauthentication of the UAV from the USS.
[bookmark: _Toc510696589][bookmark: _Toc35971381][bookmark: _Toc63347608][bookmark: _Toc67927721][bookmark: _Toc85718329][bookmark: _Toc90887936]4.2.2	Service Operations
[bookmark: _Toc510696590][bookmark: _Toc35971382][bookmark: _Toc63347609][bookmark: _Toc67927722][bookmark: _Toc85718330][bookmark: _Toc90887937]4.2.2.1	Introduction
[bookmark: _Toc85718331][bookmark: _Toc510696591][bookmark: _Toc35971383][bookmark: _Toc63347610][bookmark: _Toc67927723][bookmark: _Toc90887938]4.2.2.2	Naf_Authentication_AuthenticateAuthorize Service operation
[bookmark: _Toc510696592][bookmark: _Toc35971384][bookmark: _Toc63347611][bookmark: _Toc67927724][bookmark: _Toc85718332][bookmark: _Toc90887939]4.2.2.2.1	General
The Naf_Authentication_AuthenticateAuthorize service operation is used by the NF consumers during following procedure:
-	UUAA-MM and UUAA-SM procedures (see 3GPP TS 23.256 [14], clause 5.2.2 and clause 5.2.3, respectively)
-	C2 authorization (see 3GPP TS 23.256 [14], clause 5.2.5.2)
[bookmark: _Toc85718333][bookmark: _Toc510696593][bookmark: _Toc35971385][bookmark: _Toc63347612][bookmark: _Toc67927725][bookmark: _Toc90887940]4.2.2.2.2	Authentication and Authorization of the UAV
The Naf_Authentication_AuthenticateAuthorize service operation is invoked by an NF Service Consumer (e.g. an NEF(UAS-NF)) towards the USS, when UUAA-MM is done during 5GS registration or UUAA-SM is done during PDU session establishment, respectively. 
The NF Service Consumer (e.g. the NEF(UAS-NF)) shall send the authentication message to USS by sending the HTTP POST request towards the "request-auth" resource as shown in Figure 4.2.2.2.1-1.


Figure 4.2.2.2.2-1: AuthenticateAuthorize Service Operation
1.	The NF Service Consumer shall send a POST request to the resource with a UAVAuthInfo object in the request body. The UAVAuthInfo data type shall include:
-	GPSI (in the format of External Identifier) of the UAV is set to "gpsi" attribute;
-	Service Level Device Identity of the UAV is set to "serviceLevelId" attribute;
-	"authMsg" attribute contains the authentication message based on the authentication method used, which is present in the intermediate round-trip messages and not in initial request;
-	"notifyURI" attribute provides the notification URI to receive notifications related to reauthentication, reauthorization or revocation triggered by the USS;
The UAVAuthInfo data type may include
-	"uavLocInfo" attribute that provides the UAV location;
In case of UUAA-SM procedure, the UAVAuthInfo data type may also include:
-	"ipAddr" attribute that carries the IP Address associated with the PDU session; and
-	"pei" attribute carries the PEI of the UAV.	
2a.		If the HTTP request message from the NF service consumer is accepted, the USS shall respond with "200 OK" status code with the message body containing the UAVAuthResponse data type in the response body .
If the USS triggers more intermediate round-trip messages, the UAVAuthResponse data shall include a "authMsg" attribute that contains the authentication message or authorization data.
Otherwise, the UAVAuthResponse data type shall contain the "authSessCorrId" and the "authResult" attributes. If the UAV is authenticated successfully, the USS shall set the "authResult" attribute to "AUTH_SUCCESS". The UAVAuthResponse data type may include the authorized "authMsg" attribute delivering configuration information to the UAV. 
2b.	If the USS cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the USS shall send the HTTP error response as specified in clause 5.1.7. 
If the UAV authentication is failed, the USS shall reject the request with an HTTP "403 Forbidden" response message including the "cause" attribute of the ProblemDetailsAuthenticateAuthorize data structure set to "FAILED_AUTH". The USS may also include an indication of "uasResRelInd" attribute in the ProblemDetailsAuthenticateAuthorize data type to indicate if an UAS service related network resource can be released or not, during Authentication failure.
If the USS determines the received HTTP POST request needs to be redirected, the USS shall send an HTTP redirect response as specified in clause 6.10.9 of 3GPP TS 29.500 [4].
[bookmark: _Toc85718335][bookmark: _Toc510696595][bookmark: _Toc35971387][bookmark: _Toc63347614][bookmark: _Toc67927727][bookmark: _Toc90887941]4.2.2.3	Naf_Authentication_Notification Service operation
[bookmark: _Toc70598410][bookmark: _Hlk81080053][bookmark: _Toc90887942]4.2.2.3.1	General
The Naf_Authentication_Notification service operation is used by the NF consumers during the following procedure:
-	USS Initiated Re-authentication and Re-authorization (see 3GPP TS 23.256 [14], clause 5.2.4)
-	USS Initiated Revocation (see 3GPP TS 23.256 [14], clause 5.2.7)
[bookmark: _Toc70598411][bookmark: _Toc90887943]4.2.2.3.2	Notification for Reauthentication, Reauthorization or Revocation
The Naf_Authentication_Notification service operation is invoked by the USS to inform a NF Service Consumer (e.g. NEF(UAS-NF)), when USS triggers reauthentication, update authorization data or revoke authorization of the UAV.
The USS shall send the request by sending the HTTP POST method towards the Notification URI as shown in Figure 4.2.2.3.2-1.


Figure 4.2.2.3.2-1: UAV NotificationService Operation
[bookmark: _Hlk71623706]1.	The USS shall send a POST request towards the Notification URI received in the Authenticate service operation request (See clause 4.2.2.1). The request body shall contain a ReauthRevokeNotify object containing the reauthentication information, update authorization information or revoke authorization indication. The ReauthRevokeNotify data type shall include
-	the "gpsi" attribute is set to the GPSI (in the format of External Identifier) of the given UAV required to be reauthenticated, reauthorized or revoked;
[bookmark: _Hlk80688384]-	the "serviceLevelId" attribute is set to the Service Level Device Identity of the UAV;
-	the "authSesCorId" attribute is set to the authentication session correlation id;
-	the "notifyType" attribute is set to REAUTHENTICATE for reauthentication and set to REAUTHORIZE for authorization data update and set to REVOKE for revocation of authorization. In addition,
-	if "notifyType" attribute is set to REAUTHORIZE, then attribute "authMsg" containing the authorization data shall be included. 
-	if "notifyType” attribute is set to REVOKE, then attribute "revokeCause" which is the cause of revocation indicated by the USS shall be included.
The ReauthRevokeNotify may also include:
-	the "ipAddr" attribute carries the IP Address associated with the PDU session;
2a.	On success, "204 No content" shall be returned without response body.
2b.	If the NF service consumer cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the NF service consumer shall send an HTTP error response as specified in clause 5.1.7.
If the NF service consumer determines the received HTTP POST request needs to be redirected, the NF service consumer shall send an HTTP redirect response as specified in clause 6.10.9 of 3GPP TS 29.500 [4].
[bookmark: _Toc90887944]5	API Definitions
[bookmark: _Toc510696598][bookmark: _Toc35971390][bookmark: _Toc63347617][bookmark: _Toc67927730][bookmark: _Toc85718336][bookmark: _Toc510696599][bookmark: _Toc35971391][bookmark: _Toc67903515][bookmark: _Toc70598438][bookmark: _Toc90887945][bookmark: _Hlk88654061]5.1	Naf_Authentication Service API
[bookmark: _Toc90887946]5.1.1	Introduction
[bookmark: _Toc510696600]The Naf_Authentication shall use the Naf_Authentication API.
The API URI of the Naf_Authentication API shall be:
{apiRoot}/<apiName>/<apiVersion>
The request URIs used in HTTP requests from the NF service consumer towards the NF service producer shall have the Resource URI structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "naf-auth".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 5.1.3.
[bookmark: _Toc35971392][bookmark: _Toc67903516][bookmark: _Toc70598439][bookmark: _Toc90887947]5.1.2	Usage of HTTP
[bookmark: _Toc510696601][bookmark: _Toc35971393][bookmark: _Toc67903517][bookmark: _Toc70598440][bookmark: _Toc90887948]5.1.2.1	General
[bookmark: _Toc510696602]HTTP/2, IETF RFC 7540 [11], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [4].
The OpenAPI [6] specification of HTTP messages and content bodies for the Naf_Authentication API is contained in Annex A.
[bookmark: _Toc35971394][bookmark: _Toc67903518][bookmark: _Toc70598441][bookmark: _Toc90887949]5.1.2.2	HTTP standard headers
[bookmark: _Toc510696603][bookmark: _Toc35971395][bookmark: _Toc67903519][bookmark: _Toc70598442][bookmark: _Toc90887950]5.1.2.2.1	General
[bookmark: _Toc510696604]See clause 5.2.2 of 3GPP TS 29.500 [4] for the usage of HTTP standard headers.
[bookmark: _Toc35971396][bookmark: _Toc67903520][bookmark: _Toc70598443][bookmark: _Toc90887951]5.1.2.2.2	Content type
[bookmark: _Toc510696605]JSON, IETF RFC 8259 [12], shall be used as content type of the HTTP bodies specified in the present specification as specified in clause 5.4 of 3GPP TS 29.500 [4]. The use of the JSON format shall be signalled by the content type "application/json".
[bookmark: _Hlk525213471][bookmark: _Hlk525213025]"Problem Details" JSON object shall be used to indicate additional details of the error in a HTTP response body and shall be signalled by the content type "application/problem+json", as defined in IETF RFC 7807 [13].
[bookmark: _Toc35971397][bookmark: _Toc67903521][bookmark: _Toc70598444][bookmark: _Toc90887952]5.1.2.3	HTTP custom headers
[bookmark: _Toc489605322][bookmark: _Toc492899753][bookmark: _Toc492900032][bookmark: _Toc492967834][bookmark: _Toc492972922][bookmark: _Toc492973142][bookmark: _Toc492974840][bookmark: _Toc510696606]The mandatory HTTP custom header fields specified in clause 5.2.3.2 of 3GPP TS 29.500 [4] shall be supported, and the optional HTTP custom header fields specified in clause 5.2.3.3 of 3GPP TS 29.500 [4] may be supported.
[bookmark: _Toc510696607][bookmark: _Toc35971398][bookmark: _Toc67903522][bookmark: _Toc70598445][bookmark: _Toc90887953]5.1.3	Resources
None
[bookmark: _Toc510696622][bookmark: _Toc35971413][bookmark: _Toc67903530][bookmark: _Toc70598453][bookmark: _Toc90887954]5.1.4	Custom Operations without associated resources
[bookmark: _Toc510696623][bookmark: _Toc35971414][bookmark: _Toc67903531][bookmark: _Toc70598454][bookmark: _Toc90887955]5.1.4.1	Overview
The structure of the custom operation URIs of the Naf_Authentication service is shown in Figure 5.1.4.1-1.


Figure 5.1.4.1-1: Custom operation URI structure of the Naf_Authentication API
Table 5.1.4.1-1 provides an overview of the custom operations and applicable HTTP methods.
Table 5.1.4.1-1: Custom operations without associated resources
	Custom operation URI
	Mapped HTTP method
	Description

	{apiRoot}/naf-auth/<apiVersion>/request-auth
	POST
	Request UAV authentication and authorization and subscribe to notifications triggered by the USS



[bookmark: _Toc510696624][bookmark: _Toc35971415][bookmark: _Toc67903532][bookmark: _Toc70598455][bookmark: _Toc90887956]5.1.4.2	Operation: request-auth
[bookmark: _Toc510696625][bookmark: _Toc35971416][bookmark: _Toc67903533][bookmark: _Toc70598456][bookmark: _Toc90887957]5.1.4.2.1	Description
The operation is used by the NF service consumer to request UAV authentication and authorization and subscribe to notifications triggered by the USS.
[bookmark: _Toc510696626][bookmark: _Toc35971417][bookmark: _Toc67903534][bookmark: _Toc70598457][bookmark: _Toc90887958]5.1.4.2.2	Operation Definition
This operation shall support the response data structures and response codes specified in tables 5.1.4.2.2-1 and 5.1.4.2.2-2.
Table 5.1.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	UavAuthInfo
	M
	1
	Represents the data to be used for UAV authentication and authorization



Table 5.1.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	UavAuthResponse
	M
	1
	200 OK
	Successful request of UAV authentication and authorization and subscription to notification of re-authentication and revocation triggered by the USS.

	ProblemDetailsAuthenticateAuthorize
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate the following application errors:
- FAILED_AUTH

See table 5.1.7.3-1 for the description of these errors.

	NOTE:	The manadatory HTTP error status code for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.



[bookmark: _Toc510696628][bookmark: _Toc35971419][bookmark: _Toc67903536][bookmark: _Toc70598459][bookmark: _Toc90887959]5.1.5	Notifications
[bookmark: _Toc510696629][bookmark: _Toc35971420][bookmark: _Toc67903537][bookmark: _Toc70598460][bookmark: _Toc90887960]5.1.5.1	General
This clause specifies the notifications provided by the Naf_Authentication service.
[bookmark: _Toc510696630][bookmark: _Toc510696632]Notifications shall comply to clause 6.2 of 3GPP TS 29.500 [4] and clause 4.6.2.3 of 3GPP TS 29.501 [5].
Table 5.1.5.1-1: Notifications overview
	Notification
	Callback URI
	HTTP method or custom operation
	Description
(service operation)

	UAV Notification

	{notifyUri}
	
notify (POST)
	Reauthentication, Reauthorization or Revocation notification



[bookmark: _Toc35971421][bookmark: _Toc67903538][bookmark: _Toc70598461][bookmark: _Toc90887961]5.1.5.2	UAV Notification
[bookmark: _Toc532994455][bookmark: _Toc35971422][bookmark: _Toc67903539][bookmark: _Toc70598462][bookmark: _Toc510696631][bookmark: _Toc90887962]5.1.5.2.1	Description
The UAV Notification is used by the USS to trigger reauthentication, reauthorization or revocation notification to a NF service consumer that has subscribed to such notifications. The USS shall notify the NF Service Consumer when reauthentication is required.
[bookmark: _Toc532994456][bookmark: _Toc35971423][bookmark: _Toc67903540][bookmark: _Toc70598463][bookmark: _Toc90887963]5.1.5.2.2	Target URI
The Callback URI "{notifyUri}" shall be used with the callback URI variables defined in table 5.1.5.2.2-1.
Table 5.1.5.2.2-1: Callback URI variables
	Name
	Definition

	notifyUri
	String formatted as URI with the Callback Uri



[bookmark: _Toc532994457][bookmark: _Toc35971424][bookmark: _Toc67903541][bookmark: _Toc70598464][bookmark: _Toc90887964]5.1.5.2.3	Standard Methods
[bookmark: _Toc532994458][bookmark: _Toc35971425][bookmark: _Toc90887965]5.1.5.2.3.1	POST
This method shall support the request data structures specified in table 5.1.5.2.3.1-1 and the response data structures and response codes specified in table 5.1.5.2.3.2-1.
Table 5.1.5.2.3.1-1: Data structures supported by the POST Request Body
	Data type
	P
	Cardinality
	Description

	ReauthRevokeNotify
	M
	1
	Contains the reauthentication, reauthorization or revocation information.



Table 5.1.5.2.3.1-2: Data structures supported by the POST Response Body
	Data type
	P
	Cardinality
	Response codes
	Description

	n/a
	
	
	204 No Content
	Successful notification of reauthentication or reauthorization or revocation.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same NF consumer where the notification should be sent.

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing a different URI. The URI shall be an alternative URI of the resource located on an alternative service instance within the same NF consumer where the notification should be sent.

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply, with response body containing an object of ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



Table 5.1.5.2.3.1-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI representing the end point of an alternative NF consumer (service) instance towards which the notification should be redirected.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance towards which the notification request is redirected.



Table 5.1.5.2.3.1-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI representing the end point of an alternative NF consumer (service) instance towards which the notification should be redirected.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance towards which the notification request is redirected.


[bookmark: _Toc35971427][bookmark: _Toc67903543][bookmark: _Toc70598466][bookmark: _Toc90887966]5.1.6	Data Model
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc67903544][bookmark: _Toc70598467][bookmark: _Toc90887967]5.1.6.1	General
This clause specifies the application data model supported by the Naf_Authentication API.
Table 5.1.6.1-1 specifies the data types defined for the Naf_Authentication service based interface protocol.

Table 5.1.6.1-1: Naf_Authentication specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	[bookmark: _Hlk71560146]UAVAuthInfo
	5.1.6.2.2
	Information within Authenticate Request
	

	UAVAuthResponse
	5.1.6.2.4
	Information within Authenticate Response
	

	AuthResult
	5.1.6.3.3
	Enumeration indicating authentication result
	

	ReauthRevokeNotify
	5.1.6.2.3
	Information within notification
	

	NotifyType
	5.1.6.3.4
	Enumeration Notification type
	

	ProblemDetailsAuthenticateAuthorize
	5.1.6.4.1
	Data type that extends ProblemDetails.
	

	AdditionInfoAuthenticateAuthorize
	5.1.6.2.5
	Contains more details (not only the ProblemDetails) in case an UAV authentication request is rejected.
	



Table 5.1.6.1-2 specifies data types re-used by the Naf_Authentication service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Naf_Authentication service based interface.
Table 5.1.6.1-2: Naf_Authentication re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	Pei
	3GPP TS 29.571 [15]
	Permanent Equipment Identifier
	

	RedirectResponse
	3GPP TS 29.571 [15]
	Contains redirection related information.
	

	Uri
	3GPP TS 29.571 [15]
	Uri
	

	Gpsi
	3GPP TS 29.571 [15]
	GPSI
	

	IpAddr
	3GPP TS 29.571 [15]
	IPv4 address
	

	UserLocation
	3GPP TS 29.571 [15]
	User location
	

	SupportedFeatures
	3GPP TS 29.571 [15]
	Used to negotiate the applicability of the optional features defined in table 5.1.8-1.
	



[bookmark: _Toc510696634][bookmark: _Toc35971429][bookmark: _Toc67903545][bookmark: _Toc70598468][bookmark: _Toc90887968]5.1.6.2	Structured data types
[bookmark: _Toc510696635][bookmark: _Toc35971430][bookmark: _Toc67903546][bookmark: _Toc70598469][bookmark: _Toc90887969]5.1.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc67903547][bookmark: _Toc70598470][bookmark: _Toc90887970]5.1.6.2.2	Type: UAVAuthInfo
Table 5.1.6.2.2-1: Definition of type UAVAuthInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	[bookmark: _Hlk79407407]gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	[bookmark: _Hlk79407517]serviceLevelId
	string
	M
	1
	[bookmark: _Hlk71618417]Service Level Device Identity of the UAV
	

	ipAddr
	IpAddr
	O
	0..1
	When present, this attribute indicates the IP address associated with the PDU session.
	

	authMsg
	string
	O
	0..1
	Contains the authentication message or authorization data (which is not present in the initial request) used in the subsequent request messages during multiple round trip message exchanges.
	

	[bookmark: _Hlk79408228]pei
	Pei
	O
	0..1
	PEI associated with the UAV.
	

	notifyUri
	Uri
	C
	0..1
	This attribute shall be present in the initial authentication message.

It carries the notification URI to receive reauthentication, reauthorization or revocation related notifications
	

	uavLocInfo
	UserLocation
	O
	0..1
	This attribute shall contain the UE location information if it is available.
	

	suppFeat
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 5.1.8 is supported.
	



[bookmark: _Toc510696637][bookmark: _Toc35971432][bookmark: _Toc67903548][bookmark: _Toc70598471][bookmark: _Toc90887971]5.1.6.2.3	Type: ReauthRevokeNotify
Table 5.1.6.2.3-1: Definition of type ReauthRevokeNotify
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	serviceLevelId
	string
	M
	1
	Service Level Device Identity of the UAV
	

	authMsg
	string
	C
	0..1
	Contains the authentication message or authorization data.
This attribute shall be present when notifyType is set to REAUTHORIZE
	

	ipAddr
	IpAdd
	O
	0..1
	[bookmark: _Hlk71626514]When present, this IE indicates the IP address associated with the PDU session.
	

	authSesCorId
	string
	O
	0..1
	When present, this attribute shall contain the authentication Session Correlation Id.

	

	notifyType
	NotifyType
	M
	1
	This attribute shall contain the notification type.
	

	revokeCause
	RevokeCause
	C
	0..1
	This attribute shall contain the cause of revocation.
This attribute shall be present if the notifyType is set to REVOKE.

	



[bookmark: _Toc90887972]5.1.6.2.4	Type: UAVAuthResponse
Table 6.1.6.2.4-1: Definition of type UAVAuthResponse
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	[bookmark: _Hlk71566201]authResult
	AuthResult
	O
	0..1
	Conveys the UAV authentication result (success/failure)
	

	[bookmark: _Hlk71618598]authMsg
	string
	O
	0..1
	[bookmark: _Hlk71619244]Contains the authentication message or authorization data.
	

	serviceLevelId
	string
	O
	0..1
	This attribute contains the authorized Service Level Device Identity
	

	suppFeat
	SupportedFeatures
	O
	0..1
	This IE shall be present if at least one optional feature defined in clause 5.1.8 is supported.
	



[bookmark: _Toc90887973]5.1.6.2.5	Type: AdditionInfoAuthenticateAuthorize
Table 5.1.6.2.5-1: Definition of type AdditionInfoAuthenticateAuthorize
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	uasResRelInd
	boolean
	O
	0..1
	This attribute is used to indicate if an UAS service related network resource can be released or not, during Authentication failure.
It may only be included if the "cause" attribute within the ProblemDetails data type is set to “FAILED_AUTH”.
When present, it shall be set as follows:
- true: UAS resource release is requested;
- false (default): UAS resource release is not requested.
	



[bookmark: _Toc510696638][bookmark: _Toc35971433][bookmark: _Toc67903549][bookmark: _Toc70598472][bookmark: _Toc90887974]5.1.6.3	Simple data types and enumerations
[bookmark: _Toc510696639][bookmark: _Toc35971434][bookmark: _Toc67903550][bookmark: _Toc70598473][bookmark: _Toc90887975]5.1.6.3.1	Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
[bookmark: _Toc510696640][bookmark: _Toc35971435][bookmark: _Toc67903551][bookmark: _Toc70598474][bookmark: _Toc90887976]5.1.6.3.2	Simple data types
The simple data types defined in table 5.1.6.3.2-1 shall be supported.
Table 5.1.6.3.2-1: Simple data types
	Type Name
	Type Definition
	Description
	Applicability

	
	<one simple data type, i.e. boolean, integer, number, or string>
	
	



[bookmark: _Toc510696641][bookmark: _Toc35971436][bookmark: _Toc67903552][bookmark: _Toc70598475][bookmark: _Toc90887977]5.1.6.3.3	Enumeration: AuthResult
The enumeration AuthResult represents the result of authentication and/or authorization. It shall comply with the provisions defined in table 5.1.6.3.3-1.
Table 5.1.6.3.3-1: Enumeration AuthResult
	Enumeration value
	Description
	Applicability

	AUTH_SUCCESS
	The UAV authentication and/or authorization has succeeded.
	



[bookmark: _Hlk88644262][bookmark: _Toc510696642][bookmark: _Toc35971437][bookmark: _Toc67903553][bookmark: _Toc70598476][bookmark: _Toc90887978]5.1.6.3.4	Enumeration: NotifyType
The enumeration NotifyType represents the type of notification. It shall comply with the provisions defined in table 5.1.6.3.4-1.
Table 5.1.6.3.4-1: Enumeration NotifyType
	Enumeration value
	Description
	Applicability

	REAUTHENTICATE
	The UAV needs to be reauthenticated.
	

	REAUTHORIZE
	Authorization data needs to be updated to UAV.
	

	REVOKE
	Revoke UAV authentication and authorization
	


[bookmark: _Toc90887979]5.1.6.3.5	Enumeration: RevokeCause
The enumeration RevokeCause represents cause of UAV revocation. It shall comply with the provisions defined in table 5.1.6.3.5-1.
Table 5.1.6.3.5-1: Enumeration RevokeCause
	Enumeration value
	Description
	Applicability

	UNSPECIFIED
	The value is used for unspecified reasons.
	



Editor's note:	It is FFS if any other revoke cause to be added.
[bookmark: _Toc510696643][bookmark: _Toc35971438][bookmark: _Toc67903554][bookmark: _Toc70598477][bookmark: _Toc90887980]5.1.6.4	Data types describing alternative data types or combinations of data types
[bookmark: _Toc510696644][bookmark: _Toc35971439][bookmark: _Toc67903555][bookmark: _Toc70598478][bookmark: _Toc90887981]5.1.6.4.1	Type: ProblemDetailsAuthenticateAuthorize 
Table 5.2.6.4.1-1: Definition of type ProblemDetailsAuthenticateAuthorize as a list of to be combined data types
	Data type
	Cardinality
	Description
	Applicability

	ProblemDetails
	1
	Details of the problem as defined in TS 29.571 [15].
	

	AdditionInfoAuthenticateAuthorize
	1
	Contains additional information why the authentication request is rejected.
	


[bookmark: _Toc510696646][bookmark: _Toc35971441][bookmark: _Toc67903557][bookmark: _Toc70598480][bookmark: _Toc90887982]5.1.6.5	Binary data
This clause will specify what is encoded in binary part, if multipart media type is agreed to be supported by CT4 and is supported by the API. It shall be omitted if not applicable.
[bookmark: _Toc35971442][bookmark: _Toc67903558][bookmark: _Toc70598481][bookmark: _Toc90887983]5.1.6.5.1	Binary Data Types
Table 5.1.6.5.1-1: Binary Data Types
	Name
	Clause defined
	Content type

	< Binary Data 1 >
e.g. N1 SM Message

	< clause >
e.g. 5.1.6.5.2
	<content type>
e.g. vnd.3gpp.5gnas

	
	
	



[bookmark: _Toc20131002][bookmark: _Toc67903559][bookmark: _Toc70598482][bookmark: _Hlk32129811][bookmark: _Toc90887984]5.1.6.5.2	< Binary Data 1 >
And so on if there are more binary data to specify
[bookmark: _Toc510696647][bookmark: _Toc35971443][bookmark: _Toc67903560][bookmark: _Toc70598483][bookmark: _Toc90887985]5.1.7	Error Handling
[bookmark: _Toc35971444][bookmark: _Toc67903561][bookmark: _Toc70598484][bookmark: _Toc90887986]5.1.7.1	General
For the Naf_Authentication API, HTTP error responses shall be supported as specified in clause 4.8 of 3GPP TS 29.501 [5]. Protocol errors and application errors specified in table 5.2.7.2-1 of 3GPP TS 29.500 [4] shall be supported for an HTTP method if the corresponding HTTP status codes are specified as mandatory for that HTTP method in table 5.2.7.1-1 of 3GPP TS 29.500 [4].
In addition, the requirements in the following clauses are applicable for the Naf_Authentication API.
[bookmark: _Toc35971445][bookmark: _Toc67903562][bookmark: _Toc70598485][bookmark: _Toc90887987]5.1.7.2	Protocol Errors
No specific procedures for the Naf_Authentication service are specified.
[bookmark: _Toc35971446][bookmark: _Toc67903563][bookmark: _Toc70598486][bookmark: _Toc90887988]5.1.7.3	Application Errors
The application errors defined for the Naf_Authentication service are listed in Table 5.1.7.3-1.
Table 5.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	FAILED_AUTH
	403 Forbidden
	The HTTP request is rejected because the UAV authentication is failed by the USS.


[bookmark: _Toc492899751][bookmark: _Toc492900030][bookmark: _Toc492967832][bookmark: _Toc492972920][bookmark: _Toc492973140][bookmark: _Toc493774060][bookmark: _Toc508285804][bookmark: _Toc508287269][bookmark: _Toc510696648][bookmark: _Toc35971447]
[bookmark: _Toc67903564][bookmark: _Toc70598487][bookmark: _Toc90887989]5.1.8	Feature negotiation
The optional features in table 5.1.8-1 are defined for the Naf_Authentication API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [4].
Table 5.1.8-1: Supported Features
	Feature number
	Feature Name
	Description

	
	
	



[bookmark: _Toc532994477][bookmark: _Toc35971448][bookmark: _Toc67903565][bookmark: _Toc70598488][bookmark: _Hlk525137310][bookmark: _Toc90887990]5.1.9	Security
As indicated in 3GPP TS 33.501 [8] and 3GPP TS 29.500 [4], the access to the Naf_Authentication API may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [9]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [10]) plays the role of the authorization server.
If OAuth2 is used, an NF Service Consumer, prior to consuming services offered by the Naf_Authentication API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [10], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Naf_Authentication service.
[bookmark: _Hlk530142087]The Naf_Authentication API defines a single scope "naf-auth" for the entire service, and it does not define any additional scopes at resource or operation level.


[bookmark: _Toc85718337][bookmark: _Toc90887991]
Annex A (normative):
OpenAPI specification
[bookmark: _Toc510696651][bookmark: _Toc35971451][bookmark: _Toc67903568][bookmark: _Toc70598542][bookmark: _Toc510696652][bookmark: _Toc35971452][bookmark: _Toc63347679][bookmark: _Toc67927792][bookmark: _Toc90887992]A.1	General
This Annex specifies the formal definition of the API(s) defined in the present specification. It consists of OpenAPI  specifications in YAML format.
This Annex takes precedence when being discrepant to other parts of the specification with respect to the encoding of information elements and methods within the API(s).
NOTE:	The semantics and procedures, as well as conditions, e.g. for the applicability and allowed combinations of attributes or values, not expressed in the OpenAPI definitions but defined in other parts of the specification also apply.
Informative copies of the OpenAPI specification files contained in this 3GPP Technical Specification are available on a Git-based repository that uses the GitLab software version control system (see 3GPP TS 29.501 [5] clause 5.3.1 and 3GPP TR 21.900 [7] clause 5B).
[bookmark: _Toc85718338][bookmark: _Toc90887993][bookmark: _Hlk81080223]A.2	Naf_Authentication API
[bookmark: _Hlk515639407]openapi: 3.0.0
info:
  title: Naf_Authentication
  version: 1.0.0-alpha.1
  description: |
    AF Authentication Service.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.255 V1.0.0; 5G System;Uncrewed Aerial System Service Supplier (USS) Services; Stage 3
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.255/

servers:
  - url: '{apiRoot}/naf-auth/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501

security:
  - {}
  - oAuth2ClientCredentials:
    - naf-auth

paths:
  /request-auth:
    post:
      summary: UAV authentication
      tags:
        - UAV authentication
      requestBody:
        description: UAV authentication
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/UAVAuthInfo'
      responses:
        '200':
          description: UAV Auth response or message exchange
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/UAVAuthResponse'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          description: The request is rejected by the USS and more details (not only the ProblemDetails) are returned.
          content:
            application/problem+json:
              schema:
                $ref: '#/components/schemas/ProblemDetailsAuthenticateAuthorize'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'
      callbacks:
        reauthRevokeNotification:
          '{request.body#/notifyUri}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/ReauthRevokeNotify'
              responses:
                '204':
                  description: Successful Notification response
                '307':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/404'
                '411':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29571_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            naf-auth: Access to the Naf_auth API





  schemas:
#
# STRUCTURED DATA TYPES
#
    UAVAuthInfo:
      description: UAV auth data
      type: object
      required:
        - gpsi
        - serviceLevelId
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        notifyUri:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        ipAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
        pei:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'
        authMsg:
          type: string
        uavLocInfo:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/UserLocation'
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

    UAVAuthResponse:
      description: UAV auth response data
      type: object
      required:
        - gpsi
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        authSesCorId:
          type: string
        authMsg:
          type: string
        authResult:
          $ref: '#/components/schemas/AuthResult'
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'


    ReauthRevokeNotify:
      description: UAV related notification
      type: object
      required:
        - gpsi
        - serviceLevelId
        - notifyType
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        authSesCorId:
          type: string
        authMsg:
          type: string
        notifyType:
          $ref: '#/components/schemas/NotifyType'
[bookmark: _Hlk88239078]        revokeCause:
          $ref: '#/components/schemas/RevokeCause'
        ipAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'


#
# SIMPLE DATA TYPES
#

#
# ENUMERATIONS
#

    AuthResult:
      anyOf:
        - type: string
          enum:
          - AUTH_SUCCESS
        - type: string
    NotifyType:
      anyOf:
        - type: string
          enum:
          - REAUTHENTICATE
          - REAUTHORIZE
          - REVOKE
[bookmark: _Toc77761041]        - type: string
    RevokeCause:
      anyOf:
        - type: string
          enum:
          - UNSPECIFIED

    ProblemDetailsAuthenticateAuthorize:
      description: Extends ProblemDetails to indicate more details during Authentication failure
      allOf:
        - $ref: 'TS29571_CommonData.yaml#/components/schemas/ProblemDetails'
        - $ref: '#/components/schemas/AdditionInfoAuthenticateAuthorize'
    AdditionInfoAuthenticateAuthorize:
      description: Indicates additional information during authentication failure
      type: object
      properties:
        uasResRelInd:
          type: boolean
          description: Indicates to release the UAV resources during authentication failure, when set to "true". Default is set to "false".
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