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[bookmark: introduction][bookmark: _Toc151082498]Introduction
[bookmark: scope][bookmark: _Toc151082499]
1	Scope
[bookmark: references]The present document extends immersive Real-time Communication for WebRTC (iRTCW) and introduces a new concept called native WebRTC signalling.
This document includes following aspects:
1.	Analysis of gaps and required enhancements of terminal device and network architectures including additional functional entities (e.g., WebRTC Signalling Server, ICE-STUN Server, IMS Interworking Gateway, NNI Gateway).
2.	Impacts and possible enhancements for the WebRTC-based U-plane components in terms of adaptation, media handling, and cross-layer optimizations over 5G systems.
3.	-Plane signalling protocol details (e.g., based on JSON) for the common WebRTC-based immersive RTC session management.
4.	Information elements in the C/U-Plane signal (including NNI) to enhance connectivity of media sessions with carrier assistance for WebRTC-based applications (including OTT applications).
5.	Minimal functional capabilities needed to support the enhancements identified in 2, 3 and 4 (including transport, NAT-traversal, and XR conferencing), state transitions, and typical call flows.
6.	Consideration of collaboration formation with other WGs in 3GPP and SDOs including IETF and W3C.
7.	Enhancements for E2E QoS realizations over 5G systems for communications between MNOs and WebRTC clients operating over 5G access or non-5G access (e.g., Wi-Fi) using WebRTC-based transport. This also includes communication between WebRTC clients operating on tethering/tethered devices.
8.	Security aspects and rate adaptation in tethered use cases (including coordination of Uu and non-3GPP access).
[bookmark: _Toc151082500]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[3]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[4]	3GPP TS 23.501: "System architecture for the 5G System (5GS); Stage 2".
[5]	3GPP TS 23.502: "Procedures for the 5G System (5GS); Stage 2".
[6]	3GPP TS 23.548: "5G System Enhancements for Edge Computing; Stage 2".
[7]	3GPP TS 23.558: "Architecture for enabling Edge Applications".
[8]	3GPP TS 24.371: "Web Real-Time Communications (WebRTC) access to the IP Multimedia (IM) Core Network (CN) subsystem (IMS); Stage 3; Protocol specification".
[9]	3GPP TS 26.113: "Real-Time Media Communication; Protocols and APIs".
[10]	3GPP TS 26.506: "5G Real-time Media Communication Architecture (Stage 2)".
[11]	3GPP TS 26.512: "5G Media Streaming (5GMS); Protocols".
[12]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[13]	IETF RFC 791: "Internet Protocol".
[14]	IETF RFC 793: "Transmission Control Protocol".
[15]	IETF RFC 1113: "Privacy enhancement for Internet electronic mail: Part I - message encipherment and authentication procedures".
[16]	IETF RFC 3261: "SIP: Session Initiation Protocol".
[17]	IETF RFC 3489: "STUN – Simple Traversal of User Datagram Protocol (UDP) Through Network Address Translators (NATs)".
[18]	IETF RFC 4566: "SDP: Session Description Protocol".
[19]	IETF RFC 6120: "Extensible Messaging and Presence Protocol (XMPP): Core".
[20]	IETF RFC 6455: "The WebSocket Protocol".
[21]	IETF RFC 6598: "IANA-Reserved IPv4 Prefix for Shared Address Space".
[22]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[23]	IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication".
[24]	IETF RFC 7362: "Latching: Hosted NAT Traversal (HNT) for Media in Real-Time Communication".
[25]	IETF RFC 7635: "Session Traversal Utilities for NAT (STUN) Extension for Third-Party Authorization".
[26]	IETF RFC 8200: "Internet Protocol, Version 6 (IPv6) Specification".
[27]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[28]	IETF RFC 8441: "Bootstrapping WebSockets with HTTP/2".
[29]	IETF RFC 8445: "Interactive Connectivity Establishment (ICE): A Protocol for Network Address Translator (NAT) Traversal".
[30]	IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[31]	IETF RFC 8489: "Session Traversal Utilities for NAT (STUN)".
[32]	IETF RFC 8656: "Traversal Using Relays around NAT (TURN): Relay Extensions to Session Traversal Utilities for NAT (STUN)".
[33]	IETF RFC 8825: "Overview: Real-Time Protocols for Browser-Based Applications".
[34]	IETF RFC 8829: "JavaScript Session Establishment Protocol (JSEP)"
[35]	IETF RFC 8835: "Transports for WebRTC".
[36]	IETF RFC 8838: "Trickle ICE: Incremental Provisioning of Candidates for the Interactive Connectivity Establishment (ICE) Protocol".
[bookmark: _Hlk150263370][37]	IETF RFC 9110: "HTTP Semantics".
[38]	IETF RFC 9111: "HTTP Caching".
[39]	IETF RFC 9112: "HTTP/1.1".
[40]	IETF RFC 9114: "HTTP/3".
[41]	IETF RFC 9220: "Bootstrapping WebSockets with HTTP/3".
[42]	AsyncAPI Initiative "AsyncAPI Specification v2.4.0" https://asyncapi.com/docs/specifications/v2/4/0
[43]	OpenAPI Initiative "OpenAPI Specification v3.0.0" https://spec.openapis.org/oas/v3.0.0
[44]	W3C Proposed Recommendation, "WebRTC 1.0: Real-time Communication Between Browsers", <https://www.w3.org/TR/webrtc/>.
[45]	IETF RFC 8826: "Security Considerations for WebRTC".
[46]	IETF RFC 8827: "WebRTC Security Architecture".
[bookmark: definitions][bookmark: _Toc151082501]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc151082502]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
[bookmark: _Hlk151070311]Service provider (SP): An RTC application provider who provides RTC services with its own network. SP owns resources and functionalities within its network, and SP's network is connected to operator network via NNI.
Content Provider (CP): An RTC application provider who provide RTC services partially using operator's functionalities. CP connects to the operator network via UNI (RTC-4s/4m) as a WebRTC endpoint in order to use the operator's MF and WSF for the service specific content delivery.
User Equipment (UE): It indicates the user equipment and servers acting as user equipment such as a content server of a content provider. User equipment includes an WebRTC endpoint supporting eiRTCW signalling protocol.
WebRTC Endpoint: Either a WebRTC browser or a WebRTC non-browser. It conforms to the protocol specification.
WebRTC Browser (also called a "WebRTC User Agent" or "WebRTC UA"): Something that conforms to both the protocol specification and the JavaScript API specification (W3C WebRTC 1.0 [44]).
WebRTC Non-Browser: Something that conforms to the protocol specification but does not claim to implement the JavaScript API. This can also be called a "WebRTC device" or "WebRTC native application".
[bookmark: _Toc151082503]3.2	Symbols
For the purposes of the present document, the following symbols apply:
[bookmark: _Hlk151070346]Rs-u	Reference Point between a WSF and a UE.
Rs-i	Reference Point between a WSF and another WSF in the same network (DN) or between a WSF and a WNSGF.
Rs-a	Reference Point between a WSF and a CSF.
Rs-n	Reference Point between a WNSGF and another WNSGF in an external network.
Rm-u	Reference Point between a WMCF and a UE.
Rm-i	Reference Point between a WMCF and another WMCF in the same network (DN) or between a WMCF and a WNMGF.
Rm-n	Reference Point between a WNMGF and another WNMGF in an external network.
Mc-i	Reference Point between a WSF and a WMCF.
Mc-r	Reference Point between a WNSGF and a WNMGF.
Rh-u	Reference Point between a CSF and UE. This reference point is used for providing CSF functionalities (e.g., application usage assistance such as downloading an application) to UE.
Rh-n	Reference Point between a CSF and Application service provider. This reference point is used for interaction between CSF and Application service provider for media session set up related interaction.
N5		Reference Point between a WSF and PCF.
RTC-X	Reference Point between a ASWF and application service provider.
RTC-4m	Reference Point between a MF and a UE.
RTC-4s	Reference Point between a WSF and a UE.
RTC-Ym	Reference Point between a TGF and another TGF in an external network.
RTC-Ys	Reference Point between a IWF and another IWF in an external network.
[bookmark: _Toc151082504]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
ASWF	Application Supporting Web Function
CP	Content Provider
CSF	Conference Supporting Function
IBCF	Interconnection Border Control Function
IWF	Inter-working Function
MF	Media Function
NNI	Network to Network Interface
SEPP	Security Edge Protection Proxy
SP	Service Provider
TGF	Transport Gateway Function
UNI	User to Network Interface
WMCF	WebRTC Media Centre Function
WNMGF	WebRTC NNI Media Gateway Function
WNSGF	WebRTC NNI Signalling Gateway Function
WSF	WebRTC Signalling Function
[bookmark: clause4][bookmark: _Toc151082505]4	Motivations for native WebRTC signalling and assumptions
[bookmark: _Toc151082506][bookmark: _Toc124216557][bookmark: _Hlk149073429]4.1	General
In 3GPP, the use of WebRTC technologies has been investigated since Release-12 (around 2014). They are a network-based architecture for WebRTC access to IMS specified in Annex U to 3GPP TS 23.228[3] and its stage 3 has specified in 3GPP TS 24.371 [8]. They define functional entities including WIC (WebRTC IMS Client) and eP-CSCF (P-CSCF enhanced for WebRTC). The eP-CSCF is assumed to be located in the home IMS domain and communicates with other IMS entities using the existing interfaces. For the C-plane signalling between WIC and eP-CSCF, those specifications specify an option to use SIP over WebSocket, whose information model can be used for options other than SIP over WebSocket. However, a lot of real-time communication services are familiar with JSON based light weight signalling protocol which is flexible, extensible, and can be optimized for new XR conversational applications. These characteristics remind us of the original design principle of WebRTC. WebRTC, by its inherent characteristics, does not regulate C-plane signalling and allow a wide range of C-plane signalling. This study looks over this design principle again and investigates a new SIP-decoupled C-plane signalling, called native WebRTC.
Regarding the level of signalling details, 3GPP TS 24.371 [8] specifies a signalling transport mechanism using SIP over WebSocket, but it is not a mandatory mechanism for eP-SCSF. Even though there are other options such as XMPP or other application protocols over WebSocket, a RESTful based interface, etc., 3GPP TS 24.371 [8] does not specify any details of C-plane signalling using other options. Each service provider (e.g., operator) develops its own application by following the guidelines in 3GPP TS 24.371 [8]. Its subscriber downloads the application and connects to the service and other subscribers only within the same service. Detailed C-plane signalling is left open to each operator's design. In contrast, this study identifies a new C-plane signalling in detail (as an interface specification) to the extent that client implementations based on it have enough interoperability. This realizes connectivity to any operators or roaming services for new XR real-time communications. Operators can provide the interface common to them [image: ]according to well-defined C-plane signalling specifications. Clients can connect to any operators via the interface (see Figure 4.1-1).
Figure 4.1-1:	Two approaches for defining specifications and their application connectivity
[bookmark: _Toc151082507][bookmark: _Hlk135154676]4.2.	High-level network model and target interfaces
The eiRTCW signalling protocol studied in this study is intended for various media session control on the following interfaces:
-	UNI: The interface between operator network and UE (e.g., smart phone, content server of the content provider).
-	NNI: The interface between the two different operator networks, or that between operator network and service provider network.
A UE and a content provider can set up a media session by using eiRTCW signalling protocol for session control on the UNI. A service operator can set up a media session by using eiRTCW signalling protocol for session control on the NNI. Figure 4.2-1 shows the high-level network model indicating above interfaces and media sessions established via eiRTCW functional entities (which described in clause 6.2) by using eiRTCW signalling protocol.
There are following benefits to using eiRTCW signalling protocol.
-	A UE (including the equipment of content provider) which is compliant with the eiRTCW signalling protocol can connect to any operator network which supports the eiRTCW signalling protocol and set up a media session in the operator network, based on the same signalling requirements.
-	A UE (including the equipment of content provider) which is compliant with the eiRTCW signalling protocol can connect to services provided by other operator network or service provider network via NNI, based on the same signalling requirements.
-	Content Providers can set up an operator assisted media session (e.g., media session with QoS) with UEs connected to the Operator Network via the UNI, by connecting to the operator network via the UNI.-	Service providers can set up an operator assisted media session (e.g., media session with QoS) with UEs connected to the operator network via the UNI, by connecting to the operator network via the NNI.
[image: ]
Figure 4.2-1:	High-level network model and interfaces
<Terminology>
User Equipment (UE): It indicates the user equipment and servers acting as user equipment such as a content server of a content provider. User equipment includes an WebRTC endpoint supporting eiRTCW signalling protocol.
Operator: Mobile and Fixed network operator who provides telecommunication services.
Service Provider (SP): 3rd party service provider who connects its service to operator network via NNI. OTT service is one of the typical services provided by service provider. Network Operator is excluded from the definition of this terminology in this document.
Content Provider (CP): 3rd party service provider who connects its service to operator network via UNI. Network Operator is excluded from the definition of this terminology in this document.
UNI: User-to-Network Interface. The interface between UE and Network.
NNI: Network-to-Network Interface. The interface between two different Networks.
[bookmark: _Toc151082508]4.3	C-plane Signalling comparison
The C-plane signalling can be expressed as follows. Now, there are roughly four possible methods, classified in terms of their protocol stacks (see Figure 4.3-1).
[image: ]
Figure 4.3-1:	Comparison of protocol stacks
The first method is MTSI-based, using SIP and SDP. General C-plane signalling requirements for conversational services can be covered by SIP. Interoperability is fine with the existing 5G core network. It is to be treated in IMS-based AR Conversational Services (IBACS).
The second is the method specified in 3GPP TS 24.371 [8]. It enables the WebRTC clients to communicate over an IMS-based core network; only the interfaces for downloading dedicated applications and the signalling path using WebSocket are specified for C-plane signalling. Ordinary implementations adopt SIP-like protocols over WebSocket. In most cases, it is partially SIP-compliant or tightly coupled with SIP to adapt WebRTC clients in IMS domain.
The third method is an alternative to the second method that uses SIP-like protocol over WebSocket. The third method uses another signalling protocol over WebSocket, but SIP-decoupled approaches are investigated. It can be more lightweight, omitting features that is not used in XR conversational. Some constraints on SDP are necessary for interoperability. Non-browser based implementations are also in the scope. This method is the main subject of this study, FS_eiRTCW.
The other is a general WebRTC protocol stack that is not specified and left open to the users (i.e., service providers). C-plane may be SIP, XMPP, http, etc. A general WebRTC application uses SDP syntax compliant to RFC 4566 [18] for its internal representation, when setting the local and remote descriptions. C-plane protocol may have its own on-the-wire format for SDP, which can be constructed from SDP and be serialized out to SDP.
[bookmark: _Toc151082509]5	Key issues
[bookmark: _Toc151082510]5.1	General
This clause describes the key issues of eiRTCW.
[bookmark: _Toc151082511]5.2	Key Issue #1: Architecture for eiRTCW
[bookmark: _Hlk140666822][bookmark: _Hlk151005275]As described in 3GPP TS 26.506 [10], the detailed scenario and the architecture for collaboration scenario 4 is FFS in this release of this document. This key issue identifies the scenarios and the possible eiRTCW architecture to realize collaboration scenario 4 in addition to collaboration scenario 3, based on the eiRTCW high-level network model described in clause 4.2. These are expected to be specified in 3GPP TS 26.506 [10].
This key issue includes:
1)	Functional entities and architecture for eiRTCW
-	Study the functional entity and eiRTCW architecture for collaboration scenario 4 in addition to collaboration scenario 3) based on general WebRTC implementation viewpoint.
2)	Possible interaction with 5GC
-	To realize the QoS control, study the interaction between functional entities in the eiRTCW architecture and those in 5GC.
3)	Media connection model
-	Study the target use cases (i.e., connection model) of user plane (U-Plane) and considerations of QoS enabled over End-to-End Path.
4)	IP addressing
-	Study the considerations on IP addressing related issues and identifies the possible additional enhancements of ICE functionality.
5)-	Alignment and gap analysis between the architectures eiRTCW and RTC.
-	Study the alignment between the eiRTCW architecture derived from 1) – 4) and RTC architecture. This also includes gap analysis of functionalities between the architectures eiRTCW and RTC.
6)	Possible RTC architecture for collaboration scenario 4
-	Study the expected architecture variant for the collaboration scenario 4 and enhancements on the existing RTC generic architecture in RTC stage 2 specification (i.e., 3GPP TS 26.506 [10]), based on the gap analysis studied in 5). This also includes the clarifications on the focused functions and interfaces in this study. 
[bookmark: _Toc151082512]5.3	Key Issue #2: Functional requirements for C-Plane
[bookmark: _Hlk149158262]This key issue identifies the functional requirements for C-Plane based on the architecture proposed in Solution #1 of this study.
This key issue includes:
1.	Functional requirements for C-Plane; and
2.	Protocol Stack for C-Plane interfaces.
[bookmark: _Toc151082513]5.4	Key Issue #3: C-Plane signalling protocol
This key issue studies the details of C-Plane signalling protocol based on the possible architecture studied in Solution #1, the functional requirements for C-Plane studied in Solution #2 and the other related requirements in the other solutions.
[bookmark: _Toc151082514][bookmark: _Hlk124212813]5.5	Key Issue #4: Functional requirements for U-plane
[bookmark: _Hlk151005517]This key issue identifies the functional requirements for U-Plane on the eiRTCW architecture. This key issue includes: 
1)	Functional requirements for U-Plane; and
2)	Protocol stack for U-Plane interface.
[bookmark: _Toc151082515]5.6	Key Issue #5: Functional requirements for service control API
[bookmark: _Toc151082516]5.6.1	General
This key issue identifies the functional requirements for service control API that is required for the content provider, a form of RTC application provider, to provide an RTC services.
[bookmark: _Toc151082517]5.6.2	RTC Application Provider
[bookmark: _Toc151082518]5.6.2.1	General
In RTC architecture defined in 3GPP TS 26.506 [10], third-party application provider that provides WebRTC-based immersive RTC services is referred to as an RTC application provider. Such RTC application providers have several resources and functions to achieve service delivery.
NOTE 1:	Depending on the service delivery form of the RTC application providers (e.g., content provider detailed in clause 5.6.2.3), several resources and functions need to be deployed in the operator network.
RTC application provider is thought to have following resources:
1)	Service specific content: content for RTC services (e.g., back-ground graphical image/video and sound effects in VR conference services)
2)	RTC ID resource: resources reserved in control plane and used for establishing connection to RTC exchange resources. When accessing RTC services, a UE indicates this resource as the destination during media session setup. This resource is identified by a URI.
3)	RTC exchange resource: resources reserved in user plane. For example, individual RTC exchange resource is associated with a conference room.
NOTE 2:	RTC ID resources and RTC exchange resources are collectively referred to as RTC resources.
Also, RTC application provider is thought to have following functions:
1)	Service logic function: a function to execute the logic to realize RTC services. Following functionalities are included: 
a1)	RTC ID resource manager: a functionality responsible for controlling the creation, update, and deletion of RTC ID resources.
a2)	RTC ID resource handling enforcer: a functionality to perform actual creation, update, and deletion operations on RTC ID resources as directed by the RTC ID resource manager.
b1)	RTC exchange resource manager: a function responsible for controlling the creation, update, and deletion of RTC exchange resources.
b2)	RTC exchange resource handling enforcer: a functionality to perform actual creation, update, and deletion operations on RTC exchange resources as directed by the RTC exchange resource manager.
c1)	Connection control manager: a C-plane functionality responsible for determining the acceptance of UE's connection requests targeting a specific RTC ID resource.
c2)	Connection control enforcer: a functionality to perform connection control as directed by the connection control manager.
d1)	Media data forwarding control manager: a U-plane functionality responsible for configuring the rule of forwarding control for individual media or data exchanged in U- plane.
d2)	Media data forwarding control enforcer: a functionality to perform media data forwarding control as directed by the media data forwarding control manager.
e1)	UE authentication manager: a functionality responsible for determining the authenticity of the UE using service-specific IDs. When RTC application providers assign their service-specific IDs to UEs, the authentication of UEs using those IDs needs to be performed in the RTC application provider's network.
e2)	UE authentication enforcer: a functionality to proxy UE authentication request and handling the result of authentication as directed by the UE authentication manager.
NOTE 3:	Functionalities included in service logic function can be classified into the following two types. One is "service logic manager", including a1), a2), a3), a4) and a5). The other is "service logic enforcer", including b1), b2), b3), b4) and b5).
2)	WebRTC endpoint function: a function to terminate WebRTC communication. Following functionalities are included:
a)	C-plane signalling: a functionality to perform C-plane signalling using the eiRTCW signalling protocol in this document.
b)	U-plane transport: a functionality to perform U-plane media communication using WebRTC protocol stack. Service specific content is provided through this functionality.
The control achievable through these functionalities above is referred to as "service control" in this document.
An RTC application provider performs as either service provider or content provider.
[bookmark: _Toc151082519]5.6.2.2	Service provider
An RTC application provider who provides RTC services with its own network is referred to as service provider (SP) in this document. SP owns resources and functionalities described in clause 5.6.2.1 within its network, and SP's network is connected to operator network via NNI. (See Figure 5.6.2.2-1.)
[bookmark: _Hlk150908161]NOTE 1:	Details of NNI interfaces are available in clause 6.2.
When a connection is initiated from the UE toward the SP, the SP uses the ID assigned and verified by the operator in order to control the UE's connections and provides services considering status of subscription associated with that ID.
NOTE 2:	When accessing SP's services, the UE initially attempts to connect to the operator's network using the ID assigned by the operator. After successful completion of authentication, the UE can use this ID as a network-assigned ID for establishing media sessions. The operator also treats this ID as a network-asserted ID through its verification. When a media session establishment request is made from the UE toward the SP, the SP will receive this network-asserted UE's ID in the signalling message from the operator's network.
NOTE 3:	The functions related to user account ID management and authentication for the IDs assigned by the operator are omitted in the Figure 5.6.2.2-1.


Figure 5.6.2.2-1: Service provider-operator connection and functional deployment diagram
[bookmark: _Toc151082520]5.6.2.3	Content provider
Contrary to SP, an RTC application provider who provide RTC services partially using operator's functionalities is referred to as content provider (CP) in this document. CP connects to the operator network via UNI (RTC-4s/4m) as a WebRTC endpoint in order to use the operator's MF and WSF for the service specific content delivery. (See Figure 5.6.2.3-1.)
Since operator network accommodates CP via UNI, RTC ID/exchange resources are reserved within the operator's WSF and MF respectively. Therefore, in order to perform dedicated operations on these RTC resources, RTC ID / RTC exchange resource handling enforcer functionalities needs to be deployed in the operator's WSF and MF. Also, connection control enforcer and media data forwarding control enforcer needs to be deployed in the operator network, as CP depends on C-Plane signalling and U-Plane transport functionalities of the operator network. As a result, CP's service logic managers in service logic function requires APIs for controlling related service logic enforcers deployed in the operator network. Since this functionality is not provided over RTC-4s/4m, it is considered to be provided through a different reference point than RTC-4s/4m. Required functionalities are to be discussed in clause 5.6.3.
NOTE:	The architectural requirements and reference point name for the APIs between CP's service logic manager and operator's service logic enforcers is FFS and will be addressed in the future work.
Also, CP and SP differ in terms of UE authentication by the service logic function. In the interconnection scenario between operator and SP networks, a UE connected to an operator network always uses an ID provided by the operator. In contrast, when RTC application provider provides its RTC service as CP, there are two possible network-asserted IDs that are used for media session setup by UE:
Operator-provided ID: the ID allocated to UE by the operator and managed by the operator. After successful completion of authentication, UE can use this ID as the network-asserted ID when requesting media session setup. The operator network will treat this ID as network-asserted ID and CP will perform connection control and provide service considering status of subscription related to the ID.
CP-provided ID: the ID allocated to UE by CP and managed by CP. The operator queries the CP to verify the authenticity of ID. After successful completion of authentication by CP, UE can use this ID as the network-asserted ID when requesting media session setup. The operator network will treat this ID as network-asserted ID and CP will perform connection control and provide service considering status of subscription related to the ID.
In the case using CP-provided ID, the coordination of operator and CP for authentication is thought to be the necessary for verification of ID's authenticity. For example, the WSF, which accepts UE authentication requests, would have UE authentication enforcer functionality for authentication, enabling WSF to cooperate with CP's UE authentication manager.
While such functional deployment change is required, CP-provided ID offers benefits to the users. For example, if SSO functionality is supported for the CP-provided ID, users can access multiple services using that ID. In the viewpoint of functionality, CP can be regarded as a subset of SP that delegates several functions to operator's WSF and MF. The advantage of adopting the CP service delivery form is that it allows the RTC application provider to concentrate efforts on its service content without its own network.


Figure 5.6.2.3-1: Content provider-operator connection and functional deployment diagram
[bookmark: _Toc151082521]5.6.3	Functional requirements for service control
[bookmark: _Toc151082522]5.6.3.1	General
As mentioned in clause 5.6.2.3, CP requires APIs for controlling each service logic enforcer from each service logic manager. It is assumed that the service control instructed by CP and performed by the operator network requires the capability to describe instructions related to the following four functionalities:
· CRUD of RTC ID resource and RTC exchange resources configuration
· User authentication proxy
· User connection control using asserted identity
· Media data forwarding control
[bookmark: _Toc151082523]5.6.3.2	CRUD of RTC ID resource and RTC exchange resource configuration
As described in clause 5.6.2, CP provides its RTC service by registering RTC ID/exchange resources to operator's network. RTC ID resource that serves as the destination for UE and configurations related to RTC exchange resource are to be registered (e.g., notification settings for events related to the RTC ID/exchange resources, expiration timing of RTC ID/exchange resource, and handling of new connections for controlling graceful shutdown). 
In the deployment of CP's functions, RTC ID/exchange resource handling enforcers belong to the operator. This means that CP initiates CRUD operation requests, but the actual handling of RTC ID/exchange resources is performed by the operator based on these requests.
As operations on the RTC ID/exchange resources, registering RTC ID resource and the configuration of RTC exchange resource, update to the configurations of registered RTC exchange resources, deletion of RTC ID/exchange resources, and acquisition of current RTC exchange resource status are essential functions instructed by CP and performed by operator network.
[bookmark: _Toc151082524]5.6.3.3	User authentication proxy
As described in clause 5.6.2.3, when using CP-provided ID, the coordination of operator and CP for authentication becomes the necessary feature for verification of ID's authenticity. Once the authenticity of CP-provided ID is verified, this ID can be used as the network asserted ID by operator.
Except sharing the result of ID authenticity verification, the content and methods of authentication are left application-specific for CP. However, when UE connects to the operator network using CP-provided ID, operator would request the CP to verify the authenticity of that ID. Therefore, the operator requires the ability to proxy authentication performed by UE authentication enforcer.
[bookmark: _Toc151082525]5.6.3.4	User connection control using asserted identity
CP needs to be able to instruct connection control as part of functionalities supported in service logic manager when UE indicates an RTC ID resource as its destination and attempts to connect to the corresponding RTC exchange resource. Connection control manager in CP's service logic function can determine the acceptance of connection from its own managed user subscription information and network-asserted ID. There are two possible methods for the WSF performing the functionality of connection control enforcer to process connection control:
· CP registers specific connectable CP-provided or operator-provided IDs in the CRUD operation described in clause 5.6.3.3.
· Operator network queries CP to determine whether to accept the connection from a UE having a CP-provided or operator-provided ID to an RTC ID resource.
[bookmark: _Toc151082526]5.6.3.5	Media data forwarding control
In general, RTC application providers determine how individual audio/video media and non-media data from UNI are transmitted or terminated, reflecting service requirements (e.g., user experience, security., etc). Such process is defined as media data forwarding control (MDFC) in this document. Individual audio/video media refers to a single track of audio or video. Also, individual non-media data refers to the data other than audio or video that is transmitted and received over a single data channel. These are collectively referred to as RTC media/data.
MDFC deals with connections of individual RTC media/data to the endpoints of specific UE or service specific content function through MF's input and output.
For example, when it comes to an audio media in a conference, the upstream audio media from a specific UE is duplicated by the MF and sent to all other participants' UEs. On the other hand, when providing services such as audio analysis or recording, it is expected that only the audio media of UE which has consented to information collection by CP will be sent to the audio analysis or recording module. In some cases, MF can simply duplicate and transfer the video media without any processing, while in other cases, it can terminate the video media, perform video processing such as motion detection, and then send the video media as avatar animations. When using the Data Channel for text messages, in an open chat where all participants can see, the chat text is sent to all UEs. However, for the private messages, the text is only sent to specific UEs and not to others.
It is a part of MDFC functionality that optimizing the allocation of internal resource of MF depending on the patterns of RTC media/data duplication and UE connectivity. Examples of use cases with different patterns of RTC media/data duplication and UE connectivity are:
· Conference where audio and video media are connected in a full-mesh manner between participants
· Webinar where only the presenters' audio and video media are delivered to all participants
· Large-scale broadcasting where one presenter's audio and video media are delivered to much larger audience
MDFC mentioned above cannot be described by SDP. Therefore, SP implements the MDFC as an internal logic within the service logic function. In the CP's service delivery, the transfer and termination of RTC media/data are processed by the MF including MDFC enforcer, and CP's MDFC manager is responsible for creating MDFC rules and instructing MDFC enforcer. An API is required for CP to instruct the MDFC enforcer in operator.
[bookmark: _Toc151082527]5.6.4	Summary
SP performs service control using its own network functions. On the other hand, in the case of CP performing service control, all four functions described in clause 5.6.3 should be provided through APIs to allow CP's service logic mangers to instruct and the operator's service logic enforcers to perform those functions. In this key issue, the API which enable CP to interact above functionalities are to be studied.
[bookmark: _Toc151082528]5.7	Key Issue #6: WSF discovery mechanism
In collaboration scenario 3 and collaboration scenario 4 of Real-Time Communication (RTC) for WebRTC, RTC application using WebRTC connects to a WebRTC signalling function (WSF) specified in 3GPP TS 26.506 [10] in order to setup media session, where the following steps are expected to be applied at the UE.
1)	Download an RTC application;
2)	launch the RTC application and identify the WSF in the connected operator network; and
3)	connect to the WSF and use the RTC services.
For step 2), the RTC application (i.e., WebRTC endpoint) is expected to connect to an operator's WSF in the operator's network where the UE attached to. Then the RTC application needs to identify the WSF depends on the connected operator's network, since the UE can attach to various operator's networks. For example, when the UE attached to a visited operator's network, the RTC application on the UE needs to connect to the WSF which provided by the visited operator.
To enable WebRTC endpoint to identify the WSF without specific setting per connected operator's network, it is desirable to standardize a common WSF discovery mechanism for zero configuration. This will make benefits for both user and operator as follows:
-	User perspective:
Users do not need to change the application and/or parameters depends on the connected operator network. Then the user can use the RTC application without having to worry about the connected operator network.
· Operator perspective:
Connection management between WebRTC endpoint and WSF becomes easier, since the RTC application behavior for WSF discovery is standardized and operators are able to control the connected WSF by modification of the operator network settings.
This key issue identifies the WSF discovery mechanism without user manual setting and applicable regardless of the connected operator network.
NOTE:	Step 1) (Downloading an RTC application) is outside the scope of this key issue. Step 3) (Connecting to the WSF and using the RTC services) is studied in Key Issue #4, then step 3) is also outside the scope of this key issue.
[bookmark: _Toc151082529][bookmark: _Hlk124212851]5.8	Key Issue #7: Interworking with IMS Network
Editor’s note: Description will be added.
[bookmark: _Toc151082530]5.9	Key Issue #8: Protocol-level interworking between RTC network and IMS network
Editor’s note: Description will be added.
[bookmark: _Toc151082531][bookmark: _Hlk124213718]5.10	Key Issue #9: Tethered cases
Editor’s note: Description will be added.
[bookmark: _Toc151082532]5.11	Key Issue #10: Security considerations
This key issue studies the security related considerations specific to real-time media communicaiton by WebRTC-based media session setup.
In IETF RFC 8825 [33] (which gives the WebRTC overview), the following items are described as security considerations.
a)	Security of the components,
b)	security of the communication channels, and
c)	security of the partner's identities.
NOTE 1:	IETF RFC 8826 [45] and IETF RFC 8827 [46] describes further security considerations on real-time communication on the Web.
Regarding a), RTC application is outside the scope of 3GPP TS 26.506 [10] and RTC AF/RTC AS of this specification are defined as located in trusted DN - this means the RTCAF/RTC AS are protected by adequate network domain security. Then this study assumes that the security of components in RTC network is guaranteed.
Regarding b), secure transport protocol is applied for both C-plane and U-plane of RTC network in the Release-18 stage 3 work (i.e., WI: iRTCW). This study also applies the secure transport protocol (i.e., Secure WebSocket for C-plane, SRTP and SCTP for U-plane). Then, the security of the communication channels is regarded as guranteed.
Regarding c), as an operator provided/assisted RTC service, trustable subscriber identification and verification are required to prevent unauthorized use of service and spoofing since a user self-claimed RTC user identity is untrusted. 
Then, this key issue studies the verification of the originating RTC user identity at the terminating network entity as a solution for the aspect of c).
NOTE 2:	This key issue focusses on the case WebRTC clients which connected to an RTC operator network are authenticated by the RTC network operator.
NOTE 3:	As a principle, the third-party access to the operator network needs to be controlled with SLAs and with secure access to protect the underlying network resources (e.g., rate limiting, abuse protection and security measures).
[bookmark: _Toc151082533]5.12	Key Issue #11: Related groups considerations
Editor’s note: Description will be added.
[bookmark: _Toc151082534]6	Solutions
[bookmark: _Toc151082535]6.1	General
This clause describes the solutions for key issues in clause 5.
[bookmark: _Toc151082536]6.2	Solution #1: Architecture for eiRTCW
[bookmark: _Toc475064960][bookmark: _Toc478400631][bookmark: _Toc7485786][bookmark: _Toc101214394][bookmark: _Toc151082537]6.2.1	Solution description
This solution addresses Key Issue #1.
This clause identifies a possible eiRTCW architecture considering what functional entities and reference points are needed for WebRTC-based immersibe RTC services in collaboraion scenario 4. This includes:
1)	eiRTCW architecture based on WebRTC view point;
2)	interaction between fuctional entities in eiRTCW architecture and 5GC;
3)	media connnection model;
4)	IP addressing;
5)	alignment and gap analysis between the architectures eiRTCW and RTC; and
6)	RTC Architecture for collaboration scenario 4.
As a conclusion of 1) to 6), the eiRTCW architecuter is proposed as a solution for Key Issue #1 in clause 6.2.8.
Editor’s Note:	The description of this solution will be updated based on the study on Key Issue #5 as needed.
Editor’s Note:	Terminologies in this document will be clarified and aligned (e.g., clarification of correspondence between Web APP and WebRTC browser type endpoint).
[bookmark: _Toc151082538]6.2.2	eiRTCW architecture based on WebRTC viewpoint
[bookmark: _Toc151082539]6.2.2.1	Overview
Figure 6.2.2.1-1 depicts a possible eiRTCW architecture based on the WebRTC viewpoint. It contains the functional entities described in clause 6.2.2.2 and reference points described in clause 6.2.2.3. The names of functional entities and reference points described here are only for discussion of this solution and will be aligned with 3GPP TS 26.506 [10] in the proposed solution (clause 6.2.8).


Figure 6.2.2.1-1:	Possible eiRTCW architecture from WebRTC’s viewpoint
WebRTC Signalling Function (WSF) and Conference Supporting Function (CSF) may co-locate in a physical node. WebRTC NNI Signalling Gateway Function (WNSGF) and WebRTC NNI Media Gateway Function (WNMGF) are optional when gateway functions are not needed at the network boundary.
[bookmark: _Toc151082540]6.2.2.2	Functional entities for WebRTC
[bookmark: _Toc151082541]6.2.2.2.1	General
This clause enumerates functional entities in terms of 1) WebRTC specifications, 2) WebRTC implementations, and 3) providing inter-operator services.
1)	Functional entities that are essential for this study and already defined in IETF RFCs or 3GPP specifications concerning WebRTC (see clause 6.2.2.2.2).
2)	Functional entities that are not directly specified in WebRTC-related specifications in IETF RFCs or 3GPP specifications but considered to be widely implemented for realizing WebRTC services; they are essential for this study (see clause 6.2.2.2.3).
3)	Functional entities that may be specifically required for inter-operator or third-party collaboration services if modification of signalling and termination of media on network boundaries are needed (see clause 6.2.2.2.4).
[bookmark: _Toc151082542]6.2.2.2.2	Functional Entities defined in WebRTC specifications
[bookmark: _Toc151082543]6.2.2.2.2.1	UE (User Equipment)
[bookmark: _Toc151082544][bookmark: _Hlk140668321]6.2.2.2.2.1.1	General
User Equipment (UE) contains a user agent function which is equivalent to "WebRTC Endpoint" as described below.
For the purposes of the present document, the following terms and definitions given in IETF RFC 8825 [33] apply as follows:
WebRTC Endpoint: Either a WebRTC browser or a WebRTC non-browser. It conforms to the protocol specification.
WebRTC Browser (also called a "WebRTC User Agent" or "WebRTC UA"): Something that conforms to both the protocol specification and the JavaScript API specification (W3C WebRTC 1.0 [44]).
WebRTC Non-Browser: Something that conforms to the protocol specification but does not claim to implement the JavaScript API. This can also be called a "WebRTC device" or "WebRTC native application".
In this study, both "WebRTC Browser" type endpoint and "WebRTC Non-Browser" type endpoint are supported on the eiRTCW architecture, as same as the RTC architecture specified in 3GPP TS 26.506 [10]).
[bookmark: _Hlk140668462][bookmark: _Toc151082545]6.2.2.2.2.1.2	Considerations specific to WebRTC endpoint types
There are two types of WebRTC Endpoint as described in clause 6.2.2.2.2.1.1; one is "WebRTC Browser" type, and the other is "WebRTC Non-Browser" type. This clause shows possible functional model for each type of endpoints on eiRTCW architecture for identifying the specific issues related to the WebRTC endpoint types. If the application provider connects its server (e.g., media server, content server) to a WSF in an operator network without providing WSF functionality (i.e., connect to the operator's WebRTC DN via UNI not NNI), the server is treated as UE (WebRTC endpoint) for connecting to WSF in the operator's network.
Regarding the "WebRTC Browser" type WebRTC endpoint, a JavaScript application runs on a web browser that has capabilities of JavaScript APIs including WebRTC APIs defined by W3C (see Figure 6.2.2.2.2.1.2-1). According to the concept of WebRTC described in IETF RFC 8829 [34], the procedures and protocols stated in this study are expected to be fully writable only with JavaScript.


Figure 6.2.2.2.2.1.2-1:	"WebRTC Browser" type endpoint
However, in the current situation, most of the OSs (e.g., android, iOS) and the web browsers (e.g., chrome, firefox) do not support/provide the enablers (provided by RTC MSH) for immersive RTC as JavaScript API. Therefore, to provide functionalities for realizing immersive RTC to "WebRTC Browser" type WebRTC endpoint, the mechanisms other than RTC MSH need to be supported. In order to support "WebRTC Browser" type endpoint, the protocols and procedures shown in this study can be implemented without RTC MSH.
Regarding the "WebRTC Non-Browser" type WebRTC endpoint, an application written in a programming language specific to the UE platform runs on UE using libraries and/or system call handlers. (see Figure 6.2.2.2.2.1.2-2)


Figure 6.2.2.2.2.1.2-2:	"WebRTC Non-Browser" type endpoint
NOTE:	The programming language and programming APIs used to write applications depend on the UE platform. For example, Java and Android API (SDK) will be selected for Android platform UEs, Swift and its libraries will be selected for iOS platform UEs, and C++ and Win64 API will be selected for Windows platform UEs.
The application can be realized in a way other than JavaScript running on a web browser. The application can support the functions provided by RTC MSH since the application can be developed proprietary.
In this study, the solution which realizes the immersive RTC services without using RTC MSH is studied to support "WebRTC Browser" type endpoint and "WebRTC Non-Browser" type endpoint.
This study does not state details of the application's implementation; this study mainly discusses the network interface, which is applicable for both "Browser" and "Non-Browser" type UEs.
[bookmark: _Toc151082546]6.2.2.2.2.2	WSF (WebRTC Signalling Function)
The WebRTC Signalling Function (WSF) is a functional entity that is responsible for WebRTC signalling mechanism including capability exchange and management of media sessions between UEs and the network. This functional entity is described as "Servers" or "Web Server" in clause 3 of IETF RFC 8825 [33]. Each operator or third-party in this study is assumed to have their own WSF(s) in their network.
WSF also provides the following functionalities:
-	Interaction with WMCF for media session (real-time streaming and data channel) control.
-	Interaction with CSF for collaboration with web applications/services.
-	Interaction with 5GC, using Network Support function AF's (NS-AF) functionality.
[bookmark: _Toc151082547]6.2.2.2.3	Functional Entities widely implemented for WebRTC
[bookmark: _Toc151082548]6.2.2.2.3.1	WMCF (WebRTC Media Centre Function)
The WebRTC Media Centre Function (WMCF) is a functional entity that performs media processing. WMCF terminates media path (including audio/video stream and data channel) and performs media processing (e.g., mixing, selective forwarding, transcoding) which are required for immersive RTC applications. It may also perform decryption and encryption of media packets if DTLS, SRTP, or TLS is used for a transport layer. It also has the function of storing contents (including text or other static material as well as audio and video) and providing them to the UE. For media transport control, the WMCF interacts with WSF.
In the case that the WMCF acts as a simple media relay function, the WMCF simply relays media data packets and supports IP packet connectivity. When UE behaves as ICE Agents defined in IETF RFC 8445 [29] or IETF RFC 8838 [36], WMCF may be either STUN servers defined in IETF RFC 8489 [31] for connectivity check or TURN servers defined in IETF RFC 8656 [32] for relaying media data packets. This functional entity facilitates NAT traversal of UE and the connectivity between UE and other network functions.
This functional entity is generally implemented in WebRTC Multipoint Control Unit (MCU) or Selective Forwarding Unit (SFU).
[bookmark: _Toc151082549]6.2.2.2.3.2	CSF (Conference Supporting Function)
The Conference Supporting Function (CSF) provides the following functionalities:
-	Conference session management, i.e., "CRUD" operation – create, read, update, delete of conference instances. 
-	Providing supplementary files (e.g., icon images of participants, and shared documents) via best-effort transport different from the channels for real-time media.
-	Capability exposure to third-party application server to provide configuration of eiRTCW services.
-	Storage of user subscription data specific to MNO's WebRTC services. 
NOTE 1:	In this study, it is assumed that a single user (i.e., identity) and its subscription data (associated with the identity) are assigned, owned, and managed by both operator and RTC application provider independently. The two identities have a link with each other via some technique. User subscription data specific to RTC application provider's services are stored in their networks. The definition of these identities are studied in Key Issue #5 and corresponding solution.
-	Authorization endpoint and token endpoint of OAuth 2.0 described in IETF RFC 6749 [22] for establishing authentication linkage between MNO's ID and service provider's ID.
NOTE 2:	OAuth token will be used to C-Plane authentication at WSF and service providers. STUN/TURN authentication with OAuth token is defined in IETF RFC 7635 [25]. Portal http(s) servers of WebRTC services provide this function in general implementations.
[bookmark: _Toc151082550]6.2.2.2.4	Functional Entities needed for inter-operator services
[bookmark: _Toc151082551]6.2.2.2.4.1	WNSGF (WebRTC NNI Signalling Gateway Function)
The WebRTC NNI Signalling Gateway Function (WNSGF) is located at the boundary of the networks where different operators or third-party network connects.
Each operator or third-party has its own WebRTC Signalling Functions (WSF) so that WSFs are connected to each other with border control functions such as security, policy management, charging, etc. WNSGF is inserted into "Signalling Path" in Figure 2 of IETF RFC 8825 [33] and responsible for border control functions and supports session establishment between disparate address realm's networks.
WNSGF is able to support the functionality for interworking between WebRTC based signalling message and SIP message of IMS as a border control function.
[bookmark: _Toc151082552]6.2.2.2.4.2	WNMGF (WebRTC NNI Media Gateway Function)
The WebRTC NNI Media Gateway Function (WNMGF) is a media relay located at the boundary of the networks where different operators or third-party network connects. WNMGF is responsible for the border control and transport of media data packets between different networks. WNMGF may also transcode media data packets.
WNMGF is able to support the functionality for interworking between WebRTC media and IMS media (e.g., transcoding of codec) as a border control function.
[bookmark: _Toc151082553]6.2.2.3	Reference Points
The reference points shown in Figure 6.2.2.1-1 are enumerated as follows.
Reference points for signalling are called as "control plane" or "C-Plane" in this study. Reference points for media are similarly called as "user plane" or "U-Plane" in this study.
Reference Points for C-Plane:
Rs-u: Reference Point between a WSF and a UE.
Rs-i: Reference Point between a WSF and another WSF in the same network (DN) or between a WSF and a WNSGF.
Rs-a: Reference Point between a WSF and a CSF.
Rs-n: Reference Point between a WNSGF and another WNSGF in an external network.
Reference Points for U-Plane:
Rm-u: Reference Point between a WMCF and a UE.
Rm-i: Reference Point between a WMCF and another WMCF in the same network (DN) or between a WMCF and a WNMGF.
Rm-n: Reference Point between a WNMGF and another WNMGF in an external network.
Reference Points for signalling nodes to control media nodes:
Mc-i: Reference Point between a WSF and a WMCF.
Mc-r: Reference Point between a WNSGF and a WNMGF.
Other Reference Points:
Rh-u: Reference Point between a CSF and UE. This reference point is used for providing CSF functionalities (e.g., application usage assistance such as downloading an application) to UE.
Rh-n: Reference Point between a CSF and Application service provider. This reference point is used for interaction between CSF and Application service provider for media session set up related interaction.
Detailed protocol for each reference point will be discussed in the dedicated key issue and solution.
[bookmark: _Toc151082554][bookmark: _Hlk140674347]6.2.3	Interaction between functional entities in eiRTCW architecture and 5GC
[bookmark: _Toc151082555]6.2.3.1	Overview
A possible architecture in terms of WebRTC view is described in clause 6.2.2. This clause shows a solution for integrating the eiRTCW architecture on pure WebRTC architecture with 5GC. In other words, this clause studies the possible interaction between the functional entities of eiRTCW architecture (based on WebRTC viewpoint) and the functional entities on 5GC.
NOTE:	"pure WebRTC" means the original WebRTC described in IETF work, which basically does not take into account domain specific functions or features (e.g., mobile networks).
[bookmark: _Toc151082556]6.2.3.2	Mapping of functional entities for interaction with 5GC
[bookmark: _Toc151082557]6.2.3.2.1	General
This clause identifies the mapping of functional entities shown in Figure 6.2.2.1-1 into 5GC functional entities defined in 3GPP TS 23.501 [4].
In this study, the mapping of WSF and AF, and the mapping of WNSGF and 5GC functional entities are considered. Other functional entities (i.e., CSF, WMCF, WNMGF) are not considered since these functional entities are not expected to interact with 5GC.
[bookmark: _Toc151082558]6.2.3.2.2	WSF and AF
WSF is connected from UE and is expected to process the following:
1)	authenticate a UE.
2)	setup a WebRTC media session required by a UE, which may be in another network.
3)	manage QoS for the media path of a WebRTC session.
Then it is expected that the WSF interacts with functional entities of 5GC and UE to perform 1) and 3) as the following:
1)	WSF can retrieve the identity of a UE from 5GC, then authenticates and authorizes the UE.
3)	WSF can request PCF to enable QoS control for the media path through e.g., N5, N32 (specified in 3GPP TS 23.501 [4]) or CAPIF reference points (specified in 3GPP TS 23.222 [2]).
Additionally, these processes are close to the processes of IMS functional entities such as P-CSCF and S-CSCF defined in 3GPP TS 23.228 [3]. The process of 1) is similarly performed by S-CSCF and UDM, and 3) is similarly performed by P-CSCF and PCF.
WSF can be mapped into "AF (Application Function)" of 5GC according to the definition of AF in 3GPP TS 23.501 [4] clause 5.2.10 due to the following reasons:
-	WSF interacts with the 3GPP core network to provide services.
-	The interaction between WSF and 5GC (e.g., PCF/UDM) is close to IMS interactions with 5GC.
[bookmark: _Toc151082559]6.2.3.2.3	WNSGF
[bookmark: _Toc151082560]6.2.3.2.3.1	Overview
This clause identifies the mapping of WNSGF to a 5GC functional entity. There are a couple of possibilities currently identified. The following two 5GC functional entities can be mapped from WNSGF:
-	NEF (see clause 6.2.3.2.3.2)
-	SEPP (see clause 6.2.3.2.3.3)
As another possibility, it may be appropriate that WNSGF is mapped to a new functional entity (like Interconnection Border Control Function (IBCF) in IMS). The exact mapping of WNSGF is described in proposed architecture clause 6.2.8.
[bookmark: _Toc151082561]6.2.3.2.3.2	WNSGF and NEF
When WSF is mapped into an AF and if WNSGF is deployed as 5GC functional entity, WNSGF can be mapped into an NEF due to the following reasons:
-	When WSF processes 2) of clause 6.2.3.2.2 and the media session relates to other operator's network, WSF (mapped to an AF) of operator-A is requested to interact with WNSGF on the boundary of operator-B to communicate with WSF (mapped into an AF) in operator-B due to operator-B's policy. In this model, the relationship between WSF (in operator-A) and WNSGF (in operator-B) is close to the relationship between AF and NEF described in clause 6.2.10 of 3GPP TS 23.501 [4].
-	The major function of WNSGF is close to the former three functionalities described in 3GPP TS 23.501 [4] clause 6.2.5.0; WNSGF exposes WSF's WebRTC signalling capability and events. WNSGF interworks with WebRTC C-Plane signalling between Rs-i and Rs-n reference points in terms of security and translation of internal-external information.
When WNSGF is mapped into an NEF, the definition of the NEF may need to be modified as follows:
-	Descriptions for the exposure of WSF's WebRTC signalling capability and the events by WNSGF are added in 3GPP TS 23.501 [4] clause 7.2.8.
-	Descriptions for the event exposure details are added in 3GPP TS 23.502 [5] clause 4.15.3.
-	Descriptions for the capability exposure details are added in 3GPP TS 23.502 [5] clause 5.2.6.
[bookmark: _Toc151082562]6.2.3.2.3.3	WNSGF and SEPP
Security Edge Protection Proxy (SEPP) is defined in 3GPP TS 33.501 [12] and 3GPP TS 23.501 [4]. The SEPP is an entity sitting at the perimeter of the PLMN for protecting control plane messages, hiding network topology. The SEPP enforces inter-PLMN security on the N32 interface that is a reference point between a SEPP in one PLMN and a SEPP in another PLMN.
If WNSGF is deployed as 5GC functional entity, WNSGF is also located at the perimeter of the PLMN and its function is protecting control plane messages and hiding network topology. The function of WNSGF is close to that of SEPP.
The difference between WNSGF and SEPP is the type of located PLMN. WNSGF is located at the edge of inter-HPLMN. On the other hand, SEPP is expected to be used for N32 that lies between HPLMN and VPLMN.
[bookmark: _Toc151082563]6.2.3.2.3.4	New functional entity
WNSGF is a border control function over C-Plane signalling path and located at the boundary of the networks where different operators or third-party network connects, as described in clause 6.2.2.2.4.1. Then, WNSGF is not expected to interact with 5GC functional entities and act as the gateway function for SBI.
In this study, the C-Plane signalling messages are expected to be exchanged via a DN over N6 interfaces and WNSGF is located at the DN. Therefore, WNSGF needs to be specified as a new border control function for eiRTCW C-Plane signalling path in WebRTC domain.
[bookmark: _Toc151082564]6.2.3.3	Possible Architecture integrated with 5GC
The functional entities shown in Figure 6.2.2.1-1 can be connected to 5GC as described in Figure 6.2.3.3-1.


Figure 6.2.3.3-1:	Possible Architecture (integrated with 5GC)
WSF (with NS-AF functionality of RTC architecture) is mapped into an AF as the 5GC viewpoint.
WSF (with NS-AF functionality of RTC architecture) is interconnected with PCF via N5 interface. WSF manages QoS of real-time media packets and C-Plane signalling packets via N5 interface. WSF may interact with UDM to authenticate and to authorize the UE.
Both signalling packets and media packets between UE and the network are transmitted via N6 interface. Signalling packets (C-Plane packets) from UE are transmitted to WSF, and real-time media packets (U-Plane packets) from UE are transmitted to WMCF. C-Plane signals may travel to WNSGF via Rs-i, and may travel further to other operator's WNSGF via Rs-n. U-Plane signals may travel to WNMGF via Rm-i, and may travel further to other operator's WNMGF via Rm-n. (see Figure 6.2.3.3-2)


Figure 6.2.3.3-2:	Possible Architecture (from 5GC view, with data flows of C/U-Planes)
[bookmark: _Toc151082565]6.2.3.4	Mapping to iRTCW Collaboration Scenarios
The following table shows the mapping of functional entities in this study into iRTCW collaboration scenarios described in 3GPP TS 26.506 [10]. Each box shows the condition (required or not) for MNO. The targets of this study are collaboration scenarios 3 and 4.
Table 6.2.3.4-1:	Mapping to iRTCW collaboration scenarios
	Functional Entity
	Collaboration Scenario 3
	Collaboration Scenario 4

	
	3A / Service Provider provides WebRTC services and MNO assists the services.
	3B / MNO provides WebRTC services only in the MNO’s network
	MNO’s WebRTC service interconnects with other MNO’s or Service Provider’s service

	WSF
	Required
	Required
	Required

	WMCF
	Required
	Required
	Required

	CSF
	Required
	Required
	Required

	WNSGF
	N/A (NOTE)
	N/A
	Required

	WNMGF
	N/A (NOTE)
	N/A
	Required

	NOTE:	Scenario 3A in this table assumes service provider’s WebRTC functions communicate with WSF and WMCF via UNI-like interface, i.e., WSF and WMCF work as a gateway by themselves. Further Operator-Assistance models may be introduced.



[bookmark: _Toc151082566]6.2.4	Media connection model
[bookmark: _Toc151082567]6.2.4.1	General
In the original WebRTC design, the communication between UEs is thought to be peer-to-peer (P2P). In most of the existing WebRTC implementations, however, the media connection is not P2P. An intermediate server (or servers) between UEs is used. In the multi-party call, the intermediate server which performs media processing is helpful for a UE because, for a UE, decoding all media from other UEs is a heavy load. Direct full-mesh connections among multiple UEs consumes a lot of network resources. Additionally, such an intermediate server is useful even for a one-to-one communication for offloading immersive media processing which needs more computation power than conventional media. This leads to the discussion about split rendering.
This study mainly focuses on the media connection model with intermediate servers. 
P2P connection has some benefit for one-to-one communication (i.e., no need for an intermediate server and less server-relayed delay). For that reason, P2P connection is also considered for some special cases.
[bookmark: _Toc151082568]6.2.4.2	Target use cases from network view
Based on the high-level network model and target interfaces described in clause 4.2 and the eiRTCW architecture in clause 6.2.2, eiRTCW signalling supports the following use cases of media session set up from network view.
<Media session set up with media resource served in the operator network via UNI>
a.	UE - Media Resource (served by the same Operator)
b.	UE - Media Resource (served by the same Operator) - UE (CP)
<Media session set up with media resource via NNI>
c.	UE - Media Resource (served by other Operator)
d	UE - Media Resource (served by an SP)
e.	UE (served by other Operator) – Media Resource - UE (CP)
f.	UE - Transit entity (served by other Operator) - Media Resource (served by an SP)
<Media session set up between UEs>
g.	UE - UE (served by the same Operator) without media gateway
h.	UE - UE (served by other Operator) without media gateway
i.	UE - UE (CP) without media gateway
j.	UE (connected to other Operator) - UE (CP) without media gateway
The overviews of these use cases are described below based on the possible eiRTCW architecture described in clause 6.2.2.
NOTE 1:	Media Resource of Content Provider is treated as UE.
NOTE 2:	CSF is not shown in the Figure for simplicity.
a.	UE - Media Resource (served by Operator):
UE establishes a media session with a media resource (e.g., immersive conference room) served by the same operator. Figure 6.2.4.2-1 shows an example that UE_A and UE_B establish media sessions with the media resource to an immersive conference room to communicate with each other.
[image: ダイアグラム

自動的に生成された説明]
Figure 6.2.4.2-1:	Media session: UE - Media Resource (served by the same Operator)
b.	UE - Media Resource (served by Operator) - UE (CP):
A UE establishes a media session with a media resource (e.g., 3D video content) served by a CP which connected to the same Operator, via a media gateway (such as WMCF).
[image: ダイアグラム

自動的に生成された説明]
Figure 6.2.4.2-2:	Media session: UE - UE (CP) - Media Resource (served by the same Operator)
c.	UE - Media Resource (served by other Operator):
A UE establishes a media session with a media resource (e.g., Immersive conference room) served by the operator that different from the network which the UE is connected to. In this scenario, the C-Plane signalling message and media session stream are sent over the NNI. Other UEs can connect to the media resource as same as pattern a.
[image: ダイアグラム

自動的に生成された説明]
Figure 6.2.4.2-3:	Media session: UE - Media Resource (served by other Operator)
d.	UE - Media Resource (served by an SP):
A UE establishes a media session with a media resource (e.g., Immersive conference room) served by an SP. In this scenario, the C-Plane signalling message and media session stream are sent over the NNI.
[image: ダイアグラム

自動的に生成された説明]
Figure 6.2.4.2-4:	Media session: UE - Media Resource (served by an SP)
e.	UE - Media Resource (served by other Operator) - UE (CP):
A UE in the other operator network and UE (CP) establishes a media session with a media resource (e.g., Immersive conference room) served by an operator network which the UE (CP) connected to. In this scenario, the C-Plane signalling message and media session stream are sent over the NNI.
[image: ダイアグラム

自動的に生成された説明]
Figure 6.2.4.2-5:	Media session: UE – Media Resource (served by other Operator) - UE (CP)
f.	UE - Transit NW (other Operator) - Media Resource (served by an SP):
A UE establishes a media session with a media resource (e.g., Immersive conference room) served by an SP via transit NW (other operator). In this scenario, the C-Plane signalling message and media session stream are sent over the two different NNIs.
[image: ダイアグラム

自動的に生成された説明]
Figure 6.2.4.2-6:	Media session: UE - Transit NW (other Operator) - Media Resource (served by an SP)
g.	UE - UE (served by the same Operator) without WMCF:
A UE establishes a media session (e.g., voice chat) with another UE served by the same operator, without using WMCF.
[image: ダイアグラム が含まれている画像

自動的に生成された説明]
Figure 6.2.4.2-7:	Media session: UE - UE (served by the same operator) without WMCF

h.	UE - UE (served by other Operator) without WMCF:
A UE establishes a media session (e.g., voice chat) with another UE served by the different operator, without using WMCF. In this scenario, the C-Plane signalling messages and media session stream are sent over the NNI.
[image: ダイアグラム

自動的に生成された説明]
Figure 6.2.4.2-8:	Media session: UE - UE (served by other Operator) without WMCF
i.	UE - UE (CP) without WMCF:
A UE establishes a media session with a UE (e.g., 3D video content) served by a CP which connected to the same operator, without using WMCF.
[image: グラフィカル ユーザー インターフェイス が含まれている画像

自動的に生成された説明]
Figure 6.2.4.2-9:	Media session: UE - UE (CP) without WMCF
j.	UE (connected to other Operator) - UE (CP) without WMCF:
A UE establishes a media session with a UE (e.g., 3D video content) served by a CP which connected to the different operator, without using WMCF. In this scenario, the C-Plane signalling messages and media session stream are sent over the NNI.
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Figure 6.2.4.2-10:	UE (connected to other Operator) - UE (CP) without media gateway
[bookmark: _Toc151082569]6.2.4.3	QoS Enabled End-to-End Path
This study covers two collaboration scenarios as is described in the previous clause. In the collaboration scenario where the WebRTC functions in an MNO assist an external service provider (OTT or another MNO), setting up a QoS-enabled media path across different networks needs to be studied.
The media path from a UE to the external service provider is roughly divided into four sections:
Section 1) Between a UE and the UPF (Operator's CN section)
Section 2) Between the UPF and the operator's network edge (Operator's DN section)
Section 3) Between the operator's network edge and the external service provider network edge
Section 4) A network in the external service provider
Section 4) is a matter of a service provider and out of scope of this study.
Regarding Section 1), this section includes the operator's core network. In this section, QoS is controlled by the PCF. In the collaboration scenario with an external service provider, the main signalling server is placed in the service provider'’s domain. While UE exchanges control plane signalling messages with the signalling server placed in the service provider’s domain, UE sends a QoS-related request separately to the WSF placed in the operator network. The WSF receives and interprets the UE's request and requests the PCF to prioritize the UE's specific session.
Regarding Section 2), operator's DN may have sufficient bandwidth and other QoS mechanism may be adopted.
Regarding Section 3), this section's QoS control needs a bandwidth guaranteed path (i.e., a dedicated line). On the eiRTCW architecture, when the media path is connected to a media resource in other operator network or service provider network, the media packets to be prioritized are transmitted to WMCF placed in the operator's network and the WMCF relays the media to the main media server in the other operator network or service provider network via guaranteed path as shown in Figure 6.2.4.3-1 (red-line). If the media path is connected to a media resource (works as WebRTC endpoint) in a service provider network via WSF and WMCF (which work as a gateway) in the operator network, this section is treated as UNI, as shown in Figure 6.2.4.3-1 (blue-line).


Figure 6.2.4.3-1:	Sections of E2E media path
[bookmark: _Toc151082570]6.2.5	IP Addressing
[bookmark: _Toc151082571]6.2.5.1	Overview
IP addressing for UE has some options: assigning IPv4 address only, IPv6 address only, or both.
In the operator deployment, the number of available IPv4 addresses would be insufficient for its subscribers. Generally, operators use IPv4 private address (and ISP shared address defined in IETF RFC 6598 [21]) with network address translation (NAT).
In clause 6.2.5, appropriate IP addressing is identified, discussing NAT-traversal in the WebRTC user plane and network verified ID retrieval.
[bookmark: _Toc151082572]6.2.5.2	NAT
[bookmark: _Toc151082573]6.2.5.2.1	Overview
NAT, including port translation as NAPT (Network Address and Port Translation), is a method of mapping an IP address space into another, which is mainly used to translate a private IP address into a global IP address, and vice versa, for communicating with external networks.
Generally, UE can be assigned with an IP address through a PDU session in operator networks. When an IPv4 address is allocated, as mentioned in clause 6.2.5.1, a private IP address or an ISP shared address is used. On the contrary, when an IPv6 address is allocated, a global unicast address is assigned. 
NAT is essential for carrier-grade network deployment. Subscribers can be much more than usually available IPv4 global address space, and they are treated by using IPv4 private address and NAT. The same private address can be reused in each different domain behind NAT. Although NAT deployments have a wide variety, NAT is generally installed in a DN (data network) and often put in the middle between the UPF and other functional entities (see Figure 6.2.5.2-1).
On the other hand, IPv6 global unicast addresses basically do not require NAT, except for special security reasons or some transition method between IPv6 and IPv4 domains.


Figure 6.2.5.2-1:	Possible NAT location

[bookmark: _Toc151082574]6.2.5.2.2	NAT Variation
NAT is classified into some types by its address translation and packet filtering behavior.
The first version of STUN in IETF RFC 3489 [17] defines three types:
-	Full Cone NAT,
-	Restricted NAT (Restricted Cone NAT or Restricted Port Cone NAT), and
-	Symmetric NAT.
Full cone NAT does not limit access to an internal UE from external network entities, which have not communicated with the internal UE. Any external entities can re-use the external IP address and port number mapped to a specific internal UE and can access to it (Figure 6.2.5.2.2-1). Full cone NAT is less restrictive than other NATs. Restricted NAT only permits external entities to access the internal UE if the NAT have received any packets from the internal UE directed to the external UE (Figure 6.2.5.2.2-2). Symmetric NAT uses a different pair of an external IP address and port, which are specific to each external entity and only the external entity can access to the internal UE through the IP address and port pair. 


Figure 6.2.5.2.2-1:	 Full Cone NAT behaviour


Figure 6.2.5.2.2-2:	Restricted or Symmetric NAT behaviour
[bookmark: _Toc151082575]6.2.5.2.3	Existing NAT-traversal
[bookmark: _Toc151082576]6.2.5.2.3.1	General
An effective NAT-traversal method is different depending on the NAT type described in clause 6.2.5.2.2.
In the original WebRTC design, STUN and TURN are listed, included as ICE, for major NAT-traversal methods. In addition, Hosted NAT Traversal (HNT, described in IETF RFC 7362 [24]) and its similar mechanism are frequently used in real implementations for conversational applications. 
[bookmark: _Toc151082577]6.2.5.2.3.2	STUN
STUN is the method for UE behind the NAT to discover its external IP address observed by external networks. This method supports P2P communications and only works for full-cone NAT. 
This study excludes STUN because the main communication model is not P2P but with intermediate servers (as described in clause 6.2.5), and general NATs deployed in operator networks are not limited to full-cone type.
[bookmark: _Toc151082578]6.2.5.2.3.3	TURN
TURN is the method for UE behind the NAT to communicate with external nodes via an intermediate server. TURN is a protocol for the session management and requires an intermediate server.
Generally, this method is regarded as the last resort for NAT-traversal for UDP-based conversational services. This method does not require the alignment with other control plane signalling, but is equipped as its own user plane connection management mechanism. This method needs additional message exchanges and has a protocol overhead.
The TURN server has its authentication mechanism for UEs and can be used for the purpose of traffic steering for an inter-operator communication scenario detailed in clause 6.9.
[bookmark: _Toc151082579]6.2.5.2.2.4	HNT
HNT (Hosted NAT Traversal) is the mechanism that a session border controller (SBC) placed at the edge of networks intermediates the communication between UEs behind NAT.
The problem tackled by HNT is that a UE behind a NAT tries to set up a session with its private address and port number for media, which have no clue to the SBC for the real media which comes later.
Regarding the control plane signalling, the signalling part of the SBC modifies media-related information represented by the private IP address and port number set in the SDP offered by an originating node into a global IP address and a new port number. This modification enables a terminating node to target the accessible IP address and port pair provided by the SBC. In the signalling return path, the SBC also modifies the terminating node's IP address and port number set in the SDP answered by the terminating node into new ones, and forwards it to the originating node. This is to solicit the originating node to send media to the SBC. Once the SBC receives the first media packet from the originating node targeting at the solicitation, the SBC recognizes the real NAT-ed IP address and port pair of the originating node. The SBC captures that information and uses it for relaying packets from the terminating node to the originating node. This is called "latching". 
This method is embedded in the control plane signalling and does not require extra message exchange. For that reason, it has no additional protocol overhead. It is a better feature than TURN in the same condition requiring an intermediate server.
Since this study focuses on the connection model with an intermediate server, the NAT issues can be argued differently. Let's assume that all communication services are provided by the intermediate server as a conference. UEs can just join the open channel provided by the server and receives media from the server. UEs can also send their media to the intermediate server and the server mixes the media and distributes to other UEs. In this model, the first join packet from a UE to the NAT and the NAT to the server creates an address mapping at the NAT. The server simply sends packets to the source address of the join packet from the UE.
This mechanism does not need the dedicated protocol and there is no additional protocol overhead for NAT-traversal by sending media to the specific IP address and port pair exposed by WMCF. That points are analogous to HNT (Figure 6.2.5.2.3-1).


Figure 6.2.5.2.3-1:	HNT like NAT-traversal

[bookmark: _Toc151082580]6.2.5.2.4	Conclusion of NAT handling
NAT-traversal problems have been discussed and several solutions have been proposed as described above. However, if equipment for NAT-traversal is not required, certainly less server resources would be needed.
In short, it is preferable that only IPv6 global unicast address be assigned to UE and no dedicated NAT-traversal equipment be used. Intermediate servers are used mainly for media processing and for the media relay when there is no direct IP reachability (e.g., across inter-operator connection).
[bookmark: _Toc151082581]6.2.5.3	IP Address and Trustable Subscriber Identifier
The operator uses subscription identifiers (e.g., GPSI (Generic Public Subscription Identifier) in 5GC) for managing its customer's service subscription and charging. In WebRTC support, the operator needs to check customer's service requests by checking against operator's subscriber database organized with the subscription identifier. An OTT-specific ID and password may be insufficient even in the collaboration scenario with external service providers because they cannot be securely linked with subscriber information in the viewpoint of the operator. The issue is how the MNO deduces (or retrieves) the trustable subscriber identifier from customer's requests, which are carried by IP packets. 
Trustable subscriber identifiers in the MNO network are required for certain validity check, since a UE's self-claimed GPSI and source IP address are untrusted. 
The EDGEAPP architecture specifies the method how the EAS function block retrieves the GPSI from terminal's source IP address. The AF regarded as an EAS can retrieve the GPSI bound to the UE by Eees_UEIdentifier API in EDGEAPP. This mechanism and its flow contain authentications conducted at the related network functions (i.e., EES and NEF), which enable the EAS to acquire the valid GPSI in the operator network as a trustable subscriber identifier. 
Validity of the terminal's source IP address needs consideration. UE's self-claimed IP address, especially presented in an application level, is not trustable. The source IP address presented in an IP header can be relatively trustable when the IP packet is transmitted through a connection with some handshake procedures.
The IP address linkage with a subscriber identifier also has an issue when NAT is deployed. In release 18, the method with which the AF can identify the trustable subscriber identifier (e.g., GPSI) to invoke the 3GPP network service API for the UE (Application client) remains to be investigated in eEDGEAPP. In VoLTE, this linkage with NAT can be achieved with the help of additional operator-specific information (e.g., PDN session related value). In the AF for WebRTC, it depends on which additional information element can be acquired by the AF. There is no clear answer for the ID linkage between the NAT-ed IP address and the subscriber identifier.
Contrarily, the UE IP address without translated by NAT can be linked with GPSI by Eees_UEIdentifier API (though detailed specification is needed).
In terms of ID linkage, using IPv6 global unicast address for UE is reasonable.
Using IPv4 private address will be studied further when NAT-ed ID linkage issue is solved.
[bookmark: _Toc151082582]6.2.5.4	Conclusion of IP Addressing
In terms of the required server resources for NAT-traversal and unclear retrieval of the trustable subscriber identifier, using IPv6 global unicast address for UE is reasonable. NAT deployments have a wide variety of behaviors and cannot be treated straightforward (refer to clause 6.2.5.2). Using media relay servers that act as either TURN or HNT covers most cases with NAT-traversal. However, there are still issues using IPv4 private address with NAT, such as ID linkage (refer to clause 6.2.5.3). For the sake of simplicity and to concentrate on identifying signalling requirements, this study considers IPv6-only use. Then the use of ICE Function and the enhancements of ICE function are excluded from the scope of this study.
NOTE:	As specified in 3GPP TS 26.506 [10], the use of ICE Function is optional and is not restricted.
Also, IPv6-only use is acceptable for future services because IPv6 address allocation to UEs is now widely available among operators. Also, IPv6-only deployment (or not using limited IPv4 address resource) leads to efficient system development and equipment utilization.
[bookmark: _Toc151082583]6.2.6	Alignment between eiRTCW architecture and RTC architecture
[bookmark: _Toc151082584]6.2.6.1	General
This clause identifies the architectural and functional mapping between eiRTCW architecture studied in clause 6.2.2 of this document and RTC architecture specified in 3GPP TS 26.506 [10]. Figure 6.2.6.1-1 shows the RTC general architecture specified in 3GPP TS 26.506 [10].


[bookmark: _Hlk116507747]Figure 6.2.6.1-1:	RTC General Architecture
[bookmark: _Toc151082585]6.2.6.2	WebRTC endpoint and RTC endpoint on UE
WebRTC endpoint on the UE is expected to be mapped to RTC endpoint on the UE on the RTC architecture. The following aspects need to be reflected in normative TS in the succeeding normative work.
-	An WebRTC endpoint includes signalling related aspects of applications on the UE, however, an RTC endpoint does not include applications on the UE. To support the signalling protocol for media session setup, the signalling related functionality of application is included in the scope of the RTC endpoint. Application itself is not included in the scope.
[bookmark: _Hlk141119286]-	There is a possible case that an equipment of content provider connects to WebRTC EP function via UNI, as described in clause 4.2 and clause 6.2.4.2. In this case, the equipment of the content provider is treated as same as WebRTC endpoint on the UE.
[bookmark: _Toc151082586]6.2.6.3	WSF and (RTC) WSF
WSF is expected to be mapped to WSF (integrated with NS-AF) on RTC architecture. The following aspects need to be reflected in normative specification in the succeeding normative work. 
WSF provide the following functionalities in addition to the current functionality described in 3GPP TS 26.506 [10]:
-	Interaction with Application Supporting Web Function (ASWF) for collaboration with web applications/services.
-	Interaction with 5GC, using network Support function (NS-AF) functionality.
-	Retrieval of the identity of a UE from 5GC, and authentication of the UE.
[bookmark: _Toc151082587]6.2.6.4	WNSGF and Inter-working Function
Inter-working Function (IWF) is specified in 3GPP TS 26.506 [10] as an inter-working functionality to enable MNO-facilitated WebRTC sessions that involve endpoints across different MNOs (e.g., providing cross-network signalling functionality). This is the expected functionality for WNSGF, since WNSGF is a Gateway function for signalling messages between MNOs. Then, WNSGF is expected to be mapped to IWF on RTC architecture.
No gap is found between WNSGF and IWF
[bookmark: _Toc151082588]6.2.6.5	CSF and Application Supporting Web Function
CSF is expected to be mapped to ASWF on RTC architecture. The following aspects need to be reflected in normative TS in the succeeding normative work. 
ASWF provide the following functionalities in addition to the current functionality described in 3GPP TS 26.506 [10]:
-	Conference session management, i.e., "CRUD" operation – create, read, update, delete of conference instances. 
-	Providing supplementary files (e.g., icon images of participants, and shared documents) via best-effort transport different from the channels for real-time media.
-	Capability exposure to 3rd party application server to provide configuration of eiRTCW services.
-	Storage of user subscription data specific to MNO's WebRTC services.
-	Authorization endpoint and token endpoint of OAuth 2.0 described in IETF RFC 6749[22] for establishing authentication linkage between MNO's ID and service provider's ID.
[bookmark: _Toc151082589]6.2.6.6	WMCF and Media Function
WMCF is expected to be mapped to Media Function (MF) on RTC architecture. The following aspects need to be reflected in normative specification in the succeeding normative work.
The MF provide the following functionalities in addition to the current functionality described in 3GPP TS 26.506 [10]:
-	performing decryption and encryption of media packets if DTLS, SRTP, or TLS is used for a transport layer.
-	storing contents (including text or other static material as well as audio and video) and providing them to the UE.
[bookmark: _Toc151082590]6.2.6.7	WNMGF and Transport Gateway Function
WNMGF is expected to be mapped to Transport Gateway Function (TGF) on RTC architecture.
No gap is found between WNMGF and TGF.
[bookmark: _Toc151082591]6.2.7	RTC Architecture for collaboration scenario 4
This clause identifies the possible architecture for collaboration scenario 4 specified in 3GPP TS 26.506 [10] based on the consideration in above clauses. Figure 6.2.7-1 shows the derivative RTC architecture for collaboration scenario 4.


Figure 6.2.7-1:	Possible derivative RTC architecture for collaboration scenario 4
NOTE 1:	Other network includes RTC ASs in different MNO and service provider.
NOTE 2:	If RTC AF and -RTC AS are controlled by a single operator and located in the same operator network, these functions are trusted. Inter-working Function and Transport Gateway Function act as a border controller function at the boundary of the network.
The following interfaces are expected to be introduced for collaboration scenario 4.
-	RTC-Y: This reference point is for C-Plane signalling and U-Plane media transport between RTC AS (Inter-working Function) and other network(s) that support the eiRTCW protocol. This interface is necessary for inter-connect RTC-AS with other-networks to realize collaboration scenario 4. RTC-Y may further be grouped into two sub-interfaces as follows.
i)	RTC-Ys:	This interface is for C-Plane signalling between Inter-working Function and other network(s) that support the eiRTCW protocol.
ii)	RTC-Ym:	This interface is for U-Plane media transport between Transport Gateway Function and other network(s) that support the eiRTCW protocol.
The following interfaces are expected to be introduced/extended for collaboration scenario 3 and collaboration scenario 4. These interfaces are to enable operator assistance for RTC application providers and UEs, then these interfaces are used not only for inter-MNO scenario (Collaboration scenario 4) but also single MNO assistance scenario (Collaboration scenario 3).
-	RTC-X: This interface is application interface between RTC AS and RTC application provider. The interface is used for providing RTC AS functionalities via ASWF. (e.g., subscription of media resource in RTC-AS.). This interface is necessary for real-time interaction between RTC-AS and RTC application provider for media session control.
-	RTC-4m: This interface needs to be extended for providing ASWF functionalities (e.g., application usage assistance such as downloading an application) to UE. This extension is necessary for providing RTC AS functionalities to UE as operator assistance.
The functions described in this study correspond to the functions in the architecture for collaboration scenario#4 of RTC Architecture specified in 3GPP TS 26.506 [TS26.506] as follows.
-	WSF (WebRTC Signalling Function): WebRTC Signalling Function
-	WMCF (WebRTC Media Centre Function): Media Function
-	CSF (Conference Supporting Function): Application Supporting Web Function
-	WNSGF (WebRTC NNI Signalling Gateway Function): Inter-working Function
-	WNMGF (WebRTC NNI Media Gateway Function): Transport Gateway Function
NOTE 3:	As described in 3GPP TS 26.506 [10], the integration/collocation of RTC AF and WebRTC signalling server is possible. Co-located WebRTC signalling server is able to act as a RTC AF which is accessible to 5GC, and replace some of this RTC AF's interfaces and APIs with WebRTC signalling. For example, interfaces and APIs between this RTC AF and UE will be replaced to avoid concurrent/redundant requests from UE.
The interfaces described in this study correspond to the interfaces in the architecture for collaboration scenario #4 specified in TS 26.506 [10] as follows.
-	Rs-u: RTC-4s
-	Rs-n: RTC-Ys
-	Rm-u: RTC-4m
-	Rm-n: RTC-Ym
[bookmark: _Hlk142915763]-	Rh-u:	RTC-4m
-	Rh-n:	RTC-X
For the study of C-Plane signalling aspects, this study focuses on RTC-4 based solutions as shown in Figure 6.2.7-2 to support the collaboration scenario 4 and the case for the application which is not able to use MSH (e.g., Web App).
-	RTC AF functionalities are integrated in WebRTC signalling function, since MSH is not used. Then, MSH related interfaces are omitted in Figure 6.2.7-2.
-	Functions of RTC AF are integrated within WebRTC Signalling Function, then RTC-3 is out of the scope.
-	The use and usage of ICE Function is optional functionality and is not used for non- NAT case. Then the extension of ICE functionality and its usage are out of the scope, since no further extension is not identified in this study.
-	The representation of RTC-4s and RTC-4m are simplified. Web App and Native WebRTC App are expected to use these interfaces as follows.
-	Web App utilizes the web browser's JS API (including WebRTC API) to send/receive signalling message on RTC-4s and media / application data on RTC-4m.
-	Native WebRTC App utilizes the SDK provided by the OS of the UE to send/receive signalling message on RTC-4s and media / application data on RTC-4m.


Figure 6.2.7-2:	The focused interface of eiRTCW C-Plane signalling protocol
NOTE 4:		RTC-4m is connected to ICE function when TURN server needs to be used. Otherwise, RTC-4m is connected to Media Function (MF) or Application Supporting Web Function (ASWF).
NOTE 5:		The interfaces and the functionalities related to MSH, NS-AF, configuration function and provisioning function are not in the focus.
[bookmark: _Toc151082592]6.2.8	Proposed architecture
[bookmark: _Toc151082593]6.2.8.1	General
In this clause, the following are described:
· Enhancements on 3GPP TS 26.506 [10];
· The proposed enhancements on the RTC generic architecture;
· The proposed enhancements on the derivative architecture for collaboration scenario 3; and
· The proposed derivative architecture for collaboration scenario 4.
· The proposed eiRTCW architecture supporting collaboration scenario 3 and 4.
[bookmark: _Toc151082594]6.2.8.2	Enhancements on 3GPP TS 26.506
The following reference points are expected to be introduced RTC general architecture defined in 3GPP TS 26.506 [10] as shown in Figure 6.2.8.2-1, Figure 6.2.8.2-2 and Figure 6.2.8.2-3.
-	RTC-Y: This reference point is for C-Plane signalling and U-Plane media transport between RTC AS (Inter-working Function) and other network(s) supporting the eiRTCW signalling protocol. RTC-Y may further be grouped into two sub-interfaces as follows.
i)	RTC-Ys:	This interface is for C-Plane between Inter-working Function and other network(s) supporting the eiRTCW signalling protocol.
ii)	RTC-Ym:	This interface is for U-Plane between Transport Gateway Function and other network(s) supporting the eiRTCW signalling protocol.
-	RTC-X: This reference point is application interface between RTC AS and RTC application provider. The interface is used for providing RTC AS functionalities via ASWF. (e.g., subscription of media resource in RTC-AS.)
-	RTC-4m: This reference point is extended for providing ASWF functionalities (e.g., application usage assistance such as downloading an application) to UE.

The expected enhancements of RTC general architecture are shown in Figure 6.2.8.2-1. RTC-4 reference point is connected to UE rather than WebRTC Framework since the interface including signalling messages between application and RTC AS, and media (audio/video stream and data connection) between RTC endpoint and RTC AS. RTC-X reference point and RTC-Y reference points are introduced.
Figure 6.2.8.2-1:	Expected enhancements on RTC General Architecture
Figure 6.2.8.2-2 shows the expected enhancements on derivative RTC architecture for collaboration scenario 3 specified in 3GPP TS 26.506 [10]. RTC-4m reference point is clarified that this interface is used for providing ASWF functionality to UE, and RTC-X reference points is newly introduced to support the use of ASWF functionality for application provider.

Figure 6.2.8.2-2:	Expected enhancements on derivative architecture for collaboration scenario 3
Figure 6.2.8.2-3 shows the expected derivative RTC architecture for collaboration scenario 4. Collaboration scenario 4 supports inter-operable WebRTC services. Then collaboration scenario 3 is extended with functions and interfaces to support MNO to MNO inter-operability. RTC-Y (RTC-Ys and RTC-Ym) reference point is introduced to support the inter-connection between MNO's RTC ASs.


Figure 6.2.8.2-3:	Expected derivative architecture for collaboration scenario 4
[bookmark: _Toc151082595]6.2.8.3	eiRTCW architecture
[bookmark: _Toc151082596]6.2.8.3.1	General
This clause describes the proposed eiRTCW architecture according to clause 6.2.8.2. Figure 6.2.8.3.1-1 and Figure 6.2.8.3-2 show the logical connection between RTC AS functions and other entities on the RTC architecture.


Figure 6.2.8.3.1-1:	eiRTCW architecture diagram
NOTE 1:	NAT functionality and ICE functionality can be applied, as described in clause 6.2.5. However, these are snipped on the Figure 6.2.8.3-1.
NOTE 2:	UNI: The interface between operator network and UE (e.g., smart phone, content server of the Content Provider).
NOTE 3:	NNI: The interface between the two different operator networks, or that between operator network and service provider network.
NOTE 4	When an RTC application provider provides a media resource as a content provider without the RTC application provider's RTC AS;
-	the RTC application provider applies RTC-X to interact with RTC AS in operator network.
-	the media resource is treated as WebRTC endpoint and RTC-4s/RTC-4m is applied for media session UNI (RTC-4s and RTC-4m) between RTC AS functions and RTC application provider are snipped in this figure.
The eiRTCW architecture based on RTC architecture specified in 3GPP TS 26.506 [10] with 5GC interaction viewpoint is shown in Figure 6.2.8.3.1-2. NS-AF integrated WSF interacts with 5GC via N5 interface.


Figure 6.2.8.3.1-2:	eiRTCW architecture diagram with 5GC interaction viewpoint
[bookmark: _Toc151082597]6.2.8.3.2	Functional entities
[bookmark: _Toc151082598]6.2.8.3.2.1	General
This clause describes the functional entities of the eiRTCW architecture.
[bookmark: _Toc151082599]6.2.8.3.2.2	UE (User Equipment)
The User Equipment (UE) contains a user agent function for WebRTC. The user agent function is equivalent to "WebRTC Endpoint" as described below. WebRTC endpoint is the RTC endpoint including signalling rerated functionality of the application. Application itself is not scope of the study.
When a content provider provides the content service via UNI, the implementation (e.g., media server) of the content provider is treated as UE (WebRTC endpoint).
For the purposes of the present document, the following terms and definitions given in IETF RFC 8825 [33] apply:
WebRTC Endpoint: Either a WebRTC browser or a WebRTC non-browser. It conforms to the protocol specification.
WebRTC Browser (also called a "WebRTC User Agent" or "WebRTC UA"): Something that conforms to both the protocol specification and the JavaScript API specification (W3C WebRTC 1.0 [44]).
WebRTC Non-Browser: Something that conforms to the protocol specification but does not claim to implement the JavaScript API. This can also be called a "WebRTC device" or "WebRTC native application".
[bookmark: _Toc151082600]6.2.8.3.2.3	WSF (WebRTC Signalling Function)
The WebRTC Signalling Function (WSF) is a function specified in 3GPP TS 26.506 [10]. WSF is responsible for WebRTC signalling mechanism including capability exchange and management of media sessions between UEs and the network. This functional entity is described as "Servers" or "Web Server" in clause 3 of IETF RFC 8825 [33]. Each operator or third-party in this study is assumed to have their own WSF in their network.
WSF also provide the following functionalities:
-	Interaction with MF for media session (real-time streaming and data channel) control
-	Interaction with CSF for collaboration with web applications/services.
-	Interaction with 5GC, using network Support function (NS-AF) functionality.
-	Retrieval of the identity of a UE from 5GC, and authentication/Authorization of the UE.
[bookmark: _Toc151082601]6.2.8.3.2.4	MF (Media Function)
The Media Function (MF) is a functional entity specified in 3GPP TS 26.506 [10]. MF performs media processing. MF terminates media path (including data channel path) and performs media processing (e.g., mixing, selective forwarding, transcoding) which are required for immersive RTC applications. The MF is able to perform decryption and encryption of media packets if DTLS, SRTP, or TLS is used for a transport layer. The MF has the function of storing contents (including text or other static material as well as audio and video) and providing them to the UE. For Media transport control, the MF is able to interact with WSF.
In cases, MF performs as a simple media relay function. It simply relays media data packets and supports IP packet connectivity. When UE behave as ICE Agents defined in IETF RFC 8445 [29] or IETF RFC 8838 [36], MF may be either STUN servers defined in IETF RFC 8489 [31] for connectivity check or TURN servers defined in IETF RFC 8656 [32] for relaying media data packets. This functional entity facilitates NAT traversal of UE and the connectivity between UE and other network functions.
This functional entity is generally implemented in WebRTC Multipoint Control Unit (MCU) or Selective Forwarding Unit (SFU).
[bookmark: _Toc151082602]6.2.8.3.2.5	ASWF (Application Supporting Web Function)
The Application Supporting Web Function (ASWF) is a function specified in 3GPP TS 26.506 [TS26.506]. ASWF provides the following functionalities:
-	Conference session management, i.e., "CRUD" operation – create, read, update, delete of conference instances. 
-	Providing supplementary files (e.g., icon images of participants, and shared documents) via best-effort transport different from the channels for real-time media.
-	Capability exposure to 3rd party application server to provide configuration of immersive RTC services.
-	Storage of user subscription data specific to MNO's WebRTC services.
NOTE 1:	In this study, it is assumed that a single user (i.e., identity) and its subscription data (associated with the identity) are assigned, owned, and managed by both MNO and service provider independently. The two identities have a link with each other via some technique. User subscription data specific to Service Provider's services are stored in their networks.
-	Authorization Endpoint and Token Endpoint of OAuth 2.0 described in IETF RFC 6749[22] for establishing authentication linkage between MNO's ID and Service Provider's ID.
NOTE 2:	OAuth token will be used to C-Plane authentication at WSF and Service Providers. STUN/TURN authentication with OAuth token is defined in IETF RFC 7635 [25]. Portal http(s) servers of WebRTC services provide this function in general implementations.
[bookmark: _Toc151082603]6.2.8.3.2.6	IWF (Inter-working Function)
The Inter-working Function (IWF) is a function specified in 3GPP TS 26.506 [10]. IWF is located at the boundary of the networks where different operators or third-party network connects.
Each operator or 3rd-party has its own WebRTC Signalling Functions (WSF) so that WSFs are connected to each other with border control functions such as security, policy management, charging, etc. IWF is inserted into "Signalling Path" in Figure 2 of IETF RFC 8825[33] and responsible for border control functions and supports session establishment between disparate address realms' networks.
IWF is able to support the functionality for interworking between WebRTC based signalling message and SIP message of IMS as a border control function.
NOTE:	Details of interworking with IMS is studied in Key Issue #4 (Interworking with IMS Network) and corresponding solutions.
[bookmark: _Toc151082604]6.2.8.3.2.7	TGF (Transport Gateway Function)
The Transport Gateway Function (TGF) is a function specified in 3GPP TS 26.506 [10]. TGF is a media relay located at the boundary of the networks where different operators or 3rd party network connects. TGF is the function responsible for the border control and transport of media data packets between different networks. TGF is able to transcode audio/video media data packets.
TGF is able to support the functionality for interworking between WebRTC media and IMS media (e.g., transcoding of codec) as a border control function.
NOTE:	Details of interworking with IMS is studied in Key Issue #4 (Interworking with IMS Network) and corresponding solutions.
[bookmark: _Toc151082605]6.2.8.3.3	Reference points
The reference points shown in Figure 6.2.8.3-1 are described as follows.
Reference points for C-Plane signalling:
-	RTC-4s:	Reference Point between a WSF and a UE. This reference point is specified in 3GPP TS 26.506 [10].
-	RTC-Ys:	Reference Point between a IWF and another IWF in an external network.
NOTE:	Other reference points for C-Plane internal IFs are outside the scope of this study.
Reference points for U-Plane:
-	RTC-4m:	Reference Point between a MF and a UE. This reference point is specified in 3GPP TS 23.506 [10]. This interface is extended to support application specific data exchange between ASWF and UE.
-	RTC-Ym:	Reference Point between a TGF and another TGF in an external network.
NOTE:	Other reference points for U-Plane internal interfaces are outside the scope of this study.
Reference Points between WSF (integrated with NS-AF) and MF, and between IWF and TGF are internal interface, then outside the scope of this study.
Other Reference Points:
-	RTC-X:	Reference Point between a ASWF and Application service provider.
-	N5:		Reference Point between a WSF and PCF. This reference point is specified in 3GPP TS 23.501 [4].
[bookmark: _Toc151082606]6.2.9	Solution evaluation
[bookmark: _Hlk140677870]The proposed architecture in clause 6.2.8 supports the functionalities and capabilities to support immersive RTC services for collaboration scenario 4 (also applicable for collaboration scenario 3) and these architectures are consistent with RTC architecture in 3GPP TS 26.506 [10]. Then it is proposed to;
-	reflect the architecture studied in clause 6.2.8 into the stage 2 specification of RTC (i.e., 3GPP TS 26.506 [10]) as RTC General Architecture and the architecture for collaboration scenario 4; and
· study other eiRTCW key issues based on these architectures.
[bookmark: _Toc151082607]6.3	Solution #2: Functional requirements for C-Plane
[bookmark: _Toc151082608][bookmark: _Hlk149158893]6.3.1	Solution description
This solution addresses Key Issue #2.
This clause identifies requirements for control plane (C-Plane) signalling for WebRTC-based RTC session management supporting inter-operator connection (i.e., collaboration scenario 3 and 4 in 3GPP TS 26.506 [10]) based on the architecture described in clause 6.2.
Figure 6.3.1-1 shows the C-Plane reference points on the eiRTCW architecture. RTC-4s an RTC-Ys are focussed reference points of this study as described in clause 6.2.7.


Figure 6.3.1-1:	Reference points for C-Plane
To support both collaboration scenario 3 and collaboration scenario 4, the functional requirements for RTC-4s on the eiRTCW architecture is required to conform to those specified in 3GPP TS 26.506 [10] clause 4.3.3.
· RTC-4s supports the exchange of signalling information related to the WebRTC session between two or more WebRTC endpoints using trusted application servers.
To support collaboration scenario 4, RTC-Ys is introduced in this study as a new C-Plane interface for signalling information exchange between different operator's networks or between an operator and service provider networks.
Editor’s Note:	The description of this solution will be updated based on the study on Key Issue #5 as needed.
[bookmark: _Toc151082609]6.3.2	Functional requirements for C-Plane interface
[bookmark: _Toc151082610]6.3.2.1	General
This clause describes the functional requirements for C-Plane interface to enable WebRTC-based RTC media session management supporting inter-operator connection. The requirements are considered based on following aspects:
1.	Support of WebRTC based RTC services (general aspect);
2.	Transport of signalling message; and
3.	Media session control and management.
[bookmark: _Toc151082611]6.3.2.2	Functional requirements for support of WebRTC based RTC services
This clause identifies the functional requirements on C-Plane signalling protocol to support WebRTC based RTC services.
1.	It is required to support any WebRTC application (i.e., it should not overfit for a specific use case.).
a.	It is required to support any kind of WebRTC endpoints (e.g., browser).
b.	It is required to allow application specific methods and information elements.
2.	It is required to be web-friendly to support easy deployment in web environments:
a.	by using web technologies such as JSON, etc…
b.	complying with WebRTC standards (e.g., SDP for session description and supporting the exchange of ICE candidates, etc…) defined in IETF and W3C, with an exception for codecs.
3.	It is required to be able to be simple to implement and deploy (e.g., simpler in complexity compared to SIP).
4.	It is required to be able to authenticate and authorise the UE using RTC services.
5.	It is required to protect user privacy and mitigate the linkability and tracking attack caused by unnecessary user information disclosure.
[bookmark: _Toc151082612]6.3.2.3	Functional requirements for transport of signalling message
This clause identifies the functional requirements on transport of signalling message.
1.	It is required to be web-friendly to support easy deployment in web environments by using web technologies such as WebSocket, etc…
2.	It is required to support the secure exchange of messages supporting integrity-protection and/or encryption.
3.	It is required to be support connection management mechanisms (e.g., keep alive) for reliable exchange of signalling messages.
[bookmark: _Toc151082613]6.3.2.4	Functional requirements for media session control and management
This clause identifies the functional requirements on media session control and management aspects of signalling message.
1.	It is required to support following methods for media session control.
i.	media session set up
ii.	media session update
iii.	media session disconnection
2.	It is required to support a method for querying information from a connected network. The information includes the service configuration information such as server address.
3.	It is required to be able to set up a media session with any kind of media resources (e.g., WebRTC endpoint on the UE, conference, metaverse).
4.	It is required that an WebRTC endpoint is able to set up multiple media sessions simultaneously.
5.	It is required to support incoming call set up (i.e., be able to receive a media session set up request).
6.	It is required to be able to set up a media session with media resources in different operator network or RTC application provider network. This requirement includes the following cases.
i.	The connected network support RTC AS functionalities. (i.e., connected via NNI)
ii.	The connected network does not support RTC AS functionalities. (i.e., connected via UNI)
7.	It is required to be familiar with existing web-services to exchange media capabilities. It is also required that WebRTC endpoints can notify own media capabilities to a network, and network can handle the notified media capability appropriately.
8.	It is required to support a mechanism to exchange media session related meta data.
9.	It is required to support QoS control of a media session based on the information included in the signalling message related to the media session.
10.	It is required to be ablet to negotiate the use of optional features.
11.	It is required to support the mechanisms for reliable media session management. (e.g., error handling).
12.	It is required to be able to identify the RTC service user uniquely. The identity of the user is able to be associated with multiple devices (WebRTC endpoints) belongs to the user.
13.	It is required to be able to enable communicating parties to verify each other's identity, if required by application.
[bookmark: _Toc151082614]6.3.3	Protocol stack for C-Plane interface
[bookmark: _Toc151082615]6.3.3.1	General
This clause studies the appropriate protocol stack for C-plane interfaces, considering the requirements in clause 6.3.2. Especially, the following requirements are considered:
-	It shall support the secure exchange of messages supporting integrity-protection and/or encryption.
-	It shall protect user privacy and mitigate the linkability and tracking attack caused by unnecessary user information disclosure.
-	It should be web-friendly to support easy deployment in web environments
-	by using web technologies such as JSON, WebSockets, etc…
-	complying with WebRTC standards (e.g., SDP for session description and supporting the exchange of ICE candidates) defined in IETF and W3C, with an exception for codecs
-	It shall be simple to implement and deploy (e.g., simpler in complexity compared to SIP).
[bookmark: _Toc151082616]6.3.3.2	Base Protocol
HTTP (IETF RFC 9110 [37], IETF RFC 9111 [38], IETF RFC 9112 [39], IETF RFC 7235 [23], and IETF RFC 1113 [15])/HTTPS and WebSocket (IETF RFC 6455 [20]) are available options for signalling between UE and WSF so that connection setup procedure could be invoked by JavaScript API as described in clause 3 of IETF RFC 8825 [33]. Nevertheless, HTTP/HTTPS is less appropriate for two reasons described in clause 1.1 of IETF RFC 6455 [20]:
-	Server load caused by http transactions (based on request-response)
-	A connection has two sessions each for sending and receiving signalling packets
In addition, when a notification from the network to the UE is required, for such as an incoming call, an HTTP(S) connection is originated from the network side, but this case has some problem. Generally, NAT box is placed between UE and network entities, therefore NAT-traversal problem should be resolved. Besides, in terms of security configuration, UEs often deny incoming TCP (IETF RFC 793 [14]) connections.
WebSocket fulfils the requirement for secure exchange of signalling messages since WebRTC supports the secure transport over TLS.
For those reasons mentioned above, only WebSocket over TLS is utilized as the base protocol for transport of signalling messages in this study. WebSocket can solve the three problems, server load, number of sessions and the NAT-traversal.
[bookmark: _Toc151082617]6.3.3.3	Upper Layer Protocol over WebSocket
In IETF RFC 8825 [33], upper layer protocols over WebSocket are not specified and are thought to be application specific. In the IETF RFC 8825 [33], SIP (IETF RFC 3261 [16]) and XMPP (IETF RFC 6120 [19]) are listed as candidate protocols for C-Plane signalling.
[bookmark: _Toc151082618]6.3.3.3.1	SIP
Utilizing SIP for C-Plane signalling for WebRTC is already described in clause 5 of 3GPP TS 24.371 [8]. One of the main advantages of using SIP is the ease of interworking between WebRTC-aware network and IMS network. On the other hand, disadvantages of using SIP are as follows:
-	UE and network must be able to understand both WebRTC and SIP. SIP is not widely used outside of telephony. If SIP must be used in conjunction with WebRTC, the advantage of WebRTC, friendliness to web-based development environments and developers, is to be spoiled.
-	SIP has a strictly managed communication model as SIP dialogue. In principle, the originated signalling is transparently relayed through the network and the terminals manage the dialogue with each other. These characteristics are not compatible with the UE-network relation model, which is the scope of this study.
-	SIP specifies methods divided by each signalling characteristic (i.e., INVITE, ACK, BYE, CANCEL, PRACK, UPDATE, SUBSCRIBE, NOTIFY, REFER, PUBLISH, INFO). Adding control for a new characteristic may need to start from the method definition.
-	Less affinity with cloud environment where HTTP is mainly used. For example, raw values of the IP addresses related to the SIP dialog (consisting a communication path of SIP trapezoid) are in the protocol header or message body, therefore changing communication elements is difficult once the call session is established.
For those reasons above, SIP is not appropriate except for the applications where the interwork to IMS is expected.
[bookmark: _Toc151082619]6.3.3.3.2	XMPP
There is no specification using XMPP for the upper layer protocol of the C-Plane signalling in 3GPP and no major commercial implementations of WebRTC either. The reason seems that XMPP can be used on its own and does not need to be combined with other protocols. WebSocket encapsulation of XMPP has little benefit except the case that an application using XMPP is implemented using JavaScript.
Therefore, this study will not utilize SIP nor XMPP as the upper layer protocol. More optimal (or WebRTC native) signalling protocols for the upper layer of C-Plane is to be identified in this study.
[bookmark: _Toc151082620]6.3.3.3.3	Other existing implementations
Among the existing implementations of WebRTC communication, JSON (IETF RFC 8259[27]) format is mainly used for the upper layer of C-Plane. This is because JSON format is easy to handle in JavaScript. In this study, the potential of JSON for the upper layer protocol of C-Plane signalling is investigated.
In 3GPP specifications, RESTful APIs (such as service-based interface and Northbound APIs) are often defined using OpenAPI 3 (OpenAPI [43]) and the message-body of the APIs are based on JSON. However, OpenAPI is mainly suitable for RESTful APIs and not suitable for message-driven APIs such as C-Plane signalling over WebSocket. There is another possible API specification for JSON based API. AsyncAPI [42] (managed by Linux Foundation) is a message/event-driven architecture concept and familiar with message-driven API. For this reason, AsyncAPI [42] is used for identifying API schemas in this study.
[bookmark: _Toc151082621]6.3.3.4	Proposed Protocol Stack
The protocol stack for C-Plane interface is shown in Figure 6.3.4.4-1. As described above, JSON based protocol over WebSocket over TLS is an expected solution for C-plane signalling protocol.
WebSocket can be deployed over several versions of HTTP.
-	WebSocket with HTTP/1.1 is specified in IETF RFC 6455 [20] and used in this study. HTTP/1.1 is not, however, shown in the protocol stack because HTTP/1.1 does not remain after upgrading into WebSocket.
-	WebSocket with HTTP/2 is specified in IETF RFC 8441 [28] and used in this study. HTTP/2 is shown in the protocol stack because HTTP/2 framing remains after a stream in HTTP/2 connection is upgraded into WebSocket.
-	WebSocket with HTTP/3 (IETF RFC 9114 [40]) is specified in IETF RFC 9220 [41] but not used in the current version of this study. The transport protocol used over HTTP/3 needs to be selected in alignment with IETF/W3C discussions. 
The sub layers of each protocol are according to the existing specifications.
-	TLS under HTTP/1.1 and HTTP/2 is specified in IETF RFC 8446 [30].
-	TCP under TLS is specified in IETF RFC 793 [14].
-	IPv4 and v6 under TCP are specified in IETF RFC 791 [13](IPv4) and IETF RFC 8200 [26](IPv6).



Figure 6.3.3.4-1:	Protocol Stack of C-Plane interface
[bookmark: _Toc151082622]6.3.4	Solution evaluation
There is no misalignment between the functional requirements proposed in clause 6.3.2 and 6.3.3, and those specified in 3GPP SA4 RTC specifications (i.e., 3GPP TS 26.506 [10] and 3GPP TS 26.113 [9]), therefore it is proposed to develop the C-Plane signalling protocol based on the proposed functional requirements and protocol stack.
[bookmark: _Toc151082623]6.4	Solution #3: C-Plane signalling protocol
Editor’s note: Description will be added.
[bookmark: _Toc151082624]6.5	Solution #4: Functional requirements for U-Plane
[bookmark: _Toc151082625]6.5.1	Solution description
This solution addresses Key Issue #3.
This clause identifies requirements for U-Plane needed for WebRTC-based immersive RTC session management supporting inter-operator connection (i.e., collaboration scenario 4 in TS 26.506 [10]) based on the architecture described in clause 6.2. Figure 6.5.1-1 shows the U-Plane reference points on the eiRTCW architecture. RTC-4m and RTC-Ym are focussed reference points of this study as described in clause 6.2.7.


Figure 6.5.1-1:	Reference points for U-Plane
[bookmark: _Toc151082626]6.5.2	Functional requirements for U-Plane interface
This clause identifies the functional requirements of RTC-4m and RTC-Ym reference point as U-Plane interface.
The eiRTCW architecture supports collaboration scenario 3 and 4 defined in 3GPP TS 26.506 [10]. The requirements of RTC-4m on the eiRTCW architecture are compliant with the requirements of RTC-4m specified in 3GPP TS 26.506 [10]. RTC-Ym is a new U-plane interface for WebRTC media transport between different operator's network or between an operator and service provider network. On the viewpoint of service interoperability, the requirements of RTC-Ym are required to be same as RTC-4m.
Functional requirements applied to both the RTC-4m and RTC-Ym are to transport:
-	Media data transmitted over RTP;
-	Application data transmitted using data channel; and
-	Media related meta-data transmitted using data channel
NOTE:	As RTC-Ym is the interface between the networks operating by two different operators (or an operator and a service provider) where the different policy/application can be adopted/provided; therefore, a bilateral agreement may be required.
[bookmark: _Toc151082627]6.5.3	Protocol stack
RTC-4m and RTC-Ym on the eiRTCW architecture are U-Plane interfaces for WebRTC media transport. Then the protocol stack of RTC-4m and RTC-Ym conforms to the protocols specified in RFC 8835 [35]. This protocol stack is also applied for U-Plane interface in 3GPP TS 26.113 [9] which specified "enabler for Immersive Real-time Communication".
Detailed protocol stack for eiRTCW U-Plane interface is defined by selecting the protocol from the protocol stack specified in clause 5.5 of 3GPP TS 26.113 [9] in the corresponding normative work for stage 3 specification.
NOTE:	The specification other than protocols (e.g., codec) is not referred.
[bookmark: _Toc151082628]6.5.4	Solution evaluation
The U-Plane functional requirements proposed in clause 6.5.2 and the U-Plane protocol stack proposed in clause 6.5.3 are appropriate for WebRTC media transport and aligned with 3GPP SA4 RTC specifications (i.e., 3GPP TS 26.506 [10] and 3GPP TS 26.113 [9]). Therefore, these are proposed as the eiRTCW U-Plane requirements.
[bookmark: _Toc151082629]6.6	Solution #5: Service control API
Editor’s note: Description will be added.
[bookmark: _Toc151082630]6.7	Solution #6: WSF Discovery mechanism
[bookmark: _Toc151082631]6.7.1	Solution description
[bookmark: _Toc151082632]6.7.1.1	General
This solution addresses Key Issue #6.
This clause identifies the mechanism which discovers a WSF in the connected operator network without user manual setting, regardless of the connected operator network.
There are following possible mechanisms to find a WSF without user settings.
a)	Media Session Handler (via RTC-5 API) (3GPP TS 26.506 [10])
b)	Edge application enabler (EAS discovery) (3GPP TS 23.558 [7])
c)	PCO in NAS signalling during PDU session set up (3GPP TS 23.501 [4], 3GPP TS 23.548 [6])
d)	DNS resolution
[bookmark: _Toc151082633]6.7.1.2	Analysis on possible mechanisms
As described in 3GPP TS 26.506 [10] and the clause 6.2 of this document, RTC services need to support both native WebRTC application (i.e., WebRTC non-browser type endpoint) and web application (i.e., WebRTC browser type endpoint).
a) and b) are the mechanisms using application enabler specified in 3GPP. However, in the current situation, most of the Oss (e.g., android, iOS) and the web browsers (e.g., chrome, firefox) do not support these enablers for JavaScript Application as JavaScript API. Then, a) and b) are not suitable for the time being.
c) is the mechanism to get a server information from Protocol Configuration Option (PCO) during PDU session establishment, however, there are same issue as a) and b) to apply this mechanism. Then, c) is also not suitable for the time being.
d) intends to use the local DNS server in the connected operator network to resolve the single specific FQDN into the actual IP address of the server in the connected operator network. This mechanism does not have the limitation mentioned above, then d) is the possible candidate of the WSF discovery mechanism.
Therefore, this solution studies a mechanism which apply d) using a specific URL (which is common among operators) to discovers a WSF in the connected operator network without user manual setting, regardless of the connected operator network.
[bookmark: _Toc151082634]6.7.2	Common URL based WSF discovery mechanism
[bookmark: _Toc151082635]6.7.2.1	General
This solution studies the mechanism which discovers the WSF in the connected operator network using a specific URL which is common among operators (names the URL as "common URL" in this document) and local DNS server in the connected operator network.
As the prerequisites of the study on WSF discovery mechanism, the following requirements specified in 3GPP TS 26.113 [9] need to be considered.
1)	The mechanism can identify the signalling protocol used for the RTC session set up, since there are multiple signalling protocols for RTC services (i.e., SWAP, RESPECT).
2)	Secure WebSocket (WSS) connection is applicable between the WebRTC endpoint and the WSF.
Above requirements are not fulfilled, if the common URL indicates only the WSF URL (e.g., the public TLS certificate cannot be prepared.). Then, the URLs for the WSF discovery mechanism are specified as follows.
Common URL:
A specific URL which is common among RTC operator networks and is used to get the WSF URL(s) from the WSF discovery function in the connected operator network. This URI indicates the signalling protocol in addition to WSF URI, which is derived from the above requirement 1).
WSF URL:
Secure WebSocket URI of WSF which is specified in 3GPP TS 26.113 [9]. The hostname of the WSF URL is specific hostname for RTC service and assigned by the operator.
Considering the above, this Solution studies the followings.
1)	Common URL format
2)	Common URL based WSF discovery procedure
[bookmark: _Toc151082636]6.7.2.2	Common URL format
This clause studies the format of common URL.
Common URL needs to indicate the signalling protocol which expected to be used by application, since multiple signalling protocols (i.e., SWAP and RESPECT) are applicable for RTC session set up as described in clause 6.7.2.1. Then, the common URL need to include "protocolName" which specified in 3GPP TS 26.113 [9]. Therefore, the following format is proposed as common URL.
CommonURL: {commonHostname}/<protocolName>
NOTE 1:	WebSocket URI includes "protocol version". However, "protocol version" is not included in common URL, since the compatibility between versions and its version management depend on the signalling protocol.
For "commonHostname", it seems appropriate that RTC applies the domain name ".3gppservices.org" as 3gpp service, which is defined in 3GPP 5GMS (3GPP TS 26.512 [11]) as default AF's hostname. Then, "commonHostname" in common URL is proposed as following:
{commonHostname}: "rtc.3gppservices.org"
NOTE 2:	As an alternative domain name for (commonHostname), there are IETF RFC 6762 based domain name (e.g., .internal). However, the IETF based solution is not studied since the 3GPP based approach is appropriate for RTC service.
In case of RESPECT protocol studied in this document, the Common URL will be following URL.
-	rtc.3gppservices.org/3gpp-respect
[bookmark: _Toc151082637]6.7.2.3	Common URL based WSF discovery procedure
[bookmark: _Toc151082638]6.7.2.3.1	General
This clause studies the procedure at the WebRTC endpoint to discover the WSF in the connected operator network by using common URL.
As described in clause 6.7.2.1, common URL is used to get the WSF URL(s) from WSF discovery function. Then, the UE procedure for discovering and connecting to the WSF is as follows.
i)	Get WSF URL(s) from a WSF discovery function by using common URL
ii)	Connect to a selected WSF from the obtained WSF URL(s) by WSS (secure WebSocket)
NOTE 1:	The operator who provide this WSF discovery mechanism needs to provide DNS server to resolve the commonHostname (i.e., rtc.3gppservices.org) of common URL into the IP address of the WSF discovery function.
NOTE 2:	The method to decide the connecting WSF from the obtained WSF list depends on the application. This solution addresses the procedure for step i). Step ii) is studied in Key Issue #3 and corresponding solution in this document.
[bookmark: _Toc151082639]6.7.2.3.2	Protocol
There are two possible protocols for getting WSF URL(s) using common URL.
a)	HTTP
b)	WebSocket 
For the following reasons, WebSocket connection is too much for getting WSF URL. Then this solution studies HTTP-based procedure for getting the WSF URL.
-	Push notification from discovery function is not required.
-	WSF discovery procedure is expected to be triggered when the RTC application is activated or in case of WSF connection error, then the frequency of execution is low.
NOTE:	Cross-Origin Resource Sharing (CORS) needs to be considered for WSF discovery since the domain of Common URL and WSF URL are different, as described in the prerequisites in clause 6.7.2.1.
[bookmark: _Toc151082640]6.7.2.3.3	Procedure
The following procedure is proposed as HTTP based WSF discovery procedure.
i)	The RTC application sends a HTTP GET request to the Common URL (the request is sent to WSF discovery function)
ii)	The WSF discovery function sends back an HTTP response as follows, depending on whether the indicated signalling protocol is supported or not in the connected operator network.
a)	200 (OK)
When the connected operator network supports the indicated signalling protocol, the WSF discovery function sends back an HTTP 200 (OK) response. The response body (Content-Type: application/json) includes WSF URLs (WebSocket URI specified in 3GPP TS 26.113 [9]) for all protocol versions which the operator network supports. The response body format is protocol-independent. Example of the response body for RESPECT is shown below:
<Response body for RESPECT>
[bookmark: _Hlk146783694]{
  "v1": {
    "wsfUrl": ["wss://wsf-1.example.com/3gpp-respect/v1", "wss://wsf-2.example.com/3gpp-respect/v1"]
  }
}
b)	404 (Not Found):
When the connected operator network does not support the indicated singalling protocol, the WSF discovery function sends an HTTP 404 (Not Found) response.
[bookmark: _Toc151082641]6.7.2.3.4	Definition of the HTTP response body for RESPECT
The definition of the HTTP response body for WSF discovery procedure using Common URL for RESPECT.
Table 6.7.2.3.4-1: Information Element in the response body for RESPECT
	IE name
	Data type
	Cardinality
	Description

	v1
	v1Info
	1
	This information element is for WSF information for RESPET version 1.



Table 6.7.2.3.4-2: Data type definition of v1Info
	IE name
	Data type
	Cardinality
	Description

	wsfUrl
	array(string)
	1
	This information element indicates the WSF URL(s). The format of the WSF URL is required to be the WebSocket URI specified in 3GPP TS 26.113 [9].
e.g., wss://wsf.example.com/3gpp-respect/v1



[bookmark: _Toc151082642]6.7.2.3.5	Common URL based WSF discovery flow example
Following message flow is an example of WSF discovery procedure using Common URL for RESPECT.
1)	HTTP GET Request (RTC application -> WSF discovery function)
GET /3gpp-respect HTTP/1.1
Host: rtc.3gppservices.org
-- other HTTP headers are snipped --

2)	HTTP 200 OK response (WSF discovery function -> RTC application)
HTTP/1.1 200 OK
Content-Type: application/json
-- other HTTP headers are snipped --
{
  "v1": {
    "wsfUrl": ["wss://wsf.example.com/3gpp-respect/v1"]
  }
}

[bookmark: _Toc151082643]6.7.3	Functional entity supporting WSF discovery function
This clause studies the functional deployment of WSF discovery function in generic RTC architecture specified in 3GPP TS 26.506 [10].
As described in the above clauses, WSF discovery function provides the WSF URL(s) in the connected operator network to RTC applications. The WSF discovery function is required to provide WSF URL(s) to RTC applications even if MSH (RTC-5) is not applicable. Then, it seems better to implement the function in RTC AS. In RTC AS functionalities, Application Supporting Web Function (ASWF) is appropriate function to implement WSF discovery function, since ASWF is the function to support RTC applications as a web server. 
[bookmark: _Toc151082644]6.7.4	Solution evaluation
The proposed WSF discovery mechanism using common URL described in clause 6.7.2 fulfils the purpose of the mechanism (i.e., the WSF discovery mechanism without user manual setting and applicable regardless of the connected operator network) described in the corresponding key issue and consistent with existing 3GPP specification. Then, it is proposed to implement the proposed WSF discovery mechanism as the functionality supported at the ASWF into the stage 2 specification of RTC (i.e., 3GPP TS 26.506 [10]) as an optional mechanism.
[bookmark: _Toc151082645]6.8	Solution #7: Interworking with IMS Network
Editor’s note: Description will be added.
[bookmark: _Toc151082646]6.9	Solution #8: Protocol-level interworking between RTC network and IMS network
Editor’s note: Description will be added.
[bookmark: _Toc151082647]6.10	Solution #9: Tethered cases
Editor’s note: Description will be added.
[bookmark: _Toc151082648]6.11	Solution #10: Security considerations
Editor’s note: Description will be added.
[bookmark: _Toc151082649]6.12	Solution #11: Related groups considerations
Editor’s note: Description will be added.
[bookmark: _Toc124216617][bookmark: _Toc151082650]7	Overall evaluation
Editor’s note: Description will be added.
[bookmark: _Toc151082651]8	Conclusions and Recommendations
Editor’s note: Description will be added.
[bookmark: tsgNames][bookmark: startOfAnnexes][bookmark: _Toc151082652]
Annex A (informative):
Use cases
Editor’s note: Description will be added.
[bookmark: _Toc151082653]
Annex B (informative):
Examples
Editor’s note: Description will be added.
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