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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document discusses and describes the CT1 aspects of the 3GPP System Architecture Evolution (SAE) towards a higher-data-rate, lower-latency, packet-optimized system that supports multiple access technologies.
In particular, these CT1 aspects include the Non-Access-Stratum (NAS) functions to be performed by the User Equipment (UE) in idle mode, the NAS signalling procedures between the UE and the evolved packet core network (EPC) via the E-UTRAN, and the layer 3 signalling procedures between the UE and the EPC via non-3GPP access networks.
The present document also considers the requirements on the NAS between the UE and the core network which arise from specific services like MBMS and network functions like security, QoS, and mobility within the E‑UTRAN or between the E‑UTRAN and other 3GPP or non-3GPP access networks.
The present document is intended as a holding place for CT1 SAE material until it stabilises sufficiently to be moved to appropriate 3GPP technical specifications.

2
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· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Aggregate Maximum Bit Rate: The maximum bit rate that limits the aggregate bit rate of a set of non-GBR bearers of a UE. Definition derived from 3GPP TS 23.401 [2].

The label (E-UTRAN only) indicates this subclause or paragraph applies only if E-UTRAN is used as current radio access network.

EMM context: An EMM context is established in the UE and the MME when an attach procedure is successfully completed.

EMM-CONNECTED mode: A UE is in EMM-CONNECTED mode when a NAS signalling connection between UE and network is established. The term EMM-CONNECTED mode used in the present document corresponds to the term ECM-CONNECTED state used in 3GPP TS 23.401 [2].
EMM-IDLE mode: A UE is in EMM-IDLE mode when no NAS signalling connection between UE and network exists. The term EMM-IDLE mode used in the present document corresponds to the term ECM-IDLE state used in 3GPP TS 23.401 [2].
Evolved packet core network: the successor to the 3GPP Release 7 packet-switched core network, developped by 3GPP within the framework of the 3GPP System Architecture Evolution (SAE).
Evolved packet system: The evolved packet system (EPS) or evolved 3GPP packet-switched domain consists of the evolved packet core network and the evolved universal terrestrial radio access network. Definition derived from 3GPP TS 23.401 [2].

Dedicated bearer: An EPS bearer that is associated with uplink packet filters in the UE and downlink packet filters in the PDN GW where the filters only match certain packets. Definition derived from 3GPP TS 23.401 [2].

Default bearer: An EPS bearer that is used associated with "match all" uplink and downlink packet filters in the UE and the PDN GW, respectively. Definition derived from 3GPP TS 23.401 [2].

GBR bearer: An EPS bearer that uses dedicated network resources related to a Guaranteed Bit Rate (GBR) value, which are permanently allocated at EPS bearer establishment/modification. Definition derived from 3GPP TS 23.401 [2].

Initial NAS message: A NAS message is considered as an initial NAS message, if this NAS message can trigger the establishment of a NAS signalling connection. For instance, the ATTACH REQUEST message is an initial NAS message.
Label: A label is a scalar that is used as a reference to node-specific parameters that control bearer level packet forwarding treatment that have been pre-configured by the operator owning the node. Definition derived from 3GPP TS 23.401 [2].

Last Visited Registered TAI: A TAI which is contained in the TAI list that the UE registered to the network and which identifies the tracking area last visited by the UE.
Linked Bearer Identity: This identity indicates to which default bearer the additional bearer resource is linked.

MME area: An area containing tracking areas served by an MME.

NAS signalling connection: is a peer to peer S1 mode connection between UE and MME. A NAS signalling connection consists of the concatenation of an RRC connection via the "LTE-Uu" interface and an S1AP connection via the S1 interface. The UE considers the NAS signalling connection established when the RRC connection has been established successfully. The UE considers the NAS signalling connection released when the RRC connection has been released.

Non-access stratum protocols: The protocols between UE and MSC or SGSN that are not terminated in the UTRAN, and the protocols between UE and MME that are not terminated in the E-UTRAN. Definition derived from 3GPP TS 21.905 [1].

Non-GBR bearer: An EPS bearer that uses network resources that are not related to a Guaranteed Bit Rate (GBR) value. Definition derived from 3GPP TS 23.401 [2].

PDN address: an IP address assigned to the UE by the Packet Data Network Gateway (PDN GW).

Procedure Transaction Identity: An identity which is dynamically allocated by the UE for the UE requested bearer resource activation, modification and deactivation procedures. The procedure transaction identity is released when the procedure is completed.

The label (S1 mode only) indicates this subclause or paragraph applies only to a system which operates in S1 mode, i.e. with a functional division that is in accordance with the use of an S1 interface between the radio access network and the core network. In a multi-access system this case is determined by the current serving radio access network.

TAI list: A list of TAIs that identify the tracking areas that the UE can enter without performing a tracking area update procedure.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.401 [2] apply:

MME pool area
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AMBR
Aggregate Maximum Bit Rate

ARP
Allocation Retention Priority

E-UTRA
Evolved Universal Terrestrial Radio Access

E-UTRAN
Evolved Universal Terrestrial Radio Access Network

ECM
EPS Connection Management
EMM
EPS Mobility Management

EPC
Evolved Packet Core Network
ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

ESM
EPS Session Management

FA
Foreign Agent

GBR
Guaranteed Bit Rate

GUMMEI
Globally Unique MME Identifier

GUTI
Globally Unique Temporary Identifier

HRPD
High Rate Packet Data

LBI
Linked Bearer Identity

M-TMSI
M-Temporary Mobile Subscriber Identity

MBR
Maximum Bit Rate

MME
Mobility Management Entity

MMEC
MME Code

PDN GW
Packet Data Network Gateway

PTI
Procedure Transaction Identity

RRQ
Registration Request

RRP
Registration Reply

S-TMSI
S-Temporary Mobile Subscriber Identity

S1AP
S1 Application Protocol

SAE
System Architecture Evolution

SDF
Service Data Flow

SMC
Security Mode Command

TAC
Tracking Area Code

TAI
Tracking Area Identity
TFT
Traffic Flow Template
4
Network selection procedures

Editor's note: This clause will contain a description of the procedures for network selection, i.e. access technology selection and PLMN selection. None of the text within this section shall be transferred directly to any specification unless explicitly stated.

4.1
Concepts

Editor's note: This subclause will contain a description of concepts, general principles, working assumptions agreed by CT1, etc. None of the text within this section shall be transferred directly to any specification unless explicitly stated.

As per 3GPP TS 22.011 [44] PLMN selection defines a UE based procedure, whereby candidate PLMNs are selected, one at a time, for attempted registration.

E-UTRAN is a new access technology for PLMN selection procedures different from GERAN and UTRAN (see 3GPP TS 22.011 [44]).

New forbidden lists are needed to be specified for E-UTRAN: "forbidden tracking areas for roaming" and "forbidden tracking areas for regional provision of service". These lists will contain one or more tracking area identities rather than location area identities. The handling of these new lists is similar to the "forbidden location areas for roaming" and "forbidden location areas for regional provision of service" lists.

Editor's note: The current requirement for the "forbidden location areas for roaming" and "forbidden location areas for regional provision of service" of having at least 10 entries will be further investigated for the new tracking area related lists since it comes from the times when the memory in the ME was limited, and this is not the case any longer.

The existing "forbidden PLMNs" and the "forbidden PLMNs for GPRS service" lists are also used for E-UTRAN.

Editor's note: The use of the reject cause value #14 "GPRS services not allowed in this PLMN" is under discussion in SA1, and therefore the need of the associated "forbidden PLMNs for GPRS service" list for E-UTRAN may need to be re-considered.

4.2
Procedures

Editor's note: This subclause will contain a detailed description of the procedures for network selection. The text within this section should be readily transferable to TS 23.122 or other TS(s) (e.g. TS 24.234).

4.2.1
General

Editor's note: Currently there are no requirements available. E.g. it is open when and based on which criteria the decision for a specific 3GPP or non-3GPP access technology is made during the network selection.

4.2.2
Procedures for 3GPP radio access networks


The Access Technology identifier associated with each entry in the "User controlled PLMN selector with Access Technology", "Operator controlled PLMN selector with Access Technology" and "HPLMN selector with Access Technology" data files can indicate any combination of the values: GSM, GSM COMPACT, UTRAN and E-UTRAN.

The same procedures for PLMN selection applicable for the GSM and UTRAN access technologies as described in 3GPP TS 22.011 [47] and 3GPP TS 23.122 [22] also apply for E-UTRAN.

4.2.3
Procedures for non-3GPP access networks

Editor's note: Currently there are no requirements available.

5
UE NAS mobility functions in EMM-IDLE and EMM-CONNECTED mode
Editor's note: This clause will contain a description of aspects of intra E-UTRAN mobility in IDLE and CONNECTED mode relevant for CT1. None of the text within this section shall be transferred directly to any specification unless explicitly stated.

5.1
General

5.1.1
Registration areas in the EPS
5.1.1.1
General

Within the EPS, a registration area is defined as a set of tracking areas and each of these tracking areas consists of one or more cells that cover a geographical area. Tracking areas cannot overlap each other. Within the EPS, the concept of "registration to multiple tracking areas" applies:

-
A tracking area is identified by a TAI which is broadcast in the cells of the tracking area. The TAI is constructed from a TAC and a PLMN identifier. In case of a shared network, a single TAC and multiple PLMN identifiers are broadcast.
Editor's note: The structure and coding of the TAC is FFS.

-
In order to reduce the tracking area update signalling within the EPS, the MME can assign several tracking areas to the UE. These tracking areas construct a list of tracking areas which is identified by a TAI list
-
The UE considers itself registered to a list of tracking areas and does not need to trigger tracking area update other than periodic tracking area update as long as it stays in one of the tracking areas of the list of tracking areas received from the MME.
Editor's note: the maximum number of tracking areas which can be allocated per UE needs to be defined.

-
The UE will consider the TAI list as valid, until it receives a new TAI list in the next normal tracking area update or periodic tracking area update or it is commanded by the network to delete the complete TAI list or it is detached from the EPS. If the tracking area update request or attach procedure via E-UTRAN is accepted or the TAI list is reallocated by the MME, the MME shall provide at least one entry in the TAI list. If the new and the old TAI list are identical, the MME does not need to provide the new TAI list to the UE during tracking area update or GUTI reallocation procedures.
-
The TAI list can be reallocated by the MME.
-
The UE shall take the current TAI provided by the EPS system as last visited registered TAI if the TAI is within the TAI list that the UE is registered to the network. If there is an old last visited registered TAI stored by the UE, the old last visited registered TAI is replaced by the new last visited registered TAI, that is, the UE shall delete the old last visited registered TAI and store the new last visited registered TAI into its non volatile memory.

-
When the UE is detached from the EPS, the TAI list in the UE is invalid; except for the last visited registered TAI, the TAI list can be deleted by the UE.
-
The MME allocates only one temporary identity (GUTI) to the UE, even if the UE is registered to more than one tracking area.
-
The MME stores the GUTI and TAI list in its EMM Context for the UE.
-
The MME can initiate paging of the UE in all cells of all tracking areas the UE is registered to.

-
A TAI list assigned by an MME to a UE shall only contain tracking areas served by this MME.
5.1.1.2
Open issues for tracking area update procedure
1)
When designing tracking area related operations in CT1, the balance between resource consumption for tracking area update and resource consumption for paging should be taken into account.
2)
When designing the TAI and TAI list, CT1 should define an efficient encoding scheme for the TAI list, 

3)
CT1 needs to study whether the periodic update timers for tracking area update in EPS and for periodic routing area update in GPRS can have different values, related values, or the same value.
5.1.2
GUTI and S-TMSI handling

A globally unique temporary user identity for E-UTRA based services, the Globally Unique Temporary Identity (GUTI), is used for identification within the signalling procedures. In the paging and service request procedures, a shortened form of the GUTI, the S-Temporary Mobile Subscriber Identity (S-TMSI), is used to enable more efficient radio signalling. The purpose of the GUTI and S-TMSI is to provide identity confidentiality, i.e., to protect a user from being identified and located by an intruder. The structure of the GUTI and its derivatives will be specified in 3GPP TS 23.003 [7]. The GUTI has two main components, the Globally Unique MME Identifier (GUMMEI) that uniquely identifies the MME that allocated the GUTI and the M-Temporary Mobile Subscriber Identity (M-TMSI) that provides for an unambiguous identity of the UE within this MME.
The MME is responsible for allocating the GUTI to the UE. The allocation of the GUTI can be performed during attach, tracking area updating and GUTI reallocation procedures. The MME uses the S-TMSI for paging purposes.

A UE supporting E-UTRA includes a valid GUTI, if any is available, in the attach and tracking area updating request messages. In the service request message, the UE includes a valid S-TMSI as user identity. The MME may assign a new GUTI for a particular UE at successful attach, tracking area updating and GUTI reallocation procedures.

If a new GUTI is assigned by the MME, the UE and the MME handle the GUTI as follows:

-
Upon receipt of a mobility management message containing a new GUTI the UE considers the new GUTI as valid and the old GUTI as invalid.

-
The MME considers the old GUTI as invalid as soon as an acknowledgement for an attach, tracking area updating or GUTI reallocation procedure is received.

Usually, the GUTI reallocation is performed at least at each time the UE moves to a new tracking area not included in the TAI list assigned to the UE. However, this is left to the network operator's policies.

5.1.3
IP address allocation
Editor's note: The content of this subclause has been moved to 3GPP TS 24.301 [44]. Therefore this subclause is discontinued and no longer updated. 

Editor's note: The text within this subclause shall be transferred to a technical specification.

5.1.3.1
General

The UE can configure an IP address during the attach procedure and/or through an IETF-based IP address allocation mechanism once the default bearer is established.

The following IETF-based IP address/prefix allocation methods are specified in this specification:

a)
/64 IPv6 prefix allocation via IPv6 stateless address autoconfiguration;

b)
IPv4 address allocation and IPv4 parameter configuration via DHCPv4;

c)
IPv6 parameter configuration via stateless DHCPv6;

d)
shorter than /64 IPv6 prefix delegation via DHCPv6.

5.1.3.2
IP address allocation via NAS signalling

If available, the UE shall include the capability of the IP stack associated with the UE (i.e. support of IPv4, IPv6 or IPv4/IPv6) in a PDN address allocation IE. If the UE wants to be allocated an IPv4 address for the default bearer during the attach procedure, the UE shall include a PDN address allocation IE requesting an IPv4 address in the ATTACH REQUEST message or PDN CONNECTIVITY REQUEST message.

If the UE knows that an IPv6 address for the default bearer needs to be configured, the UE shall include, in the ATTACH REQUEST message or PDN CONNECTIVITY REQUEST message, the PDN address allocation IE requesting an IPv6 prefix. 
The UE may also include in the same PDN address allocation IE both the request of an IPv4 address and the indication that it will configure an IPv6 prefix.
If the UE does not request any IP address during the default bearer activation procedure and does not have any information about the capability supported by the IP stack, the PDN address allocation IE will not contain any information. 

Editor's note: It is FFS if in this case the UE shall send an (empty) PDN address allocation IE anyway.

On receipt of the ATTACH REQUEST or PDN CONNECTIVITY REQUEST message sent by the UE, the network when allocating an IP address shall take into account the request received from the UE, UE's IP version capability, UE's subscription data and the policies of the home and visited network. When an IPv4 address is allocated during the default bearer activation procedure, the MME shall include in the ATTACH ACCEPT message or PDN CONNECTIVITY ACCEPT message a PDN address IE with the allocated IPv4 address.
If the PDN address allocation IE includes a request for IPv6 prefix that the UE will perform the IPv6 stateless address autoconfiguration, the MME shall include a PDN address IE with the allocated IPv6 prefix and interface identifier in the ATTACH ACCEPT message or PDN CONNECTIVITY ACCEPT message. The IPv6 prefix shall be ignored by the UE. The interface identifier shall be used to configure the link-local address. The UE shall use the IPv6 prefix received in the Router Advertisement for the stateless IPv6 address configuration. The IPv6 prefix in the PDN address IE and the one in the Router Advertisement shall be the same.
NOTE:
The MME can assign both an IPv4 address and an IPv6 prefix to the same default bearer.
Editor's note: How the static IP address allocation is handled in the UE and in the network is FFS.

5.1.3.3
IPv6 stateless address allocation

The IPv6 stateless address configuration procedure is defined in IETF RFC 4862 [30]. This subclause provides some specific handling which shall apply in the context of this specification.

After a default bearer has been established, the UE may send a Router Solicitation message to trigger the network to send a Router Advertisement (see IETF RFC 4861 [33]). The PDN GW (or the Serving GW if S5-PMIP reference point is used) shall periodically send Router Advertisement messages as soon as the default bearer has been established.
Editor's note: The timers used by the UE to send the Router Solicitation messages and by the network to send the Router Advertisement messages are FFS.

To indicate to the MS that stateless address autoconfiguration shall be performed, the Router Advertisement shall have the M flag ("Managed Address Configuration" flag) cleared. The O flag ("Other Configuration" flag) may be set if additional parameters can be provided via DHCPv6 (see subclause 5.1.3.5).

One prefix is included in the Router Advertisement. The Prefix Information Option which contains the prefixes shall have the A flag ("Autonomous Address-Configuration" flag) set and the L flag ("On-Link" flag) cleared.

Editor's note: It is FFS if more than one prefix can be included in the Router Advertisement.
Editor's note: The lifetime of the prefix included in the Router Advertisement is FFS.
When creating a global IPv6 address, the UE may use any interface identifier. There is no restriction on the value of the interface identifier, since the prefixes are uniquely allocated to the UE. As the PDN GW guarantees that the prefixes in the Router Advertisements are unique, the UE shall not perform the Duplicate Address Detection procedure.
5.1.3.4
IPv4 address allocation via DHCPv4

If the UE wants to configure the IPv4 address and additional IPv4 parameters that were not provided during the attach procedure (e.g. the DNS server address), the UE shall send a DHCPDISCOVER message and use DHCPv4 as specified in IETF RFC 2131 [34]. 

Editor's note: The type of identifier used by the UE in the DHCP protocol (e.g. client identifier) is FFS. 

If the IPv4 address was provided during the attach procedure and the UE needs additional parameters which were not provided, the UE shall use DHCPv4 for configuring the remaining additional IPv4 parameters.

The PDN GW shall reply with the options requested by the UE. 

Editor's note: It is FFS if the PDN GW acts as DHCPv4 Relay or DHCPv4 server.

The UE may use the Rapid Commit option as specified in IETF RFC 4039 [35]. If the DHCPv4 server supports the option and is configured to use it, a two message exchange is executed. If the UE sends a DHCPDISCOVER with the Rapid Commit option but this is not accepted by the DHCPv4 server, the rules specified in IETF RFC 2131 [34] shall be followed.

5.1.3.5
IPv6 parameter configuration via stateless DHCPv6

If the O flag ("Other Configuration" flag) is set in the Router Advertisement (see IETF RFC 4861 [33]) and the UE needs to configure additional IP parameters (e.g. the DNS server address) that were not provided during the attach procedure or the IPv6 address allocation procedure, the UE shall send a DHCPv6 Information-Request message including the options it wishes to receive, as specified in IETF RFC 3736 [31].

The PDN GW shall reply with the options requested by the UE. Any interaction between the PDN GW and any external DHCPv6 server are specified in 3GPP TR 29.804 [32].

Editor's note: The details of this procedure when S5-PMIP is used are FFS.
5.1.3.6
IPv6 prefix delegation via DHCPv6

At any time, after the establishment of the default bearer and the IP address allocation procedure described in subclauses 5.1.3.2, 5.1.3.3 and 5.1.3.4 , based on operator's policy, the UE may request and be provided with additional /64 or shorter prefixes. Prefix delegation shall be performed using DHCPv6 as defined in IETF RFC 3633 [39].

The UE shall act as requesting router as defined in IETF RFC 3633 [39]. If S5-GTP is used, the PDN GW shall act as delegating router as specified in IETF RFC 3633 [39]; if S5-PMIP is used, the Serving GW shall act as delegating router.

Editor's note: it is FFS if an additional PDN connection is established for the delegated prefix.

5.1.4
Relationship between the EMM and the GMM entity in the UE
If we consider a model of two "linked" state machines for EMM and GMM in the UE (see fig. 5.1.4.1), the following requirements for a communication between EMM and GMM can be derived from 3GPP TS 23.401 [2] and 3GPP TS 24.008 [4]:

In a network not using idle-mode signalling reduction:

-
When either of the two entities EMM and GMM in the UE enters main state REGISTERED or DEREGISTERED, the other entity in the UE shall also enter main state REGISTERED or DEREGISTERED, respectively, regardless whether the change of state is triggered by a successful attach or detach procedure or is a result of any other EMM or GMM procedure.

-
There is no requirement to inform the other state machine also of a change to one of the "transient" states REGISTERED-INITIATED, DEREGISTERED-INITIATED, SERVICE-REQUEST-INITIATED, and TRACKING-AREA-UPDATING-INITIATED or ROUTING-AREA-UPDATING-INITIATED.

Editor's note:
The requirements for a communication between EMM and GMM when the network is using idle-mode signalling reduction are FFS.

NOTE 1:
It is not intended to provide a detailed specification of the interface between EMM and GMM.

NOTE 2:
The model used in this subclause does not exclude an implementation of EMM and GMM in a single, common state machine.


[image: image3]
NOTE:
For the sake of simplicity, other NAS protocol entities in the UE (e.g. session management) and the interactions of EMM and GMM with those entities are not included in this figure.

Figure 5.1.4.1: Linked state machines for EMM and GMM in the UE
5.2
UE NAS mobility functions in EMM-IDLE mode
Editor's note: This subclause will contain a description of UE NAS mobility functions in EMM-IDLE mode.

In EMM-IDLE mode a UE with a valid USIM inserted will: 

-
perform cell selection/reselection according to 3GPP TS 36.304 [29] and PLMN selection according to 3GPP TS 23.122 [22];

-
when not attached to the EPS:

-
perform the attach procedure in order to receive services that require registration in the EPS;

-
when attached to the EPS:

-
perform tracking area updating when entering a tracking area not in the list of assigned tracking areas, in order to maintain the registration and enable the MME to keep track of the UE;

-
perform periodic tracking area updating to periodically notify the EPC that the UE is available;

-
answer to paging from the MME by performing a service request procedure;

-
perform the service request procedure in order to establish the radio bearers when uplink user data is to be sent;

Editor's note: The use of the service request procedure in order to establish only a NAS signalling connection (without establishing the radio bearers), when session management signalling is to be sent, is FFS.

-
perform detach when the UE is switched off, the USIM is removed from the UE, or the EPS capability of the UE is disabled.

In EMM-IDLE mode a UE without valid USIM inserted will: 

-
perform cell selection/reselection according to 3GPP TS 36.304 [29], but not PLMN selection.

Editor's note: The support of emergency services by a UE without valid USIM is FFS.

5.3
UE NAS mobility functions in EMM-CONNECTED mode
Editor's note: This subclause will contain a description of UE NAS mobility functions in EMM-CONNECTED mode.

In EMM-CONNECTED mode a UE with a valid USIM inserted will: 

-
perform GUTI reallocation when requested by the MME;

-
respond to identification requests from the MME;

-
perform authentication when requested by the MME;

-
initiate the ciphering and integrity protection for NAS signalling when requested by the MME;

-
not perform periodic tracking area updating;

-
when attached to the EPS: 

-
perform tracking area updating when after handover the UE detects that it has entered a tracking area not in the assigned list of tracking areas;

-
perform the service request procedure in order to establish the radio bearers when uplink user data is to be sent;

-
perform detach when the UE is switched off, the USIM is removed from the UE, the EPS capability of the UE is disabled, or when requested by the MME.

Editor's note: The support of GUTI reallocation, identification request and tracking area updating by a UE using emergency services without valid USIM is FFS.

5.4
Reject causes for EMM procedures

Editor's note: this section contains temporary information on reject cause values to be used for EMM procedures, in order to help for further specification of the EMM procedures for the case they are rejected by the network. These information were derived from the study of the GMM cause values used for the attach, routing area update, detach and service request procedure as specified in 3GPP TS 24.008 [4], for the case these procedures are not accepted by the network. Some other reject causes may be necessary, such as causes for protocol errors or causes for abnormal cases such as failure of e.g. IP address allocation, but these are not defined in the current version of the present document.

5.4.1
Reject cause values for EMM procedures

The cause values below, defined in 3GPP TS 24.008 [4], are applicable in EPS:

#3

(Illegal MS);

#6

(Illegal ME);

#7

(GPRS services not allowed);

#8

(GPRS services and non-GPRS services not allowed);

#9

(MS identity cannot be derived by the network);

#10
(Implicitly detached);

#11
(PLMN not allowed);

#14
(GPRS services not allowed in this PLMN).
Editor's note: the list above may need to be reworked after SA1 has provided guidance. This applies in particular for the usage of cause #14, GPRS services not allowed in this PLMN. It is also FFS whether cause #7 and cause #8 will need to be renamed in order to refer to EPS services or PS services.

The new causes listed below shall be defined for EPS:

#12
(Tracking area not allowed);


This cause is sent to the UE if it requests tracking area updating in a tracking area where the HPLMN determines that the UE, by subscription, is not allowed to operate.

#13
(Roaming not allowed in this tracking area);


This cause is sent to a UE which requests tracking area updating in a tracking area of a PLMN which by subscription offers roaming to that UE, but not in that tracking area.

#15
(No suitable cells in tracking area);


This cause is sent to the UE if it requests tracking area updating in a tracking area where the UE, by subscription, is not allowed to operate, but when it should find another allowed tracking area or location area in the same PLMN.

Editor's note: it is FFS whether other new causes need to be created in EPS.

The cause values listed below, defined in 3GPP TS 24.008 [4], are not applicable to EPS:

#2

(IMSI unknown in HLR);

#40
(No PDP context activated).
5.4.2
Applicability of reject causes to EMM procedures

The table 5.4.2.1 below indicates which reject cause values can be used for each EMM procedure.

Table 5.4.2.1: proposed reject causes for EMM procedures

	
	
	Attach
	Tracking Area Update
	Detach
	Service Request

	
	#3 - Illegal MS
	X
	X
	X
	X

	
	#6 - Illegal ME
	X
	X
	X
	X

	
	#7 - GPRS services not allowed
	X
	X
	X
	X

	
	#8 - GPRS services and non-GPRS services not allowed
	X
	
	X
	

	
	#9 - MS identity cannot be derived by the network
	
	X
	
	X

	
	#10 - Implicitly detached
	
	X
	
	X

	
	#11 - PLMN not allowed
	X
	X
	X
	X

	
	#12 – Tracking area not allowed
	X
	X
	X
	X

	
	#13 - Roaming not allowed in this tracking area
	X
	X
	X
	X

	
	#14 - GPRS services not allowed in this PLMN
	X
	X
	X
	

	
	#15 - No suitable cells in tracking area
	X
	X
	X
	X


5.4.3
Interactions with GERAN/UTRAN

For a multi-mode UE (GERAN/UTRAN/E-UTRAN), reception of some reject cause values when attached to the EPS shall lead the UE to take the actions as defined in 3GPP TS 24.008 [4] for these reject causes and the corresponding GMM procedure. The reject causes for which such behaviour is required are:
#3

(Illegal MS);

#6

(Illegal ME);

#7

(GPRS services not allowed);

#8

(GPRS services and non-GPRS services not allowed);

#11
(PLMN not allowed);

#14
(GPRS services not allowed in this PLMN);

Editor's note: it is FFS whether other cause values need to be added to the list.

6
NAS signalling procedures between UE and MME
Editor's note: The content of this subclause has been moved to 3GPP TS 24.301 [44]. Therefore this subclause is discontinued and no longer updated. 

Editor's note: This clause will contain a description of the NAS protocol between UE and MME, including security, QoS and MBMS aspects. The text within this section should be readily transferable to a technical specification. For NAS signalling procedures for 3GPP access via E-UTRAN the existing 3GPP TS 24.008 [4] procedures will be used as a model as much as possible.

6.1
General

Editor's note: This subclause will contain general information, the state model for the UE and the MME, and an overview of the signalling procedures used between UE and MME.

6.1.1
Integrity checking of signalling messages in the UE

Integrity protected signalling is mandatory for the NAS messages once the NAS security mode control procedure has been successfully completed in the network and the UE. Integrity protection of all NAS signalling messages is the responsibility of the NAS layer. It is the network which activates integrity protection.

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity or forwarded to the ESM entity, unless the NAS security mode control procedure has been successfully completed.

-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI) 

Editor's note: whether the TRACKING AREA UPDATE ACCEPT message can be processed without integrity protection is FFS.

Editor's note: This list of messages will need to be completed based on SA3 requirements.

Once integrity protection is activated, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS layer. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS layer in the UE shall discard that message. If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the UE by the network, then the NAS layer shall discard this message.

Editor's note: The integrity protection handling for emergency calls is FFS.

6.2
Mobility management procedures

Editor's note: This subclause will contain a detailed description of the signalling procedures used between UE and MME.

6.2.1
Overview

6.2.1.1
General

This clause describes the procedures used for mobility management for EPS services (EMM) at the radio interface (reference point "LTE-Uu").

The main function of the mobility management sublayer is to support the mobility of a user equipment, such as informing the network of its present location and providing user identity confidentiality.

A further function of the mobility management sublayer is to provide connection management services to the session management (SM) sublayer.

Editor's note: The existence of other protocol entities to which the EMM sublayer provides connection management services is FFS.

All the EMM procedures described in this clause can only be performed if a NAS signalling connection has been established between the UE and the network. Else, the EMM sublayer has to initiate the establishment of a NAS signalling connection (see 3GPP TS 36.331 [16]).

Editor's note: The relationship between the EMM entity described in this TR and the GMM entity in 3GPP TS 24.008 [4] is FFS.

6.2.1.2
Types of EMM procedures

Depending on how they can be initiated, three types of EMM procedures can be distinguished:

1)
EMM common procedures:


An EMM common procedure can always be initiated whilst a NAS signalling connection exists. The procedures belonging to this type are:


Initiated by the network:

-
GUTI reallocation;

-
authentication and security mode;

Editor's note: The inclusion of the security mode procedure for NAS signalling in the authentication procedure is FFS.

-
identification;

-
EMM information.

2)
EMM specific procedures:


At any time only one UE initiated EMM specific procedure can be running. The procedures belonging to this type are:


Initiated by the UE and used to attach the IMSI in the network for EPS services and to establish an EMM context and a default bearer:

-
attach.


Initiated by the UE or the network and used to detach the IMSI in the network for EPS services and to release an EMM context and all bearers:

-
detach.


Initiated by the UE when an EMM context has been established:

-
normal tracking area updating;

-
periodic tracking area updating.


The tracking area updating procedure can be used to request also the resource reservation for sending data.

3)
EMM connection management procedures:


Initiated by the UE and used to establish a secure connection to the network or to request the resource reservation for sending data, or both:

-
service request.


The service request procedure can only be initiated if no UE initiated EMM specific procedure is ongoing.


Initiated by the network and used to request the establishment of a NAS signalling connection or to prompt the UE to re-attach if necessary as a result of a network failure:

-
paging procedure.

6.2.1.3
EMM sublayer states

6.2.1.3.1
General

In the following subclauses, the EMM protocol of the UE and the network is described by means of two different state machines. In subclause 6.2.1.3.2, the states of the EMM entity in the UE are introduced. The behaviour of the UE depends on an EPS update status that is described in subclause 6.2.1.3.3. The states for the MME side are described in subclause 6.2.1.3.4.

NOTE:
The names for the EMM sublayer states in the present document can be different from the names used in stage 2 specifications (e.g. 3GPP TS 36.300 [15]). E.g. the state LTE_DETACHED in 3GPP TS 36.300 corresponds to EMM-DEREGISTERED in the present document, and the states LTE_IDLE and LTE_ACTIVE correspond to the combinations EMM-REGISTERED / EMM-IDLE mode and EMM-REGISTERED / EMM-CONNECTED mode, respectively.

Editor's note: For UEs supporting both E-UTRAN and UTRAN/GERAN the relationship between the EMM state machine and the GMM state machine is FFS. 

6.2.1.3.2
EMM sublayer states in the UE

6.2.1.3.2.1
General

In the following subclauses, the possible EMM states of an EMM entity in the UE are described. Subclause 6.2.1.3.2.2 summarizes the main states of an EMM entity. The substates that have been defined are described in subclause 6.2.1.3.2.3 and subclause 6.2.1.3.2.4.

It should be noted, however, that this subclause does not include a description of the detailed behaviour of the UE in the single states and does not cover abnormal cases. A detailed description of the behaviour of the UE is given in subclause 6.2.2. For the behaviour of the UE in abnormal cases refer to the description of the elementary EMM procedures in subclauses 6.2.4, 6.2.5, 6.2.6 and 6.2.7.

6.2.1.3.2.2
Main states

6.2.1.3.2.2.1
EMM-NULL

The EPS capability is disabled in the UE. No EPS mobility management function shall be performed in this state. 

6.2.1.3.2.2.2
EMM-DEREGISTERED

In the state EMM-DEREGISTERED, no EMM context has been established and the UE location is unknown to an MME and hence it is unreachable by an MME. In order to establish an EMM context, the UE shall start the attach procedure (see subclause 6.2.5.1).

6.2.1.3.2.2.3
EMM-REGISTERED-INITIATED

A UE enters the state EMM-REGISTERED-INITIATED after it has started the attach procedure and is waiting for a response from the MME (see subclause 6.2.5.1).

6.2.1.3.2.2.4
EMM-REGISTERED

In the state EMM-REGISTERED an EMM context has been established in the UE. When the UE is in EMM-IDLE mode, the UE location is known to the MME with an accuracy of a list of tracking areas containing a certain number of tracking areas. When the UE is in EMM-CONNECTED mode, the UE location is known to the MME with an accuracy of a cell. The UE may initiate sending and receiving user data and signalling information and reply to paging. Additionally, tracking area updating procedure is performed (see subclause 6.2.5.3).

6.2.1.3.2.2.5
EMM-DEREGISTERED-INITIATED

A UE enters the state EMM-DEREGISTERED-INITIATED after it has requested release of the EMM context by starting the detach procedure and is waiting for a response from the MME (see subclause 6.2.5.2).

6.2.1.3.2.2.6
EMM-TRACKING-AREA-UPDATING-INITIATED

A UE enters the state EMM-TRACKING-AREA-UPDATING -INITIATED after it has started the tracking area updating procedure and is waiting for a response from the MME (see subclause 6.2.5.3).

6.2.1.3.2.2.7
EMM-SERVICE-REQUEST-INITIATED

A UE enters the state EMM-SERVICE-REQUEST-INITIATED after it has started the service request procedure and is waiting for a response from the MME (see subclause 6.2.6.1).

6.2.1.3.2.3
Substates of state EMM-DEREGISTERED

The state EMM-DEREGISTERED is subdivided into a number of substates as described in this subclause. Valid subscriber data are available for the UE before it enters the substates, except for the EMM-DEREGISTERED.NO-IMSI substate.

6.2.1.3.2.3.1
EMM-DEREGISTERED.NORMAL-SERVICE

The substate EMM-DEREGISTERED.NORMAL-SERVICE is chosen in the UE, if the EPS update status is EU1 or EU2, in the meantime a cell has been selected and the PLMN or tracking area is not in the forbidden list.

6.2.1.3.2.3.2
EMM-DEREGISTERED.LIMITED-SERVICE

The substate EMM-DEREGISTERED.LIMITED-SERVICE is chosen in the UE, if the EPS update status is EU3, and a selected cell is in the forbidden PLMN or in a forbidden tracking area.

6.2.1.3.2.3.3
EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH

The substate EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH is chosen in the UE, if the EPS update status is EU2, and a previous attach was rejected.

6.2.1.3.2.3.4
EMM-DEREGISTERED.PLMN-SEARCH

The substate EMM-DEREGISTERED.PLMN-SEARCH is chosen in the UE, if the UE with a valid USIM is switched on.

6.2.1.3.2.3.5
EMM-DEREGISTERED.NO-IMSI

The substate EMM-DEREGISTERED.NO-IMSI is chosen in the UE, if the UE is switched on without a valid USIM inserted.

6.2.1.3.2.3.6
EMM-DEREGISTERED.ATTACH-NEEDED

Valid subscriber data are available for the UE and for some reason an attach must be performed as soon as possible. This state can be entered if the access class is blocked due to access class control.

Editor's note: it is FFS whether other access control mechanism than the one described in 3GPP TS 36.304 will apply in EPS and will have impact on this state.

6.2.1.3.2.3.7
EMM-DEREGISTERED.NO-CELL-AVAILABLE

No E-UTRAN cell can be selected. This substate is entered after a first intensive search failed when in substate EMM-DEREGISTERED.PLMN-SEARCH. Cells are searched for at a low rhythm. No EPS services are offered. 

6.2.1.3.2.4
Substates of state EMM-REGISTERED

The state EMM-REGISTERED is subdivided into a number of substates as described in this subclause.

6.2.1.3.2.4.1
EMM-REGISTERED.NORMAL-SERVICE

The substate EMM-REGISTERED.NORMAL-SERVICE is chosen by the UE as the primary substate when the UE entering the state EMM-REGISTERED.

6.2.1.3.2.4.2
EMM-REGISTERED.ATTEMPTING-TO-UPDATE

The EMM-REGISTERED.ATTEMPTING-TO-UPDATE substate is chosen by the UE if the tracking area updating procedure failed due to a missing response from the network. No EMM procedure except the TAU shall be initiated by the UE in this substate. No data shall be sent or received.

6.2.1.3.2.4.3
EMM-REGISTERED.LIMITED-SERVICE

The substate EMM-REGISTERED.LIMITED-SERVICE is chosen in the UE, if the cell the UE selected is known not to be able to provide normal service.

6.2.1.3.2.4.4
EMM-REGISTERED.PLMN-SEARCH

The substate EMM-REGISTERED.PLMN-SEARCH is chosen in the UE, while the UE is searching for PLMNs.

6.2.1.3.2.4.5
EMM-REGISTERED.UPDATE-NEEDED

The UE has to perform a tracking area updating procedure, but its access class is not allowed in the cell due to access class control. The procedure will be initiated as soon as access is granted, for example due to a cell-reselection or due to change of the access classes allowed in the current cell. No EMM procedure except tracking area updating shall be initiated by the UE in this substate.

Editor's note: it is FFS whether other access control mechanism than the one described in 3GPP TS 36.304 will apply in EPS and will have impact on this state.

6.2.1.3.2.4.6
EMM-REGISTERED.NO-CELL-AVAILABLE

E-UTRAN coverage has been lost. In this substate, the UE shall not initiate any EMM procedures except for cell and PLMN reselection.

6.2.1.3.3
EPS update status

In order to describe the detailed UE behaviour, the EPS update (EU) status pertaining to a specific subscriber is defined as:

EU1: UPDATED


The last attach or tracking area updating attempt was successful.

EU2: NOT UPDATED


The last attach or tracking area updating attempt failed procedurally, i.e. no response was received from the MME.

EU3: ROAMING NOT ALLOWED


The last attach or tracking area updating attempt was correctly performed, but the answer from the MME was negative (because of roaming or subscription restrictions).

6.2.1.3.4
EMM sublayer states in the MME

6.2.1.3.4.1
EMM-DEREGISTERED

In the state EMM-DEREGISTERED, the MME has no EMM context or the EMM Context is marked as detached. The UE is detached. The MME may answer to an attach procedure initiated by the UE (see subclause 6.2.5.1).

6.2.1.3.4.2
EMM-COMMON-PROCEDURE-INITIATED

The MME enters the state EMM-COMMON-PROCEDURE-INITIATED, after it has started a common EMM procedure (see subclause 6.2.4) and is waiting for a response from the UE.

6.2.1.3.4.3
EMM-REGISTERED

In the state EMM-REGISTERED, an EMM context has been established in the MME.

6.2.1.3.4.4
EMM-DEREGISTERED-INITIATED

The MME enters the state EMM-DEREGISTERED-INITIATED after it has started a detach procedure and is waiting for a response from the UE (see subclause 6.2.5.1).

6.2.2
Behaviour of the MS in EMM-DEREGISTERED state and EMM-REGISTERED state

6.2.2.1
General

6.2.2.2
UE behaviour in state EMM-DEREGISTERED

6.2.2.2.1
General

The state EMM-DEREGISTERED in entered in the UE, when:

-
the detach is performed either by the UE or by the MME (see subclause 6.2.5.2);

-
the attach request is rejected by the MME (see subclause 6.2.5.1);

-
the UE is switched on; or
-
when all EPS bearer contexts belonging to the UE are released.

Editor's note: the details of the last scenario (detach after release of all EPS bearer contexts) are FFS.

Editor's note: Other conditions are FFS.

6.2.2.2.2
Primary substate selection

6.2.2.2.3
Detailed description of UE behaviour in state EMM-DEREGISTERED

6.2.2.2.3.1
NORMAL-SERVICE

The UE shall perform an attach procedure.

6.2.2.2.3.2
LIMITED-SERVICE

The UE shall perform an attach procedure when entering a cell which provides normal service.

6.2.2.2.3.3
ATTEMPTING-TO-ATTACH

6.2.2.2.3.4
PLMN-SEARCH

No specific action is required.

6.2.2.2.3.5
NO-IMSI

The UE shall only perform cell selection according to 3GPP TS 36.304 [29].

6.2.2.2.3.6
ATTACH-NEEDED

The UE shall start the attach procedure, if still needed, as soon as the access is allowed in the selected cell for one of the access classes of the UE.

6.2.2.2.3.7
NO-CELL-AVAILABLE

The UE shall perform cell selection according to 3GPP TS 36.304 [29] and choose an appropriate substate when a cell is found.

6.2.2.2.4
Substate when back to state EMM-DEREGISTERED from another EMM state

When returning to state EMM-DEREGISTERED, the UE shall select a cell as specified in 3GPP TS 36.304 [29].

The substate depends on the result of the cell selection procedure, the outcome of the previously performed EMM specific procedures, on the EPS update status of the UE, on the tracking area data stored in the UE and on the presence of the USIM:

-
If no cell has been found, the substate is NO-CELL-AVAILABLE, until a cell is found.

-
If no USIM is present or if the inserted USIM is considered invalid by the UE, the substate shall be NO-IMSI.

-
If the selected cell is in a tracking area where the UE is allowed to roam, the substate shall be NORMAL-SERVICE.

-
If an attach shall be performed (e.g. network requested re-attach), the substate shall be ATTEMPTING-TO-ATTACH.

-
If a PLMN reselection (according to 3GPP TS 23.122 [22]) is needed, the substate shall be PLMN-SEARCH.

-
If the selected cell is in a tracking area where the UE is not allowed to roam, the substate shall be LIMITED-SERVICE.

6.2.2.3
UE behaviour in state EMM-REGISTERED 

6.2.2.3.1
General

The state EMM-REGISTERED is entered at the UE, when:

-
the attach procedure is performed by the UE (see subclause 6.2.5.1).

6.2.2.3.2
Detailed description of UE behaviour in state EMM-REGISTERED

6.2.2.3.2.1
NORMAL-SERVICE

The UE shall perform normal and periodic tracking area updating (see subclause 6.2.5.3).

6.2.2.3.2.2
ATTEMPTING-TO-UPDATE

6.2.2.3.2.3
LIMITED-SERVICE

6.2.2.3.2.4
PLMN-SEARCH

6.2.2.3.2.5
UPDATE-NEEDED

The UE shall:

-
not send any user data nor signalling information;

-
perform cell selection/reselection according to 3GPP TS 36.304 [29]; and

-
enter the appropriate new substate depending on the EPS update status as soon as the access is allowed in the selected cell for one of the access classes of the UE.

6.2.2.3.2.6
NO-CELL-AVAILABLE

The UE shall perform cell selection/reselection according to 3GPP TS 36.304 [29].

6.2.3
General on elementary EMM procedures for EPS services

6.2.4
EMM common procedures

6.2.4.1
GUTI reallocation procedure

6.2.4.1.1
General

The purpose of the GUTI reallocation procedure is to allocate a GUTI and optionally to provide a new TAI list to a particular UE.

The reallocation of a GUTI is performed by the unique procedure defined in this subclause. This procedure can only be initiated by the MME in state EMM-REGISTERED.

The GUTI can also be implicitly reallocated at attach or tracking area updating procedures. The implicit reallocation of a GUTI is described in the subclauses which specify these procedures (see subclause 6.2.5.1 and 6.2.5.3).

NOTE 1:
The GUTI reallocation procedure is usually performed in ciphered mode.

NOTE 2:
Normally, the GUTI reallocation will take place in conjunction with another mobility management procedure, e.g. as part of tracking area updating.

6.2.4.1.2
GUTI reallocation initiation by the network

The MME shall initiate the GUTI reallocation procedure by sending a GUTI REALLOCATION COMMAND message to the UE and starting the timer T3450.

The GUTI REALLOCATION COMMAND message shall include a GUTI and may include a TAI list.

6.2.4.1.3
GUTI reallocation completion by the UE

Upon receipt of the GUTI REALLOCATION COMMAND message, the UE shall store the GUTI and the TAI list, and send a GUTI REALLOCATION COMPLETE message to the MME. The UE considers the new GUTI as valid and the old GUTI as invalid (see subclause 5.1.2). If the UE receives a new TAI list in the GUTI REALLOCATION COMMAND message, the UE shall consider the new TAI list as valid and the old TAI list as invalid; otherwise, the UE shall consider the old TAI list as valid
6.2.4.1.4
GUTI reallocation completion by the network

Upon receipt of the GUTI REALLOCATION COMPLETE message, the MME shall stop the timer T3450 and consider the new GUTI as valid and the old GUTI as invalid (see subclause 5.1.2).

Editor's note: The abnormal cases in the UE and on the network side need to be defined.


[image: image4]
Figure 6.2.4.1.4.1: GUTI reallocation procedure
6.2.4.2
Authentication and security mode procedure 

6.2.4.2.1
Authentication and key agreement

6.2.4.2.1.1
General

The purpose of the EPS authentication and key agreement (AKA) procedure is to provide mutual authentication between the user and the network (see 3GPP TS 33.abc [40]). The cases where the EPS AKA procedure should be used are defined in 3GPP TS 33.abc [40].

The EPS AKA procedure is always initiated and controlled by the network. However, there is the possibility for the UE to reject the EPS authentication challenge sent by the network.

The UE shall only support the EPS authentication challenge if a USIM is present.

An EPS security context is established in the UE and the network when an EPS authentication challenge is performed. After a successful EPS authentication, the resulting CK and IK are transformed into a key, KASME, which is the basis for the EPS key hierarchy, which is stored both in the network and the UE.

6.2.4.2.1.2
Authentication initiation by the network

The network initiates the authentication procedure by sending an AUTHENTICATION REQUEST message to the UE and starts the timer T3460. The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the response parameters (see 3GPP TS 33.abc [40]). In an EPS AKA run, the AUTHENTICATION REQUEST message also contains the key set identifier allocated to the KASME, which may be computed from the given parameters.

6.2.4.2.1.3
Authentication response by the UE

The UE shall be ready to respond upon an AUTHENTICATION REQUEST message at any time whilst a NAS signalling connection exists. With exception of the cases described in subclause 6.2.4.2.1.6, it shall process the challenge information and send back an AUTHENTICATION RESPONSE message to the network.

In an EPS authentication challenge, the new KASME calculated from the challenge information shall overwrite the previous KASME.

The USIM will provide the mobile station with the authentication response, based upon the authentication challenge given from the ME. An EPS authentication challenge will result in the USIM passing a RES to the ME.

Editor's note: It is FFS how to avoid synchronisation failure during the authentication procedure.

6.2.4.2.1.4
Authentication completion by the network

6.2.4.2.1.4.1
Authentication response received by the network

Upon receipt of the AUTHENTICATION RESPONSE message, the network stops the timer T3460 and checks the validity of the response (see 3GPP TS 33.abc [40]).

Upon receipt of the AUTHENTICATION FAILURE message, the network stops the timer T3460. In the Synch failure case, the core network may renegotiate with the HSS/AuC and provide the UE with new authentication parameters.

6.2.4.2.1.4.2
EPS key identification

The security parameters for authentication and ciphering are tied together in sets. In an EPS authentication challenge, from a challenge parameter RAND, the authentication response parameter RES and the KASME can be computed given the secret key associated to the IMSI. In addition, a UMTS ciphering key, a UMTS integrity key and a GSM ciphering key can be computed from the KASME by means of a conversion function.

In order to allow start of ciphering and integrity protection on a NAS signalling connection without authentication, the Key Set Identifiers (KSIs) are introduced. The KSI is managed by the network in the way that the AUTHENTICATION REQUEST message contains the KSI allocated to the KASME.

If an authentication procedure has been completed successfully and a KSI is stored in the network, the network shall include a different KSI in the AUTHENTICATION REQUEST message when it initiates a new authentication procedure.

The mobile station stores the KSI with the KASME, EPS NAS ciphering key and the EPS NAS integrity key and indicates to the network in the initial NAS message which KSI the stored KASME has.

When the deletion of the KSI is described this also means that the associated KASME, EPS NAS ciphering key and the EPS NAS integrity key shall be considered as invalid (i.e. the established EPS NAS security context is no longer valid).

In S1 mode, the network may choose to start ciphering and integrity with the stored EPS NAS ciphering key and EPS NAS integrity key (under the restrictions given in 3GPP TS 33.abc [40]) if the stored KSI and the one given from the mobile station are equal.

NOTE:
In some specifications the term ciphering key sequence number might be used instead of the term Key Set Identifier (KSI).

6.2.4.2.1.5
Authentication not accepted by the network

If authentication fails, because the response is not valid, the network may distinguish between the two different ways of identification used by the mobile station:

-
the GUTI was used;

-
the IMSI was used.

If the GUTI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the mobile station then differs from the one the network had associated with the GUTI, the authentication should be restarted with the correct parameters. If the IMSI provided by the UE is the expected one (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION REJECT message should be transferred to the mobile station.

Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update status in the USIM to EU3 ROAMING NOT ALLOWED, delete from the USIM the stored GUTI, TAI list, last visited registered TAI and KSI. The USIM shall be considered as invalid until switching off the mobile station or the UICC containing the USIM is removed.

If the AUTHENTICATION REJECT message is received, the mobile station shall abort any EMM signalling procedure, stop any of the timers T3410, 3417 or T3430 (if running) and enter state EMM_DEREGISTERED.

6.2.4.2.1.6
Authentication not accepted by the UE

In an EPS authentication challenge, the authentication procedure is extended to allow the UE to check the authenticity of the core network. Thus allowing, for instance the UE the possibility for detection of a false base station.

Following a EPS authentication challenge, the UE may reject the core network, on the grounds of an incorrect AUTN parameter (see 3GPP TS 33.102 [5]). This parameter contains two possible causes for authentication failure:

a)
MAC code failure:


If the UE considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send an AUTHENTICATION FAILURE message to the network, with the reject cause 'MAC failure'. The UE shall then follow the procedure described in subclause tbd.

Editor's note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.

b)
SQN failure:


If the UE considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION FAILURE message to the network, with the reject cause 'Synch failure' and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [5]). The UE shall then follow the procedure described in subclause tbd.

Editor's note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.

A UE with a USIM shall reject the authentication challenge if no Authentication Parameter AUTN IE was present in the AUTHENTICATION REQUEST message (i.e. a GSM authentication challenge has been received when the UE expects an EPS authentication challenge). In such a case, the UE shall send the AUTHENTICATION FAILURE message to the network, with the reject cause "GSM authentication unacceptable". The UE shall then follow the procedure described in subclause tbd.

Editor's note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.

If the UE returns an AUTHENTICATION_FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3418, if running.

6.2.4.2.2
Security mode setup command and algorithm negotiation

6.2.4.2.2.1
General

The purpose of the NAS security mode command procedure is to provide NAS signalling security between the UE and the MME, which performs integrity and replay protection as well as enciphering and deciphering of NAS signalling messages.

6.2.4.2.2.2
NAS security mode setup command initiation by the network

6.2.4.2.2.3
NAS security mode setup command accepted by the UE

6.2.4.2.2.4
NAS security mode setup command completion by the network

6.2.4.2.2.5
NAS security mode setup command not accepted by the UE

6.2.4.3
Identification procedure

6.2.4.3.1
General

The identification procedure is used by the network to request a particular UE to provide specific identification parameters, e.g. the International Mobile Subscriber Identity (IMSI) or the International Mobile Equipment Identity (IMEI) (see 3GPP TS 23.003 [7]).

6.2.4.3.2
Identification initiation by the network

The network shall initiate the identification procedure by sending an IDENTITY REQUEST message to the UE and start the timer T3470. The IDENTITY REQUEST message shall include the requested identification parameters in the Identity type information element.

Editor's note: Whether the timer T3470 is the same as the one specified for 2G/3G (i.e. T3370) is FFS.

Editor's note: The Identity type IE needs to be defined.

6.2.4.3.3
Identification response by the UE

A UE shall be ready to respond to an IDENTITY REQUEST message at any time whilst in EMM-CONNECTED mode.

Upon receipt of the IDENTITY REQUEST message the UE shall send an IDENTITY RESPONSE message to the network. The IDENTITY RESPONSE message shall contain the identification parameters as requested by the network.

6.2.4.3.4
Identification completion by the network

Upon receipt of the IDENTITY RESPONSE the network shall stop the timer T3470.

Editor's note: The abnormal cases in the UE and on the network side need to be defined.

Figure 6.2.4.3.4.1: Identification procedure
6.2.4.4
EMM information procedure 

6.2.5
EMM specific procedures

6.2.5.1
Attach procedure

6.2.5.1.1
General

The attach procedure is used to attach for packet services in EPS. With a successful attach procedure, a context is established for the UE in the MME, and a default bearer is established between the UE and the PDN GW, thus enabling always-on IP connectivity to the UE. The network may also initiate the activation of dedicated bearers as part of the attach procedure.
In a shared network, the UE shall choose one of the PLMN identities broadcast in the cell for the attach procedure. The selected network shall be indicated by the UE to the eNodeB.

During the attach procedure the UE may also obtain the home agent IPv4 and IPv6 addresses.

6.2.5.1.2
Attach procedure initiation

In state EMM-DEREGISTERED, the UE initiates the attach procedure by sending an ATTACH REQUEST message to the MME, starting timer T3410 and entering state EMM-REGISTERED-INITIATED. The UE shall include in the ATTACH REQUEST message a valid GUTI together with the last visited registered TAI, if available. If there is no valid GUTI available, the UE shall include the IMSI in the ATTACH REQUEST message. The UE shall also indicate the UE network capability, attach type, and NAS key set identifier.
If available, the UE shall also include information about the IP address allocation in the PDN address allocation IE as specified in subclause 5.1.3. The UE may also indicate the DRX parameter and the protocol configuration options.
If the UE wants to keep the connection(s) to the PDN GW to which it has connected via non-3GPP access, the UE shall indicate "handover attach" in the Attach type IE. Otherwise, the UE shall indicate "initial attach" in the Attach type IE.

Editor's note: It is FFS whether the UE provides the APN information in the ATTACH REQUEST message.

If a valid NAS security context exists, the UE shall include a message authentication code and a NAS message sequence number for uplink in the ATTACH REQUEST message.

If the UE is configured to use DSMIPv6, the UE may include a request for obtaining the IPv6 address of the home agent in the Protocol configuration options IE in the ATTACH REQUEST message. The UE may also include a request for obtaining the IPv4 address of the home agent.

6.2.5.1.3
EMM common procedure initiation
The network may initiate EMM common procedures, e.g. the identification, authentication and security mode procedures, depending on the received information such as IMSI, GUTI and KSI.
6.2.5.1.4
Attach accepted by the network

If the attach request is accepted by the network, the MME shall send an ATTACH ACCEPT message to the UE. The network may also initiate the activation of dedicated bearers towards the UE by invoking the dedicated bearer context activation procedure (see subclause 10.3.3.2).
The MME shall assign and include the TAI list the UE is registered to in the ATTACH ACCEPT message. The UE, receiving an ATTACH ACCEPT message, shall delete its old TAI list and store the received TAI list.

Upon receiving the ATTACH ACCEPT message, the UE shall stop timer T3410, reset the attach attempt counter and tracking area update attempt counter, enter state EMM-REGISTERED and set the EPS update status to EU1 UPDATED.

The GUTI reallocation may be part of the attach procedure. When the ATTACH REQUEST message includes the IMSI or when the MME considers the GUTI provided by the UE is invalid, the MME shall allocate a new GUTI to the UE. The MME shall include in the ATTACH ACCEPT message the new assigned GUTI together with the assigned TAI list. In this case the MME shall start timer T3450 and enter state EMM-COMMON-PROCEDURE-INITIATED as described in subclause 6.2.4.1.
If the ATTACH ACCEPT message contains a GUTI, the UE shall use this GUTI as the new temporary identity. The UE shall delete its old GUTI and store the new assigned GUTI. If no GUTI has been included by the MME in the ATTACH ACCEPT message, the old GUTI, if any available, shall be kept. 

The MME shall allocate an EPS bearer identity for the default EPS bearer context activated for the UE and shall include the EPS bearer identity IE in the ATTACH ACCEPT message.
The MME shall include in the ATTACH ACCEPT message the PDN address assigned to the UE by the PDN GW, if available, in the PDN address information IE. This address shall be used for the default bearer and any dedicated bearer established towards the same PDN.

The MME may include an IPv6 address of the PDN GW in the ATTACH ACCEPT message, for further use with host based mobility. In addition to the IPv6 address, the MME may also include an IPv4 address of the PDN GW.

Editor's note: The conditions under which a PDN GW address is delivered by the MME are FFS. Whether this IP address is delivered only if host based mobility is used or in any case is FFS. Whether this depends on UE IP version capabilities is FFS.

If the PDN address information is included in the ATTACH ACCEPT message, the MME shall also include the APN IE in order to provide to the UE the APN for which the activated default bearer is associated. 




The UE, when receiving the ATTACH ACCEPT message, shall send an ATTACH COMPLETE message to the network, containing the EPS bearer identity.

Upon receiving an ATTACH COMPLETE message, the MME shall stop timer T3450 and consider the GUTI sent in the ATTACH ACCEPT message as valid.

6.2.5.1.5
Attach not accepted by the network

If the attach cannot be accepted by the network, the MME shall send an ATTACH REJECT message to the UE including an appropriate reject cause value.

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410, enter state EMM-DEREGISTERED and take corresponding actions based on the reject cause value received.

Editor's note: The reject cause values as well as the actions the UE takes and the substates of the state EMM-DEREGISTERED (see subclause 6.2.1.3.2.3) the UE enters as a result of receiving different reject causes are FFS.

6.2.5.2
Detach procedure

6.2.5.2.1
General

The detach procedure is used:

-
by the UE to inform the network that it does not want to access the EPS any longer; and

-
by the network to inform the UE that it does not have access to the EPS any longer.
The detach procedure shall be invoked by the UE if the UE is switched off, the USIM card is removed from the UE or the EPS capability of the UE is disabled.
If the detach procedure is performed, the EPS bearer context(s) for this particular UE are deactivated locally without peer-to-peer signalling between the UE and the MME.

6.2.5.2.2
UE initiated detach procedure
6.2.5.2.2.1
UE initiated detach procedure initiation

The detach procedure is initiated by the UE by sending a DETACH REQUEST message. 
The Detach type IE included in the message indicates whether detach is due to a "switch off" or not.
If the detach is not due to switch off and the UE is in the state EMM-REGISTERED, timer T3421 shall be started in the UE after the DETACH REQUEST message has been sent. The UE shall then enter the state EMM-DEREGISTERED-INITIATED.

If the UE is to be switched off, the UE shall try for a period of 5 seconds to send the DETACH REQUEST message. During this period, the UE may be switched off as soon as the DETACH REQUEST message has been sent.
6.2.5.2.2.2
UE initiated detach procedure completion

When the DETACH REQUEST message is received by the network, the network shall send a DETACH ACCEPT message to the UE, if the Detach type IE does not indicate "switch off". Otherwise, the procedure is completed when the network receives the DETACH REQUEST message.
The network and the UE shall deactivate the EPS bearer context(s) for this UE locally without peer-to-peer signalling between the UE and the MME.
The UE, when receiving the DETACH ACCEPT message, shall stop timer T3421.

The UE is marked as inactive in the network for EPS services. State EMM-DEREGISTERED is entered in the UE and the network.

6.2.5.2.2.3
Abnormal cases in the UE

6.2.5.2.3
Network initiated detach procedure
6.2.5.2.3.1
Network initiated detach procedure initiation
The network initiates the detach procedure by sending a DETACH REQUEST message to the UE. The network may include an EMM cause IE to specify the reason for the detach request. The network shall start timer T3422, deactivate the EPS bearer context(s) for the UE locally and enter state EMM-DEREGISTERED-INITIATED.
6.2.5.2.3.2
Network initiated detach procedure completion by the UE
When receiving the DETACH REQUEST message and the Detach type IE indicates "re-attach required", the UE shall deactivate the EPS bearer context(s) including the EPS default bearer context locally without peer-to-peer signalling between the UE and the MME. The UE shall then send a DETACH ACCEPT message to the network and enter state EMM-DEREGISTERED. The UE shall, after the completion of the detach procedure, initiate an attach procedure.
When receiving the DETACH REQUEST message and the Detach type IE indicates "re-attach not required", the UE shall deactivate the EPS bearer context(s) including the EPS default bearer context locally without peer-to-peer signalling between the UE and the MME. The UE shall then send a DETACH ACCEPT message to the network and enter state EMM-DEREGISTERED.

6.2.5.2.3.3
Network initiated detach procedure completion by the network
The network shall, upon receipt of the DETACH ACCEPT message, stop timer T3422 and enter state EMM-DEREGISTERED.

6.2.5.2.3.4
Abnormal cases on the network side

6.2.5.3
Tracking area updating procedure

6.2.5.3.1
General

The tracking area updating procedure is always initiated by the UE and is used for the following purposes:

-
normal tracking area updating to update the registration of the actual tracking area of a UE in the network;
-
periodic tracking area updating to periodically notify the availability of the UE to the network;
-
Iu mode to S1 mode intersystem change and A/Gb mode to S1 mode intersystem change.
Editor's note: Other purposes of using the tracking area updating procedure will be added if identified.

Editor's note: The impact of idle mode signalling reduction on this procedure is FFS.

During the tracking area updating procedure, the MME may initiate an authentication procedure and setup security mode.

In a shared network, the UE shall select one of the PLMN identities received on the broadcast channel for the tracking area updating procedure. The selected network shall be indicated by the UE to the E-UTRAN.

A UE initiating the tracking area updating procedure in EMM-IDLE mode may request the network to re-establish the radio and S1 bearers for all active EPS bearer contexts during the procedure.

The periodic tracking area updating procedure is controlled in the UE by timer T3412. When timer T3412 expires, the periodic tracking area updating procedure is started. Start and reset of timer T3412 is described in subclause 6.2.5.3.2.

6.2.5.3.2
Handling of the periodic tracking area update timer

Periodic tracking area updating is used to periodically notify the availability of the UE to the network. The procedure is controlled in the UE by the periodic tracking area update timer T3412. The value of timer T3412 is sent by the network to the UE in the ATTACH ACCEPT message and the TRACKING AREA UPDATE ACCEPT message. The UE shall apply this value in all tracking areas of the list of tracking areas assigned to the UE, until a new value is received.

The timer T3412 is reset and started with its initial value, when the UE goes from EMM-CONNECTED to EMM-IDLE mode. The timer T3412 is stopped when the UE enters EMM-CONNECTED mode.

When timer T3412 expires, the periodic tracking area updating procedure shall be started and the timer shall be set to its initial value for the next start.

If the UE is in another state than EMM-REGISTERED.NORMAL-SERVICE when the timer expires the periodic tracking area updating procedure is delayed until the UE returns to EMM-REGISTERED.NORMAL-SERVICE.

Editor's note: Whether T3412 can be sent in the TRACKING AREA UPDATE ACCEPT message without integrity protection is FFS.

Editor's note: The impacts of idle mode signalling reduction on T3412 handling are FFS.

6.2.5.3.3
Tracking area updating procedure initiation

The UE in state EMM-REGISTERED shall initiate the tracking area updating procedure by sending a TRACKING AREA UPDATE REQUEST message to the MME,

i)
when the UE detects entering a tracking area that is not in the list of tracking areas that the UE previously registered in the MME;

ii)
when the periodic tracking area updating timer T3412 expires.
After sending the TRACKING AREA UPDATE REQUEST message to the MME, the UE shall start timer T3430 and enter state EMM-TRACKING-AREA-UPDATING-INITIATED.
In the TRACKING AREA UPDATE REQUEST message the UE shall include a GUTI and the last visited registered TAI, the update type indicating the type of the tracking area updating. If a UE in EMM-IDLE mode has uplink user data pending when it initiates the tracking area updating procedure, it may also set an "active" flag in the TRACKING AREA UPDATE REQUEST message to indicate the wish to establish the user plane to the network.

The UE may set a follow-on request pending indicator in the TRACKING AREA UPDATE REQUEST message, to indicate its wish to keep the NAS signalling connection after the completion of the tracking area updating procedure. Only one of the two indicators, "active" flag and follow-on request pending indicator, shall be set in the message.

When the tracking area updating procedure is initiated in EMM-IDLE mode, the UE may also include an EPS bearer context status IE in the TRACKING AREA UPDATE REQUEST message, indicating which EPS bearer contexts are active in the UE.
Editor's note: It is FFS whether the EPS bearer context status IE is an optional or a mandatory parameter.

6.2.5.3.4
Tracking area updating procedure accepted by the network

If the tracking area update request has been accepted by the network, the MME shall send a TRACKING AREA UPDATE ACCEPT message to the UE. If the MME assigns a new GUTI for the UE, a GUTI shall be included in the TRACKING AREA UPDATE ACCEPT message. In this case, the MME shall start timer T3450 and enter state EMM-COMMON-PROCEDURE-INITIATED as described in subclause 6.2.4.1. The MME may include a new TAI list for the UE in the TRACKING AREA UPDATE ACCEPT message.
Editor's note: It is FFS whether other information such as the "equivalent PLMNs" and a "list of emergency numbers" are included in the TRACKING AREA UPDATE ACCEPT message.

If an EPS bearer context status IE is included in TRACKING AREA UPDATE REQUEST message, the MME shall deactivate all those EPS bearer contexts locally (without peer-to-peer signalling between the MME and the UE) which are active on the network side, but are indicated by the UE as being inactive. Additionally, the MME shall include an EPS bearer context status IE in the TRACKING AREA UPDATE ACCEPT message, indicating which EPS bearer contexts are active in the MME.
In a shared network the MME shall indicate the PLMN identity of the operator that has accepted the tracking area update request in the TRACKING AREA UPDATE ACCEPT message.

Editor's note: How this PLMN identity is encoded in the TRACKING AREA UPDATE ACCEPT message is FFS.

If the "active" flag is included in the TRACKING AREA UPDATE REQUEST message, the MME shall re-establish the radio and S1 bearers for all active EPS bearer contexts.

Upon receiving a TRACKING AREA UPDATE ACCEPT message, the UE shall stop timer T3430, reset the routing area updating attempt counter, enter state EMM-REGISTERED and set the EPS update status to EU1 UPDATED. If the message contains a GUTI, the UE shall use this GUTI as new temporary identity for EPS services and shall store the new GUTI. If no GUTI was included by the MME in the TRACKING AREA UPDATE ACCEPT message, the old GUTI shall be used. If the UE receives a new TAI list in the TRACKING AREA UPDATE ACCEPT message, the UE shall consider the new TAI list as valid and the old TAI list as invalid; otherwise, the UE shall consider the old TAI list as valid.
If an EPS bearer context status IE is included in the TRACKING AREA UPDATE ACCEPT message, the UE shall deactivate all those EPS bearers contexts locally (without peer-to-peer signalling between the UE and the MME) which are active in the UE, but are indicated by the MME as being inactive.

If the network wishes to maintain the NAS signalling connection (for example, if the UE has indicated "follow-on request pending" in the TRACKING AREA UPDATE REQUEST message) the network shall indicate "follow-on proceed" in the TRACKING AREA UPDATE ACCEPT message. If the network wishes to release the NAS signalling connection, the network shall indicate "no follow-on proceed" in the TRACKING AREA UPDATE ACCEPT message. The UE shall act according to the follow-on proceed flag provided by the network.
If the TRACKING AREA UPDATE ACCEPT message contained a GUTI, the UE shall return a TRACKING AREA UPDATE COMPLETE message to the MME to acknowledge the received GUTI.

Upon receiving a TRACKING AREA UPDATE COMPLETE message, the MME shall stop timer T3450, and shall consider the GUTI sent in the TRACKING AREA UPDATE ACCEPT message as valid.

6.2.5.3.5
Tracking area updating procedure not accepted by the network

If the tracking area updating cannot be accepted by the network, the MME sends a TRACKING AREA UPDATE REJECT message to the UE including an appropriate reject cause value.

Upon receiving the TRACKING AREA UPDATE REJECT message, the UE shall stop timer T3430 and take corresponding actions depending on the reject cause value received.

Editor's note: The reject cause values as well as the actions the UE takes and the substates of the state EMM-DEREGISTERED (see subclause 6.2.1.3.2.3) the UE enters as a result of receiving different reject causes are FFS.

6.2.6
EMM connection management procedures

6.2.6.1
Service request procedure

6.2.6.1.1
General

The purpose of the service request procedure is to transfer the EMM mode from EMM-IDLE to EMM-CONNECTED mode and establish the radio and S1 bearers when uplink user data is to be sent.

This procedure is used when:
-
the network has downlink signalling pending; or
-
the UE or the network has user data pending and the UE is in EMM-IDLE mode; or

-
the UE in EMM-CONNECTED mode has uplink user data to be sent and the corresponding user plane radio bearers are not established.

The service request procedure is initiated by the UE, however, for the downlink transfer of signalling or user data in EMM-IDLE mode, the trigger is given by the network by means of the paging procedure (see subclause 6.2.6.2). 

The service type can take either of the following values: "data" or "paging response". Each of the values shall be selected according to the criteria to initiate the service request procedure.

The UE shall invoke the service request procedure when:

a)
the UE receives a paging request from the network in EMM-IDLE mode. In this case, the service type shall be set to "paging response".

b)
the UE, in EMM-IDLE or EMM-CONNECTED mode, has pending user data to be sent and no radio bearer is established. In this case, the service type shall be set to "data".

Editor's note: Additional criteria for initiating the Service request procedure as well as other values of the service type are FFS.

Editor's note: The interaction of this procedure with other MM procedures is FFS.

6.2.6.1.2
Service request procedure initiation

The UE initiates the service request procedure by sending a SERVICE REQUEST message to the MME, starts the timer T3417, and enters the state EMM-SERVICE-REQUEST-INITIATED and EMM-CONNECTED mode. The message SERVICE REQUEST shall contain the S-TMSI and the service type.

Upon receipt of the SERVICE REQUEST message, the MME may initiate the authentication procedure.

6.2.6.1.3
Service request procedure accepted by the network

If the SERVICE REQUEST message was sent by the UE in EMM-IDLE mode with service type "data", the indication from the lower layers that the access stratum security is set up shall be treated as a successful completion of the procedure. 
If the SERVICE REQUEST message was sent by the UE in EMM-CONNECTED mode with service type "data", the indication from the lower layers that the user plane radio bearer is set up shall be treated as a successful completion of the procedure.

If the SERVICE REQUEST message was sent by the UE with service type "paging response", the indication from the lower layers that the access stratum security is set up shall be treated as a successful completion of the procedure.

If the SERVICE REQUEST message was sent by the UE with service type "paging response", the network will establish the radio and S1 bearers for all activated EPS bearer contexts if it wants to transfer data.

Upon successful completion of the procedure, the UE shall stop the timer T3417 and enter the EMM-REGISTERED state. 

6.2.6.1.4
Service request procedure not accepted by the network

If the service request cannot be accepted, the network shall return a SERVICE REJECT message to the UE.
On receipt of the SERVICE REJECT message, the UE shall stop the timer T3417. In addition, the UE shall then take different actions depending on the received reject cause value.
6.2.6.2
Paging procedure

6.2.6.2.1
General

The paging procedure is used by the network to request the establishment of a NAS signalling connection to the UE.

Editor's note: the use of the paging procedure for other purposes is FFS.

6.2.6.2.2
Paging for EPS services through E-UTRAN using S-TMSI
The network shall initiate the paging procedure for EPS services using S-TMSI when NAS signalling messages or user data is pending to be sent to the UE when no NAS signalling connection exists.

To initiate the procedure the EMM entity in the network requests the lower layer to start paging (see 3GPP TS 36.300 [15], 3GPP TS 36.413 [17]) and starts a timer for this paging procedure. Upon reception of a paging indication, the UE shall respond to the paging with a SERVICE REQUEST message with service type "paging response" (see 3GPP TS 23.401 [2] and 3GPP TS 36.413 [17]). 

The network shall stop the timer for the paging procedure when a response is received from the UE. 
6.2.7
Receiving an EMM STATUS message by an EMM entity

The purpose of the sending of the EMM STATUS message is to report at any time certain error conditions detected upon receipt of EMM protocol data. The EMM STATUS message can be sent by both the MME and the UE.

On receipt of an EMM STATUS message no state transition and no specific action shall be taken as seen from the radio interface, i.e. local actions are possible. The local actions to be taken by the MME or the UE on receipt of an EMM STATUS message are implementation dependent.

6.3
Session management and bearer control procedures

Editor's note: This subclause will contain a detailed description of the signalling procedures used between UE and MME, as far as they are under CT1's responsibility.

6.4
Handling of unknown, unforeseen, and erroneous protocol data

6.5
Message functional definitions and contents

6.5.1
Overview

This clause defines the structure of the messages of the Layer 3 (L3) protocols defined in the present document. These are standard L3 messages as defined in 3GPP TS 24.007 [36].

Each definition given in the present clause includes:

a)
a brief description of the message direction and use, including whether the message has:

1.
Local significance, i.e. relevant only on the originating or terminating access;

2.
Access significance, i.e. relevant in the originating and terminating access, but not in the network;

3.
Dual significance, i.e. relevant in either the originating or terminating access and in the network; or

4.
Global significance, i.e. relevant in the originating and terminating access and in the network.

b)
a table listing the Information Elements (IE) known in the message and the order of their appearance in the message. All IEs that may be repeated are explicitly indicated (The V and LV formatted IEs, which compose the imperative part of the message, occur before the T, TV, and TLV formatted IEs which compose the non-imperative part of the message, see 3GPP TS 24.007 [36]). In a (maximal) sequence of consecutive IEs with half octet length, the first IE with half octet length occupies bits 1 to 4 of octet N, the second IE bits 5 to 8 of octet N, the third IE bits 1 to 4 of octet N+1 etc. Such a sequence always has an even number of elements. 


For each information element the table indicates:

1.
The Information Element Identifier (IEI), in hexadecimal notation, if the IE has format T, TV, or TLV. If the IEI has half octet length, it is specified by a notation representing the IEI as a hexadecimal digit followed by a "-" (example: B-).

NOTE:
The same IEI may be used for different information element types in different messages of the same protocol.

2.
The name of the information element (which may give an idea of the semantics of the element). The name of the information element followed by "IE" or "information element" is used in this technical report as reference to the information element within a message.

3.
The name of the type of the information element (which indicates the coding of the value part of the IE), and generally, the referenced subclause of subclause 6.6 of the present document describing the value part of the information element.

4.
The presence requirement indication (M, C, or O) for the IE as defined in 3GPP TS 24.007 [36].

Editor's note: The presence indication in the table of this document indicates whether the information needs, always, to be present or not in a particular message.

5.
The format of the information element (T, V, TV, LV, TLV) as defined in 3GPP TS 24.007 [36].

6.
The length of the information element (or permissible range of lengths), in octets, in the message, where "?" means that the maximum length of the IE is only constrained by link layer protocol. This indication is non-normative.

c)
subclauses specifying, where appropriate, conditions for IEs with presence requirement C or O in the relevant message which together with other conditions specified in the present document define when the information elements shall be included or not, what non-presence of such IEs means, and - for IEs with presence requirement C - the static conditions for presence and/or non-presence of the IEs (see 3GPP TS 24.007 [36]).

6.5.2
EPS Mobility Management (EMM) messages

Editor's note: The detailed encoding of the information elements in all messages is FFS. It is assumed that existing information elements in other specifications, e.g. 3GPP TS 24.008 [4], will be reused when possible.

Editor's note: In the following tables the presence indication for information elements reflects the logical requirement for mandatory or optional inclusion in a message. For reasons of coding efficiency CT1 can decide e.g. to specify an information element as mandatory IE, although in the table it is indicated as optional. The order of sequence of information elements is FFS.
6.5.2.1
Attach request

This message is sent by the UE to the network in order to perform an attach procedure. See table 6.5.2.1.1.

Message type:
ATTACH REQUEST

Significance:

dual

Direction:


UE to network

Table 6.5.2.1.1: ATTACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

6.6.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

6.6.3
	M
	V
	1/2

	
	Attach request message identity
	Message type

6.6.4
	M
	V
	1

	
	Old GUTI or IMSI
	FFS
	M
	FFS
	FFS

	
	UE network capability
	FFS
	M
	FFS
	FFS

	
	Attach type
	FFS
	M
	FFS
	FFS

	
	NAS key set identifier
	FFS
	M
	FFS
	FFS

	FFS
	Last visited registered TAI
	FFS
	O
	FFS
	FFS

	FFS
	Message authentication code
	FFS
	O
	FFS
	FFS

	FFS
	NAS message sequence number for uplink
	FFS
	O
	FFS
	FFS

	FFS
	PDN address allocation
	FFS
	O
	FFS
	FFS

	FFS
	DRX parameter
	FFS
	O
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

6.6.5.2.2
	O
	TLV
	3 - 253



6.5.2.2
Attach accept

This message is sent by the network to the UE to indicate that the corresponding attach request has been accepted. See table 6.5.2.2.1.

Message type:
ATTACH ACCEPT

Significance:

dual

Direction:


network to UE

Table 6.5.2.2.1: ATTACH ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	1/2

	
	Attach accept message identity
	Message type

10.4
	M
	V
	1

	
	Periodic TA update timer
	FFS
	M
	V
	FFS

	
	TAI list
	FFS
	M
	LV
	FFS

	
	EPS default bearer identity
	FFS
	M
	FFS
	FFS

	
	Access point name
	Access point name

6.6.5.2.1
	M
	TLV
	3 - 102

	
	Message authentication code
	FFS
	M
	FFS
	FFS

	
	NAS message sequence number for downlink
	FFS
	M
	FFS
	FFS

	FFS
	GUTI
	FFS
	O
	FFS
	FFS

	FFS
	PDN address information
	FFS
	O
	FFS
	FFS

	FFS
	Session management configuration
	FFS
	O
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

6.6.5.3.1
	O
	TLV
	3 - 253



6.5.2.3
Attach complete

This message is sent by the UE to the network in response to an ATTACH ACCEPT message. See table 6.5.2.3.1.

Message type:
ATTACH COMPLETE

Significance:

dual

Direction:


UE to network

Table 6.5.2.3.1: ATTACH COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	1/2

	
	Attach complete message identity
	Message type

10.4
	M
	V
	1

	
	EPS default bearer identity
	FFS
	M
	FFS
	FFS

	
	Message Authentication Code
	FFS
	M
	FFS
	FFS

	
	NAS message sequence number for uplink
	FFS
	M
	FFS
	FFS



6.5.2.4
Attach reject

This message is sent by the network to the UE to indicate that the corresponding attach request has been rejected. See table 6.5.2.4.1.

Message type:
ATTACH REJECT

Significance:

dual

Direction:


network to UE

Table 6.5.2.4.1: ATTACH REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	1/2

	
	Attach reject message identity
	Message type

10.4
	M
	V
	1

	
	EMM cause
	FFS
	M
	V
	FFS

	FFS
	Message authentication code
	FFS
	O
	FFS
	FFS

	FFS
	NAS message sequence number for downlink
	FFS
	O
	FFS
	FFS


6.5.2.5
Detach request (UE originating detach)

This message is sent by the UE to request the release of an EMM context. See table 6.5.2.5.1.

Message type:
DETACH REQUEST

Significance:

dual

Direction:


UE to network

Table 6.5.2.5.1: DETACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

6.6.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

6.6.3
	M
	V
	1/2

	
	Detach request message identity
	Message type

6.6.4
	M
	V
	1

	
	Detach type
	Detach type

6.6.5.3.2
	M
	V
	1/2

	
	Spare half octet
	Spare half octet 

6.5.5.2.2
	M
	V
	1/2

	
	GUTI
	FFS
	M
	FFS
	FFS

	
	NAS message sequence number for uplink
	FFS
	M
	FFS
	FFS

	
	Message Authentication Code
	FFS
	M
	FFS
	FFS


Editor's note: The need of inclusion of the KSI in the DETACH REQUEST is FFS.

6.5.2.6
Detach request (UE terminated detach)

This message is sent by the network to request the release of an EMM context. See table 6.5.2.6.1.

Message type:
DETACH ACCEPT

Significance:

dual

Direction:


network to UE

Table 6.5.2.6.1: DETACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

6.6.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

6.6.3
	M
	V
	1/2

	
	Detach request message identity
	Message type

6.6.4
	M
	V
	1

	
	Detach type
	Detach type

6.6.5.3.2
	M
	V
	1/2

	
	Spare half octet
	Spare half octet 

6.5.5.2.2
	M
	V
	1/2

	
	NAS message sequence number for downlink
	FFS
	M
	FFS
	FFS

	
	Message Authentication Code
	FFS
	M
	FFS
	FFS

	FFS
	EMM cause
	FFS
	O
	TV
	FFS


6.5.2.7
Detach accept (UE originating detach)

This message is sent by the network to indicate that the detach procedure has been completed. See table 6.5.2.7.1.

Message type:
DETACH ACCEPT

Significance:

dual

Direction:


network to UE

Table 6.5.2.7.1: DETACH ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

6.6.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

6.6.3
	M
	V
	1/2

	
	Detach accept message identity
	Message type

6.6.4
	M
	V
	1

	
	NAS message sequence number for downlink
	FFS
	M
	FFS
	FFS

	
	Message Authentication Code
	FFS
	M
	FFS
	FFS


6.5.2.8
Detach accept (UE terminated detach)

This message is sent by the UE to indicate that the detach procedure has been completed. See table 6.5.2.8.1.

Message type:
DETACH ACCEPT

Significance:

dual

Direction:


UE to network

Table 6.5.2.8.1: DETACH ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

6.6.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

6.6.3
	M
	V
	1/2

	
	Detach accept message identity
	Message type

6.6.4
	M
	V
	1

	
	NAS message sequence number for uplink
	FFS
	M
	FFS
	FFS

	
	Message Authentication Code
	FFS
	M
	FFS
	FFS


6.5.3
EPS Session Management (ESM) messages

6.6
General message format and information elements coding

6.6.1
Overview

Within the protocols defined in the present document, every message is a standard L3 message as defined in 3GPP TS 24.007 [36]. This means that the message consists of the following parts:

a)
protocol discriminator;

b)
message type;

c)
other information elements, as required.

Editor's note: It is for further study whether the EPS bearer identity and the PTI are used for the addressing of EPS Session Management (ESM) messages.

This organization is illustrated in the example shown in figure 6.6.1.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Skip indicator
	Protocol discriminator
	octet 1

	Message type
	octet 2

	
	octet 3

	Other information elements as required
	

	
	octet n


Figure 6.6.1.1: General message organization example

Unless specified otherwise in the message descriptions of subclause 6.6, a particular information element shall not be present more than once in a given message.

When a field extends over more than one octet, the order of bit values progressively decreases as the octet number increases. The least significant bit of the field is represented by the lowest numbered bit of the highest numbered octet of the field.

6.6.2
Protocol Discriminator

The Protocol Discriminator (PD) and its use are defined in 3GPP TS 24.007 [36].

6.6.3
Skip indicator

Bits 5 to 8 of the first octet of every EPS Mobility Management (EMM) message contain the skip indicator. A message received with the skip indicator different from 0000 shall be ignored. A message received with the skip indicator encoded as 0000 shall not be ignored (unless it is ignored for other reasons). A protocol entity sending an EMM message shall encode the skip indicator as 0000.

6.6.4
Message Type

The message type IE and its use are defined in 3GPP TS 24.007 [36]. Table 6.6.4.1 defines the value part of the message type IE used in the EMM protocol.

Table 6.6.4.1: Message types for EPS mobility management

	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	0
	1
	-
	-
	-
	-
	-
	-
	
	Mobility management messages

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	0
	0
	0
	1
	
	Attach request   

	0
	1
	0
	0
	0
	0
	1
	0
	
	Attach accept 

	0
	1
	0
	0
	0
	0
	1
	1
	
	Attach complete

	0
	1
	0
	0
	0
	1
	0
	0
	
	Attach reject   

	0
	1
	0
	0
	0
	1
	0
	1
	
	Detach request   

	0
	1
	0
	0
	0
	1
	1
	0
	
	Detach accept

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	1
	0
	0
	0
	
	Tracking area update request

	0
	1
	0
	0
	1
	0
	0
	1
	
	Tracking area update accept

	0
	1
	0
	0
	1
	0
	1
	0
	
	Tracking area update complete

	0
	1
	0
	0
	1
	0
	1
	1
	
	Tracking area update reject

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	1
	1
	0
	0
	
	Service Request

	0
	1
	0
	0
	1
	1
	1
	0
	
	Service Reject

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	1
	0
	0
	0
	0
	
	GUTI reallocation command

	0
	1
	0
	1
	0
	0
	0
	1
	
	GUTI reallocation complete

	0
	1
	0
	1
	0
	0
	1
	0
	
	Authentication request

	0
	1
	0
	1
	0
	0
	1
	1
	
	Authentication response

	0
	1
	0
	1
	0
	1
	0
	0
	
	Authentication reject

	0
	1
	0
	1
	1
	1
	0
	0
	
	Authentication failure

	0
	1
	0
	1
	0
	1
	0
	1
	
	Identity request

	0
	1
	0
	1
	0
	1
	1
	0
	
	Identity response

	0
	1
	0
	1
	1
	1
	0
	1
	
	Security mode command

	0
	1
	0
	1
	1
	1
	1
	0
	
	Security mode complete

	0
	1
	0
	1
	1
	1
	1
	1
	
	Security mode reject

	
	
	
	
	
	
	
	
	
	

	0
	1
	1
	0
	0
	0
	0
	0
	
	EMM status

	0
	1
	1
	0
	0
	0
	0
	1
	
	EMM Information


6.6.5
Other information elements

6.6.5.1
General

The different formats (V, LV, T, TV, TLV) and the four categories of information elements (type 1, 2, 3, and 4) are defined in 3GPP TS 24.007 [36].

The first octet of an information element in the non-imperative part contains the IEI of the information element. If this octet does not correspond to an IEI known in the message, the receiver shall determine whether this IE is of type 1 or 2 (i.e. it is an information element of one octet length) or an IE of type 4 (i.e. that the next octet is the length indicator indicating the length of the remaining of the information element) (see 3GPP TS 24.007 [36]).

This allows the receiver to jump over unknown information elements and to analyse any following information elements.

The information element definitions which are common for the EMM and ESM protocols are described in subclause 6.6.5.2.

The information elements of the EMM or ESM protocols can be defined by reference to an appropriate specification, e.g., "see 10.5.6.3 in 3GPP TS 24.008 [4]".

6.6.5.2
Common information elements

6.6.5.2.1
Access point name

See subclause 10.5.6.1 in 3GPP TS 24.008 [4].

6.6.5.2.2
Spare half octet

This element is used in the description of EMM and ESM messages when an odd number of half octet type 1 information elements are used. This element is filled with spare bits set to zero and is placed in bits 5 to 8 of the octet unless otherwise specified.

6.6.5.3
EPS Mobility Management (EMM) information elements

6.6.5.3.1
Protocol configuration options

See subcause 10.5.6.3 in 3GPP TS 24.008 [4].

6.6.5.3.2
Detach type

The purpose of the Detach type information element is to indicate the type of detach.

The Detach type is a type 1 information element.

The Detach type information element is coded as shown in figure 6.6.5.3.2.1 and table 6.6.5.3.2.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Detach type

IEI
	Switch

off
	Type of detach
	octet 1


Figure 6.6.5.3.2.1: Detach type information element

Table 6.6.5.3.2.1: Detach type information element

	Type of detach (octet 1)

	

	In the network to UE direction:

	Bits

	3
	2
	1
	
	

	0
	0
	1
	
	re-attach required

	0
	1
	0
	
	re-attach not required

	

	All other values are interpreted as "re-attach not required" in this version of the protocol.

	

	In the UE to network direction the bits 1 to 3 are spare. The UE shall set these bits to zero.

	

	Switch off (octet 1)

	

	In the UE to network direction:

	Bit

	4
	
	
	
	

	0
	
	
	
	normal detach

	1
	
	
	
	switch off

	

	In the network to UE direction bit 4 is spare. The network shall set this bit to zero.


6.6.5.4
EPS Session Management (ESM) information elements

6.7
List of system parameters

6.7.1
General

The description of timers in the following tables should be considered a brief summary.

6.7.2
Timers of EPS mobility management

Table 6.7.1.1: EPS mobility management timers – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3412
	Default 
(duration FFS)

NOTE 1
	EMM-REGISTERED
	In EMM-REGISTERED, when EMM-CONNECTED mode is left.
	When entering state EMM-DEREGISTERED or when entering EMM-CONNECTED mode. 
	Initiation of the periodic TAU procedure

	NOTE 1:
The value of this timer is used if the network does not indicate another value in an EMM signalling procedure.


Table 6.7.1.2: EPS mobility management timers – network side

	TIMER NUM.
	TIMER VALUE
	STATE 
	CAUSE OF START
	NORMAL STOP
	ON THE
 1st, 2nd, 3rd, 4th EXPIRY (NOTE 1)

	T3450
	6s
	EMM-COMMON-PROC-INIT
	ATTACH ACCEPT sent with GUTI
TAU ACCEPT sent with GUTI
GUTI REALLOC COMMAND sent
	ATTACH COMPLETE received

TAU COMPLETE received

GUTI REALLOC COMPLETE received
	Retransmission of the same message type, i.e. ATTACH ACCEPT, TAU ACCEPT or GUTI REALLOC COMMAND

	T3470
	6s
	EMM-COMMON-PROC-INIT
	IDENTITY REQUEST sent
	IDENTITY RESPONSE received
	Retransmission of IDENTITY REQUEST

	NOTE 1:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.


7
Access to the EPC via non-3GPP access networks

Editor's note: The contents of this clause have been moved to 3GPP TS 24.302 [45]. Therefore this clause is discontinued and no longer updated.


7.1
General

Editor's note: This subclause will contain general information about the access to the EPC via non-3GPP access networks. Among other things this subclause will specify criteria that need to be fulfilled (e.g. with regard to the authentication and authorization procedure) to consider a non-3GPP access network as trusted or untrusted.

Editor's note: The definition of "trusted" and "untrusted" access network is FFS.

7.1.1
User identification

The user identification shall be either the root NAI, or the decorated NAI as defined in 3GPP TS 23.003 [7], when the UE accesses the EPC via non-3GPP access networks, and gets authentication, authorization and accounting services from the EPC. 

User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP.

7.2
Access authentication and authorization in a trusted non-3GPP access network
Editor's note: This subclause will contain a description of the access authentication and authorization procedures needed when the UE attaches to a trusted non-3GPP access network (reference point S2a or S2c). Section 6.1.1 of 3GPP TS 24.234 [14] can be considered as a basis for this subclause.

7.2.1
General

Editor's note: This subclause will contain general information about the access to the EPC via trusted non-3GPP access networks.

7.2.2
UE procedures

7.2.3
3GPP AAA server procedures

Editor's note: It is assumed that within the present report, like in 3GPP TS 24.234 [14], no distinction needs to be made between roaming and non-roaming scenarios. I.e. within the scope of this report, the Ta* and Wd* reference points defined in 3GPP TS 23.402 [12] are considered to coincide. The Wd* reference point between 3GPP AAA proxy and 3GPP AAA server will be described by CT4 in 3GPP TR 29.803 [13]. 

7.3
Access authentication and authorization and tunnel management in an untrusted non-3GPP access network
Editor's note: This subclause will contain a description of the access authentication and authorization procedures and tunnel management procedures needed when the UE attaches to an untrusted non-3GPP access network (reference point S2b or S2c).

7.3.1
General

In order to attach to the evolved packet core network (EPC) via untrusted non-3GPP IP access, the UE first needs to be configured with a local IP address from the untrusted non-3GPP access network. Once the UE is configured with a local IP address, the UE shall select the Evolved Packet Data Gateway (ePDG) as described in subclause 7.3.3.2.1 and shall initiate the IPsec tunnel establishment procedure as described in subclause 7.3.3.2.2.

7.3.2
Access authentication and authorization

Editor's note: This subclause will contain a description of the access authentication and authorization procedures needed when the UE attaches to an untrusted non-3GPP access network (reference point S2b or S2c). Section 6.1.1 of 3GPP TS 24.234 [14] can be considered as a basis for this subclause.

7.3.2.1
General

Authentication signalling for untrusted non-3GPP access to the EPC shall be executed between the UE and the 3GPP AAA server in the EPC to ensure mutual authentication of the user and the EPC.

Authorization of EPC access shall be performed by the 3GPP AAA server upon successful user authentication.

Access authentication signalling shall be based on IETF protocols, for e.g., Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [26].

Editor's note: The choice of an authentication protocol is FFS.

7.3.2.2
UE procedures

7.3.2.3
3GPP AAA server procedures

Editor's note: It is assumed that within the present report, like in 3GPP TS 24.234 [14], no distinction needs to be made between roaming and non-roaming scenarios. I.e. within the scope of this report, the Wa* and Wd* reference points defined in 3GPP TS 23.402 [12] are considered to coincide. The Wd* reference point between 3GPP AAA proxy and 3GPP AAA server will be described by CT4 in 3GPP 3GPP TR 29.803 [13].

7.3.3
Tunnel management procedures

Editor's note: This subclause will describe the tunnel management procedures. Section 8 of 3GPP TS 24.234 [14] can be considered as a basis for this subclause. The need of additional procedures or parameters is FFS.

7.3.3.1
General

The purpose of tunnel management procedures is to define the procedures for establishment or disconnection of an end-to-end tunnel between the UE and the ePDG. The tunnel establishment procedure is always initiated by the UE, whereas the tunnel disconnection procedure can be initiated by the UE or the ePDG.

The tunnel is an IPsec tunnel (see IETF RFC 4301 [27]) established via an IKEv2 protocol exchange [8] between the UE and the ePDG. The UE may indicate support for MOBIKE [28]. The security mechanisms for tunnel setup using IPsec and IKEv2 are specified in 3GPP TS 33.234 [9].

7.3.3.2
UE procedures

7.3.3.2.1
Selection of the ePDG

The UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the ePDG.

The procedure used by the UE to select an ePDG is the same as the procedure described in 3GPP TS 24.234 [14] for the selection of the PDG.

When building a Fully Qualified Domain Name (FQDN) for the DNS request, the UE shall include both W-APN Network Identifier (NI) and W-APN Operator Identifier (OI). If the user did not provide a value for W-APN OI, then the UE shall use the HPLMN ID or VPLMN ID as the W-APN OI, depending on internal configuration. The structure of the W-APN is defined in 3GPP TS 23.003 [7].

In roaming case, if the UE has selected VPLMN ID for W-APN Operator Identifier (OI) and the DNS query fails, the UE shall build an FQDN with W-APN Operator Identifier (OI) set to HPLMN ID and shall perform a new DNS query to resolve the W-APN.

Upon reception of a DNS response containing one or more IP addresses of ePDGs, the UE shall select an IP address of ePDG with the same IP version as its local IP address.

7.3.3.2.2
Tunnel establishment

Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using the IKEv2 protocol as defined in IETF RFC 4306 [8].

The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKE connection. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including the type of IP address (IPv4 or IPv6 or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload. If the UE requests for both IPv4 and IPv6 address, it shall send two configuration attributes in the CFG_REQUEST Configuration Payload, one for the IPv4 address and the other for the IPv6 address.The IKE_AUTH request message shall contain in "IDr" payload the W-APN that was used in the DNS query for ePDG selection and in the "IDi" payload the NAI. The IKE_AUTH request message may contain in a notify payload an indication that MOBIKE is supported by the UE.

7.3.3.2.3
Tunnel modification

This procedure is used if MOBIKE as defined in IETF RFC 4555 [28] is supported by the UE.
When there is a change of local IP address for the UE, the UE shall update the IKE security association with the new address, and shall update the IPsec security association associated with this IKE security association with the new address. The UE shall then send an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification to the ePDG.

If, further to this update, the UE receives an INFORMATIONAL request with a COOKIE2 notification present, the UE shall copy the notification to the COOKIE2 notification of an INFORMATIONAL response and send it to the ePDG.

7.3.3.3
3GPP AAA server procedures

7.3.3.4
ePDG procedures

7.3.3.4.1
Tunnel establishment

Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall proceed with authorization and authentication. The procedure is the same as described in 3GPP TS 33.234 [9].

The ePDG shall proceed with IPsec tunnel setup completion and relay in the IKEv2 Configuration Payload (CFG_REPLY) of the final IKE_AUTH response message the remote IP address assigned to the UE. If the UE requested both an IPv4 and an IPv6 address, both are allocated to the UE via a single CFG_REPLY Configuration Payload containing two configuration attributes, one for the IPv4 address, the other for the IPv6 address, else only the IP address of the requested IP version is allocated. An IPsec tunnel is now established between the UE and the ePDG.

Editor's note: In case of IPv6, it is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE.

Editor's note: The implications of the IP mobility mode selection procedure on this section are FFS.

7.3.3.4.2
Tunnel modification

When receiving an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification, the ePDG shall check the validity of the IP address and update the IP address in the IKE security association with the values from the IP header. The ePDG shall reply with an INFORMATIONAL response.

The ePDG may initiate a return routability check for the new address provided by the UE, by including a COOKIE2 notification in an INFORMATIONAL request and send it to the UE. When the ePDG receives the INFORMATIONAL response from the UE, it shall check that the COOKIE2 notification payload is the same as the one it sent to the UE. If it is different, the ePDG shall close the IKE security association by sending an INFORMATIONAL request message including a "DELETE" payload.

If no return routability check is initiated by the ePDG, or if a return routability check is initiated and is successfully completed, the ePDG shall update the IPsec security associations associated with the IKE security association with the new address.

8
Mobility management based on mobile IP

Editor's note: This clause will contain a description of the CT1 aspects of mobility management based on mobile IP. None of the text within this section shall be transferred directly to any specification unless explicitly stated.

8.1
General

Editor's note: This subclause will contain general information about mobility management based on mobile IP. 
Editor's note: One of the questions to be answered is when and based on which criteria (e.g. trusted or untrusted non-3GPP access or 3GPP access) which of the mobility modes is used (MIPv4 FA mode, PMIPv6 or DSMIPv6).

8.2
Mobility management based on MIPv4 foreign agent mode
Editor's note: This subclause will contain a description of the CT1 aspects of mobility management using MIPv4 in foreign agent (FA) mode. According to 3GPP TS 23.402 [12] the UE can select this protocol for trusted non-3GPP access (reference point S2a). (For an alternative protocol for reference point S2a see subclause 8.3.)

8.2.1
General

This subclause specifies the procedures for Mobile IPv4 FA mode over S2a reference point based on 3GPP TS 23.402 [12]. The scope of the subclause is limited to the communication between the UE and the FA. The messages exchanged between the FA and the home agent are in the scope of 3GPP TR 29.803 [13].

8.2.2
Mobile IP initial attach

Editor's note: This subclause will describe the procedures related to the PDN GW address discovery, the home address assignment and the bootstrapping of a security association between the UE and the PDN GW via the FA.

8.2.2.1
General

The Mobile IPv4 initial attach is performed by the UE to establish a Mobile IPv4 connection with the node acting as home agent. The initial attach involves the following procedures:

-
Discovery of the home agent address. The UE needs to discover the IPv4 address of the node acting as home agent.

-
Discovery of the foreign agent care-of address. The UE needs to discover the IPv4 care-of address provided by the foreign agent.
-
IPv4 home address assignment. The UE needs to be assigned an IPv4 address to be used as home address in Mobile IPv4 FA mode. The home agent is responsible of assigning the home address to the UE.

-
Security association establishment. The UE needs to establish a security association with the node acting as home agent in order to secure the Mobile IPv4 signalling. This procedure usually consists in a shared key verification and is performed via Mobile IPv4 signalling.

Editor's note: Details of the security association establishment are FFS.

8.2.2.2
UE procedures

When the UE has attached to the non-3GPP access network, it may send a Mobile IPv4 Agent Solicitation as specified in draft-ietf-mip4-rfc3344bis [23].

As soon as it receives a Mobile IPv4 Agent Advertisement from a foreign agent, the UE selects one care-of address included in the Mobility Agent Advertisement Extension and sends a Registration Request (RRQ) to the foreign agent as specified in [23] with the care-of address included in the Care-of Address field of the RRQ message. The source address shall be the unspecified address (i.e. 0.0.0.0). The Home Address field shall include the unspecified address. Bits S (simultaneous binding) and D (decapsulation by mobile node) shall be cleared, while bit T (reverse tunneling) shall be set to request reverse tunnelling. The UE shall also include the NAI extension as specified in IETF RFC 2794 [24].

If the UE already knows the IP address of the PDN GW (e.g. when the PDN GW address is pre-configured) the UE shall include that IP address in the Home Agent field. 

If the UE does not know the IP address of the PDN GW, it shall include the unspecified address in the Home Agent field.

Editor's note: It is FFS how the RRQ is authenticated and which extensions shall be included by the UE.

When the UE receives a Registration Reply from the foreign agent, it shall perform the validity checks and process the message as specified in draft-ietf-mip4-rfc3344bis [23]. After receiving a successful Registration Reply, the UE shall store the home agent address and the home address and may start sending data using the home address.

8.2.2.3
Foreign agent procedures

When the foreign agent receives a Mobile IPv4 Agent Solicitation it shall send to the UE a Mobile IPv4 Agent Advertisement as specified in draft-ietf-mip4-rfc3344bis [23]. The Mobile IPv4 Agent Advertisement shall include only the Mobility Agent Advertisement Extension. 

The foreign agent should send an unsolicited Mobile IPv4 Agent Advertisement when it receives a trigger that a new UE has attached to its link. In this case the destination address of the Mobile IPv4 Agent Advertisement shall be the "limited broadcast" address (i.e. 255.255.255.255). 

For both solicited and unsolicited Mobile IPv4 Agent Advertisements, the following bits in the Mobility Agent Advertisement Extension shall be set: R (registration required), F (foreign agent) and T (reverse tunneling) (see draft‑ietf-mip4-rfc3344bis [23]). At least one care-of address is included in the Mobility Agent Advertisement Extension.
When the foreign agent receives a RRQ from the UE, it shall process it as specified in draft-ietf-mip4-rfc3344bis [23] and 3GPP TS 29.803 [13]. 

If the RRQ is accepted by the network, the foreign agent shall send to the UE a Registration Reply (RRP) as specified in draft-ietf-mip4-rfc3344bis [23].

Editor's note: It is FFS how the RRP is authenticated and which extensions shall be included by the foreign agent.

8.2.3
Mobile IP handover


8.2.3.1
General

A MIPv4 handover occurs when the UE changes access between trusted non-3GPP accesses. A change in the local point of attachment will trigger a MIPv4 handover procedure. In this case the UE has already an established binding at the PDN GW/home agent, and the handover procedure will update the care-of address (FA IP address) of its binding.

8.2.3.2
UE procedures

The UE may detect a movement, based on the ICMP Lifetime field of the router advertisements: if the lifetime of an agent advertisement has expired, and the UE has not received another Agent Advertisement message from the same FA, then the UE will need to attempt to register with a new FA, and this means that the UE has moved.

Another method for the UE to discover that it had moved is based on the advertised prefix: a change in the advertised prefix may lead the UE to think that it has moved and to register with the newly advertised prefix. This method is only used when all mobility agents use the prefix length extension in their agent advertisements.
NOTE: the UE can also detect the movement based on an indication from the layer 1 and layer 2.

Upon detecting movement, the UE will register with the new FA as specified in draft-ietf-mip4-rfc3344bis [23].

This time in the registration message from the UE, the home address is known, along with the IP address of the home agent.

8.2.3.3
Foreign agent procedures

The FA shall respond to agent solicitations sent by the UE, by addressing them to the unicast layer 2 and layer 3 addresses.

When the FA receives a RRQ from the UE, it shall process it as specified in draft-ietf-mip4-rfc3344bis [23] and 3GPP TS 29.803 [13].

The FA will relay the MIP RRQ to the home agent IP address found in the registration message.

If the network accepts the RRQ, the FA shall send to the UE a Registration Reply (RRP) as specified in draft-ietf-mip4-rfc3344bis [23].

Editor's note: It is FFS how the RRP is authenticated and which extensions shall be included by the FA.

8.2.4
Mobile IP deregistration

8.2.4.1
General

The mobile IP deregistration is either due to a detach or a return home event.

When the UE returns home, it will need to deregister from the home agent. This may occur when the UE returns to the 3GPP network. In this scenario, the UE will de-register from the PDN-GW acting as a home agent.
8.2.4.2
UE procedures

When the UE discovers that it is back home, based on the agent advertisements received: if the agent advertisement has the H bit set, and the prefix advertised is the same as the UE home address, then the UE is home, and it needs to de-register from its home agent.
In case of UE deregistration, the UE sends a MIP RRQ to the home agent, with a Lifetime field set to 0 to indicate that it needs to de-register from the home agent. The MIP RRQ will be handled as specified in draft-ietf-mip4-rfc3344bis [23].
The UE receives a MIP RRP from the home agent, once the deregistration request is accepted.

8.2.4.3
Foreign agent procedures

When the FA receives a RRQ with a Lifetime field set to 0 from the UE, it shall process it as specified in draft-ietf-mip4-rfc3344bis [23] and 3GPP TS 29.803 [13].

The FA will relay the MIP RRQ to the home agent IP address found in the registration message.

If the network accepts the RRQ, the FA shall send to the UE a Registration Reply (RRP) as specified in draft-ietf-mip4-rfc3344bis [23].

Editor's note: It is FFS how the RRP is authenticated and which extensions shall be included by the FA.

In case of return home event, the deregistration procedure occurs between the UE and the home agent, which FA is not involved.

8.3
Mobility management based on PMIPv6
Editor's note: This subclause is a placeholder for CT1 aspects of mobility management based on PMIPv6. According to 3GPP TS 23.402 [12] this protocol can be used in the network for trusted and untrusted non-3GPP access (reference point S2a or S2b, respectively). Currently no direct impact on the UE and correspondingly no CT1 aspects are identified.

8.4
Mobility management based on DSMIPv6
Editor's note: The content of this subclause has been moved to 3GPP TS 24.303 [46]. Therefore this subclause is discontinued and no longer updated. 

Editor's note: This subclause will contain a description of the CT1 aspects of mobility management using DSMIPv6. According to 3GPP TS 23.402 [12] the UE can select this protocol for trusted and untrusted non-3GPP access and 3GPP access (reference point S2c).

8.4.1
Mobile IP initial attach

Editor's note: This subclause will describe the procedures related to the PDN GW address discovery, the home address assignment and the bootstrapping of a security association between the UE and the PDN GW when S2c reference point is used.

8.4.1.1
General

The DSMIPv6 initial attach is performed by the UE to establish a DSMIPv6 connection with the node acting as home agent. This is also known as the bootstrapping procedure as the UE establishes the security association with the home agent. The initial attach involves the following tasks:

-
Discovery of the home agent address. The UE needs to discover the IPv6 address as well as the IPv4 address of the home agent.

-
Security association establishment. The UE needs to establish an IPsec security association with the home agent in order to secure the DSMIPv6 signalling. IKEv2 (IETF RFC 4877 [18]) is used to establish this security association.
-
IPv6 home address assignment. The UE needs to be assigned an IPv6 address to be used as home address in DSMIPv6. The home agent is responsible of assigning the home address to the UE.
-
IPv4 home address assignment. Optionally, a dual-stack UE can also request to be assigned an IPv4 home address to be used for IPv4-only applications. The home agent is responsible of assigning the IPv4 home address to the UE.
-
Initial binding registration. The UE sends a Binding Update message to perform its initial registration with the PDN GW.
NOTE:
In this subclause the terms of home agent and PDN GW are interchangeable.

8.4.1.2
UE procedures

8.4.1.2.1
Discovery of the home agent address

8.4.1.2.1.1
General
The first procedure the UE needs to perform for DSMIPv6 registration is the discovery of the node acting as the home agent.

The UE can discover the IP address of the PDN GW in one of the four following ways:

-
via DNS;

-
via attach procedure for E-UTRAN access;

-
via IKEv2 during tunnel setup to ePDG for untrusted non-3GPP accesses;

-
via DHCPv6.

Editor's note: It is FFS under which conditions the above methods can be used.

8.4.1.2.1.2
Home agent address discovery based on DNS
A UE performing PDN GW discovery based on DNS shall support the implementation of standard DNS mechanisms. As specified in draft-ietf-mip6-bootstrapping-split [20], the UE shall perform either a DNS lookup based on the home agent name or a DNS query for a SRV record.

In the former case the UE constructs a DNS request, by setting the QNAME to the configured FQDN. If a home agent has both an IPv4 and an IPv6 address, the corresponding DNS record should be configured with both 'AAAA' and 'A' records. Accordingly the DNS reply will contain 'AAAA' and 'A' records.

Editor's note: It is FFS how the FQDN is constructed from available information. The APN and well-known strings (e.g. "homeagent") may be used for this purpose.

Alternatively the UE performs a DNS query for a SRV record, as specified in RFC 2782 [21]. For this purpose it constructs a request with QTYPE set to SRV and QNAME based on a concatenation of the string specified in draft-ietf-mip6-bootstrapping-split [20] and an FQDN including the Network Identifier and the Operator Identifier.

Editor's note: The exact method to construct the QNAME in case QTYPE is set to SRV is FFS.

8.4.1.2.1.3
Home agent address discovery based on protocol configuration options

The UE may request the IP address of the home agent using the Protocol configuration options IE during the attach procedure for E-UTRAN access or the additional PDN connectivity procedure. The details of this procedure for the case of attach for E-UTRAN access are described in subclause 6.2.5.1.

8.4.1.2.1.4
Home agent address discovery based on IKEv2 signalling

8.4.1.2.1.5
Home agent address discovery based on DHCPv6
A UE performing home agent discovery based on DHCPv6 shall support the implementation of stateless DHCPv6 as specified in IETF RFC 3736 [31] and the DHCPv6 options as specified in draft-ietf-mip6-hiopt [43].

In order to discover the address of the home agent the UE shall send an Information-Request message including the Home Network Identifier Option.

If the UE wants to connect to a home agent in VPLMN for default connectivity, the UE shall set the id-type to 0.

If the UE wants to connect to a home agent for a specific target PDN it shall set the id-type to 1. In this case the UE shall then include the identifier of the requested PDN in the Home Network Identifier field. 

Editor's note: It is FFS how the target PDN is constructed from available information and encoded into the Home Network Identifier field. The APN and well-known strings (e.g. "homeagent") may be used for this purpose.

The home agent information is provided to the UE within a Home Network Information Option as described in draft-ietf-mip6-hiopt [43]. This option shall include either the home agent address or the home agent FQDN. In the latter case the UE shall perform a DNS query with the received home agent FQDN as described in subclause 8.4.1.2.1.2.

Editor's note: This procedure is applicable when the UE is in a 3GPP access since the PDN GW acts as DHCPv6 server. It is FFS if it is applicable also when the UE is attached to a non-3GPP access.

8.4.1.2.2
Security association establishment and IPv6 home address assignment

The UE shall support the IKEv2 protocol (see IETF RFC 4306 [8]) for negotiating the IPsec security association to secure DSMIPv6 signalling and shall support EAP over IKEv2 as described in IETF RFC 4306 [8] to perform authentication with an AAA server.

The UE shall support IPsec ESP (see IETF RFC 4303 [42]) in order to provide authentication of Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [18].

The UE shall initiate the security association establishment procedure by sending the IKE_SA_INIT request message defined in IETF RFC 4306 [8] to the home agent. On receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message including the MN-NAI in the IDi payload and the indication of the target PDN the UE wants to connect to.

Editor's note: It is FFS how the target PDN is encoded (e.g. W-APN or another identifier) and in which IKEv2 payload this information is included (e.g. IDr).

EAP-AKA over IKEv2 shall be used to authenticate UE in the IKE_AUTH exchange, while public key signature based authentication with certificates shall be used to authenticate the home agent.

During the IKEv2 exchange, the UE shall request the allocation of an IPv6 home prefix through the Configuration Payload in the IKE_AUTH. Since in EPS a unique IPv6 prefix is assigned to the UE, the UE shall include a MIP6_HOME_PREFIX attribute in the CFG_REQUEST message as described in IETF RFC 5026 [41]. The UE shall then auto-configure a home address from the IPv6 prefix received from the home agent and shall run a CREATE_CHILD_SA exchange to create the security association for the new home address. In the CREATE_CHILD_SA exchange the UE shall include the home address and the appropriate selectors in the TSi (Traffic Selector-initiator) payload to negotiate the IPsec security association for protecting the Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [18].

8.4.1.2.3
Initial binding registration and IPv4 home address assignment

After establishing the security association and obtaining the home address, the UE shall send a Binding Update message as specified in IETF RFC 3775 [25] and draft-ietf-mip6-nemo-v4traversal [11] in order to register its home address and care-of address at the PDN GW.

If there is IPv6 connectivity in the foreign network, the UE shall send the Binding Update message to the IPv6 address of the home agent. In this Binding Update message the H (home registration) and A (acknowledge) bits shall be set.

Editor's note: It is FFS if the Alternate Care-of Address option can be used by the UE to indicate a care-of address different from the source address of the IPv6 packet.

If there is only IPv4 connectivity in the foreign network, the UE shall send the Binding Update as follows (see draft-ietf-mip6-nemo-v4traversal [11]):
-
The IPv6 packet, with the IPv6 home address as the Source Address field of the IPv6 header, shall be encapsulated in UDP.

-
The UE shall include the IPv4 care-of address as the Source Address field of the IPv4 header and the home agent IPv4 address as the Destination Address field of the IPv4 header.
-
The UE shall include the IPv4 Care-of Address option containing the IPv4 care-of address.
-
The UE shall set the H (home registration) and A (acknowledge) bits.

-
If the UE has an IPv4 home address, the UE shall include an IPv4 Home Address option with this IPv4 home address, and if the UE requests an IPv4 home address, the UE shall include an IPv4 Home Address option with the unspecified address in the Binding Update message, as defined in draft-ietf-mip6-nemo-v4traversal [11].

When the UE receives the Binding Acknowledgement from the PDN GW, it shall validate it based on the rules described in IETF RFC 3775 [25] and draft-ietf-mip6-nemo-v4traversal [11]. If the Binding Acknowledgement contains a successful status code, the UE shall create an entry for the registered home address in its Binding Update List and may start sending packets containing its IPv6 home address: the formats of the data packets depend on the connectivity type available in the access network and are specified in IETF RFC 3775 [25] and draft-ietf-mip6-nemo-v4traversal [11].

If the Binding Acknowledgment contains an IPv4 Address Acknowledgement option indicating success, the UE shall create two entries in its Binding Update List, one for the IPv6 home address and another for the IPv4 home address. The UE may then send data traffic either with the IPv6 home address or with the IPv4 home address. The details of the data packets formats based on the connectivity type available in the access network are specified in IETF RFC 3775 [25] and draft-ietf-mip6-nemo-v4traversal [11]. If the Binding Acknowledgement contains the NAT Detection option, the UE shall tunnel data packets in UDP and IPv4 as described in draft-ietf-mip6-nemo-v4traversal [11].

8.4.1.3
PDN GW procedures

8.4.1.3.1
Security association establishment and IPv6 home address assignment

The home agent shall support the IKEv2 protocol (see IETF RFC 4306 [8]) for negotiating the IPsec security association to secure DSMIPv6 signalling and shall support EAP over IKEv2 as described in IETF RFC 4306 [8] to perform UE authentication with an AAA server.

The home agent shall support IPsec ESP (see IETF RFC 4303 [42]) in order to provide authentication of Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [18].

The home agent shall complete the IKE_SA_INIT exchange as specified in IETF RFC 4306 [8].

Editor's note: It is FFS which identity is used by the home agent in this exchange and how it relates with the target PDN indicated by the UE.

Upon successful authorization and authentication, the home agent shall accept the security association establishment request by sending the IKE_AUTH response message with the CFG_REPLY payload including the IPv6 prefix allocated to the UE in the MIP6_HOME_PREFIX attribute. This prefix information shall include the prefix length as specified in IETF RFC 5026 [41].

8.4.1.3.2
Initial binding registration and IPv4 home address assignment

When the PDN GW receives a Binding Update message from the UE, it shall validate it as described in IETF RFC 3775 [25]. If the PDN GW accepts the Binding Update message, it shall create a new entry in its Binding Cache for UE, marking it as a home registration. The lifetime of this Binding Cache entry is set based on operator's policies. The PDN GW shall not perform a Duplicate Address Detection on the IPv6 home address of the UE because of the uniqueness of the IPv6 prefix assigned by the PDN GW to the UE. Then the PDN GW shall send a Binding Acknowledgement as specified in IETF RFC 3775 [25].

If the Binding Update contains an IPv4 Home Address option with the unspecified IPv4 address, the PDN GW shall assign an IPv4 home address to the UE, including an IPv4 Address Acknowledgement option in the Binding Acknowledgement message, as specified in draft-ietf-mip6-nemo-v4traversal [11]. 

If in the received Binding Update the IPv4 care-of address in the IPv4 Care-of Address option is not the same as the IPv4 address in the Source Address in the outer IPv4 header then a NAT was in the path. This information shall be included in the Binding Acknowledgement within a NAT Detection option with the F bit set.
The PDN GW shall send the Binding Acknowledgement message over UDP over IPv4, if the Binding Update message is received over UDP over IPv4.

When the Binding Cache entry is created for the UE, the PDN GW shall tunnel all packets destined to the IPv6 home address and all packets destined to the IPv4 home address (if present) to the UE's care-of address. The tunnelling method depends on the type of care-of address and is specified in draft-ietf-mip6-nemo-v4traversal [11] and IETF RFC 3775 [25].

8.4.2
Mobile IP handover

Editor's note: This subclause will describe the procedures needed when the UE performs a Mobile IP handover over S2c reference point.

8.4.2.1
General

The DSMIPv6 handover procedure is performed by the UE to update its care-of address at the PDN GW after a movement between two different accesses which implies a change of the local IP address (e.g. a movement from a 3GPP to a non-3GPP access). When this procedure takes place, the UE has already a valid registration at the home agent, which implies that the PDN GW has an entry in its Binding Cache for that UE and a security association to secure DSMIPv6 signalling is in place between the UE and the PDN GW. 

The procedure involves the exchange of a Binding Update and a Binding Acknowledgement between the UE and the PDN GW. For the handover procedure the UE does not need to discover the PDN GW address or set up a security association with it, as these steps are part of the initial attach procedure described in subclause 8.4.1 which is assumed to be already performed.

8.4.2.2
UE procedures

Following a change of access, the UE configures a new IP address on the target access system. The details of IP address configuration can be access specific. 

Editor's note: It is FFS how the UE detects a movement. It is FFS how the IP address can be configured while in the source access system (i.e. optimized handover).

If the access network supports IPv6, as soon as the UE has configured a new IPv6 address, it shall send a Binding Update to the PDN GW including the newly configured IP address as the care-of address. The UE shall always include the IPv6 home address in the Binding Update as specified in IETF RFC 3775 [25]. 

Editor's note: It is FFS if the Alternate Care-of Address option can be used in the Binding Update.

If the IPv6 prefix assigned to the UE in the target access network and the DSMIPv6 home network prefix are the same, the UE shall send a Binding Update with the Lifetime field set to 0 in order to remove the binding at the home agent, as specified in IETF RFC 3775 [25]. The UE may preserve the IKEv2 session in order to avoid re-establishing the session when the next handover occurs. If there is not a safe assumption that the UE will remain in the home link (e.g. switching off the non-3GPP radio interface in case of a dual radio terminal), the UE should preserve the IKEv2 session.

If the UE has been assigned also an IPv4 home address and wants to update also the binding for it, it shall include the IPv4 Home Address option including the assigned IPv4 home address. 

If the UE does not have an IPv4 home address but wants to configure one, it shall include the IPv4 Home Address option with the unspecified address. 

If the access network supports only IPv4, as soon as the UE has configured a new IPv4 care-of address, the UE shall send a Binding Update tunnelled in UDP as specified in draft-ietf-mip6-nemo-v4traversal [11]. 

8.4.2.3
PDN GW procedures

When the PDN GW receives a Binding Update from the UE, it shall update the Binding Cache entry related to the home address included in the Binding Update.

If the Binding Update is an IPv6 packet, the PDN GW shall update the Binding Cache entry with the care-of address is in the Source Address of the IPv6 header. 

If the Binding Update outer header is an IPv4 header, the PDN GW shall update the Binding Cache entry with the care-of address in the IPv4 Care-of Address option. 

If in the received Binding Acknowledgment the IPv4 care-of address in the IPv4 Care-of Address option is not the same as the IPv4 address in the Source Address in the outer IPv4 header then a NAT was in the path. This information shall be included in the Binding Acknowledgement within a NAT Detection option with the F bit set.
The PDN GW shall send the Binding Acknowledgement message over UDP over IPv4, if the Binding Update message is received over UDP over IPv4.

If the Binding Update contains an IPv4 Home Address option with an IPv4 home address previously assigned, the PDN GW shall update also the Binding Cache entry related to the IPv4 home address to the UE. In any case, the Binding Acknowledge shall always contain the IPv6 home address of the UE in the routing header.

If the Binding Update contains an IPv4 Home Address option with the unspecified IPv4 address, the PDN GW shall assign an IPv4 home address to the UE, including an IPv4 Address Acknowledgement option in the Binding Acknowledgement message. In any case, the Binding Acknowledge shall always contain the IPv6 home address of the UE in the routing header.

If the Lifetime field in the Binding Update is set to 0, the PDN GW shall process the message based on IETF RFC 3775 [25], removing the associated Binding Cache entry and sending the Binding Acknowledge message with the Status field set to 0 (Binding Update accepted).
8.4.3
Mobile IP detach
Editor's note: This subclause will describe the procedures needed when the Mobile IP connection over S2c reference point is released.

8.4.3.1
General

The DSMIPv6 detach is performed by the UE to close the DSMIPv6 session and the respective IKEv2 session or by the network to inform the UE that it does not have access to a specific PDN through DSMIPv6 any longer. After the DSMIPv6 detach procedure, the UE still has IP connectivity provided by the access network.

There are two explicit detach procedures:

-
UE-initiated detach procedure: in this case the UE performs a DSMIPv6 de-registration with the PDN GW and closes the IKEv2 session.

-
PDN GW-initiated detach procedure: in this case the PDN GW informs the UE that the DSMIPv6 binding is no more valid. The UE-initiated detach procedure shall then take place.
8.4.3.2
UE procedures

To detach from a specific PDN to which it is connected through a DSMIPv6 session, the UE shall send a Binding Update with the Lifetime field set to 0 as specified in IETF RFC 3775 [25].

The UE shall use the procedures defined in the IKEv2 protocol in IETF RFC 4306 [8] to remove the IPsec security associations associated with the DSMIPv6 registration. The UE shall close the security associations associated with the DSMIPv6 registration and instruct the home agent to do the same by sending the INFORMATIONAL request message including a DELETE payload. The Protocol ID in the DELETE payload shall be set to "1" (IKE) to indicate that all IPsec ESP security associations that were negotiated within the IKEv2 exchange shall be deleted.

Editor's note: In the PDN GW-initiated detach procedure the message used by the PDN GW to inform the UE that a detach procedure occurs and the need for the UE to acknowledge are FFS.

8.4.3.3
PDN GW procedures

When the PDN GW receives a Binding Update with the Lifetime field set to 0, it shall delete any existing entry for the home address included in the Binding Update. Then the PDN GW shall send a Binding Acknowledgement as specified in IETF RFC 3775 [25].

On receipt of the INFORMATIONAL request message including a DELETE payload indicating that the UE is deleting the IPsec security associations associated with the DSMIPv6 registration, the PDN GW shall close the IKE security association, and all IPsec ESP security associations that were negotiated within it towards the UE.

Editor's note: In the PDN GW-initiated detach procedure the message used by the PDN GW to inform the UE that a detach procedure occurs is FFS.

9
Inter-system mobility between E-UTRAN and other access networks

Editor's note: This clause will contain a description of the aspects of inter-system mobility between E-UTRAN and other access networks that are relevant for CT1. None of the text within this section shall be transferred directly to any specification unless explicitly stated.

9.1
General

Editor's note: This subclause will contain general information about inter-system mobility between E-UTRAN and other access networks.

9.2
Inter-system mobility between E-UTRAN and GERAN/UTRAN

Editor's note: This subclause will contain a description of aspects of inter-system mobility between E-UTRAN and GERAN/UTRAN relevant for CT1.

9.2.1
General

9.2.2
Mobility management

9.2.2.1
S1 mode to Iu mode inter-system change
When a UE registered with an MME performs S1 mode to Iu mode inter-system change for the first time, it shall initiate the routeing area update procedure (see 3GPP TS 24.008 [4]) by indicating the GUMMEI in the old RAI IE and the M-TMSI in the old P-TMSI IE.

Editor's note: The mapping of the MMEC and M-TMSI to the P-TMSI and P-TMSI signature is FFS and is depending on the outcome of the stage 2 study on how the P-TMSI signature is used.

Editor's note: Impacts of the stage 3 work related to idle mode signalling reduction on the other IEs to be included in the routeing area update is FFS.

9.2.2.2
S1 mode to A/Gb mode inter-system change
When a UE registered with an MME performs S1 mode to A/Gb mode inter-system change for the first time, it shall initiate the routeing area update procedure (see 3GPP TS 24.008 [4]) by indicating the GUMMEI in the old RAI IE. 
Editor's note: How the UE maps a TLLI from an M-TMSI or an available P-TMSI is FFS.
Editor's note: Impacts of the stage 3 work related to idle mode signalling reduction on the other IEs to be included in the routeing area update is FFS.

9.2.3
Session management

9.2.3.1
EPS bearer context enhancements for a GERAN/UTRAN capable UE

If inter-system mobility from E-UTRAN to GERAN/UTRAN is supported by the UE and the network, the EPS bearer context will include not only EPS specific information (see subclause 10.3.4), but also some GERAN/UTRAN specific information.

Editor's note: The detailed information needed in the UE and the network for the support of inter-system change from E-UTRAN to GERAN/UTRAN is FFS.

9.2.3.2
Activation of a primary PDP context in GERAN/UTRAN at initial attach

When a UE performs initial attach to UTRAN/GERAN, it executes the normal attach procedure as defined in 3GPP TS 24.008 [4]. When the UE needs an IP address, it initiates the PDP context activation procedure as defined in 3GPP TS 24.008 [4].
9.2.3.3
Mapping between EPS bearer contexts and PDP contexts
9.2.3.3.1
General
In this subclause the rules to apply when mapping between EPS bearer contexts and PDP contexts are described. This mapping needs to be performed at handover when the UE moves from E-UTRAN to GERAN/UTRAN or the other way around.

Editor's note: The definition of the rules to apply is FFS.

Editor's note: Additional constraints and mapping rules for the combination dual stack EPS bearer context and pre‑Rel8 PDP context is FFS.

9.3
Inter-system mobility between E-UTRAN and non-3GPP access networks

Editor's note: This subclause will contain a description of aspects of inter-system mobility between E-UTRAN and non-3GPP access networks, as far as relevant for CT1 and not already covered by clause 8.

9.3.1
General

9.3.2
IP mobility mode selection

Editor's note: The contents of this subclause have been moved to 3GPP TS 24.302 [45]. Therefore this subclause is discontinued and no longer updated.

9.3.2.1
General

The purpose of the IP mobility mode selection procedure is to select the mobility protocol, namely DSMIPv6 or PMIPv6, when the UE moves from 3GPP system to non-3GPP system. 

Editor's note: it is FFS whether the IP mobility mode section procedure is also needed when the UE moves from non-3GPP system to 3GPP system

9.4
Inter-system optimized handover between E-UTRAN and cdma2000 HRPD networks

Editor's note: So far, there has been no impacts identified on CT1 specified NAS protocols for optimized inter-system handover from E-UTRAN to cdma2000 HRPD network as described above and any impacts in the other direction is FFS. If in the course of further work performed in other WGs, any specific impacts are identified then appropriate actions need to be taken to specify them in the appropriate specifications within CT WG1.

Editor's note: Impacts from security aspects (work being performed in SA WG3) and possible impacts on network selection aspects are FFS.


9.4.1
General



The purpose of the procedure is to minimise the total service interruption time experienced at the UE, by allowing the UE to attach (in the case of E-UTRAN) or to perform a session configuration or connection establishment (in the case of cdma200 HRPD) in the target access system before leaving the source access system.

The general mechanism used for optimized handover is to tunnel target specific network access signalling between the source and target access networks.
The purpose of this tunnelling procedure is to remove the authentication, and session management signalling from the time sensitive process that occurs when/if the UE moves from one access to another access. If conditions subsequently warrant that a handover should occur, the UE is ready to connect to the target system.

See 3GPP TS 23.402 [12] for details on the cdma2000 HRPD – E-UTRAN optimized handover flows.



9.4.2
Optimized handover and idle mode mobility from E-UTRAN to cdma2000 HRPD


For handover from an E-UTRAN to a cdma2000 HRPD access network, both active mode and idle mode, the UE performs a pre-registration with a cdma2000 HRPD access and core network over a tunnelling protocol, if the source system provides the UE with sufficient information. If conditions subsequently warrant that a handover should occur for an active UE, the E-UTRAN will send a message the UE to initiate handover procedures, resulting in the handover signalling (connection request / traffic channel allocation) being performed over the tunnelling interface. Once the UE receives the traffic channel allocation, it switches to the cdma2000 HRPD access. If conditions subsequently warrant and the UE is in idle mode, the UE switches to the cdma2000 HRPD access and connects to the target system.

The cdma2000 HRPD messages exchanged between the UE and the target cdma2000 HRPD access and core network are tunnelled over the E-UTRAN access and the S101 reference point. The tunnelling function that carries that signalling occurs below the NAS level and is the responsibility of RAN2 (for RRC) and RAN3 (for S1AP), from a 3GPP perspective. The signalling messages are delivered to the cdma2000 HRPD access network via the S101 tunnelling reference point which is the responsibility of CT4. The stage 2 specification 3GPP TS 23.402 [12] provides the end-to-end specification. 

Therefore there are no impacts on CT1 specified protocols for handover from E-UTRAN to cdma2000 HRPD.


9.4.3
Optimized handover and idle mode mobility from cdma2000 HRPD to E-UTRAN
Editor's note: This subclause will contain a procedural description of the optimized HO aspects, including the Pre-registration towards E-UTRA network, while attached to HRPD network. These procedures are exchanged between the UE and MME.

For optimized handover from a cdma2000 HRPD access network to an E-UTRAN, both active mode and idle mode, the UE performs an attach procedure with the target EPS over the tunnelling protocol. Once the attach procedure is completed, the UE switches to the E-UTRAN and starts the service request or tracking area updating procedure.

The E-UTRAN attach messages exchanged between the UE and the target MME are tunnelled over the cdma2000 HRPD access and the S101 reference point. The tunnelling protocol over the cdma2000 HRPD access should be specified by 3GPP2. The signalling messages are delivered to the target MME via the S101 tunnelling reference point which is the responsibility of CT4. 

Editor's note: It is FFS if the NAS attach messages over S101 are different from the NAS attach messages over S1-MME. This difference, if any, should be specified in CT1.





10
SAE impact on services, network functions and capabilities

10.1
Security

Editor's note: This clause will contain a description of security aspects relevant for CT1. None of the text within this section shall be transferred directly to any specification unless explicitly stated.

10.1.1
Security for E-UTRA
10.1.1.1
General

Security for the NAS signalling is terminated in the UE and in the MME. The security protection for the NAS signalling includes ciphering and integrity protection.

Security for the user plane, as well as for AS signalling, is terminated in the UE and in the E-UTRAN. 

The keys for NAS signalling security and user plane security are agreed between MME and UE by means of an authentication and key agreement procedure. 

According to the current working assumptions in SA3:

-
the UMTS AKA mechanism will be used for authentication and key agreement between MME and UE. This mechanism achieves mutual authentication by the user and the network. For a description of the UMTS AKA mechanism and its use for UTRA security see 3GPP TS 33.102 [5];

-
for E-UTRA security the UE shall have a UICC inserted and an activated USIM application. E‑UTRA security is based on the existing USIM application.

10.1.1.2
NAS security mode command set-up procedure for E-UTRA

In order to provide NAS signalling security there is a NAS security function in both the UE and the MME that performs integrity/replay protection as well as enciphering/deciphering of NAS signalling messages.

Editor's note: It is FFS whether the NAS security function is an integral part of the NAS protocol layer, a lower sublayer of the NAS protocol layer or a separate protocol layer below the NAS protocol layer.

There are separate security mode command (SMC) set-up procedures for the Access Stratum (AS) between UE and eNodeB and for the Non-Access Stratum (NAS) between UE and MME. The message signalling flow in figure 10.1.1.2.1 shows the NAS security mode command set-up procedure on a high level in case of e.g. power on/attach or tracking area updating.
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Figure 10.1.1.2.1: NAS security mode command set-up procedure for E-UTRA

Editor's note: The exact outline of the NAS security mode command procedure is FFS. It should be studied whether the UMTS AKA and the SMC set-up procedures could be combined in order to save message round trips and to reduce the time for the UE to get access to the system.

Before step 3 the MME selects the NAS ciphering algorithm to be used, based on information on supported NAS algorithms received from both the UE and the eNodeB (appended by S1AP). At that stage the MME also prepares for the receipt of ciphered NAS signalling messages and starts the NAS integrity protection function which applies to the NAS Security Mode Command message in step 3. When this message is received by the UE, the UE starts integrity and ciphering/deciphering. This means that the Security Mode Complete message in step 4 is both integrity protected and ciphered. When the MME receives this message, it starts the ciphering function.

Other functions related to E-UTRA security and the NAS security mode command procedure in particular that need to be considered are, e.g.:

-
NAS encryption/integrity algorithm change at MME relocation (this may need to be handled due to different MMEs being at varying "upgrade" levels);

-
Renewal of NAS ciphering key and NAS integrity key triggered by the network (SQN wraparound or keys been too long in UE);

-
Renewal of entire key hierarchy based on AKA re-run;

-
Activation of new keys (when to start using the new keys); and

-
Detection/repair of NAS ciphering key and NAS integrity key out of synch errors or SQN out of synch errors.

10.1.2
Security for non-3GPP access

10.1.2.1
Security for untrusted non-3GPP access

10.2
Quality of service and bearer control (E-UTRAN only)
Editor's note: This clause will contain a description of QoS and bearer control aspects relevant for CT1. None of the text within this section shall be transferred directly to any specification unless explicitly stated.

10.2.1
EPS bearer concept
The overall EPS bearer concept is described in 3GPP TS 23.401 [2] and 3GPP TS 23.402 [12]. An EPS bearer is a logical aggregate of one or more service data flows (SDFs), described in 3GPP TS 23.203 [3], running between a UE and a PDN GW for S5/S8 based on GTP or running between a UE and a S-GW for S5/S8 based on PMIP. Basically, there are two types of EPS bearers:

-
dedicated bearers

-
default bearers.

A dedicated bearer can either be a GBR bearer or a non-GBR bearer. A default bearer can only be a non-GBR bearer.

The EPS bearer concept for E-UTRA is similar to the PS bearer concept from 3GPP Rel-7. Though, one exception is that the notion of a RAB (radio access bearer) does not exist any longer in case of E-UTRA. For S5/S8 based on GTP-u, there is a one-to-one mapping between a radio bearer (RB), an S1 bearer and an S5/S8 bearer for a specific EPS bearer. For S5/S8 based on PMIP, there is a one-to-one mapping between a radio bearer (RB) and a S1 bearer for a specific EPS bearer.
10.2.2
QoS concept

In Rel-7, the possibility for operator controlled QoS was introduced where the network can initiate bearers for services requiring specific QoS by requesting PDP contexts to be established by the network-initiated secondary PDP context activation procedure. Also, the concept of uplink packet filters was introduced. For Rel-8, the EPC/E-UTRAN QoS profile is simplified to only contain a few number of parameters compared to the current Rel-99 UMTS QoS profile. Depending on the type of service to be supported a suitable QoS profile is chosen. 

Editor's note: Signalling of QoS profiles and signalling for resource (bearer) establishment and resource reservation, including the direction of such signalling procedures, i.e. network initiated or UE initiated, is FFS. 

For an overall description of the EPS QoS concept, refer to 3GPP TS 23.401 [2] and 3GPP TS 23.402 [12].

10.2.3
Bearer level QoS parameters

Each EPS bearer (GBR and non-GBR) is associated with the following bearer level QoS parameters:

-
Label

-
Allocation and Retention Priority (ARP).

Each GBR bearer is associated with the following bearer level QoS parameters:

-
Guaranteed Bit Rate (GBR)

-
Maximum Bit Rate (MBR).

For each PDN connection the set of non-GBR bearers between the UE and this PDN is associated with the following bearer level QoS parameter:

-
Aggregate Maximum Bit Rate (AMBR).

10.3
Session management and bearer control procedures

10.3.1
General
The session management cooperates with the bearer control for the handling of the EPS bearer context(s) and EPS bearer(s) between UE and MME. The procedures for the handling of EPS bearer context(s) and EPS bearer(s) include procedures for activation, deactivation and modification of bearer context(s) or bearer(s). The EPS bearer context can be either a default bearer context or a dedicated bearer context.

A default EPS bearer context is established when the UE connects to a PDN. The default EPS bearer context remains established throughout the lifetime of connection to this PDN. A UE can also request to setup a new default EPS bearer context with an additional PDN by invoking the UE requested PDN connectivity procedure (see subclause 10.3.3.7). This results in another default EPS bearer context being established between the UE and this other PDN.
Editor's note: It is FFS whether a default bearer context can be established (or selected) in other procedure such as handover procedure from legacy network.
A dedicated EPS bearer context can be established to a PDN after the default EPS bearer context has been established. The dedicated EPS bearer context can be modified or released at any time. The establishment of a dedicated EPS bearer context can be initiated by the network.
The UE can request the network to allocate additional EPS bearer resources. The network decides whether to fulfil this request by activating a new dedicated EPS bearer context(s) or EPS bearer(s) or modifying existing ones. The UE uses a linked bearer identity (LBI) to indicate the PDN connection for which the additional bearer resources are requested.
Figure 10.3.1.1 defines two sublayers for a UE supporting E-UTRAN and UTRAN/GERAN:

-
The CM sublayer includes the SM and ESM entities.

-
The MM sublayer includes the GMM and EMM entities.
A UE supporting both E-UTRAN and UTRAN/GERAN needs to support some coordination between the contexts maintained by ESM and SM, i.e. EPS bearer contexts and PDP contexts. For EPS bearer contexts the network provides GERAN/UTRAN specific information to support this coordination (see subclause 9.2.2.1).
'
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Figure 10.3.1.1: Protocol architecture of non-access-stratum supporting E-UTRAN and UTRAN/GERAN, UE side
10.3.2
Session management states
Editor's note: The content of this subclause has been moved to 3GPP TS 24.301 [44]. Therefore this subclause is discontinued and no longer updated. 

10.3.2.1
General
In this subclause the possible states of EPS bearer contexts in the UE and on the network side are described. Each EPS bearer context is associated with an individual state. 

Editor's note: For a UE supporting both E-UTRAN and UTRAN/GERAN the relationship between the ESM state machine described in the following subclauses and the SM state machine described in 3GPP TS 24.008 [4] is FFS. 

10.3.2.2
EPS bearer context states in the UE

10.3.2.2.1
BEARER CONTEXT INACTIVE

No EPS bearer context exists.

10.3.2.2.2
BEARER CONTEXT ACTIVE

The EPS bearer context is active in the UE.

Editor's note: The need for an additional state for the activation of a default EPS bearer context is FFS.

Editor's note: It is FFS how the activation of default EPS bearer context(s) between the UE and multiple PDN GWs can be described by this state machine.

Editor's note: It is FFS how to describe the UE initiated EPS bearer resource allocation by this state machine.
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Figure 10.3.2.2.2.1: The bearer context states in the UE (overview)

10.3.2.3
EPS bearer context states in the network

10.3.2.3.1
BEARER CONTEXT INACTIVE

No EPS bearer context exists.

10.3.2.3.2
BEARER CONTEXT ACTIVE PENDING
The network has initiated an EPS bearer context activation towards the UE.

10.3.2.3.3
BEARER CONTEXT ACTIVE
The EPS bearer context is active in the network.

10.3.2.3.4
BEARER CONTEXT INACTIVE PENDING
The network has initiated an EPS bearer context deactivation towards the UE.

10.3.2.3.5
BEARER CONTEXT MODIFY PENDING
The network has initiated an EPS bearer context modification towards the UE.
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Figure 10.3.2.3.5.1: The bearer context states in the network (overview)

10.3.3
Session management procedures

Editor's note: The content of this subclause has been moved to 3GPP TS 24.301 [44]. Therefore this subclause is discontinued and no longer updated. 

10.3.3.1
General

Unless explicitly stated otherwise, the procedures described in the following subclauses can only be executed whilst a NAS signalling exists between the UE and the MME.

Editor's note: Whether it is necessary to define different messages for the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT and the ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT as well as for the ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT and ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT is FFS.

10.3.3.2
Dedicated bearer context activation procedure

10.3.3.2.1
General

The purpose of the dedicated bearer context activation procedure is to establish an EPS bearer context with specific QoS and TFT between the UE and the EPC. The dedicated EPS bearer context activation procedure is initiated by the network, but may be requested by the UE by means of the UE requested bearer resource allocation procedure (see subclause 10.3.3.5). When initiated by the network, the dedicated bearer context activation procedure can be part of the attach procedure (see subclause 6.2.5.1.4), and if the attach procedure fails, the UE shall consider that the dedicated bearer activation has implicitly failed.
10.3.3.2.2
Dedicated bearer context activation initiated by the network

The MME shall initiate the dedicated bearer context activation procedure by sending an ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message, which is piggybacked in the Radio Bearer Setup Request to the UE, and enter the state BEARER CONTEXT ACTIVE PENDING.

The ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message shall include an EPS bearer identity, an UL TFT, and the linked EPS bearer identity (LBI). The ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message shall also include a procedure transaction identity (PTI), if this procedure was initiated by a UE requested bearer resource allocation procedure (see subclause 10.3.3.5). If the UE supports GERAN or UTRAN or both, as indicated in the UE network capability IE (see subclause 6.2.5.1.2), the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message may also include the corresponding pre‑Rel-8 QoS parameter values of a PDP context according to 3GPP TS 23.401 [2].
NOTE:
The QoS is negotiated on layer 2 when the radio bearer is set up as part of the dedicated EPS bearer context activation procedure.

10.3.3.2.3
Dedicated bearer context activation accepted by the UE

Upon receipt of the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message, the UE shall first check the received UL TFT before taking it into use. Then the UE shall send an ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message, which is piggybacked in the Radio Bearer Setup Response to the MME, and enter the state BEARER CONTEXT ACTIVE. The ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message shall include the EPS bearer identity.

The LBI included in the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message indicates to the UE to which default bearer, IP address and PDN the dedicated bearer is linked.

If the PTI is included in the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message, the UE uses the PTI to identify the UE requested bearer resource allocation procedure to which the dedicated bearer context activation is related (see subclause 10.3.3.5).
The UE shall use the received UL TFT to apply mapping of uplink service data flows (SDFs) to the radio bearer.
Upon receipt of the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message, the MME shall enter the state BEARER CONTEXT ACTIVE.
10.3.3.2.4
Dedicated bearer context activation not accepted by the UE

Upon receipt of the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message, the UE may reject the request from the MME by sending an ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT message. The message shall include the EPS bearer identity and a cause value indicating the reason for rejecting the dedicated EPS bearer context activation request.

If the PTI indicated in the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST does not match with any PTI used in the UE, the UE shall respond with an ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT with the EPS bearer identity associated with this PTI.
Upon receipt of the ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT message in state BEARER CONTEXT ACTIVE PENDING, the MME shall enter the state BEARER CONTEXT INACTIVE and abort the dedicated EPS bearer context activation procedure.

Editor's note: The reject cause values and the actions to be taken are FFS.

10.3.3.3
Dedicated bearer context modification procedure

10.3.3.3.1
General

The purpose of the dedicated bearer context modification procedure is to modify an EPS bearer context with a specific QoS and TFT. The dedicated bearer context modification procedure is initiated by the network in order to either modify the QoS, the TFT, or both.

NOTE:
QoS between EPS and UE is negotiated on layer 2 (S1AP and RRC) and does not affect the ESM entity. This implies that there is only a single NAS procedure for both the dedicated bearer context modification with or without QoS update.

10.3.3.3.2
Dedicated bearer context modification initiated by the network

The MME shall initiate the dedicated bearer context modification procedure by sending a SESSION MANAGEMENT CONFIGURATION REQUEST message to the UE and enter the state BEARER CONTEXT MODIFY PENDING. The message shall include the EPS bearer identity and will be piggybacked in the Radio Bearer Modify Request if the modification updates the QoS or in the Downlink NAS Transport if the modification does not update the QoS.

The SESSION MANAGEMENT CONFIGURATION REQUEST message shall include an EPS bearer identity that identifies the EPS bearer context to be modified and a TFT.

The SESSION MANAGEMENT CONFIGURATION REQUEST message shall include also a procedure transaction identity (PTI), if this procedure was initiated by a UE requested bearer resource allocation procedure (see subclause 10.3.3.5), or a UE requested bearer resource release procedure (see subclause 10.3.3.6).
10.3.3.3.3
Dedicated bearer context modification accepted by the UE

Upon receipt of the SESSION MANAGEMENT CONFIGURATION REQUEST message, the UE shall first check the received TFT before taking it into use and then send a SESSION MANAGEMENT CONFIGURATION ACCEPT message to the MME. The message will be piggybacked in the Radio Bearer Modify Response if the modification updates the QoS or in the Uplink NAS Transport if the modification does not update the QoS.
NOTE: When the UE accepts the dedicated bearer context modification, the radio bearer may be modified with a new QoS.

If the PTI is included in the SESSION MANAGEMENT CONFIGURATION REQUEST message, the UE uses the PTI to identify the UE requested bearer resource allocation procedure (see subclause 10.3.3.5), or the UE requested bearer resource release procedure (see subclause 10.3.3.6) to which the dedicated bearer context modification is related. 
The UE shall use the received TFT to apply mapping of uplink service data flows to the radio bearer.
Upon receipt of the SESSION MANAGEMENT CONFIGURATION ACCEPT message, the MME shall enter the state BEARER CONTEXT ACTIVE.
10.3.3.3.4
Dedicated bearer context modification not accepted by the UE

Upon receipt of the SESSION MANAGEMENT CONFIGURATION REQUEST message, the UE may reject the request from the MME by sending a SESSION MANAGEMENT CONFIGURATION REJECT message to the MME. The message shall include the EPS bearer identity and a cause value indicating the reason for rejecting the dedicated bearer context modification request.

If the PTI indicated in the SESSION MANAGEMENT CONFIGURATION REQUEST does not match with any PTI used in the UE, the UE shall respond with a SESSION MANAGEMENT CONFIGURATION REJECT with the EPS bearer identity associated with this PTI.

Upon receipt of the SESSION MANAGEMENT CONFIGURATION REJECT message in state BEARER CONTEXT MODIFY PENDING, the MME shall enter the state BEARER CONTEXT ACTIVE and abort the dedicated bearer context modification procedure.

Editor's note: The reject cause values and the actions to be taken are FFS.

10.3.3.4
Dedicated bearer context deactivation procedure

10.3.3.4.1
General

The purpose of the dedicated bearer context deactivation procedure is to deactivate a dedicated EPS bearer context. The dedicated bearer context deactivation procedure is initiated by the network.

10.3.3.4.2
Dedicated bearer context deactivation initiated by the network

If a NAS signalling connection exists when the MME initiates the dedicated bearer context deactivation, the ESM entity in the MME shall request the S1AP layer to deactivate the EPS bearer towards the UE by sending a SESSION MANAGEMENT CONFIGURATION REQUEST that includes a Deletion Indicator and the EPS bearer identity. The procedure transaction identity (PTI) shall also be included if the deactivation was a result of a UE initiated bearer resource release. This SESSION MANAGEMENT CONFIGURATION REQUEST to deactivate an EPS bearer context will be piggybacked in the RRC Radio Bearer Release Request message.
Editor's note: The details of the Deletion Indicator are FFS.
If no NAS signalling connection exists when the MME initiates the dedicated bearer context deactivation, the ESM entity in the MME shall locally deactivate the EPS bearer context towards the UE without any peer-to-peer ESM signalling between the MME and the UE.

NOTE:
The EPS bearer context state(s) can be synchronized between the UE and the MME at the next EMM-IDLE to EMM-CONNECTED transition, e.g. during a service request or tracking area updating procedure.

10.3.3.4.3
Dedicated bearer context deactivation accepted by the UE

Upon receipt of the SESSION MANAGEMENT CONFIGURATION REQUEST message that includes a Deletion Indicator, the UE shall delete the EPS bearer context identified by the EPS bearer identity. After deactivating the identified EPS bearer context, the UE shall respond to the MME with the SESSION MANAGEMENT CONFIGURATION ACCEPT including in that message the EPS bearer identity of the EPS bearer context that has been deactivated.

The SESSION MANAGEMENT CONFIGURATION ACCEPT message will be piggybacked in the RRC message Radio Bearer Release Response.

If the EPS bearer identity indicated in the SESSION MANAGEMENT CONFIGURATION REQUEST does not point to an existing EPS bearer context the UE shall respond with a SESSION MANAGEMENT CONFIGURATION ACCEPT with the EPS bearer identity set to the received EPS bearer identity.

Editor's note: It is FFS what action the UE shall take if the PTI indicated in the SESSION MANAGEMENT CONFIGURATION REQUEST does not match with any PTI in use.

10.3.3.5
UE requested bearer resource allocation procedure

10.3.3.5.1
General

The purpose of the UE requested bearer resource allocation procedure is for a UE to request the allocation of bearer resources for new service data flows. If accepted by the network, this procedure invokes either the dedicated EPS bearer context activation procedure or the dedicated EPS bearer context modification procedure.

10.3.3.5.2
UE requested bearer resource allocation procedure initiation

In order to request the allocation of bearer resources for new service data flows, the UE shall send a BEARER RESOURCE ALLOCATION REQUEST message to the MME. This message shall contain the requested QoS characteristics, linked bearer identity (LBI), procedure transaction identity (PTI) and the specific uplink and downlink traffic flow template (TFT).

Editor's note: The SDF QoS parameters to be sent are FFS.

10.3.3.5.3
UE requested bearer resource allocation procedure accepted by the network

Upon receipt of the BEARER RESOURCE ALLOCATION REQUEST message, the MME checks whether the EPS bearer requested by the UE can be established.

If the bearer resource allocation requested is accepted by the network, the MME shall initiate either the dedicated EPS bearer context activation procedure or one of the dedicated EPS bearer context modification procedures.

10.3.3.5.4
UE requested bearer resource allocation procedure not accepted by the network

If the bearer resource allocation requested cannot be accepted by the network, the MME shall send a BEARER RESOURCE ALLOCATION REJECT message to the UE. The message shall contain the PTI and a cause value indicating the reason for rejecting the UE requested bearer resource allocation.

Editor's note: The reject cause values and the actions to be taken are FFS.

10.3.3.6
UE requested bearer resource release procedure

10.3.3.6.1
General

The purpose of the UE requested bearer resource release procedure is for a UE to request the release of bearer resources related to specific service data flows. If accepted by the network, this procedure invokes either the dedicated bearer context deactivation procedure or one of the dedicated bearer context modification procedures.

10.3.3.6.2
UE requested bearer resource release procedure initiation
In order to request the release of bearer resources for specific service data flows, the UE shall send a BEARER RESOURCE RELEASE REQUEST message to the MME. This message shall include the linked bearer identity (LBI), the procedure transaction identity (PTI) and uplink and downlink TFT. The TFT parameter describes the service data flows the UE asks to release the resources for.

10.3.3.6.3
UE requested bearer resource release procedure accepted by the network

Upon receipt of the BEARER RESOURCE RELEASE REQUEST message, the MME checks whether the requested bearer resource can be released.

If the bearer resource release requested is accepted by the network, the MME shall initiate either the dedicated bearer context deactivation procedure or one of the dedicated bearer context modification procedures.

10.3.3.6.4
UE requested bearer resource release procedure not accepted by the network

If the bearer resource release requested cannot be accepted by the network, the MME shall send a BEARER RESOURCE RELEASE REJECT message to the UE. The message shall contain the PTI and a cause value indicating the reason for rejecting the UE requested bearer resource release.

Editor's note: The reject cause values and the actions to be taken are FFS.

10.3.3.7
UE requested PDN connectivity procedure

10.3.3.7.1
General

The purpose of the UE requested PDN connectivity procedure is for a UE to request the setup of a default EPS bearer to an additional PDN in order to allow the UE simultaneous access to multiple PDNs. If accepted by the network, this procedure initiates the establishment of an additional default EPS bearer context.

10.3.3.7.2
UE requested PDN connectivity procedure initiation
In order to request connectivity to an additional PDN, the UE shall send a PDN CONNECTIVITY REQUEST message to the MME. This message shall include the requested APN, the procedure transaction identity (PTI) and, if available, information about the IP address allocation as specified in subclause 5.1.3.

10.3.3.7.3
UE requested PDN connectivity procedure accepted by the network

Upon receipt of the PDN CONNECTIVITY REQUEST message, the MME checks whether connectivity with the requested PDN can be established.

If connectivity with the requested PDN is accepted by the network, the MME shall initiate the establishment of an additional default EPS bearer context by sending a PDN CONNECTIVITY ACCEPT message, which is piggybacked in the Radio Bearer Setup Request to the UE. The message shall contain the EPS bearer identity, the PTI and may contain the allocated PDN address information.

Editor's note: The procedure for the UE to be assigned a PDN address outside the PDN connectivity procedure (e.g. via an IETF-based mechanism) is FFS.

The MME may include a Protocol configuration options IE in the PDN CONNECTIVITY ACCEPT message if the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.

10.3.3.7.4
UE requested PDN connectivity procedure not accepted by the network

If connectivity with the requested PDN cannot be accepted by the network, the MME shall send a PDN CONNECTIVITY REJECT message to the UE. The message shall contain the PTI and a cause value indicating the reason for rejecting the UE requested PDN connectivity.

Editor's note: The reject cause values and the actions to be taken are FFS.

10.3.3.8
UE requested PDN disconnection procedure

10.3.3.8.1
General

The purpose of the UE requested PDN disconnection procedure is for a UE to request disconnection from one PDN. With this procedure, all EPS bearer contexts established towards this PDN, including the default EPS bearer context, are released.

10.3.3.8.2
UE requested PDN disconnection procedure initiation
In order to request PDN disconnection to a PDN, the UE shall send a PDN DISCONNECT REQUEST message to the MME.

10.3.3.8.3
UE requested PDN disconnection procedure accepted by the network

Upon receipt of the PDN DISCONNECT REQUEST message, the MME shall initiate the bearer context deactivation procedure by sending the DEACTIVATE EPS BEARER CONTEXT REQUEST message including the linked EPS bearer identity, the ESM cause set to #36 "regular deactivation".

On reception of DEACTIVATE EPS BEARER CONTEXT ACCEPT message from the UE, the MME releases all the resources reserved for the PDN in the network.
Editor's note: whether the PDN disconnection procedure can be rejected by the network is FFS.

10.3.4
EPS bearer context information

Each established EPS bearer will be described by a set of parameters in both the UE and the MME. This grouping of parameters is referred to as an EPS bearer context.
A PDN context can be defined as a grouping of one default EPS bearer context and zero, one or more dedicated EPS bearer contexts. A UE may have simultaneous connectivity with more than one PDN and thus more than one PDN context, see figure 10.3.4.1.
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Figure 10.3.4.1: Relation between the PDN context and the default/dedicated EPS bearer contexts

The structure and content as well as the relationship between the PDN context and the default and dedicated EPS bearer contexts that are stored in the UE and MME are shown in the following tables.

NOTE:
The tables describing the different types of contexts is not meant to define a specific data structure that has to be implemented by the UE and the MME in exactly that form, but to create a representation of the data that can be used in the further analysis of the EPS bearer concept.

Table 10.3.4.1: PDN context

	Field
	Description

	PDN address(es)
	One IPv4 address and/or one IPv6 prefix assigned to the UE

	APN
	Access point name


Editor's note: Whether the IPv4/IPv6 PDN address(es) need to be part of the PDN context in the MME is FFS.

Table 10.3.4.2: Default EPS bearer context

	Field
	Description

	ESM state
	Session management state

	EPS bearer identity
	EPS bearer identity

	TFT
	Traffic flow template

	QoS
	Quality of service

	PTI
	Procedure transaction identity
(temporary parameter)


Table 10.3.4.3: Dedicated EPS bearer context

	Field
	Description

	ESM state
	Session management state

	EPS bearer identity
	EPS bearer identity

	TFT
	Traffic flow template

	QoS
	Quality of service

	PTI
	Procedure transaction identity
(temporary parameter)

	LBI
	Linked bearer identity


Editor's note: The content in the tables above should not be seen as being complete. Other IEs needed to represent these contexts are FFS.

10.4
NAS signalling transport (E-UTRAN only)
In GPRS, procedures related to GMM, SM and RAB setup are performed independently of each other.

In EPS, in order to reduce the time and number of signalling necessary, there have been enhancements to these signalling flows, e.g. there are impacts on the attach and dedicated EPS bearer establishment procedures compared to GPRS.
For the attach procedure, at least the following messages should be considered for piggybacked transport in the radio bearer messages:

-
Attach Accept (GUTI, etc.);
-
Session Management Configuration (e.g. PDN Address).

For the dedicated EPS bearer establishment procedure, at least the following message should be considered for piggybacked transport in the radio bearer messages:

-
Session Management Configuration (e.g. UL filter).

Editor's note: The lists of procedures and messages for each procedure to be considered for piggybacked transport are not intended to be complete.

10.5
MBMS

Editor's note: This clause will contain a description of MBMS aspects relevant for CT1. None of the text within this section shall be transferred directly to any specification unless explicitly stated.

10.6
SDoUE

Editor's note: This clause will contain a description of the aspects of "Selective disabling of UE capabilities (SDoUE)" relevant for CT1. None of the text within this section shall be transferred directly to any specification unless explicitly stated.

10.7
Network sharing

Editor's note: This clause will contain a description of network sharing aspects relevant for CT1. None of the text within this section shall be transferred directly to any specification unless explicitly stated.

10.8
Charging

Editor's note: This clause will contain a description of charging aspects relevant for CT1. None of the text within this section shall be transferred directly to any specification unless explicitly stated.

10.9
Trace

Editor's note: This clause will contain a description of trace aspects relevant for CT1. None of the text within this section shall be transferred directly to any specification unless explicitly stated.
10.10
Impact on the IM CN subsystem

10.10.1
Impact on 3GPP TS 24.229

New IP-CAN technologies are created, currently identified as EPS, and as new access technologies using mobile IP, for each of which the following will need to be studied and specified:

1)
creation of a new annex within 3GPP TS 24.229 [6] for each new access technology, suitably referenced from subclause 3A and subclause 9.2.2 of 3GPP TS 24.229 [6]. This annex will detail the following (using the same layout as other access technology specific annexes):

-
specific procedures of the access technology signalling relating to access to the IM CN subsystem including:

a)
application of IP flows to signalling and media of the IM CN subsystem, and the creation of those required flows;

NOTE:
If priority mechanisms are required for signalling flows, then these mechanisms will have to be defined elsewhere. 

b)
mechanisms for obtaining the P-CSCF address;

c)
any constraints on modification of IP flows;

d)
any requirements for reestablishment of signalling IP flows;

e)
any requirements for session management procedures;

f)
any requirements for mobility management procedures;

g)
any requirements for cell selection and lack of coverage;

h)
requirements on IP flows for media, including activation, modification by the UE or the network;

i)
any special requirements for forked responses;

-
special provisions for the support of emergency calls in the IM CN subsystem, in particular in regard to allowing the UE to discover whether it is attached to the home network;

-
access technology specific usage of SIP including:

a)
whether the UE includes the P-Access-Network-Info header in requests and responses or not;

b)
how the P-CSCF detects that requests are destined for a PSAP in this specific access technology;

2)
Assignment of new values in the P-Access-Network-Info header field; 

3)
Assignment of appropriate extensions to the access-network-charging-info parameter in the P-Charging-Vector header field;

4)
Whether SigComp applies to this access technology or not;

5)
Whether SIP signalling timer values are modified for this access technology or not.

10.11
Service continuity between E-UTRAN and the CS domain

Editor's note: This subclause will contain a description of the NAS aspects of service continuity between E-UTRAN and the CS domain ("single radio VCC") relevant for CT1.

10.12
Home cell deployments

10.12.1
General

10.12.1.1
Introduction

A home cell deployment is a single eNodeB used in a home or a small group of cells e.g. in a campus deployment. Typically, access to home cells is restricted to particular subscribers.

10.12.1.2
Working assumptions for all home cell deployment options

-
Tracking area update reject messages alone cannot be used to control access to home cells.

-
A UE must be prevented from attempting to access a home cell if the UE is not a member of the home cell.

-
It is not practical to use a forbidden list to control access to home cells because of the need to allow for a very large number of home cells within a single network.

-
A home cell must identify itself as a home cell by broadcasting a one bit flag.
-
UE access to home cells will be controlled by a white list of home cell identifiers stored in the UE.

Editor's note: Subclauses of 10.12 from 10.12.2 onwards contain solution options for home cell deployments, with one self‑contained option per subclause.
10.12.2
Option A

10.12.2.1
Introduction

A closed subscriber group (CSG) area is a tracking area that consists of a cell or group of cells to which access is restricted to a defined group of users. Idle and Active mobility procedures are optimized to avoid UE battery inefficiencies when a UE is not allowed to use a cell.
NOTE:
A CSG is not limited to the deployment of a single cell in a home, it can also be a campus deployment of multiple cells.
10.12.2.2
Definitions related to CSGs

Allowed CSGs List: A list stored in the UE of TAIs that belong to CSG cells. A UE is able to access only those CSG cells that have a TAI in this list.
Closed Subscriber Group (CSG) area: A collection of one or more cells that have a common TAI and indicate that they are closed, i.e. CSG cells.

CSG area identity: The identifier of a Closed Subscriber Group. For Option A, the CSG area identity is the TAI of the CSG cell(s).

Current Registration Area: an area represented by the cells identified by the Mobility List stored in the UE.

Mobility List: A list stored in the UE of TAIs that belong to tracking areas and CSG cells that the UE can access without performing a tracking area updating procedure.
10.12.2.3
Abbreviations related to CSGs 

CSG
Closed Subscriber Group

10.12.2.4
Impact of CSGs on Registration Areas in the EPS 

Within the EPS, a registration area is defined as a list of tracking areas and each of these tracking areas consists of one or more cells that cover a geographical area. A single cell can only belong to a single tracking area or a single Closed Subscriber Group (CSG). Tracking areas cannot overlap each other. CSGs cannot overlap each other. Within the EPS, the concept of "registration to multiple tracking areas" applies:

-
A TAI or closed subscriber group identifier is broadcast in a cell, and in both cases is identified by a TAC and a PLMN identifier. In case of a shared network, a single TAC and multiple PLMN identifiers are broadcast.
-
An indication is broadcast on each cell indicating whether the TAI is an identity of a tracking area or of a closed subscriber group.

Editor's note: The structure and coding of the TAI is FFS.

-
In order to reduce the tracking area update signalling within the EPS, the MME can assign several tracking areas and CSGs to the UE.
-
The EPC may indicate to the UE the identities of the CSGs to which it is subscribed. The UE shall treat all CSG cells where the UE does not belong to the associated CSG as though they are NOT a suitable cell as defined in 3GPP TS 23.122 [22].
Editor's note: To help with battery efficiency, the decision on what CSG TAs to provide to the UE could be based on the proximity of the UE to a subscribed CSG. Whether the UE location influences the provided CSG TAs is FFS.

-
The working assumption is that the allowed CSG list shall be stored in the UICC and, as an implementation option, can be stored additionally in the ME. If stored in the ME, when the ME detects that the UICC has been changed, the CSG list will be deleted from the ME.

Editor's note: for the decision where to store the allowed CSG list the following points should be taken into account:
-

how quickly CSG cells must be found at power on; 

-
whether it is required to maintain the list when moving the UICC between terminals; 

-
whether EPS requires other modification of the UICC; and

-
the number of entries there will be in a white list.

-
At switch-on the UE searches for a suitable cell in the manner described in 23.122 [22] and 25.304 [29]. This could result in the UE getting onto a TA of CSG cells correspond to the CSG list stored in the UICC or in the ME. Otherwise by cell reselection procedures, the UE can be manoeuvred to get onto TAs of CSG cells of its CSG list.
Editor's note: The manner by which the UE can be persuaded to perform cell reselection or be manoeuvred onto CSG TAs when and if CSG TAs are available is a cell selection/reselection is FFS, but this matter is the responsibility of RAN2 and not within the remit of CT1.

-
The MME may as part of Attach and/or TAU procedures provide the UE with a TAI (or TAIs) identifying a CSG or non-CSG tracking area. If the TAI is a CSG area identity, the UE shall add this identity to the Allowed CSGs List.

-
The UE considers itself registered to a list of tracking areas stored in its Mobility List and does not need to trigger tracking area update other than periodic tracking area update as long as it stays in the Current Registration Area i.e. a cell that has one of the TAIs in the Mobility List stored in the UE.
-
The MME shall indicate to the UE whether or not a CSG to which the UE is subscribed belongs to the Current Registration Area assigned to the UE, and if it does the UE shall add this identity to its Mobility List, and the UE shall not trigger tracking area update when entering the CSG.

Editor's note: the maximum number of tracking areas and CSGs which can be allocated per UE needs to be defined.

-
The MME shall derive the CSG TAI from the Cell Global ID of the serving cell included in the message containing the service request received from the eNodeB (e.g. S1AP Initial UE message). The MME shall check if the CSG TAI belongs to the ones subscribed by the UE. If the CSG TAI doesn't match with the subscribed ones, then the MME shall reject the network access initiated by the UE. 

Editor's note: For this purpose, the definition of a new reject cause for the service request procedure should be investigated.

-
The NAS may use the CSG TAI, extracted from the message received by the eNodeB carrying the service request message (e.g. S1AP Initial UE message), for charging purposes.

Editor's note: the maximum number of tracking areas and CSGs which can be allocated per UE needs to be defined.

-
The UE will consider its Mobility List as valid, until it receives a new list from the network (e.g. in the next normal tracking area update or periodic tracking area update or it is commanded by the network to delete the Mobility List). If the tracking area update request is accepted, the MME shall provide at least one entry in the Mobility List.
-
The UE will consider its Allowed CSGs List as valid until it receives a new list from the network (e.g. in the next normal tracking area update or periodic tracking area update) or it is commanded by the network to delete all TACs in the Allowed CSGs List.

Editor's note: Whether the UE will be provide the CSG TAI list solely by EMM procedures or by some other means is FFS.

-
The MME allocates only one temporary identity (GUTI) to the UE, even if the UE has more than one TAI in its Mobility List.
-
When necessary, the MME shall initiate paging of the UE in all cells of all tracking areas and all CSG area identities in the Current Registration Area. Cells having the same CSG area identity must be part of the same MME pool.

10.12.2.5
Option A open issues for tracking area update procedure

1)
First time access to a CSG may require a forced tracking area update. The UE and network impact of this needs to be studied and reflected in the specifications, e.g. UE MMI dependencies, and limiting the frequency of forced updates.

2)
Forbidden lists are cleared at power down. CT1 should decide whether the Allowed CSG List is to be cleared at power down. One possibility is to keep only the CSGs that are also in the Mobility List.
3)
CT1 should decide whether the same solution applies to single-cell home and multiple-cell campus deployments.

4)
It must be possible for subscribers to control whether they are added to a closed subscriber group.

10.12.2.6
Option A open issues for service request procedure

1)
The signalling sent by the eNodeB to the MME tunnelling the service request procedure shall contain the Cell Global ID of the cell where the UE is trying to start a service request procedure.

2)
The MME shall be able to check the CSG TAI received with the service request message with the subscribed CSG TAIs.

3)
In case the access list is changed (e.g. due to subscription change), the procedure needed to align the access lists contained in the MME and in the UE is FFS.

10.12.3
Option B

10.12.3.1
Introduction

A Closed Subscriber Group (CSG) consists of a cell or group of cells to which access is restricted to a defined group of users. Idle and Active mobility procedures are optimized to avoid UE battery inefficiencies when a UE is not allowed to use a cell.

NOTE:
A CSG is not limited to the deployment of a single cell in a home; it can also be, for example, a campus or office building area deployment of multiple cells.

10.12.3.2
Definitions related to CSGs

Closed Subscriber Group (CSG) area: A collection of one or more cells that have a common TAI. A tracking area either contains only CSG cells or only macro cells. Several CSGs can use the same TAI.
CSG cell area identity: The identity of a CSG cell which consists of a TAI plus cell identity code.

Allowed CSGs list: A list stored in the UE of CSG cell area identity that belong to CSG cells. A UE is able to access only those CSG cells which have CSG cell area identities in this list.

10.12.3.3
Abbreviations related to CSGs 

CSG
Closed Subscriber Group

10.12.3.4
Impact of CSGs on Registration Areas in the EPS 

Within the EPS, a registration area is defined as a set of tracking areas and each of these tracking areas consists of one or more cells that cover a geographical area. A single cell can only belong to a single tracking area or a single Closed Subscriber Group (CSG). Tracking areas cannot overlap each other. CSG areas cannot overlap each other. Within the EPS, the concept of "registration to multiple tracking areas" applies:

-
A TAI and cell identity is broadcast in a cell. The TAI is identified by a PLMN identifier and a TAC. The CSG cell area identity consists of a TAI plus a cell identity code. In case of a shared network, a single TAC and cell identity and multiple PLMN identifiers are broadcast.

-
An indication is broadcast on each cell indicating whether the cell belongs to a closed subscriber group or not. 

-
In order to reduce the tracking area update signalling within the EPS, the MME can assign several tracking areas to the UE by means of the TAI list (see subclause 5.1.1.1).

-
The UE considers itself registered to a list of tracking areas stored and does not need to trigger tracking area update other than periodic tracking area update as long as it stays in the current registration area, i.e. a cell that has one of the TAIs in the TAI list stored in the UE (see subclause 5.1.1.1).

-
The MME may indicate to the UE the identities of the CSGs to which it is subscribed. The UE shall treat all CSG cells where the UE does not belong to the associated CSG as though they are NOT a suitable cell as defined in 3GPP TS 23.122 [22]. However, the UE is anyhow allowed to camp on restricted CSG cell (limited service state) so that emergency calls can be made as defined in 3GPP TS 23.122 [22].

-
The MME may provide the UE with a list of allowed CSG cells (Allowed CSGs list) in, for example, a similar way as today’s Equivalent PLMN list or the TAI list (e.g., acceptance message of the attach/tracking area updating procedures).

Editor's note: the maximum number of CSG cells which can be allocated per UE needs to be defined.

-
The UE will store the Allowed CSGs list either in the ME or in the USIM and it will consider its Allowed CSGs list as valid until it receives a new list in the next EMM procedure or it is commanded by the network to delete all entries in the Allowed CSGs list.

-
A new NAS cause value, instead of forbidden TAI, may be used when a UE attempts to access a restricted cell. An eNodeB, which belongs to a CSG area, sends the CSG cell area identity, i.e., TAI plus (parts of) cell identity, to the MME whenever authorization needs to be checked in the MME. This may also be used for charging purposes. 

-
On receipt of a new cause value the UE removes CSG cell area identity (outdated information) from the stored Allowed GSGs list. This prevents non-allowed UEs from accessing cells indicated as restricted.

-
Other alternative than a new NAS for case of erroneous access attempt to CSG cells may be the use of the service request procedure that allows to check the CSG cell area identity towards the user subscription. In case, the CSG cell area identity and the user subscription do not match, the MME rejects the service request procedure. 

-
When necessary, the MME shall initiate paging of the UE in all cells of all tracking areas and all CSG areas in the current registration area. Cells that belong to a CSG area must be part of the same MME pool.

10.12.3.5
Option B open issues for tracking area update procedure

1)
It should be decided whether the Allowed CSG List is to be cleared at power down, is stored in the ME or  USIM and in which way would be distributed to the UE.

Editor's note: The working assumption is that the allowed CSGs list shall be stored in the USIM and, as an implementation option, can be stored additionally in the ME. If the allowed CSGs list is stored and the ME detects that the USIM has been changed, the allowed CSGs list will be deleted from the ME. 

2)
It should be decided whether a new cause value or the service request procedure are used for preventing erroneous access attempts to CSG cells.

3)
It must be possible for subscribers to control whether they are added to a CSG.

10.13
Access Control

Editor's note: This clause will contain a description of access control aspects relevant for CT1. None of the text within this section shall be transferred directly to any specification unless explicitly stated.

10.13.1
General

Due to problems in certain areas, network operators may decide to restrict access from some UEs (e.g., in case of congestion). In the case that a network operator decides to restrict access they may as an option allow restricted UEs to respond to paging messages and/or to perform location registrations.
10.13.2
Access Control

At subscription one or more access control classes are allocated to the subscriber and stored in the USIM. The information providing all authorized classes is broadcast as system information (together with a bit indicating whether emergency calls may be made). This information is modified dynamically and therefore the UE has to check the system information before each attempt to access. (See 3GPP TS 36.331 [16] and 3GPP TS 36.304 [29].)
When the UE sends an initial access message, the UE may access the network if Access Class stored in the USIM does not match the broadcasted SIB(Access Class Barred List). The UE may not access to the network if Access Class stored in the USIM matches the broadcasted SIB(Access Class Barred List).
10.13.3
Paging Permission with Access Control (PPAC)

11
Decisions on the organization of normative specifications

Editor's note: This clause will contain the agreed conclusions about the creation of new Technical Specifications and the respective scope.

11.1
Specification work for 3GPP access

CT1 has reached the following agreements with regard to the specification work for 3GPP access:

1.
A new TS is started for the specification work of EMM and ESM.

2.
New protocol discriminators are allocated for the EMM and ESM protocols. 

3.
Both EMM and ESM re-use the 3GPP TS 24.007 [36] common protocol element structure. For ESM, necessary enhancements of the transaction model due to the introduction of the procedure transaction identifier will be investigated.

4.
Both EMM and ESM re-use the 3GPP TS 24.007 [36] and the 3GPP TS 24.008 [4] clause 8 handling of erroneous and unforeseen data.

5.
EMM and ESM re-use some of the information element definitions given by 3GPP TS 24.007 [36] and 3GPP TS 24.008 [4].

Some of the reasons for the above agreements are the fact that according to the network architecture, the terminating entity for the GMM and SM protocols is the SGSN on the network side, whereas the terminating entity for the EMM and ESM protocols is the MME. Both entities can be implemented on different physical nodes. Also, procedures for EMM and ESM differ from the ones specified for GMM and SM, though some of them show similarities. Several new identifiers have been introduced for EMM and ESM, different from the ones specified for GMM and SM. The identifiers are part of mandatory parts of messages and contexts stored in both network and terminal. Furthermore, re-using existing information element definitions by different specifications already exists in 3GPP and is done by means of references rather than duplicating specification text. It is also noted that the current L3 message structure has already been implemented, and therefore the message handling rules can to some degree be shared if EMM and ESM re-use the existing PDU encoding mechanism.

The aspects of EPS related to 3GPP accesses will be documented in different Technical Specifications:

-
3GPP TS 24.xyz on NAS protocol for the EPS; stage 3. This TS will be the stage 3 part of 3GPP TS 23.401 [2] and cover protocols for mobility management, session management, and control of NAS security. Furthermore, the TS would provide support of inter-system mobility between; E-UTRAN and GERAN/UTRAN, E-UTRAN and cdma2000, and E-UTRAN and generic non-3GPP access.

-
3GPP TS 23.122 [22] on Non-Access-Stratum functions related to Mobile Station (MS) in idle mode. This existing TS will include enhancements of PLMN selection procedures to support access technology E‑UTRA.

-
3GPP TS 24.008 [4] on Radio Interface Layer 3 specification; Core Network Protocols; stage 3. This existing TS will be modify to accommodate support of inter-system mobility between E-UTRAN and GERAN/UTRAN (impact on mobility management, session management, and security).

-
3GPP TS 24.007 [36] on Mobile radio interface signalling layer 3; General aspects. This existing TS will provide a description of new protocol principles (e.g. identifier for parallel session management transactions).

-
3GPP TS 24.305 [37] on Selective Disabling of 3GPP User Equipment Capabilities (SDoUE); Management Object (MO). This existing TS would include selective disabling of UE (SDoUE) for EPS procedures.
-
3GPP TS 27.007 [38] on AT command set for User Equipment (UE). This existing TS will provide support of E-UTRA in existing or new AT commands.

11.2
Specification work for non-3GPP access

The aspects of EPS related to non-3GPP access will be documented in three different Technical Specifications:

-
3GPP TS 24.hkl on access to EPC via non-3GPP access. This TS will cover the network selection procedures for non-3GPP access, the network selection procedures between 3GPP and non-3GPP access, the authentication and tunnel management procedures with trusted/untrusted networks, IP mobility mode selection, and, more in general, any procedure associated with accessing the EPC via non-3GPP accesses until the UE has gained IP connectivity.
-
3GPP TS 24.abc on Dual-Stack Mobile IPv6. This TS will provide the specification of the procedures used via the S2c reference point and other related procedures, such as the home agent address discovery.

NOTE:
Taking subclause 6.3 of 3GPP TS 23.402 [12] as a reference, the messages in the scope of 3GPP TS 24.abc will be those in step 4, 5 and 7. Messages before step 4 are independent of DSMIPv6 and therefore will not be documented in 3GPP TS 24.abc. The same applies to the untrusted non-3GPP access; in subclause 7.3 of 3GPP TS 23.402 [12] steps 4, 5 and 6 will be specified in 3GPP TS 24.abc.

-
3GPP TS 24.efg on Mobile IPv4, UE to FA protocol. This TS will provide the specification of the exchange between the UE and the FA when Mobile IPv4 is used to access trusted non-3GPP networks. 

The reason for structuring the procedures in this way is that the protocols DSMIPv6 and MIPv4 FA mode are independent of the specific underlying non-3GPP access network, and also the network entities terminating these protocols – home agent/PDN-GW for DSMIPv6, foreign agent for MIPv4 FA mode, and ePDG for trusted non-3GPP access – are logically independent of each other.

Based on this document plan, 3GPP TS 24.234 [14] will not include any EPS aspects as the topics related to untrusted non-3GPP accesses will be covered in 3GPP TS 24.hkl.
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