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Foreword
[bookmark: spectype3]This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc86042547][bookmark: _Toc86043104][bookmark: _Toc94387839]Introduction
[bookmark: scope][bookmark: _Toc86042548][bookmark: _Toc86043105][bookmark: _Toc94387840]
1	Scope
The present document specifies protocols for supporting MSGin5G services as specified in 3GPP TS 23.554 [2] for:
1.	communication between the MSGin5G UE and the MSGin5G Server over the MSGin5G-1 interface.
2.	communication between the MSGin5G UE unconstrained device and gateway MSGin5G UE over the MSGin5G-5 and MSGin5G-6 interfaces.
The present specification defines the usage and interactions of the MSGin5G Service with SEAL services.
The present specification defines the usage of the necessary 5GC Network Capabilities, e.g. device triggering.
The present specification also defines the message format, message contents, error handling and system parameters applied by the protocols for the MSGin5G Service.
[bookmark: references][bookmark: _Toc86042549][bookmark: _Toc86043106][bookmark: _Toc94387841]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.554: "Application architecture for MSGin5G Service; Stage 2;".
[3]	3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals".
[4] 	IETF RFC 7641: "Observing Resources in the Constrained Application Protocol (CoAP)".
[5] 	IETF RFC 7252: "The Constrained Application Protocol (CoAP)".
[6] 	3GPP TS 24.546: "Configuration management - Service Enabler Architecture Layer for Verticals (SEAL); Protocol specification".
[7] 	3GPP TS 29.538: "Enabling MSGin5G Service; Application Programming Interfaces (API) specification; Stage 3".
[8]	JSON Schema: " JSON Schema Draft-07", http://json-schema.org/specification.html
…
[x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[bookmark: definitions][bookmark: _Toc86042550][bookmark: _Toc86043107][bookmark: _Toc94387842]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc86042551][bookmark: _Toc86043108][bookmark: _Toc94387843]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc86042552][bookmark: _Toc86043109][bookmark: _Toc94387844]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc86042553][bookmark: _Toc86043110][bookmark: _Toc94387845]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
CAPIF	Common API Framework for northbound APIs
[bookmark: OLE_LINK41]MSG-C	MSGin5G Client
MSG-S	MSGin5G Server
NIDD	Non IP Data Delivery
SEAL	Service Enabler Architecture Layer for Verticals

[bookmark: _Toc86042554][bookmark: _Toc86043111][bookmark: _Toc94387846]4. General description
The MSGin5G Service (message service for MIoT over 5G System) is basically designed and optimized for massive IoT device communication including thing-to-thing communication and person-to-thing communication. The MSGin5G Service provides messaging communication capability in 5GS including the following message communication models:
1.	Point-to-Point message;
2.	Application-to-Point message/ Point-to-Application message;
3.	Group message;
4,	Broadcast message.
The MSGin5G Service support the message exchanging between the following UE types: 
1.	MSGin5G UE: 
1)	light weight constrained devices (e.g. sensors, actuators) and
2)	unconstrained devices with advanced capabilities (e.g. washing machine, micro-ovens). 
2.	Legacy 3GPP UE.
3.	Non-3GPP UE.
The MSGin5G Client contained in the MSGin5G UE communicates with the MSGin5G Server over the MSGin5G-1 interface (see 3GPP TS 23.554 [2]). CoAP specified in IETF RFC 7252 [5] is used as the basic transport protocol of MSGin5G service in this reference point MSGin5G-1 and shall be supported by the MSGin5G Client and MSGin5G Server. 
An MSGin5G UE-1 may be constrained devices which do not have enough capability to communicate with MSGin5G Server. If allowed by configuration, an unconstrained device MSGin5G UE-2 may act as a UE Message Gateway to MSGin5G UE-1. In this scenario, the MSGin5G UE-1 communicates with the MSGin5G UE-2 over the MSGin5G-5 and/or MSGin5G-6 interfaces (see 3GPP TS 23.554 [2]).
Additionally, the MSGin5G Client(s) may interacts with SEAL Clients over the SEAL-C reference point specified for each SEAL service as specified in 3GPP TS 23.434 [3]. The MSGin5G Server(s) may interacts with SEAL Servers over the SEAL-S reference point specified for each SEAL service as specified in 3GPP TS 23.434 [3]. The interaction between a SEAL Client and the corresponding SEAL Server is supported by SEAL-UU reference point specified for each SEAL service as specified in 3GPP TS 23.434 [3]. 
By means of using the MSGin5G-1 interface, the following aspects can be provided:
1.	MSGin5G UE registration and de-registration towards the MSGin5G Server;
2.	MSGin5G message delivery and MSGin5G message delivery status report;
3.	Messaging Topic Subscription; and
4.	usage of Network Capabilities, e.g. UE reachability status monitoring and device triggering.
By means of using the MSGin5G-5 and/or MSGin5G-6 interfaces, the following aspects can be provided:
1.	Constrained device registration and de-registration towards the MSGin5G Server by using gateway MSGin5G UE.
2.	The exchanging of MSGin5G message and MSGin5G message delivery status report between constrained device and MSGin5G Server by using gateway MSGin5G UE.
[bookmark: _Toc25305665][bookmark: _Toc26190241][bookmark: _Toc26190834][bookmark: _Toc34062138][bookmark: _Toc34394579][bookmark: _Toc45274383][bookmark: _Toc51932922][bookmark: _Toc58513649][bookmark: _Toc59205301][bookmark: _Toc86042555][bookmark: _Toc86043112][bookmark: _Toc94387847]5	Functional entities
[bookmark: _Toc86042556][bookmark: _Toc86043113][bookmark: _Toc94387848]5.1	MSGin5G Client
An MSGin5G Client acts as client-side functionality for MSGin5G UE configuration, registration and message delivery.
The functionalities of MSGin5G Client include:
-	supporting registration to an MSGin5G Server;
-	supporting configuration required to use MSGin5G Service;
-	constructing MSGin5G message when requested by an Application Client;
-	delivering MSGin5G message payload to the targeted Application Client; and
-	exchanging MSGin5G messages with an MSGin5G Server.
[bookmark: _Toc86042557][bookmark: _Toc86043114][bookmark: _Toc94387849]5.2	MSGin5G Server
An MSGin5G Server functional entity provides server-side functionality for configuration, registration and message delivery.
[bookmark: OLE_LINK19][bookmark: OLE_LINK20]The following functionalities of MSGin5G Server need to be considered in current document:
[bookmark: OLE_LINK23][bookmark: OLE_LINK24]-	exchanging MSGin5G messages with MSGin5G Client;
[bookmark: OLE_LINK71][bookmark: OLE_LINK75]-	routing MSGin5G messages based on UE Service ID;
-	supporting transport level protocol selection and conversion for exchanging MSGin5G messages with MSGin5G UE;
-	to resolve the MSGin5G Group Service ID to determine the members of the Group specified in 3GPP TS 23.434 [3];
-	supporting MSGin5G message segmentation according to service provider's policy;
-	supporting MSGin5G UE configuration procedures as specified in TS 23.434 [3] or communicating with the SEAL Configuration Management Server to provide MSGin5G configuration data on a UE to be ready for the MSGin5G Service; and
-	managing MSGin5G UE information related to the MSGin5G Service, such as MSGin5G Client availability.
[bookmark: clause4][bookmark: _Toc86042558][bookmark: _Toc86043115][bookmark: _Toc94387850]6	MSGin5G Procedures
[bookmark: _Toc86042559][bookmark: _Toc86043116][bookmark: _Toc94387851]6.1	General

[bookmark: _Toc86042560][bookmark: _Toc86043117][bookmark: _Toc94387852]6.2	Configuration
[bookmark: _Toc86042561][bookmark: _Toc86043118][bookmark: _Toc94387853]6.2.1	MSGin5G UE Configuration
[bookmark: _Toc94387854]6.2.1.1	General
MSGin5G UE Configuration is based on the Configuration management functionality specified in TS 23.434 [3] and TS 24.546 [6].
[bookmark: _Toc86042562][bookmark: _Toc86043119][bookmark: _Toc94387855]6.2.1.2	Procedure at MSGin5G Client
The MSGin5G UE should support the Configuration management client functionality as specified in 3GPP TS 23.546 [6] in or outside the MSGin5G Client. The configuration management client may be collocated with MSGin5G Client or it can be separate as per 3GPP TS 23.554 [2].
If the Configuration management client function is not collocated with the MSGin5G Client, the MSGin5G Client should use SEAL-C interface to interact with Configuration management client function for MSGin5G UE configuration.
The MSGin5G UE configuration procedures at the Configuration management client function areis based on the procedures in clause  6.2.3.1 of 3GPP TS 24.546 [6], in the procedures:
a)	the Configuration management client function on the MSGin5G UE acts as SCM-C;
b)	the Configuration management server function at the server-side acts as SCM-S;
c)	in the Request-URI, the "XCAP Root" is the URI of Configuration management server function;
d)	in the Request-URI, the "auid" is the unique service identifier of MSGin5G service; and
e)	the parameters serialized into a JavaScript Object Notation (JSON) structure includes:
1)	MSGin5G UE ID as specified in 3GPP TS 23.554 [2]; and
2)	optionally, other related information (e.g. device type, device vendor, etc).
Upon receiving the requested MSGin5G UE configuration data, the Configuration management client function shall submit the configuration data to MSGin5G Client by SEAL-C interface. The MSGin5G Client shall store the configuration data, including MSGin5G UE Service ID, the address of MSGin5G Server and other available MSGin5G Service specific informations.
The corresponding JSON Schema used in step e) is defined in 7.3.2.1.
[bookmark: _Toc86042563][bookmark: _Toc86043120][bookmark: _Toc94387856]6.2.1.3	Procedure at MSGin5G Server
The Configuration management server functionality as specified in 3GPP TS 23.546 [6] may be collocated with MSGin5G Server or it can be separate as per 3GPP TS 23.554 [2].
The MSGin5G UE configuration procedures at the Configuration management server function is based on the procedures in clause  6.2.3.2 of 3GPP TS 24.546 [6], in the procedures, the configuration management server function act as SCM-S.
[bookmark: _Toc86042564][bookmark: _Toc86043121][bookmark: _Toc94387857]6.2.2	Constrained device Configuration
This clause covers the procedures in MSGin5G-5 and/or MSGin5G-6. 
[bookmark: _Toc86042565][bookmark: _Toc86043122][bookmark: _Toc94387858]6.2.2.1	Procedure at Gateway MSGin5G UE

[bookmark: _Toc86042566][bookmark: _Toc86043123][bookmark: _Toc94387859]6.2.2.2	Procedure at Constrained device

[bookmark: _Toc86042567][bookmark: _Toc86043124][bookmark: _Toc94387860]6.3	Registration
Authentication procedures may be added to this clause. 
[bookmark: _Toc86042568][bookmark: _Toc86043125][bookmark: _Toc94387861]6.3.1	MSGin5G UE Registration
This clause covers the procedures in MSGin5G-1. 
[bookmark: _Toc86042569][bookmark: _Toc86043126][bookmark: _Toc94387862]6.3.1.1	Procedure at MSGin5G Client
[bookmark: _Toc86042570][bookmark: _Toc86043127][bookmark: _Toc94387863]6.3.1.1.1	MSGin5G UE registration
After the MSGin5G UE receives the UE Service ID, in order to register MSGin5G UE to the MSGin5G Server, the MSGin5G Client shall send a CoAP POST request message to the MSGin5G Server to according to procedures specified in IETF RFC 7252 [5]. In the CoAP POST request message, the MSGin5G Client:
a)	shall set the "T" field in the CoAP header to 0 to indicate acknowledge message required;
b)	shall include the MSGin5G Server address in the Option header of the CoAP POST requestmessage and set the Option header to a corresponding value, e.g. if the MSGin5G Server address is a URI, the Uri-Path Option is set to the value of such URI;
c)	shall set the "Content-Format" element to "50" to indicate the format of the CoAP payload is "application/json"; and
d)	shall include the following information elements in the CoAP payload encoded in JSON formatin the MSGin5G registration request:
1)	the "MSGin5G service identifier" element to indicate that this CoAP POST request is used for MSGin5G service;
2)	the "Message Type" element to indicate that the CoAP POST request is used fora registration message;
23)	the "UE Service ID" element to indicate the MSGin5G UE initiating registration procedure;
34)	the "UE Credential Information" element to indicate the authentication type and related information; and
Editor's note:	The details of authentication type and related information are FFS.
45)	optionally, the "MSGin5G Client Profile" element to include a set of parameters describing the MSGin5G Client. This element may include the "MSGin5G Client Triggering Information" element and the "MSGin5G Client Communication Availability" element. The "MSGin5G Client Triggering Information" element shall include the "MSGin5G UE ID" element to indicate the MSGin5G UE hosting the MSGin5G Client and the "MSGin5G Client Ports" element to indicate that the MSGin5G Client listens on for device triggers from the MSGin5G Server; and.
5)	optionally, Tthe "MSGin5G Client Communication Availability" element to informs the MSGin5G Server whether the client has a specific application-level schedule/periodicity to its MSGin5G communications, which may be used in conjunction with UE reachability monitoring to determine whether and when MSGin5G communications are attempted. This element:
i)	shall include the "Scheduled communication time" element to indicate the time when the UE becomes available for communication;
ii)	shall include the "Communication duration time" element to indicate the duration time of periodic communication;
iii)	may include the "Periodic communication indicator" element to identify whether the client communicates periodically or not;
iv)	shall include the "Periodic communication interval" element to indicate the interval Time of periodic communication in case of periodic communications if "Periodic communication indicator" element is included;
v)	may include the "Data size indication" element to indicate the expected data size to be exchanged during the communication duration; and
vi)	may include the "Store and forward option" element to indicate the UE does not request store and forward services for incoming MSGin5G requests.
[bookmark: _Toc86042571][bookmark: _Toc86043128][bookmark: _Toc94387864]6.3.1.1.2	MSGin5G UE de-registration
[bookmark: _GoBack]The MSGin5G Client initiates an CoAP POST request message to de-register from the MSGin5G Server. In the CoAP POST request message, the MSGin5G Client:
a)	shall set the "T" field in the CoAP header to 0 to indicate acknowledge message required;
b)	shall include the MSGin5G Server address in the Option header of the CoAP POST request message and set the Option header to a corresponding value, e.g. if the MSGin5G Server address is a URI, the Uri-Path Option is set to the value of such URI;
c)	shall set the "Content Format" element to "50" to indicate the format of the CoAP payload is "application/json"; and
d)	shall includes the following information elements encoded in JSON format in the CoAP payload in the MSGin5G de-registration request:
1)	the "MSGin5G service identifier" element to indicate that this CoAP POST request is used for MSGin5G service;
2)	the "Message Type" element that the CoAP POST request is used forto indicate a de-registration message;
23)	the "UE Service ID" element to indicate the MSGin5G UE initiating de-registration procedure; and
34)	the "UE Credential Information" element to indicate the authentication type and related information.
Editor's note:	The details of authentication type and related information are FFS.
[bookmark: _Toc86042572][bookmark: _Toc86043129][bookmark: _Toc94387865]6.3.1.2	Procedure at MSGin5G Server
[bookmark: _Toc86042573][bookmark: _Toc86043130][bookmark: _Toc94387866]6.3.1.2.1	MSGin5G UE registration
Upon reception of the CoAP POST request containing MSGin5G service identifier indicating that the received request is for MSGin5G service and Message Type indicating that the received request is for registration message carried by the CoAP POST request message, the MSGin5G Server shall verifies the security credentials according to "UE Credential Information" element. After a successful verification, the MSGin5G Server:
a)	shall store the UE Service ID included in bullet 2) and the MSGin5G Client Profile information included in the received CoAP POST requestbullet 4) and 5) as specified in subclause 6.3.1.1.1; and
b)	shall generate a CoAP 2.01 (Created) response or CoAP 2.04 (Change) response including the following parameters:
1)	the CoAP "Message ID" element and the "Token" element with the same values with those in the CoAP POST request message for registration;
2)	optionally, the MSGin5G Client address in the Option header of the CoAP response message and set the Option header to a corresponding value, if it is provided in the payload of CoAP POST request message; and
3)	the "Content-Format" element with "50" to indicate the format of the CoAP payload is "application/json" and the CoAP payload including:
i)	the "UE Service ID" element to indicate the MSGin5G UE initiating registration procedure; and
ii)	the "Registration result" element to indicate whether the registration is success or failure.
Editor's note:	How to verify the security credentials is FFS.
[bookmark: _Toc86042574][bookmark: _Toc86043131][bookmark: _Toc94387867]6.3.1.2.2	MSGin5G UE de-registration
Upon reception of the CoAP POST request containing MSGin5G service identifier indicating that the received request is for MSGin5G service and Message Type indicating that the received request is for deregistration message carried by the CoAP POST request message from an MSGin5G UE, the MSGin5G Server shall verifies the security credentials according to "UE Credential Information" element. After a successful verification, the MSGin5G Server:
a)	shall delete the registration information of the MSGin5G UE and any applicable MSGin5G Client Profile information that it has stored; and
b)	shall generate a CoAP 2.04 (Change) response including the following parameters:
1)	the CoAP "Message ID" element and the "Token" element with the same values with those in the CoAP POST request message for deregistration;
2)	optionally, the MSGin5G Client address in the Option header of the CoAP response message and set the Option header to a corresponding value, if it is provided in the payload of CoAP POST request message; and
3)	the "Content-Format" element with "50" to indicate the format of the CoAP payload is "application/json" and the CoAP payload including:
i)	the "UE Service ID" element to indicate the MSGin5G UE initiating de-registration procedure; and
ii)	the "De-registration result" element to indicate whether the registration is success or failure.
Editor's note:	How to verify the security credentials is FFS.
[bookmark: _Toc86042575][bookmark: _Toc86043132][bookmark: _Toc94387868]6.3.2	Constrained device registration to use gateway MSGin5G UE
This clause covers the procedures in MSGin5G-5 and/or MSGin5G-6. 
[bookmark: _Toc86042576][bookmark: _Toc86043133][bookmark: _Toc94387869]6.3.2.1	Procedure at Gateway MSGin5G UE
[bookmark: _Toc86042577][bookmark: _Toc86043134][bookmark: _Toc94387870][bookmark: _Toc66460301]6.3.2.1.1	Constrained device registration to use gateway MSGin5G UE

[bookmark: _Toc86042578][bookmark: _Toc86043135][bookmark: _Toc94387871]6.3.2.1.2	Constrained device de-registration to use gateway UE

[bookmark: _Toc86042579][bookmark: _Toc86043136][bookmark: _Toc94387872]6.3.2.1	Procedure at Constrained device
[bookmark: _Toc86042580][bookmark: _Toc86043137][bookmark: _Toc94387873]6.3.2.1.1	Constrained device registration to use gateway MSGin5G UE

[bookmark: _Toc86042581][bookmark: _Toc86043138][bookmark: _Toc94387874]6.3.2.1.2	Constrained device de-registration to use gateway UE



[bookmark: _Toc86042582][bookmark: _Toc86043139][bookmark: _Toc94387875]6.4	MSGin5G Message delivery 
All of the messaging scenarios, i.e. Point-to-Point message, Application-to-Point message/ Point-to-Application message, Group message and Broadcast message, are included in this clause. 
[bookmark: _Toc86042583][bookmark: _Toc86043140][bookmark: _Toc94387876]6.4.1	Procedures between MSGin5G UE and MSGin5G Server
This clause covers the procedures in MSGin5G-1.
[bookmark: _Toc86042584][bookmark: _Toc86043141][bookmark: _Toc94387877]6.4.1.1	Procedure at MSGin5G Client
[bookmark: _Toc86042585][bookmark: _Toc86043142][bookmark: _Toc94387878]6.4.1.1.1	General

[bookmark: _Toc86042586][bookmark: _Toc86043143][bookmark: _Toc94387879]6.4.1.1.2	Sending of an MSGin5G message
In order to send an MSGin5G message, the MSGin5G Client shall compares the size of the received message from the application client to the maximum allowed MSGin5G message segmentation size. If the size exceeds, the MSGin5G Client shall segment the MSGin5G message into a set of segmented MSGin5G messages such that each segmented MSGin5G message can fit within the maximum allowed MSGin5G message segmentation size. For each segmented MSGin5G message, the steps listed below shall be processed individually.
The MSGin5G Client shall send the MSGin5G message in an CoAP POST request message according to procedures specified in IETF RFC 7252 [5]. In the CoAP POST request message, The MSGin5G Client:
a)	shall set the "T" field in the CoAP header to 0 if delivery status report from the recipient is requested, i.e. indicates this message is the type of Confirmable, to ensure the application layer delivery status report; 
b)	shall include the MSGin5G Server address in an CoAP Option, e.g. if the MSGin5G Server address is a URI, include a Uri-Path Option with the value of the URI;
c)	shall set the CoAP Content-Format to "50", i.e. application/json; and
d)	shall include the information elements specified in 3GPP TS 23.554 [2] in the CoAP payload encoded in JSON format: 
Editor’s note:	the JSON CoAP payload is to be specified in clause 7.
1)	shall include an "MSGin5G service identifier" element to indicate that this CoAP POST request message is used for MSGin5G service;
2)	shall include an "Originating UE Service ID" element set to the UE which requests the sending of the MSGin5G message; 
3)	shall include a "Recipient UE Service ID/AS Service ID" element if the recipient(s) is(are) MSGin5G UE/Non-MSGin5G UE or Application Server;
4)	 shall include a "Group Service ID" element if the recipient is an MSGin5G Group;
5)	shall include a "Broadcast Area ID" element if the message needs to be broadcast;
6)	shall include a "Messaging Topic" element if this message will be distributed based on message topic. This element shall not present in other message scenarios;
NOTE:	In an MSGin5G Message request, only one of these IEs listed in 3) to 6) shall be included.
7)	may include one or more "Application ID" element(s) to indicate the application(s) for which the payload is intended;
8)	shall include a "Message ID" which is globally unique within the MSGin5G service;
9)	shall include a "Security credentials" element which is required by the MSGin5G Server;
Editor's note:	the Security credentials element is a placeholder for SA3 security information.
10)	may include a "Delivery status required" element if delivery acknowledgement from the recipient is requested;
11)	may include a "Priority type" element to indicate the application priority level requested for this message;
12)	may include a "Message is segmented" element with a "true" value to indicate that this message is part of a segmented message;
13)if "Message is segmented" element with a "true" value is included, shall include a "Segmentation set identifier" element to indicate that this segmented message is associated within a set of segmented messages , all segmented messages associated with the same MSGin5G message are assigned the same unique identifier; 
14)	if "Message is segmented" element with a "true" value is included and this message is the first segment of the MSGin5G message, shall include a "Total number of message segments" element to indicate the total number of segments for the MSGin5G message;
15)	if "Message is segmented" element with a "true" value is included, shall include a "Message segment number" element to indicate segmented message number of each segmented message within a set of segmented messages;
16)		if "Message is segmented" element with a "true" value is included and this message is the last segment of the MSGin5G message, shall include a "Last segment flag" element to indicate that this segmented message is the last segment in the set of segmented messages;
17)shall include a "Store and forward flag" element to indicate whether store and forward services are requested for this message; 
18)	if store and forward services are requested, may include a "Store and forward parameters" element to carry the parameters used by MSGin5G Server for providing store and forward services. The "Store and forward parameters":
i)	may include a "Message expiration time" element to indicate message expiration time used for providing store and forward services if the destination is not available for communications; and
ii)	may include a "Application specific store and forward information" element to carry the information used by MSGin5G Server for handling store and forward, e.g. a delivery time/date; and
19)	may include a "Payload" element specified in 3GPP TS 23.554 [2] in the CoAP payload and located it after the MSGin5G header to carry the payload of this message.
[bookmark: _Toc86042587][bookmark: _Toc86043144][bookmark: _Toc94387880]6.4.1.1.3	Sending of an aggregated MSGin5G message 
Before the sending of an MSGin5G message, the MSGin5G Client shall check if aggregation is allowed for this message, check the message data size, and the priority level to determine if the message can be aggregated. For example, the MSGin5G Client finds that the messages have small payload size when compared to the maximum segment size that can be transmitted over CoAP and are not high priority messages, which could be sent as per scheduling policy towards a selected target. The MSGin5G Client can decide to continue aggregating messages until optimal use of segment size before sending message towards MSGin5G Server. 
If the message can be aggregated, the MSGin5G Client aggregates multiple MSGin5G message requests intended for a selected target and sends the aggregated message in a single CoAP POST request message. The sending of the CoAP POST request message shall follow the procedures specified in clause  6.4.1.1.2 with the clarifications listed below:
a)	The MSGin5G Client should not segment the aggregated message, so in step d) of clause  6.4.1.1.2, the "Message is segmented", "Segmentation set identifier", "Total number of message segments", "Message segment number" and "Last segment flag" elements should not be included.
b)	In addition to the step d) of clause  6.4.1.1.2, the MSGin5G Client should include a "Number of individual messages" element in this message to indicate the total number of messages which are aggregated into this single message.
c)	In addition to the step d) of clause  6.4.1.1.2, the MSGin5G Client should include a "List of individual messages" element in this message. Each child element in this "List of individual messages" element contains information elements listed below:
1)	"Message ID" of the individual message;
2)	"Payload";
3)	one of more optional "Application ID" element(s);
4)	an optional "Delivery status required" element; and 
5)	an optional "Priority type" element.
d)	The MSGin5G Client should not include the "Payload" element, i.e. the 19) in step e) of clause  6.4.1.1.2 shall not be processed.
[bookmark: _Toc86042588][bookmark: _Toc86043145][bookmark: _Toc94387881]6.4.1.1.4	Sending of an MSGin5G message delivery status report
In order to send a MSGin5G message delivery status report, the MSGin5G Client shall send an CoAP POST request according to procedures specified in IETF RFC 7252 [5]. In the CoAP POST request, the MSGin5G Client:
a)	shall sets the "T" field in the CoAP header to 0, i.e. indicates that this message is the type of Confirmable, to ensure the MSGin5G message delivery status report can be received by the originator of the receiving MSGin5G message; 
b)	shall include the MSGin5G Server address in an CoAP Option, e.g. if the MSGin5G Server address is a URI, include a Uri-Path Option with the value of the URI;
c)	shall set the CoAP Content-Format to "50", i.e. application/json; and
d)	shall include the information elements specified in 3GPP TS 23.554 [2] in the CoAP payload encoded in JSON format: 
Editor’s note:	the JSON CoAP payload is to be specified in clause 7.
1)	shall include an "MSGin5G service identifier" element to indicate that this CoAP POST request message is used for MSGin5G service;
2)	shall include an "Originating UE Service ID" element set to the UE which requests the sending of the MSGin5G message delivery status report; 
3)	shall include a "Recipient UE Service ID/AS Service ID" element if the recipient(s) is(are) MSGin5G UE/Non-MSGin5G UE or Application Server, this is the sender of the message that this message delivery status report is for;
4)	shall include the "Message ID" element copied from the MSGin5G message that is being acknowledged;
5)	may include the "Security credentials" which is required by the MSGin5G Server;
Editor's note:	the Security credentials element is a placeholder for SA3 security information.
6)	shall include a "Delivery Status" element to carry the delivery status description, the delivery status can be success or failure in delivery; and
7)	may include a "Failure Cause" element indicates the failure reason if the delivery status is failure;
[bookmark: _Toc86042589][bookmark: _Toc86043146][bookmark: _Toc94387882]6.4.1.1.5	Sending of a aggregated MSGin5G message delivery status report
The MSGin5G Client can aggregate multiple MSGin5G message delivery status reports into one single message. The MSGin5G Client shall check whether the MSGin5G message delivery status reports can be aggregated as specified in clause  6.4.1.1.3. 
If the MSGin5G message delivery status reports can be aggregated, the MSGin5G Client aggregates MSGin5G message delivery status reports intended for a selected target and sends the aggregated MSGin5G message delivery status reports in a single CoAP POST request message. The sending of the CoAP POST request message shall follow the procedures specified in clause  6.4.1.1.4 with the clarifications listed below:
a)	In step d) of clause  6.4.1.1.4, the "Delivery Status" element and the "Failure Cause" element should not be included.
b)	In addition to the step d) of clause  6.4.1.1.4, the MSGin5G Client should include a "Number of individual messages" element in this message to indicate the total number of MSGin5G message delivery status reports which are aggregated into this single message.
c)	In addition to the step d) of clause  6.4.1.1.4, the MSGin5G Client should include a “"List of individual messages" element in this message. Each child element in this "List of individual messages" element contains information elements listed below:
1)	"Message ID" of the individual MSGin5G message delivery status reports which is copied from the MSGin5G message that is being acknowledged;
2)	"Delivery Status" element; and 
3)	an optional "Failure Cause" element.
[bookmark: _Toc86042590][bookmark: _Toc86043147][bookmark: _Toc94387883]6.4.1.1.6	Reception of an MSGin5G message
Upon receiving an CoAP POST request containing the MSGin5G Service identifier, if the "Number of individual messages" element and "List of individual messages" element are not be included, the MSGin5G Client shall handle the CoAP POST request according to procedures specified in IETF RFC 7252 [5] with the clarifications listed below:
a)	The MSGin5G Client shall check whether a "Message is segmented" element is included in the CoAP POST request. If this element is included, the MSGin5G Client shall wait until all the segmented messages have been received by checking the "Segmentation set identifier", "Total number of message segments", "Message segment number" and "Last segment flag" elements. the MSGin5G Client shall reassembles all the segmented messages into a single MSGin5G message.
b)	The MSGin5G Client shall provide the received information in the “payload” element to the application client(s) if one or more "Application ID" element(s) is(are) included. The application client(s) is(are) indicated by the "Application ID" element(s): 
1)	If the Application Client is on the other MSGin5G UE-2 for which this MSGin5G Client is acting as Gateway UE, the MSGin5G Client shall send the received information to the corresponding MSGin5G UE via MSGin5G-6 (if MSGin5G Client is supported by MSGin5G UE-2) or MSGin5G-5 reference point (if MSGin5G Client is not supported by MSGin5G UE-2) as specified in clause  6.4.2.1.1.
2)	If the Application Client is on the same MSGin5G UE with the MSGin5G Client, the MSGin5G Client shall deliver the received information to the Application Client via MSGin5G-5 reference point. 
NOTE:	when the Application Client and MSGin5G Client are resided on the same MSGin5G UE, the interaction in MSGin5G-5 reference point may implementation specific and is out of scope of the present document.
c)	If a "Delivery status required" element is included in the CoAP POST request, the MSGin5G Client shall send an MSGin5G message delivery status report as specified in clause  6.4.1.1.4 or clause 6.4.1.1.5 with the clarifications listed below:
1)	if the message delivery status is supported by the Application Client(s), the MSGin5G message delivery status report shall be sent after the delivery status information is received from the Application Client(s), and shall be generated based on this delivery status information; or
2)	if the message delivery status is not supported by the Application Client, the MSGin5G message delivery status report shall be sent immediately by the MSGin5G Client on behalf of the Application Client(s).
[bookmark: _Toc86042591][bookmark: _Toc86043148][bookmark: _Toc94387884]6.4.1.1.7	Reception of a aggregated MSGin5G message
Upon receiving an CoAP POST request containing the MSGin5G Service identifier, if a "Number of individual messages" and a "List of individual messages" are included, the MSGin5G Client determines that this message is an aggregated MSGin5G message. The MSGin5G Client shall handle the CoAP POST request according to procedures specified in IETF RFC 7252 [5] with the clarifications listed below:
a)	The MSGin5G Client shall split the received aggregated message request into multiple individual MSGin5G message, each individual MSGin5G message contains the information elements included in the child element in this "List of individual messages" element.
Editor’s note: How the MSGin5G Client splits the aggregated message is FFS.
b)	The MSGin5G Client shall handle each individual MSGin5G messages according to step b) and c) specified in clause  6.4.1.1.6.
[bookmark: _Toc86042592][bookmark: _Toc86043149][bookmark: _Toc94387885]6.4.1.1.8	Reception of an MSGin5G message delivery status report
Upon receiving an CoAP POST request containing the MSGin5G Service identifier, if the "Number of individual messages" element and "List of individual messages" element are not be included and a "Delivery Status" element is included, the MSGin5G Client shall handle the CoAP POST request according to procedures specified in IETF RFC 7252 [5] with the clarifications listed below:
a)	The MSGin5G Client shall provide the received information in the "Delivery Status" element and the "Failure Cause" element (if applicable) to the application client(s) if one or more "Application ID" element(s) is(are) included. The application client(s) is(are) indicated by the "Application ID" element(s): 
1)	If the Application Client on the other MSGin5G UE for which this MSGin5G Client is acting as Gateway UE, the MSGin5G Client shall send the received information to the corresponding MSGin5G UE via MSGin5G-6 (if MSGin5G Client is supported by MSGin5G UE-2) or MSGin5G-5 reference point (if MSGin5G Client is not supported by MSGin5G UE-2) as specified in clause  6.4.2.1.1.
2)	If the Application Client on the same MSGin5G UE with the MSGin5G Client, the MSGin5G Client shall deliver the received information to the Application Client via MSGin5G-5 reference point; 
NOTE:	when the Application Client and MSGin5G Client are resided on the same MSGin5G UE, the interaction in MSGin5G-5 reference point may implementation specific and is out of scope of the present document.
[bookmark: _Toc86042593][bookmark: _Toc86043150][bookmark: _Toc94387886]6.4.1.1.9	Reception of a aggregated MSGin5G message delivery status report
Upon receiving an CoAP POST request containing the MSGin5G Service identifier, if a "Number of individual messages" and a "List of individual messages" are included, the MSGin5G Client determines that this message is an aggregated MSGin5G message. The MSGin5G Client shall handle the CoAP POST request according to procedures specified in IETF RFC 7252 [5] with the clarifications listed below:
a)	The MSGin5G Client shall split the received aggregated message request into multiple individual MSGin5G message, each individual MSGin5G message contains the information elements included in the child element in this "List of individual messages" element.
Editor’s note: How the MSGin5G Client splits the aggregated message is FFS.
b)	If "Delivery Status" element is included in the individual MSGin5G message, the MSGin5G Client determines that the individual MSGin5G messages are MSGin5G delivery status reports. The MSGin5G Client shall handle each individual MSGin5G delivery status report according to step a) specified in clause  6.4.1.1.8.
[bookmark: _Toc86042594][bookmark: _Toc86043151][bookmark: _Toc94387887]6.4.1.2	Procedure at MSGin5G Server
[bookmark: _Toc86042595][bookmark: _Toc86043152][bookmark: _Toc94387888]6.4.1.2.1	General
An MSGin5G Server provides server-side functionality of messages delivery among MSGin5G UE, Application Server and Message Gateway. A messages delivery procedure in the MSGin5G Server can be divided to reception and sending procedures. 
The reception procedure consists:
a)	the messages arrival at the MSGin5G Server;
b)	the related authentication and authorization of the message on the MSGin5G Server; and 
c)	the possible message response to the sender.
The sending procedure consists the outbound messages from the MSGin5G Server.
When the MSGin5G Server receives message from MSGin5G UE, the reception procedure is specified in clause 6.4.1.2.2, 6.4.1.2.3, 6.4.1.2.4 and 6.4.1.2.5. When the MSGin5G Server receives message from Application Server or Message Gateway, the reception procedure is specified in 3GPP TS 29.538 [7].
Upon reception of a message, the MSGin5G Server shall analysis the communication model of the message by analysis the Service ID of the recipient in the message, then generates a new message based on the received message and send it to the recipient:
a)	if a "Recipient UE Service ID" element is included, this message is a Point-to-Point message or a Application-to-Point message. The MSGin5G Server analyzes the URI:
1)	if the URI is pointed to an MSGin5G Client, the MSGin5G Server send the MSGin5G message to the MSGin5G Client via MSGin5G-1 reference point as specified in clause 6.4.1.2.6, 6.4.1.2.7, 6.4.1.2.8 and 6.4.1.2.9;
2)	if the URI is pointed to an Message Gateway, the MSGin5G Server send the message to the Message Gateway via MSGin5G-2 or MSGin5G-4 reference point as specified in 3GPP TS 29.538 [7];
NOTE:	The analysis procedure is implementation specific, e.g. by querying the DNS or local database, and is out of scope of the present document.  
b)	if a "Recipient AS Service ID" element is included, this message is a Point-to-Application message. The MSGin5G Server analysis the URI and send the message to the Application Server via MSGin5G-3 reference point as specified in 3GPP TS 29.538 [7]: 
c)	if a "Group Service ID" element is included, this message is a Group message. The MSGin5G Server obtain the group members by checking the group profile with the "Group Service ID". For each group member, the MSGin5G Server analyzes its UE Service ID and sends the message to it as specified in step a);
 d)	if a "Broadcast Area ID" element is included, this message is a Broadcast message;
Editor's note:	The procedure of Broadcast message is FFS.
e)	if a "Messaging Topic " element is included, this message is needed to be distributed based on message topic. The MSGin5G Server obtains the subscribers by checking the subscription with this message topic. The subscriber can be MSGin5G UE, Application Server or Message Gateway (on behalf of non-MSGin5G UE). For each subscriber, the MSGin5G Server analyzes its Service ID and sends the message to it as specified in step a) or b);
[bookmark: _Toc86042596][bookmark: _Toc86043153][bookmark: _Toc94387889]6.4.1.2.2	Reception of an MSGin5G message
Upon receiving an CoAP POST request from the MSGin5G Client on a MSGin5G UE, containing the MSGin5G Service identifier and the "Message Type" with the value "MSG", i.e. the request is for sending a MSGin5G message, if the "Number of individual messages" element and "List of individual messages" element are not be included, the MSGin5G Server shall handle the CoAP POST request according to procedures specified in IETF RFC 7252 [5] with the clarifications listed below:
a)	The MSGin5G Server shall authenticate the message and verify that the sending UE is authorized to send the message by checking the registration status of the MSGin5G Client and the "Security credentials" element in the CoAP payload. If message needs to be rejected, the MSGin5G Server shall send a message response in a new CoAP POST request to the originating entity as specified in step e) and rest steps in this clause are skipped,
b)	The MSGin5G Server executes the message segment related procedures as specified in clause 6.5.3 if needed. 
c)	The MSGin5G Server shall determine the communication model of the message as specified in clause 6.4.1.2.1: 
d)	If the message is stored for deferred delivery as specified in clause 6.4.1.2.6 or 6.4.1.2.7, the MSGin5G Server shall send a message response in a new CoAP POST request to the originating entity as specified in step e),
e)	The MSGin5G Server shall send a message response in a new CoAP POST request to the originating entity as specified in IETF RFC 7252 [5]:
1)	may set the "T" field in the CoAP header to 0 or 1; 
2)	shall include the originating MSGin5G Client’s address in an CoAP Option, e.g. if the originating MSGin5G Client address is a URI, include a Uri-Path Option with the value of the URI;
3)	shall set the CoAP Content-Format to "50", i.e. application/json; and
4)	shall include the information elements specified in 3GPP TS 23.554 [2] in the CoAP payload encoded in JSON format:
Editor’s note:	the JSON CoAP payload is to be specified in clause 7.
i)	shall include an "MSGin5G service identifier" element to indicate that this CoAP POST request is used for MSGin5G service;
ii)	shall include an "Originating UE Service ID" element set to the UE which sends the previous MSGin5G message; 
iii)	shall include the "Message ID" copied from the received MSGin5G message which this Message response is responsed to;
iv)	may include a "Delivery Status" element to indicate the delivery status of this MSGin5G message is a failure, or if this MSGin5G message is stored for deferred delivery; 
v)	may include an "Failure Cause" element to indicate the reason for failure; andvi)	in addition to the information elements specified in 3GPP TS 23.554 [2], shall also include a "Message Type" element set to "MSGRESP" to indicate that this message is a message response.
[bookmark: _Toc86042597][bookmark: _Toc86043154][bookmark: _Toc94387890]6.4.1.2.3	Reception of an aggregated MSGin5G message
Upon receiving an CoAP POST request containing the MSGin5G Service identifier and the "Message Type" with the value "MSG", if a "Number of individual messages" and a "List of individual messages" are included, the MSGin5G Server determines that this message is an aggregated MSGin5G message. The MSGin5G Server shall handle the whole aggregated MSGin5G message according to procedures specified in clause 6.4.1.2.2.
[bookmark: _Toc86042598][bookmark: _Toc86043155][bookmark: _Toc94387891]6.4.1.2.4	Reception of an MSGin5G delivery status report
Upon receiving an CoAP POST request containing the MSGin5G Service identifier and the "Message Type" with the value "IMDN", if the "Number of individual messages" element and "List of individual messages" element are not be included and a "Delivery Status" element is included, the MSGin5G Server shall handle the CoAP POST request according to procedures specified in IETF RFC 7252 [5] with no additional requirement.
[bookmark: _Toc86042599][bookmark: _Toc86043156][bookmark: _Toc94387892]6.4.1.2.5	Reception of an aggregated MSGin5G delivery status report
Upon receiving an CoAP POST request containing the MSGin5G Service identifier and the "Message Type" with the value "IMDN", if a "Number of individual messages" and a "List of individual messages" are included, the MSGin5G Server determines that this message is an aggregated MSGin5G message. The MSGin5G Server shall handle the whole aggregated MSGin5G delivery status report according to procedures specified in clause 6.4.1.2.4.
[bookmark: _Toc86042600][bookmark: _Toc86043157][bookmark: _Toc94387893]6.4.1.2.6	Sending of an MSGin5G message
In order to deliver the MSGin5G message to an MSGin5G UE, the MSGin5G Server shall send the MSGin5G message in an new CoAP message according to procedures specified in IETF RFC 7252 [5] via MSGin5G-1 reference point. The sending of the CoAP message shall follow the procedures below:
a)	The MSGin5G Server shall set the "T" field in the CoAP header to 0 if delivery status report from the recipient is requested, i.e. indicates this message is the type of Confirmable, to ensure the application layer delivery status report.
b)	The MSGin5G Server shall set the CoAP Content-Format to "50", i.e. application/json.
c)	The MSGin5G Server shall remove any "Security credentials" element, "Priority type" element, "Store and forward flag" and related "Store and forward parameters" elements from the CoAP payload of the received message. If "Message is segmented" and related elements is included in the received message, the MSGin5G Server shall handle the message as specified in clause 6.5.3.
Editor's note:	When the message is received from an Application Server or a Message Gateway, the payload of new CoAP POST request is modified based on the the received API message, vice verse. The IEs and message structure in the CoAP message and the API message are needed to be aligned.
d)	The MSGin5G Server shall determine the communication model of the message by checking the recipient of the message as specified in clause 6.4.1.2.1 and generate the new CoAP message:
1)	if the Service ID of the recipient is pointed to an MSGin5G Client, the MSGin5G Server:
i)	shall include the recipient MSGin5G Client address in an CoAP Option, e.g. if the MSGin5G Client address is a URI, include a Uri-Path Option with the value of the URI; and
ii)	shall copy other elements in the CoAP payload of the received message to the new CoAP POST request; 
2)	if the Service ID of the recipient is pointed to an Application Server or a Message Gateway, the MSGin5G Server shall follow the procedure specified in 3GPP TS 29.538 [7]; 
3)	if the MSGin5G message is a Group message, the MSGin5G Server:
i)	shall obtain the group members by checking the group profile with the "Group Service ID" element included in the received MSGin5G message;
ii)	for each group member which is an MSGin5G UE, include its CoAP address gets from the recipient MSGin5G UE registration specified in clause 6.3.1.2 in an CoAP Option, e.g. if the recipient client’s address is a URI, include a Uri-Path Option with the value of the URI. The MSGin5G Server shall add the "Recipient UE Service ID" element and set the value of it to the UE Service ID. The MSGin5G Server shall also copy other elements in the CoAP payload of the received message to the new CoAP POST request; and
Editor's note:	The procedure of Broadcast message is FFS.
4)	if the MSGin5G message is needed to be distributed based on message topic, the MSGin5G Server:
i)	shall obtain the UE Service ID/AS Service ID of the subscribers by checking the subscription with this message topic; 
ii)	for each subscriber which is an MSGin5G UE, include its CoAP address gets from the recipient MSGin5G UE registration specified in clause 6.3.1.2 in an CoAP Option, e.g. if the recipient client’s address is a URI, include a Uri-Path Option with the value of the URI. The MSGin5G Server shall add the "Recipient UE Service ID" element and set the value of it to the UE Service ID. The MSGin5G Server shall also copy other elements in the payload of the received message to the new CoAP 2.05 response.
e)	Before sending the new CoAP message generated in step d), the MSGin5G Server shall compare the size of the new CoAP message to the maximum allowed MSGin5G message segmentation size. If the size exceeds, the MSGin5G Server shall segment the MSGin5G message into a set of segmented MSGin5G messages such that each segmented MSGin5G message can fit within the maximum allowed MSGin5G message segmentation size. For each segmented MSGin5G message, the MSGin5G Server:
1)	shall include a "Message is segmented" element with a "true" value to indicate that this message is part of a segmented message;
2)	shall include a "Segmentation set identifier" element to indicate that this segmented message is associated within a set of segmented messages , all segmented messages associated with the same MSGin5G message are assigned the same unique identifier; 
3)	shall include a "Total number of message segments" element in the first segment of the MSGin5G message to indicate the total number of segments for the MSGin5G message;
4) shall include a "Message segment number" element to indicate segmented message number of each segmented message within a set of segmented messages; and
5)	shall include a "Last segment flag" element in the last segment in the set of segmented messages; and
f)	The MSGin5G Server checks the availability of recipient by checking the UE registration status. The MSGin5G Server can also use e.g, UE reachability status monitoring specified in clause 6.7.2 to determine whether the recipient is available. If the recipient is available, the MSGin5G Server send the new CoAP message generated as above to the recipient. If the recipient is unavailable, the MSGin5G Server checks whether a "Store and forward flag" element is included in the received MSGin5G message:
1)	if the "Store and forward flag" element is not included, the message is discarded and the MSGin5G Server may send a message response as specified in clause 6.4.1.2.2 which includes delivery status information in the "Delivery Status" element, e.g., that the message was discarded; and
2)	if the "Store and forward flag" element is included:
i)	 the MSGin5G Server stores the message and uses the information obtained from the "Store and forward parameters" element to determine the forwarding. The MSGin5G Server may send a message response as specified in clause 6.4.1.2.2 which includes store and forward status information in the "Delivery Status" element, e.g., that the delivery had been deferred; and
ii)	when the recipient UE becomes available, the MSGin5G Server attempts delivery of the new CoAP message to the recipient.If the UE does not become available  prior to the time included in the "Message expiration time" element, the MSGin5G Server attempts delivery of the new CoAP message at the message expiration time and the stored message is discarded afterwards. The MSGin5G Server may send a message response as specified in clause 6.4.1.2.2 which includes store and forward status information the "Delivery Status" element, e.g., that the message was discarded.
[bookmark: _Toc86042601][bookmark: _Toc86043158][bookmark: _Toc94387894]6.4.1.2.7	Sending of an aggregated MSGin5G message 
If the MSGin5G Server receives an aggregated MSGin5G message as specified in clause 6.4.1.2.3, it shall send it as specified in clause 6.4.1.2.6.
NOTE: Aggregated MSGin5G message is supported by all MSGin5G Clients and Application Servers. MSGin5G message and MSGin5G delivery status report cannot be aggregated in the same aggregated MSGin5G message.
If the MSGin5G Server receives an MSGin5G message as specified in clause 6.4.1.2.2, it may send multiple MSGin5G messages toward the same recipient in an aggregated MSGin5G message. Before the sending of an MSGin5G message, the MSGin5G Server shall check if aggregation is allowed for this message, check the message data size, and the priority level to determine if the message can be aggregated. For example, the MSGin5G Server finds that the received messages have small payload size when compared to the maximum segment size that can be transmitted over CoAP and are not high priority messages, which could be sent as per scheduling policy towards a selected target. The MSGin5G Server can decide to continue aggregating messages until optimal use of segment size before sending message towards MSGin5G Server. 
If the message can be aggregated, the MSGin5G Server aggregates multiple MSGin5G messages, and sends the aggregated message in a single CoAP POST request message. The sending of the CoAP POST request message shall follow the procedures specified in clause 6.4.1.2.6 with the clarifications listed below:
a)	The MSGin5G Server should not segment the aggregated message, so the MSGin5G Server should ensure that the new aggregated MSGin5G message is smaller than the maximum allowed MSGin5G message segmentation size and step e) in clause 6.4.1.2.6 is skipped. The "Message is segmented", "Segmentation set identifier", "Total number of message segments", "Message segment number" and "Last segment flag" elements should not be included in the aggregated MSGin5G message.
b)	In addition to the elements specified in clause 6.4.1.2.6, the MSGin5G Server should include a "Number of individual messages" element in this message to indicate the total number of messages which are aggregated into this single message.
c)	In addition to the elements specified in clause 6.4.1.2.6, the MSGin5G Server should include a "List of individual messages" element in this message. Each child element in this "List of individual messages" element contains information elements listed below:
1)	"Message ID" of the individual message;
2)	"Payload";
3)	one of more optional "Application ID" element(s);
4)	an optional "Delivery status required" element; and 
5)	an optional "Priority type" element.
[bookmark: _Toc86042602][bookmark: _Toc86043159][bookmark: _Toc94387895]6.4.1.2.8	Sending of an MSGin5G delivery status report
Upon receiving an MSGin5G delivery status report as specified in clause 6.4.1.2.4, the MSGin5G Server may generate a new CoAP POST request contains the MSGin5G delivery status report if the MSGin5G Server decides not to aggregate the delivery status report. The new CoAP POST request is sent to the recipient obtained from the"Recipient UE Service ID" element in the payload of the received CoAP POST request. The MSGin5G Server:
a)	shall set the "T" field in the CoAP header to 0;
b)	shall include the recipient address in the Option header of the CoAP message and set the Option header to a corresponding value, e.g. if the MSGin5G Client address is a URI, include a Uri-Path Option with the value of the URI; and
c)	shall copy other elements in the payload of the received message to the new CoAP POST request.

[bookmark: _Toc86042603][bookmark: _Toc86043160][bookmark: _Toc94387896]6.4.1.2.9	Sending of a aggregated MSGin5G delivery status report
If the MSGin5G Server receives an aggregated MSGin5G delivery status report as specified in clause 6.4.1.2.5, it shall generate a new CoAP POST request contains the aggregated MSGin5G delivery status report and send it to the recipient obtained from the "Recipient UE Service ID " element in the payload of the received CoAP POST request. The MSGin5G Server:
a)	shall set the "T" field in the CoAP header to 0;
b)	shall include the recipient address in the Option header of the CoAP message and set the Option header to a corresponding value, e.g. if the MSGin5G Client address is a URI, include a Uri-Path Option with the value of the URI; and
c)	shall copy other elements in the payload of the received message to the new CoAP POST request.
If the MSGin5G Server receives MSGin5G delivery status report as specified in clause 6.4.1.2.4, it may aggregate multiple MSGin5G message delivery status reports into one single message. The MSGin5G Server shall check whether the MSGin5G message delivery status reports can be aggregated as specified in clause 6.4.1.2.7. 
If the MSGin5G message delivery status reports can be aggregated, the MSGin5G Server aggregates MSGin5G message delivery status reports intended for a selected target and sends the aggregated MSGin5G message delivery status reports in a single CoAP POST request message. The sending of the CoAP POST request message shall follow the procedures specified in clause 6.4.1.2.6 with the clarifications listed below:
a)	In step d) of clause 6.4.1.2.6, the "Delivery Status" element and the "Failure Cause" element in payload of every individual MSGin5G message should not be copied to the payload of the new CoAP POST request message.
b)	In addition to the step d) of clause 6.4.1.2.6, the MSGin5G Server should include a "Number of individual messages" element in this message to indicate the total number of MSGin5G message delivery status reports which are aggregated into this single message.
c)	In addition to the step d) of clause 6.4.1.2.6, the MSGin5G Server should include a "List of individual messages" element in this message. Each child element in this "List of individual messages" element contains information elements listed below:
1)	"Message ID" of the individual MSGin5G message delivery status reports which is copied from the MSGin5G message that is being acknowledged;
2)	"Delivery Status" element copied from the individual MSGin5G message; and 
3)	an optional "Failure Cause" element copied from the individual MSGin5G message.
[bookmark: _Toc86042604][bookmark: _Toc86043161][bookmark: _Toc94387897]6.4.2	Procedures between Constrained device and gateway MSGin5G UE
This clause covers the procedures in MSGin5G-5 and/or MSGin5G-6.

[bookmark: _Toc86042605][bookmark: _Toc86043162][bookmark: _Toc94387898]6.4.2.1	Procedure at Gateway MSGin5G UE
[bookmark: _Toc86042606][bookmark: _Toc86043163][bookmark: _Toc94387899]6.4.2.1.1	Sending of an MSGin5G message to Constrained device

[bookmark: _Toc86042607][bookmark: _Toc86043164][bookmark: _Toc94387900]6.4.2.1.2	Reception of an MSGin5G message from Constrained device

[bookmark: _Toc86042608][bookmark: _Toc86043165][bookmark: _Toc94387901]6.4.2.2	Procedure at Constrained device
[bookmark: _Toc86042609][bookmark: _Toc86043166][bookmark: _Toc94387902]6.4.2.2.1	Sending of an MSGin5G message to Gateway MSGin5G UE

[bookmark: _Toc86042610][bookmark: _Toc86043167][bookmark: _Toc94387903]6.4.2.2.2	Reception of an MSGin5G message from Gateway MSGin5G UE


[bookmark: _Toc86042611][bookmark: _Toc86043168][bookmark: _Toc94387904]6.5	MSGin5G Message Segmentation and Reassembly
[bookmark: _Toc94387905][bookmark: _Toc86042612][bookmark: _Toc86043169]6.5.1	Segment recovery and received confirmation procedures
The Message Sender in this clause can only be the MSGin5G Client (when the message is from MSGin5G Client) or MSGin5G Server (when the message is from AS).
The Message Receiver in this clause can only be the MSGin5G Client (when the message is targeted to an MSGin5G Client) or MSGin5G Server (when the message is targeted to a AS).
[bookmark: _Toc94387906]6.5.1.1	Procedure at Message Sender
Upon receiving a CoAP POST request containing the MSGin5G service identifier and containing the Message Type with a value "SEGREC" which indicates the request is for messgage segment recovery, the MSGin5G Client shall send an CoAP ACK response to the request and then send each requested segmented message to the message receiver (e.g. AS, UE) as specified in 6.4.1.1.2 as requested in the received "List of Segment range" element.
[bookmark: _Toc94387907]6.5.1.2	Procedure at Message Receiver
[bookmark: _Toc94387908]6.5.1.2.1	Segments recovery procedure when failed to receive all segments
If not all segments are received within expected time, the Message Receiver shall send a CoAP POST request to the Message Sender for recovering the segments. In the CoAP POST request, the Message Receiver:
a)	shall set the "T" field in the CoAP header to 0 to indicate this request is the type of Confirmable;
b)	shall include the Message Sender address in an CoAP Option, e.g. if the Message Senderaddress is a URI, include a Uri-Path Option with the value of the URI;
c)	shall set the CoAP Content-Format to "50", i.e. application/json; and
d)	shall include the following information elements in the CoAP payload encoded in JSON format: 
1)	an "MSGin5G service identifier" element set to indicate that this CoAP POST request is used for MSGin5G service;
[bookmark: _Hlk92741263]2)	a "Message Type" element set with a value "segrec" to indicate this request is for segments recovery;
[bookmark: _Hlk92741365]3)	a "Segmentation Set Identifier" element copied from one of the previous received segments; and
4)	a "List of Segment range" element to indicate the segments range which the client wants to recover, each segment range consist of start and end sequence number of missing segments e.g. (5-7, 10-10, 15-19);
If not all segments is not received within the expected time (based on configuration) then the Message Receiver may consider as recovery failed or may initiate the procedure again with updated list of segment range.
NOTE:	The MSGin5G message segment recovery procedure may repeat based on the configuration.
[bookmark: _Toc94387909]6.5.1.2.2	Segments received confirmation procedure
If the Message Receiver determines that it receives all segments successfully, or the Message Receiver determines it is failed (including recovery failed) to receive all segments, the Message Receiver sends the message segments received confirmation to the Message Sender by a CoAP POST request, in the CoAP POST request, the Message Receiver:
a)	shall set the "T" field in the CoAP header to 0 to indicate this request is the type of Confirmable;
b)	shall include the Message Sender address in an CoAP Option, e.g. if the Message Sender address is a URI, include a Uri-Path Option with the value of the URI;
c)	shall set the CoAP Content-Format to "50", i.e. application/json; and
d)	shall include the following information elements in the CoAP payload encoded in JSON format: 
1)	the "MSGin5G service identifier" element to indicate that this CoAP POST request is used for MSGin5G service;
2)	the "Message Type" element set with a value "segconfir" to indicate this request is for sending message segments received information;
3)	the "Segmentation Set Identifier" element copied from one of the previous received segments; and
4)	the "Result" element to indicate the segments are received successful or failed;
[bookmark: _Toc94387910]6.5.12	Procedure at MSGin5G Client
[bookmark: _Toc94387911]6.5.2.1	Procedure at MSGin5G Client in Sending UE
To support MSGin5G Message segmentation and reassembly, the Message Client performs the procedures specified in 6.4.1.1.2, and acts as Message Sender to perform the procedures in clause 6.5.1.1 if needed. When the MSGin5G Client performs the procedures in clause 6.5.1.1, the MSGin5G Server acts as Message Receiver.
[bookmark: _Toc94387912]6.5.2.2	Procedure at MSGin5G Client in Recipient UE
Upon receiving an MSGin5G message, to support MSGin5G Message segmentation and reassembly, the MSGin5G Client performs the procedures in 6.4.1.1.6, and acts as Message Receiver to perform the procedures in clause 6.5.1.2 if needed. When the MSGin5G Client performs the procedures in clause 6.5.1.2, the MSGin5G Server acts as Message Sender.
[bookmark: _Hlk91693076]
[bookmark: _Toc86042613][bookmark: _Toc86043170][bookmark: _Toc94387913]6.5. 23	Procedure at MSGin5G Server
[bookmark: _Toc94387914]6.5.3.1		General
[bookmark: _Toc91148366]When the MSGin5G Server receives a message which is not segment message, the MSGin5G Server should follow the procedures in clause 6.4.1.2.6 to perform potential segment if needed (i.e. if the received message size exeeds the maxmium allowed MSGin5G message segmentation size of the target UE).
This following subclauses specify the procedures when the MSGin5G Server receives segemented message delivery request, messgage segments recovery request or messgage segments received confirmation request.
[bookmark: _Toc94387915]6.5.3.2	Procedures on receiving message segments targeting to a MSGin5G UE
Upon receiving a message segment targeting to MSGin5G UE, the MSGin5G Server check if the segment size exceeds the configured maximum packet size of the targeted UE,
a)	if exceed, upon receiving all segments,
1)	reassembles them into a single MSGin5G message, 
2)	splits the re-assembled message to segments such that each segment is smaller than the maximum allowed packet size of the targeted UE.
3)	sends each new segment to the target MSGin5G UE as specified in 6.4.1.2.6.
b)	if not exceed, upon receiving all segments, sends each segment to the target MSGin5G UE as specified in 6.4.1.2.6
[bookmark: _Toc94387916]6.5.3.3	Procedures on receiving message segments targeting to an AS
Upon receiving all message segments from MSGin5G UE to an AS, the MSGin5G Server shall reassembles them into a single MSGin5G message and send it to the AS as specified in TS 29.538 [7].
Upon receiving message segments from MSGin5G UE to an AS, the MSGin5G Server acts as a Message Receiver to perform the procedures specified in clause 6.5.1.2.1 and in clause 6.5.1.2.2 if needed, in these procedures, the MSGin5G Client in the MSGin5G UE acts as Message Sender.
[bookmark: _Toc94387917]6.5.3.4	Procedures on receiving message segments recovery request to a MSGin5G UE
Upon receiving a CoAP POST request containing the MSGin5G service identifier and containing the Message Type with a value "SEGREC" indicating the request is for messgage segment recovery, if the request is targeted to an MSGin5G UE, the MSGin5G Server shall construst a new CoAP POST request to the targeted UE, in the request, the MSGin5G Server:
a)	shall construct the new CoAP POST request with the corresponding value in the recevied CoAP POST request message except the Option header; and
b)	shall include the MSGin5G Client address in the Option header of the CoAP message and set the Option header to a corresponding value, e.g. if the MSGin5G Server address is a URI, the Uri-Path Option is set to the value of such URI.
[bookmark: _Toc94387918]6.5.3.5	Procedures on receiving messgage segments received confirmation to a MSGin5G UE
Upon receiving a CoAP POST request containing the MSGin5G service identifier and containing the Message Type with a value "SEGCOFIR" indicating the request is for message segments received confirmation, if the request is targeted to an MSGin5G UE, the MSGin5G Server shall construst a new CoAP POST request to the targeted UE, in the request, the MSGin5G Server:
a)	shall construct the new CoAP POST request with the corresponding value in the recevied CoAP POST request message except the Option header; and
b)	shall include the MSGin5G Client address in the Option header of the CoAP message and set the Option header to a corresponding value, e.g. if the MSGin5G Server address is a URI, the Uri-Path Option is set to the value of such URI.
[bookmark: _Toc86042614][bookmark: _Toc86043171][bookmark: _Toc94387919]6.6	Messaging Topic Subscription and Unsubscription
[bookmark: _Toc94387920]6.6.1	General
As specified in 3GPP TS 23.554 [2], an MSGin5G Client may subscribe one or more Messaging Topic(s) on the MSGin5G Server.
The message topic subscription and unsubscription areis based on the CoAP Observe method as specified in IETF RFC 7641 [4], the MSGin5G Client acts as an observer, the MSGin5G Server acts as a CoAP Server, the message topic is a resource to observe.
[bookmark: _Toc86042615][bookmark: _Toc86043172][bookmark: _Toc94387921]6.6.2	Messaging Topic Subscription Procedure at MSGin5G Client
[bookmark: _Toc94387922]6.6.2.1	Messaging Topic Subscription
Upon receiving a request to subscribe a messsage topic from an Application Client, MSGin5G Client shall send a CoAP GET request, as specified in IETF RFC 7641 [4], to the MSGin5G Server. In the CoAP GET request, the MSGin5G Client:
[bookmark: _Hlk87887534]a)	shall set the "T" field in the CoAP header to the value "0" to indicate this request is the type of Confirmable;
b)	shall include the MSGin5G Server host address in the Uri-Host Option;
c)	shall include the MSGin5G Server port number in the Uri-Port Option;
d)	shall include the message topic name in the Uri-Path Option (e.g. "\top");
e)	shall include the Observe Option with the value "0" which indicates the request is for observing a resource, i.e. for subscribing a message topic;
f)	shall include the Content-Format Option with the value "50" which indicate the format of the CoAP payload is "application/json" as specified in RFC 7252 [5]; and
g)	shall include the CoAP Payload in JSON format, including the following information elements as specified in clause  8.8.1 of 3GPP TS 23.554 [2]:
1)	a "Originating UE Service ID" element set to the MSGin5G UE which requests the message topic subscription; and
2)	optionally, a "Expiration time" element which indicates the expiration time of the message topic subscription.
The corresponding JSON Schema used in step g) is defined in 7.3.5.1.

[bookmark: _Toc94387923]6.6.2.2	Messaging Topic Unsubscription
If the MSGin5G Client needs to unsubscribe a messsage topic, as specified in RFC 7641 [4], the MSGin5G Client shall send a CoAP GET request to MSGin5G Server, in the request, the MSGin5G Client:
a)	shall set the "T" field in the CoAP header to the value "0" to indicate this request is the type of Confirmable;
b)	shall include the MSGin5G Server host address in the Uri-Host Option;
c)	shall include the MSGin5G Server port number in the Uri-Port Option;
d)	shall include the message topic name in the Uri-Path Option (e.g. "\top");
e)	shall include the Observe Option with the value "1" which indicates the observer request to cancel the previous resource observation, i.e. the MSGin5G Client requests to unsubscribe the message topic;
f)	shall include the Content-Format Option with the value "50" which indicate the format of the CoAP payload is "application/json" as specified in RFC 7252 [5]; and
g)	shall include the CoAP Payload in JSON format, including the information elements:
1)	an "Originating UE Service ID" element indicating the MSin5G UE which requests the message topic unsubscription.
[bookmark: _Toc86042616][bookmark: _Toc86043173][bookmark: _Toc94387924]6.6.3	Procedures at MSGin5G Server
The MSGin5G Server should support parsing CoAP request as specified in RFC 7252 [5] and RFC 7641 [4].
Upon receiving a CoAP GET request from MSGin5G Client, the MSGin5G Server shall parse the CoAP headers, Options and Payload in the request to get:
a)	the value of Observe Option;
b)	the message topic from the Uri-Path Option;
c)	get the Originating UE Service ID from the Payload; and
d)	get the Expiration time from the Payload if exists in the Payload.
If the Observe Option is included in the CoAP GET request with a value "0" as specified in RFC 7641 [4], the MSGin5G Server shall:
a)	if the message topic does not exist, create the message topic;
b)	if the Originating UE Service ID is not in the list of the subscribers of the message topic, add the Originating UE Service ID to the list of the subscribers of the topic, and record its expiration time if exists;
c)	if an entry with a matching the Originating UE Service ID is already present in the list of the subscribers of the message topic, update the expiration time of the subscription of this UE; and
d)	send a CoAP Notifications with a 2.05 (Content) response code to the MSGin5G Client; and and with CoAP Payload in JSON format, including the following information elements as specified in clause 8.8.1 of 3GPP TS 23.554 [2]:
1)	a "subscription status" element set to indicate whether the subscription was successfully added or deleted on the MSGin5G Server; and
2)	optionally, an "Expiration time" element set to indicate the expiration time of the message topic subscription.
The MSGin5G Server shall remove the Originating UE Service ID from list of the subscribers of the message topic when the expiration time reached;
If the Observe Option is included in the received CoAP GET request with a value "1" as specified in RFC 7461 [4], the MSGin5G Server shall handle the CoAP GET request according to procedures specified in IETF RFC 7252 [5] with the clarifications listed below:
a)	if the message topic exists, the MSGin5G Server shall remove the Originating UE Service ID from list of the subscribers of the message topic; and
b)	the MSGin5G Server sends a CoAP Notifications with a 2.05 (Content) response code to the MSGin5G Client, and with CoAP Payload in JSON format, including the following information elements as specified in clause 8.8.3 of 3GPP TS 23.554 [2]:
1)	a "subscription status" element set to indicate whether the subscription was successfully added or deleted on the MSGin5G Server.
[bookmark: _Toc86042617][bookmark: _Toc86043174][bookmark: _Toc94387925]6.7	Usage of Network Capabilities
This clause covers the procedures in MSGin5G-1.
[bookmark: _Toc86042618][bookmark: _Toc86043175][bookmark: _Toc94387926]6.7.1	General
.
[bookmark: _Toc81869059][bookmark: _Toc81956970][bookmark: _Toc86042619][bookmark: _Toc86043176][bookmark: _Toc94387927]6.7.2	UE reachability status monitoring
[bookmark: _Toc86042620][bookmark: _Toc86043177][bookmark: _Toc94387928]6.7.2.1	Procedure at MSGin5G Client

[bookmark: _Toc86042621][bookmark: _Toc86043178][bookmark: _Toc94387929]6.7.2.2	Procedure at MSGin5G Server

[bookmark: _Toc86042622][bookmark: _Toc86043179][bookmark: _Toc94387930]6.7.3	MSGin5G device triggering
[bookmark: _Toc86042623][bookmark: _Toc86043180][bookmark: _Toc94387931]6.7.3.1	Procedure at MSGin5G Client

[bookmark: _Toc86042624][bookmark: _Toc86043181][bookmark: _Toc94387932]6.7.3.2	Procedure at MSGin5G Server

[bookmark: _Toc86042625][bookmark: _Toc86043182][bookmark: _Toc94387933]6.8	Usage of SEAL
This clause covers the procedures in MSGin5G-1.
[bookmark: _Toc86042626][bookmark: _Toc86043183][bookmark: _Toc94387934]6.8.1	General
.
[bookmark: _Toc86042627][bookmark: _Toc86043184][bookmark: _Toc94387935]6.8.2	Configuration management service
[bookmark: _Toc86042628][bookmark: _Toc86043185][bookmark: _Toc94387936]6.8.2.1	Procedure at MSGin5G Client

[bookmark: _Toc86042629][bookmark: _Toc86043186][bookmark: _Toc94387937]6.8.2.2	Procedure at MSGin5G Server

[bookmark: _Toc86042630][bookmark: _Toc86043187][bookmark: _Toc94387938]6.8.3	Group management service
[bookmark: _Toc86042631][bookmark: _Toc86043188][bookmark: _Toc94387939]6.8.3.1	Procedure at MSGin5G Client

[bookmark: _Toc86042632][bookmark: _Toc86043189][bookmark: _Toc94387940]6.8.3.2	Procedure at MSGin5G Server
[bookmark: _Toc502244459][bookmark: _Toc27581264][bookmark: _Toc45189028][bookmark: _Toc51947716][bookmark: _Toc75495666][bookmark: _Toc86042633][bookmark: _Toc86043190][bookmark: _Toc94387941]7	Coding
[bookmark: _Toc502244460][bookmark: _Toc27581265][bookmark: _Toc45189029][bookmark: _Toc51947717][bookmark: _Toc75495667][bookmark: _Toc86042634][bookmark: _Toc86043191][bookmark: _Toc94387942]7.1	General
This clause contains the information elements coding for the messages used in the procedures described in the present document.
In order to identify the usage of messages, in addition to the information elements specified in 3GPP TS 23.554 [2], a "Message Type" element shall be added to each message. The possible values of "Message Type" element are listed below:
a)	"CONF" refers tp Configuration;
b)	"REG" refers to Registration;
c)	"DEREG" refers to de-registration;
d)	"TOPSUB" refers to Messaging Topic Subscription;
e)	"MSG" refers to MSGin5G message; 
f)	"MSGRESP" refers to message response; and
g)	"IMDN" refers to MSGin5G delivery status report";
h)	"SEGREC" refers to segments recovery; and
i)	"SEGFONFIR" refers to message segments received information.
[bookmark: _Toc94387943]7.2	MSGin5G UE Configuration data
[bookmark: _Toc43231239][bookmark: _Toc43296170][bookmark: _Toc43400287][bookmark: _Toc43400904][bookmark: _Toc45216729][bookmark: _Toc51938275][bookmark: _Toc51938810][bookmark: _Toc68190499][bookmark: _Toc83059499][bookmark: _Toc94387944]7.2.1	General
This clause specified the extension of the SEAL UE configuration document as defined in 3GPP TS 24.546 [6]. 
[bookmark: _Toc43231240][bookmark: _Toc43296171][bookmark: _Toc43400288][bookmark: _Toc43400905][bookmark: _Toc45216730][bookmark: _Toc51938276][bookmark: _Toc51938811][bookmark: _Toc68190500][bookmark: _Toc83059500][bookmark: _Toc94387945]7.2.2	Application unique ID
The AUID shall be set to the unique service identifier of MSGin5G service as specified in 3GPP TS 23.554 [2]
[bookmark: _Toc43231241][bookmark: _Toc43296172][bookmark: _Toc43400289][bookmark: _Toc43400906][bookmark: _Toc45216731][bookmark: _Toc51938277][bookmark: _Toc51938812][bookmark: _Toc68190501][bookmark: _Toc83059501][bookmark: _Toc94387946]7.2.3	Structure
The MSGin5G UE configuration document structure is described in clause 7.2 of 3GPP TS 24.546 [6] with the MSGin5G specific clarifications specified in this clause.
The <on-network> element of the <seal-UE-configuration> element specified in clause 7.2 of 3GPP TS 24.546 [6]:
a)	shall include a <MSGin5G-Server-address> element;
b)	shall include a <MSGin5G-UE-Service-id> element; and
c)	may include a <Segment-size> element.
[bookmark: _Toc43231242][bookmark: _Toc43296173][bookmark: _Toc43400290][bookmark: _Toc43400907][bookmark: _Toc45216732][bookmark: _Toc51938278][bookmark: _Toc51938813][bookmark: _Toc68190502][bookmark: _Toc83059502][bookmark: _Toc94387947]7.2.4	XML schema
[bookmark: _Toc20157542][bookmark: _Toc27502599][bookmark: _Toc43231243][bookmark: _Toc43296174][bookmark: _Toc43400291][bookmark: _Toc43400908][bookmark: _Toc45216733][bookmark: _Toc51938279][bookmark: _Toc51938814][bookmark: _Toc68190503][bookmark: _Toc83059503][bookmark: _Toc94387948]7.2.4.1	General
The MSGin5G UE configuration document is composed according the XML schema described in the clause 7.2 of 3GPP TS 24.546 [6], and extended with extensions from the XML schema defined in clause 7.2.4.2.
[bookmark: _Toc20157543][bookmark: _Toc27502600][bookmark: _Toc43231244][bookmark: _Toc43296175][bookmark: _Toc43400292][bookmark: _Toc43400909][bookmark: _Toc45216734][bookmark: _Toc51938280][bookmark: _Toc51938815][bookmark: _Toc68190504][bookmark: _Toc83059504][bookmark: _Toc94387949]7.2.4.2	XML schema for MSGin5G specific extensions
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema
  xmlns="urn:3gpp:ns:seal:MSGin5GUEConfig:1.0"
  targetNamespace="urn:3gpp:ns:seal: MSGin5GUEConfig:1.0"
  xmlns:xs="http://www.w3.org/2001/XMLSchema"
  xmlns: msgin5guec="urn:3gpp:ns:seal: MSGin5GUEConfig:1.0"
  elementFormDefault="qualified"
  attributeFormDefault="unqualified">

  <!—MSGin5G specific "on-network" child elements -->
  <xs:element name="MSGin5G-Server-address" type="xs:string"/>
  <xs:element name="MSGin5G-UE-Service-id" type="xs:string"/>
  <xs:element name="Segment-size" type="xs:unsignedInt"/>

</xs:schema>


[bookmark: _Toc43231245][bookmark: _Toc43296176][bookmark: _Toc43400293][bookmark: _Toc43400910][bookmark: _Toc45216735][bookmark: _Toc51938281][bookmark: _Toc51938816][bookmark: _Toc68190505][bookmark: _Toc83059505][bookmark: _Toc94387950]7.2.5	Data semantics
The <VAL-UE-id> element in <seal-UE-configuration> element is MSGin5G UE ID as specified in TS 23.554 [2].
The <VAL-Service-id> element in <seal-UE-configuration> element is MSGin5G service ID.
The <MSGin5G-Server-address> element in <on-network> element of <seal-UE-configuration> element is the address information of the initial MSGin5G Server serving the MSGin5G Client.
The <MSGin5G-UE-Service-id> element in <on-network> element of <seal-UE-configuration> element is the MSGin5G UE Service ID as specified in TS 23.554 [2].
The <Segment-size> element in <on-network> element of <seal-UE-configuration> element is the segment size used for the MSGin5G UE to do message segmentation, the payload size of every segmented message will not exceed the segment size.
[bookmark: _Toc43231246][bookmark: _Toc43296177][bookmark: _Toc43400294][bookmark: _Toc43400911][bookmark: _Toc45216736][bookmark: _Toc51938282][bookmark: _Toc51938817][bookmark: _Toc68190506][bookmark: _Toc83059506][bookmark: _Toc94387951]7.2.6	MIME types
The MIME type for the MSGin5G UE configuration document shall use the MIME type as specified in the clause 7.2.6 of 3GPP TS 24.546 [6].

[bookmark: _Toc86042635][bookmark: _Toc86043192][bookmark: _Toc94387952]7.3	MSGin5G message structure
Editor's note: whether more clauses are needed to be added is FFS based on the protocol selection.
[bookmark: _Toc94387953]7.3.1	General
This clause defines the JSON schema of the body of CoAP requests realizing the MSGin5G message. The schema is based on JSON Schema Draft-07 [8]. For reducing the overhead of MSGin5G message, the properties are defined as shorten form and the relationship between the properties and IEs used in clause 6 are described in the description of the properties.

[bookmark: _Toc94387954]7.3.2	Configuration
Editor's note: whether more clauses are needed to be added is FFS based on the protocol selection.
[bookmark: _Toc94387955]7.3.2.1	MSGin5G UE Configuration structure
The schema is based on JSON Schema Draft-07 [8]. For reducing the overhead of the message used in MSGin5G service, the properties are defined as shorten form and the relationship between the properties and IEs used in clause 6.2 are described in the description of the properties, The JSON schema is defined below:

{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_UE_Configuration_schema",
  "title": "MSGin5G_UE_Configuration",
  "type": "object",
  "properties": {
    "ueId": {
      "type": "string",
      "description": "Refer to MSGin5G UE ID"
    },
    "addInfos": {
      "type": "array",
      "description": "Refer to other related informations",
      "items": {
        "$ref": "#/$defs/AddInfo"
      }
    }
  },
  "required": ["ueId"],
  "$defs": {
    "AddInfo": {
      "type": "object",
      "properties": {
        "name": {
          "type": "string"
        },
        "value": {
          "type": "string"
        }
      },
      "required": ["name", "value"]
    }
  }
}
[bookmark: _Toc94387956]7.3.3	Registration
[bookmark: _Toc91148405][bookmark: _Toc94387957]7.3.3.1	MSGin5G UE Registration structure
The schema is based on JSON Schema Draft-07 [8]. For reducing the overhead of the message used in MSGin5G service, the properties are defined as shorten form and the relationships between the properties and elements used in subclause 6.3.1.1.1 are described in the description of the properties. The JSON schema of the CoAP POST request for the MSGin5G registration is defined below:
{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_Registration_request_schema",
  "title": "MSGin5G Registration Request",
  "type": "object",
  "properties": {
    "msgIden": {
      "type": "string",
      "format": "uri",
      "description": "Refer to Service identifier of MSGin5G service"
    },
    "msgType": {
      "type": "string",
      "enum": [
        "REG"
      ],
      "description": "Refer to the usage of this message. The value REG refers to MSGin5G Registration"
    },
    "oriAddr": {
      "type": "object",
      "properties": {
        "oriAddrType": {
          "enum": [
            "UE"
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Originating UE Service ID"
    },
    "secCred": {
      "type": "object",
      "description": "Refer to Security Credentials"
    },
    "cliProfile": {
      "type": "object",
      "properties": {
        "triInfo": {
          "type": "object",
          "properties": {
            "ueId": {
              "type": "string",
              "format": "uri",
              "description": "Refer to MSGin5G UE ID"
            },
            "cliPort": {
              "type": "string",
              "description": "Refer to MSGin5G Client Ports"
            }
          },
          "required": [
            "ueId",
            "cliPort"
          ],
          "description": "Refer to MSGin5G Client Triggering Information"
        },
        "comAvail": {
          "type": "object",
          "properties": {
            "schTime": {
              "type": "string",
              "format": "date-time",
              "description": "Refer to Scheduled Communication Time"
            },
            "durTime": {
              "type": "string",
              "format": "date-time",
              "description": "Refer to Communication Duration Time"
            },
            "periIndi": {
              "type": "boolean",
              "default": false,
              "description": "Refer to Periodic Communication Indicator"
            },
            "periInterval": {
              "type": "string",
              "format": "date-time",
              "description": "Refer to Periodic Communication Interval"
            },
            "dataSize": {
              "type": "string",
              "description": "Refer to Data Size Indication"
            },
            "storeForward": {
              "type": "string",
              "description": "Refer to Store and Forward Option"
            }
          },
          "description": "Refer to MSGin5G Client Communication Availability"
        }
      },
      "description": "Refer to MSGin5G Client Profile"
    }
  },
    "required": [
    "msgIden",
    "oriAddr ",
    "secCred"
  ]
}
The schema is based on JSON Schema Draft-07 [8]. For reducing the overhead of the message used in MSGin5G service, the properties are defined as shorten form and the relationships between the properties and elements used in subclause 6.3.1.2.1 are described in the description of the properties. The JSON schema of CoAP 2.01 (Created) response or CoAP 2.04 (Change) response for the MSGin5G registration is defined below:
{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_Registration_response_schema",
  "title": "MSGin5G Registration Response",
  "type": "object",
  "properties": {
    "oriAddr": {
      "type": "object",
      "properties": {
        "oriAddrType": {
          "enum": [
            "UE"
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Originating UE Service ID"
    },
    "result": {
      "type": "boolean",
      "default": true,
      "description": "Refer to Registration result. The value true refers to succcess"
    }
  },
    "required": [
    "oriAddr",
    "result"
  ]
}
[bookmark: _Toc94387958]7.3.3.2	MSGin5G UE De-registration structure
The schema is based on JSON Schema Draft-07 [8]. For reducing the overhead of the message used in MSGin5G service, the properties are defined as shorten form and the relationships between the properties and elements used in subclause 6.3.1.1.2 are described in the description of the properties. The JSON schema of the CoAP POST request for the MSGin5G de-registration is defined below:
{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_Deregistration_request_schema",
  "title": "MSGin5G Deregistration Request",
  "type": "object",
  "properties": {
    "msgIden": {
      "type": "string",
      "format": "uri",
      "description": "Refer to Service identifier of MSGin5G service"
    },
    "msgType": {
      "type": "string",
      "enum": [
        "DEREG"
      ],
      "description": "Refer to the usage of this message. The value DEREG refers to MSGin5G De-registration"
    },
    "oriAddr": {
      "type": "object",
      "properties": {
        "oriAddrType": {
          "enum": [
            "UE"
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Originating UE Service ID"
    },
    "secCred": {
      "type": "object",
      "description": "Refer to Security Credentials"
    }
  },
    "required": [
    "msgIden",
    "oriAddr ",
    "secCred"
  ]
}
The schema is based on JSON Schema Draft-07 [8]. For reducing the overhead of the message used in MSGin5G service, the properties are defined as shorten form and the relationships between the properties and elements used in subclause 6.3.1.2.2 are described in the description of the properties. The JSON schema of CoAP 2.04 (Change) response for the MSGin5G de-registration is defined below:
{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_ Deregistration_response_schema",
  "title": "MSGin5G Deregistration Response",
  "type": "object",
  "properties": {
    "oriAddr": {
      "type": "object",
      "properties": {
        "oriAddrType": {
          "enum": [
            "UE"
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Originating UE Service ID"
    },
    "result": {
      "type": "boolean",
      "default": true,
      "description": "Refer to De-registration result. The value true refers to succcess"
    }
  },
    "required": [
    "oriAddr",
    "result"
  ]
}
[bookmark: _Toc94387959]7.3.4	MSGin5G Message
Editor's note: whether more clauses are needed to be added is FFS based on the protocol selection.
[bookmark: _Toc94387960]7.3.4.1	JSON schema of MSGin5G message
The JSON schema of the MSGin5G message is defined below:
{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/MSGin5G_Message_schema",
  "title": "MSGin5G Message",
  "type": "object",
  "properties": {
    "msgIden": {
      "type": "string",
      "format": "uri",
      "description": "Refer to Service identifier of MSGin5G service"
    },
    "msgType": {
      "type": "string",
      "enum": [
        "MSG"
      ],
      "description": "the usage of this message. The value MSG refers to MSGin5G message"
    },
    "appId": {
      "type": "string",
      "description": "Refer to Application ID"
    },
    "msgId": {
      "type": "string",
      "format": "uuid",
      "description": "Refer to Message ID"
    },
    "secCred": {
      "type": "object",
      "description": "Refer to Security credentials"
    },
    "isDelivStatReq": {
      "type": "boolean",
      "default": false,
      "description": "Refer to Delivery status required"
    },
    "oriAddr": {
      "type": "object",
      "properties": {
        "oriAddrType": {
          "enum": [
            "UE",
            "AS"
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Originating UE Service ID or Originating AS Service ID"
    },
    "destAddr": {
      "type": "object",
      "properties": {
        "destAddrType": {
          "enum": [
            "UE",
            "AS",
            "GROUP",
            "BC",
            "TOPIC
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Recipient UE Service ID or Recipient AS Service ID or Group Service ID or Broadcast Area ID or Messaging Topic"
    },
    "sfFlag": {
      "type": "boolean",
      "default": false,
      "description": "Refer to Store And Forward Flag"
    },
    "sfParam": {
      "$ref": "#/$defs/SfParams",
      "description": "Refer to Store And Forward Parameters"
    },
    "payload": {
      "type": "string",
      "description": "Refer to Payload"
    },
    "priority": {
      "type": "string",
      "enum": [
        "HIGH",
        "MIDDLE",
        "LOW"
      ],
      "default": "MIDDLE",
      "description": "Refer to Priority Type"
    },
    "isSegmented": {
      "type": "boolean",
      "default": false,
      "description": "Refer to Message Is Segmented"
    },
    "segParams": {
      "$ref": "#/$defs/SegParams"
    }
  },
  "required": [
    "msgIden ",
    "msgId",
    "msgType",
    "oriAddr",
    "destAddr"
  ],
  "dependentRequired": {
    " sfParams": [
      " sfFlag"
    ],
    " segParams": [
      " isSegmented "
    ],
"if": {
    "properties": { 
        "oriAddrType": { 
            "const": "AS" 
        } 
    }
  },
  "then": {
    "properties": {
        "destAddrType": {
            "not":{
                "const": "AS"
            }
         }
    }
  }
  },
  "$defs": {
    "SfParams": {
      "type": "object",
      "properties": {
        "expireTime": {
          "type": "string",
          "format": " date-time",
          "description": "Refer to Message expiration time"
        },
        "appSpecSf": {
          "type": "object",
          "description": "Refer to Application Specific Store And Forward Information"
        }
      }
    },
    "SegParams": {
      "type": "object",
      "properties": {
        "segId": {
          "type": "string",
          "description": "Refer to Segmentation Set Identifier"
        },
        "totalSegCount": {
          "type": "integer",
          "description": "Refer to Total Number Of Message Segments"
        },
        "segNumb": {
          "type": "integer",
          "description": "Refer to Message Segment Number"
        },
        "lastSegFlag": {
          "type": "string",
          "description": "Refer to Last Segment Flag"
        },
        "required": [
          "segId",
          "totalSegCount",
          "segNumb"
        ]
      }
    }
  }
}
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The schema is based on JSON Schema Draft-07 [8]. For reducing the overhead of the message used in MSGin5G service, the properties are defined as shorten form and the relationship between the properties and IEs used in clause 6.6 are described in the description of the properties, The JSON schema is defined below:

{
  "$schema": "http://json-schema.org/draft-07/schema#",
  "$id": "http://www.3gpp.org/MSGin5G/Message_Topic_Subscription_schema",
  "title": "Message_Topic_Subscription",
  "type":"object",
  "properties": {
    "oriAddr": {
      "type": "object",
      "properties": {
        "oriAddrType": {
          "enum": [
            "UE"
          ]
        },
        "addr": {
          "type": "string"
        }
      },
      "description": "Refer to Originating UE Service ID"
    },
    "expireTime": {
      "type": "string",
      "format": "date-time",
      "description": "Refer to message topic subscripition expiration time"
    },
    "required": ["oriAddr"]
  }
}

[bookmark: _Toc86042636][bookmark: _Toc86043193][bookmark: _Toc94387963]Annex A (informative):
Change history
[bookmark: historyclause]
	Change history

	Date
	Meeting
	TDoc
	CR
	Rev
	Cat
	Subject/Comment
	New version

	2021-10
	CT1#132e
	C1-216109
	
	
	
	Draft skeleton provided by the rapporteur.
	0.0.0

	2021-10
	CT1#132e
	
	
	
	
	Implementing the following p-CR agreed by CT1:
C1-215739, C1-215873, C1-215874, C1-216174, C1-216177, C1-216180
Editorial change from the rapporteur.
Correction from the rapporteur.
	0.1.0

	2021-11
	CT1#133e
	
	
	
	
	Implementing the following p-CR agreed by CT1:
C1-217092, C1-217293, C1-217294, C1-217295, C1-217296, C1-217330, C1-217331, C1-217332, C1-217334, C1-217335, C1-217338, C1-217339
Editorial change from the rapporteur.
Correction from the rapporteur.
	0.2.0

	2021-12
	
	
	
	
	
	Editorial change from the rapporteur.
Correction from the rapporteur.
	0.2.1

	2022-01
	CT1#133 BIS-e
	
	
	
	
	Implementing the following p-CR agreed by CT1:
C1-220373, C1-220418, C1-220505, C1-220649, C1-220650, C1-220657, C1-220658, C1-220660, C1-220661, C1-220691, C1-220692, C1-220693, C1-220695, C1-220751, C1-220760, C1-220763, C1-220766, C1-220840
Editorial change from the rapporteur.
Correction from the rapporteur.
	0.3.0



3GPP
image2.png
=

A GLOBAL INITIATIVE




image1.jpeg
s




