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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

This Study item is to study:

1. The addition of a S2a based on GTP option. In particular this SID will develop the necessary stage 2 message flows to support S2a based on GTP and mobility between GTP-S5/S8 and GTP-S2a.
2. Supporting WLAN access to EPC through S2a via mechanisms:
2.1 with no impact to the UE;

2.2 with impact to the UE.
Solutions requiring modifications to non 3GPP link-layers will not be considered. It is expected that the result of this Study Item may be used by 3GPP-BBF interworking activities (BBAI).
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3] 
3GPP TS 23 402: "Architecture enhancements for Non-3GPP Accesses ".
[4] 
3GPP TS 23.203: "Policy and charging control architecture".
[5]
IEEE Std 802.11-2007: "IEEE Standard for Information technology - Telecommunications and information exchange between systems - Local and metropolitan area networks - Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications".
[6] 
3GPP TS 23.401: "GPRS Enhancements for E-UTRAN Access".
[7]
3GPP TS 29.273: “3GPP EPS AAA interfaces”.
[8]
IETF RFC 791: "Internet Protocol"

[9]
IETF RFC 2131: "Dynamic Host Configuration Protocol"

[10]
IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification"

[11]
IETF RFC 4861: "Neighbor Discovery for IP version 6 (IPv6)"
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IETF RFC 4862: "IPv6 Stateless Address Autoconfiguration"
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IETF RFC 4436: "Detecting Network Attachment in IPv4 (DNAv4)"

[14]
IETF RFC 6059: "Simple Procedures for Detecting Network Attachment in IPv6"

[15]
IEEE Std 802.11n-2009: "IEEE Standard for Information technology - Telecommunications and information exchange between systems - Local and metropolitan area networks - Specific requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications. Enhancements for Higher Throughput (Amendment 5)".
[16]
IETF RFC 6085: " Address Mapping of IPv6 Multicast Packets on Ethernet"
[17]
IETF RFC 5213: “Proxy Mobile IPv6”

[18]
IETF RFC 5844: “IPv4 Support for Proxy Mobile IPv6”
[19]
IETF RFC 3736: "Stateless Dynamic Host Configuration Protocol (DHCP) Service for IPv6".
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

<ACRONYM>
<Explanation>

4
Scenarios
The decision on whether a non 3GPP access is considered trusted or un trusted is made by the HPLMN operator and is not a characteristic of the non 3GPP access network. More details on it are provided in section 4.3.1.2 of [3].  The HPMN operator however while making a decision on trust worthiness of a non 3GPP access can also take into consideration security aspects of the access network.
WLAN security was considered poor in both strength and ease of use, compared with that taken for granted in 3G networks and devices (UICC plus HSS, and GPRS encryption of data). Hence it made sense for the mobile network operators (MNOs) to use their core network to add overlay security layers, i.e. the IKEv2 for Authentication and Authorization of the UE, and the IPsec between the UE and ePDG for the security of the user data.

Now, with the deployment of 802.1x, 802.11u, 802.11i and Hotspot 2.0, it may be considered by some operators that the security strength and ease of use (discovery and set up) is as acceptable as 3G/LTE security. For example, for the radio air link, the operator controlled hotspot with 802.11i could be treated as a secure Non-3GPP Access. As 802.11i (or WPA2 called by WFA) has been released for several years, many AP-s support it as a basic feature and lots of smart phones also have supported it.
WLAN can also be deployed integrated in a residential/enterprise device (e.g. femto). In such a scenario, protection mechanism for the traffic on the backhaul link between the residential/enterprise device and the EPC may be used. This protection of the backhaul may be leveraged to consider the WLAN security in terms of connectivity to the EPC.
The impact on the support of the following scenarios shall be used to evaluate the solutions that will be proposed in the study:
-
Access to EPC resources/services with access control by the operator;

-
Seamless mobility between 3GPP and WLAN for EPS services with IP address preservation;

-
Non-seamless mobility services between 3GPP and WLAN for EPS services: no IP address preservation; 

-
Support of UEs with single PDN connection; support of UEs with multiple PDN connections;

-
Access to EPC via WLAN simultaneously with non-seamless WLAN offload.
5
Architectural assumptions

Editor’s Note: This clause will identify the architectural assumptions.
5.1
Architectural assumptions for GTP based S2a
From a UE perspective, using S2a-GTP or S2a-PMIP shall be transparent.
The impacts to the existing functionalities and to the EPC shall be minimized. The protocol design on S2a should aim at keeping S2a GTP operations similar to those supported on GTP-based S5/S8 and GTP-based S2b as much as possible. 

All functions of the existing PMIP-S2a option should also be supported by GTP-S2a, except for optimized handover.
5.2
Architectural assumptions for WLAN access to EPC through S2a
In order to support the scenarios described in section 4, the following assumptions for WLAN access to EPC through S2a are taken and need to be investigated as part of the study:
· The UE and the EPC are assumed to mutually authenticate through the WLAN Access as defined in TS 23.402 [3] section 4.9.1.
· It is assumed that UE traffic over the WLAN air link may be confidentiality and integrity protected as defined by IEEE 802.11 [5].

· It is assumed that there is a point-to-point link between UE and non-3GPP access GTP peer.
The backhaul, through which WLAN accesses to EPC, may be secured, e.g., through IPsec, to build a secureaccess to the EPC.
5.2.1
Assumptions for solutions with no Impact to the UE

The solutions that enable trusted WLAN access to EPC over S2a without any UE impact shall comply with the following architectural assumptions:
· There shall be no functionality added to a R11 UE with respect to a R10 or pre-R10 UE specifically for the support of trusted WLAN access to EPC over S2a.

· No additional 3GPP mechanisms (other than those already specified), layer 2 protocol modifications or layer 3 protocol modifications shall be required on the UE to allow a UE capable of WLAN connectivity to a trusted WLAN network to gain WLAN access to EPC through S2a.

· There shall be no impact to the UE for the indication of the APN of the PDN to be established upon attach or upon handover of a PDN connection from a 3GPP access to trusted WLAN through S2a. The network shall be capable of selecting the APN to be used for the PDN establishment upon attach, independently of whether one or more PDN connections with such APNs are active over a 3GPP access.
· There shall be no impact to the UE for the support of IP address preservation in case of mobility between a 3GPP access and WLAN.
· There shall be no impact to the UE for the establishment of more than one PDN connections over WLAN when attaching to WLAN access or when handing over PDN connections from a 3GPP access.
· There shall be no impact to the UE for the simultaneous support of IP connectivity to the EPC over WLAN and with non-seamless WLAN offload.
· SaMOG solution should co-exist with Release 11 and earlier UEs which may implement WLAN interworking related features including ANDSF and its extensions, SWu, S2c.

· Since an unmodified UE may support the Detecting Network Attachment (DNA) functions, solutions claiming no impacts to the UE shall work in presence of the following protocols:

· For IPv4: IETF RFC 4436 [13]

· For IPv6: IETF RFC 6059 [14]

The above list is non-exhaustive.
Only the following functions can be considered supported by an unmodified UE, i.e. solutions with no impacts to UE shall only expect the following functions in the UE: 

· WLAN spec only restricted to PHY/MAC aspects in [5] and [15]

· 3GPP-based authentication as defined in TS 23.402 [3] over WLAN (i.e. access authentication towards EPC)

· IPv4 and/or IPv6 support:

· For IPv4: IETF RFC791 [8], IETF RFC 2131 [9]

· For IPv6: IETF RFC 2460 [10], IETF RFC 4861 [11], and IETF RFC 4862 [12]
6
Solutions for GTP based S2a
Editor’s Note: This clause will describe the solution(s) for the "access agnostic" GTP-S2a, which is basically similar to PMIPv6-S2a in TS 23.402. For WLAN Access, the additional considerations including the potential UE impacts are studied in Section 7.
6.1
Solution 1 
6.1.1
Architecture
The same architecture reference models as those defined in TS 23.402 [3] can be applied to GTP based S2a, with the following differences:
-
BBERF is not required with GTP based S2a;

-
Gxa interface is not required between the PCRF (or vPCRF) and the Trusted Non-3GPP Access;

-
vPCRF (and S9 interface) is not required for roaming with Home Routed traffic (i.e. non-LBO traffic).

Note 1: The Chained case is not proposed to be supported in this release.Figures 6.1.1-1 to 6.1.1-3 show the baseline architecture reference model for GTP based S2a in the non roaming and roaming cases.

[image: image3]
Figure 6.1.1-1: Non-Roaming Architecture within EPS using GTP based S5, S2a


[image: image4]
Figure 6.1.1-2: Roaming Architecture for EPS using GTP based S8, S2a - Home Routed


[image: image5]
Figure 6.1.1-3: Roaming Architecture for EPS using GTP based S5, S2a – Local Breakout
Note 2: A GTP peer is assumed in the Trusted Non-3GPP IP Access for this GTP based S2a. Moreover it is assumed that the GTP peer acts as first hop router in a similar way as the MAG when PMIP is used over S2a. When deferred IPv4 address allocation is supported, it is assumed that the GTP peer supports DHCPv4 relay functionality.
6.1.2
Functional description 
Editor’s Note: This subclause will contain the functional description for S2a mobility based on GTP. 
6.1.2.1
Bearer model for a PDN connection
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Figure 6.1.2.1-1: Bearer model on GTP based S2a

Note: The mapping between Non-3GPP connectivity and multiple GTP bearers in the Trusted Non-3GPP IP Access is out of 3GPP scope.
For Trusted non-3GPP access to the EPC, the PDN connectivity is made up of the concatenation of Non-3GPP connectivity (between the UE and the Trusted Non-3GPP access) and of GTP bearer(s) over S2a.
The GTP based S2a interface is similar to GTP-S5/S8 and GTP-S2b. The Trusted Non 3GPP access handles the UL TFT received from the PGW over GTP with the same way as an ePDG terminating GTP based S2b handles the UL TFT received from the PGW.
Whether GTP or PMIP is used in the network for S2a is transparent to the UE.
6.1.3
Information flows
6.1.3.1
Initial Attach Procedure with GTP on S2a and Anchoring in PDN GW

NOTE 1:
The exact list of parameters signalled in GTP S2a information flows will be defined during normative work.
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Figure 6.1.3.1-1: Initial attachment with Network-based MM mechanism over S2a for roaming, LBO and non-roaming scenarios

Principles are similar to those specified for the PMIPv6 S2a call flow in clause 6.2.1 of TS 23.402 [3], but with GTP signalling and following differences: 

The home routed roaming, LBO and non-roaming scenarios are depicted in the figure 6.1.3.1-1.

-
 In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the HPLMN to the PDN GW in the VPLMN and vice versa. Messages between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN.

-
In the home routed roaming and non-roaming cases, the vPCRF and the 3GPP AAA Proxy are not involved, except for the authentication and authorization in step 2.

1)
as per step 1 of clause 6.2.1 of TS 23.402 [3].
2)
as per step 2 of clause 6.2.1 of TS 23.402 [3], with the following additions:

-
Upon successful authorization, the 3GPP AAA server downloads authorization (subscription) data to the Trusted non-3GPP Access. This information is used at step 5.
-
The Trusted non 3GPP IP Access selects the S2a protocol variant (GTP vs PMIP). The Trusted non 3GPP IP Access may be configured with the S2a protocol variant(s) on a per HPLMN granularity, or may retrieve information regarding the S2a protocol variants supported by the PDN GW (PMIP or/and GTP) from the Domain Name Service function.
-
The Trusted non-3GPP IP Access selects the PGW as per the existing PGW selection procedure; if the Trusted non-3GPP IP Access receives a PGW Identity under the form of a FQDN, it shall derive it to an IP address according to the selected mobility management protocol (here GTP).

NOTE 2:
As per existing principles, to support separate PDN GW addresses at a PDN GW for different mobility protocols (e.g. PMIP, MIPv4 or GTPv2), the PDN GW Selection function takes mobility protocol type into account when deriving PDN GW address by using the Domain Name Service function.

3)
as per step 3 of clause 6.2.1 of TS 23.402 [3].
NOTE 3:
Only when IPv4, the L3 trigger may be relayed to the PDN GW after the GTP tunnel has been setup in step 9 using deferred IPv4 address mechanism.
4)
step 4 of clause 6.2.1 of TS 23.402 [3] is skipped.

5)
The Trusted non-3GPP IP Access sends a Create Session Request (IMSI, APN, RAT type, Trusted non-3GPP IP Access TEID of the control plane, PDN Type, PDN Address, EPS Bearer Identity, Default EPS Bearer QoS, Trusted non-3GPP IP Access Address for the user plane, Trusted non-3GPP IP Access TEID of the user plane, APN-AMBR, Selection Mode, Dual Address Bearer Flag, Trace Information, Charging Characteristics, Protocol Configuration Options) message to the PGW. The RAT type indicates the non-3GPP IP access technology type. The PDN Type shall be set based on the requested IP address types and subscription profile in the same way as the PDN type is selected during the E‑UTRAN Initial Attach in TS 23.401 [6]. The Trusted non-3GPP IP Access Network shall set the Dual Address Bearer Flag when the PDN type is set to IPv4v6 and all SGSNs which the UE may be handed over to are Release 8 or above supporting dual addressing, which is determined based on node pre-configuration by the operator. The Trusted non-3GPP IP Access Network shall include Trace Information if PDN GW trace is activated.

The PGW creates a new entry in its bearer context table and generates a Charging Id. The new entry allows the PGW to route user plane PDUs between the Trusted non-3GPP IP Access Network and the packet data network and to start charging.

NOTE 4:
The EPS Bearer Identity and Default EPS Bearer QoS parameters convey the S2a bearer identity and the default S2a bearer QoS.
NOTE 5: As part of the access specific study it will be clarified whether step 5 (Create Session Request) is triggered by the completion of the authentication procedure (step 2) either/or by the reception of the L3 Attach trigger (step 3).
6)
as per step 6 of clause 6.2.1 of TS 23.402 [3] except that there is no associated Gateway Control Sessions.

7)
as per step 7 of clause 6.2.1 of TS 23.402 [3], with the following addition:

-
when informing the 3GPP AAA Server of the PDN GW identity, the selected PDN GW also indicates the selected S2a protocol variant (here GTP); this allows the option for the 3GPP AAA Server or 3GPP AAA Proxy not to return to the PDN GW PMIP specific parameters (e.g. static QoS Profile, Trace Information, APN-AMBR) if GTP is used over S2a; the PDN GW shall ignore those parameters if received from the 3GPP AAA Server or 3GPP AAA Proxy.
8)
The PDN GW returns a Create Session Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Type, PDN Address, EPS Bearer Identity, EPS Bearer QoS, APN-AMBR, Protocol Configuration Options, Cause) message to the Trusted non-3GPP IP Access, including the IP address(es) allocated for the UE. 
NOTE 6: 
If the L3 attach trigger is relayed to the PDN GW, the IP address will not be returned in the Create Session Response.

The PGW may initiate the creation of dedicated bearers on GTP based S2a (like it may do it on GTP based S5/S8 for an Attach on 3GPP access).

9)
 The GTP tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW.

NOTE 7:
If the L3 Attach trigger is relayed to the PDN GW, the DCHP request is sent to the PDN GW in the established GTP tunnel.
10)
 step 10 of clause 6.2.1 of TS 23.402 [3] is skipped.

11)
 as per step 11 of clause 6.2.1 of TS 23.402 [3].
6.1.3.2
Detach and PDN Disconnection with GTP on S2a

6.1.3.2.1
UE/Trusted Non-3GPP IP Access Network Initiated Detach and UE/Trusted Non-3GPP IP Access requested PDN Disconnection Procedure with GTP on S2a
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Figure 6.1.3.2.1-1: UE/Trusted Non-3GPP Access Network initiated detach procedure or PDN-disconnection with GTP on S2a

Principles are similar to those specified for the PMIP S2a call flow in clause 6.4.1.1 of TS 23.402 [3], but with GTP signalling:

1)
as per step 1 of clause 6.4.1.1 of TS 23.402 3].
2)
step 2 of clause 6.4.1.1 of TS 23.402 [3] is skipped.

3)
The active Bearer(s) Trusted non-3GPP IP Access regarding this particular UE and PDN connection are deactivated by the Trusted non-3GPP IP Access sending a Delete Session Request (Linked EPS Bearer ID) to the PGW for the related PDN connection. 

4 to 5)
as per steps 4 to 5 of clause 6.4.1.1 of TS 23.402 [3].

6)
The PDN GW acknowledges with Delete Session Response (Cause).

7)
as per step 7 of clause 6.4.1.1 of TS 23.402 [3].
6.1.3.2.2
HSS/AAA Initiated Detach Procedure with GTP on S2a


[image: image9.emf] 

Roaming  Scenarios  

UE  

AAA  Proxy    

PDN   GW   HSS/   AAA  

hPCRF  

1.  UE De - registration Request  

3.  UE De - Registration  Ack  

2. The procedures as  figure  6. 1 . 3. 2 .1 - 1 , after Step 1  

Trusted Non - 3GPP IP  Access  


Figure 6.1.3.2.2-1: HSS/AAA-initiated detach procedure with GTP on S2a

Principles are similar to those specified for the PMIP S2a call flow in clause 6.4.2.1 of TS 23.402 [3], but with GTP signalling:

1)
as per step 1 of clause 6.4.2.1 of TS 23.402 [3].

2)
This includes the procedures after step1 as Figure 6.1.3.2.1-1. 
For multiple PDN connectivity, this step shall be repeated for each PDN connected.
3)
as per step 3 of clause 6.4.2.1 of TS 23.402 [3].

NOTE:
The HSS/AAA may also send a detach indication message to the PDN GW. The PDN GW does not remove the GTP tunnels on S2a, since the Trusted non-3GPP IP Access is responsible for removing those tunnels on S2a. The PDN GW acknowledges the receipt of the detach indication message to the HSS/AAA.

6.1.3.3
UE-initiated Connectivity to Additional PDN with GTP on S2a

Establishment of connectivity to an additional PDN over Trusted Non-3GPP IP Access with S2a is supported only for the accesses that support such feature and the UEs that have such capability.
During the establishment of a new PDN connection, the Trusted Non-3GPP IP Access allocates and sends a default EPS bearer ID to the PDN GW. The default EPS bearer ID is unique in the scope of the UE within an Trusted Non-3GPP IP Access, i.e. the IMSI and the default EPS bearer ID together identify a PDN connection within an Trusted Non-3GPP IP Access. In order to be able to identify a specific established PDN connection, both the Trusted Non-3GPP IP Access and the PDN GW shall store the default EPS bearer ID.

For network supporting multiple mobility protocols, the AAA/HSS enforces the same IPMS decision for each additional PDN connection as for initial attach.
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Figure 6.1.3.3-1: Additional PDN connectivity with GTP on S2a for non-roaming and roaming

The steps in the procedure which are marked as optional occur only if dynamic policy provisioning has been deployed.

The home routed roaming, LBO and non-roaming scenarios are depicted in the figure 6.1.3.3-1.

-
In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the HPLMN to the PDN GW in the VPLMN and vice versa. Messages between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN.

-
In the home routed roaming and non-roaming cases, the vPCRF and the 3GPP AAA Proxy are not involved.

1)
When the UE wishes to connect to an additional PDN, it sends a trigger indicating that connectivity with that specific PDN is desired. The UE provides information about the new PDN by using an APN. When multiple PDN connections to a single APN are supported then some additional access specific mechanism is needed between the UE and the Trusted Non-3GPP IP Access to differentiate the PDN connections towards the same APN. If supported by the non-3GPP access, the UE may send Protocol Configuration Options in this step using access specific mechanisms. The Protocol Configuration Options provided by the UE may include the user credentials for PDN access authorization. The UE triggers the re-establishment of existing PDN connectivity after the handover by providing a Request Type indicating "Handover" on accesses that support the indication.

NOTE 1:
The definition of the trigger that the UE provides to the access network is out of scope of 3GPP.
2)
At this step the Trusted non-3GPP IP Access performs PDN GW selection as described in Steps 5 to 9 of Initial Attach procedure, while PDN GW2 is selected.

3)
The Trusted non-3GPP IP Access sends the reply message to the UE with the allocated IP address from the PDN that the UE indicated at step 1. If supported by the non-3GPP access, the Protocol Configuration Options provided by the PDN GW2 in step 2 are returned to the UE in this step using access specific mechanisms. Since UE requested for additional PDN connectivity, the UE configures the IP address received from the Trusted Non-3GPP IP Access without deleting its configuration for connectivity with any other previously established PDN.
NOTE 2:
The definition of the message used to carry the new connectivity information to the UE is out of scope of 3GPP.
4)
The GTP tunnel is thus set up between the Trusted Non-3GPP IP Access and the PDN GW corresponding to the requested additional PDN while maintaining tunnels previously established for other PDNs.
6.1.3.4
Dedicated bearer activation with GTP on S2a
The dedicated bearer activation procedure for GTP based S2a is depicted in figure 6.1.3.4-1.
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Figure  6.1.3.4-1: Dedicated S2a Bearer Activation Procedure with GTP on S2a

1.
If dynamic PCC is deployed, the PCRF sends a PCC decision provision (QoS policy) message to the PDN GW. This corresponds to the initial steps of the PCRF-Initiated IP CAN Session Modification procedure or to the PCRF response in the PCEF initiated IP-CAN Session Modification procedure as defined in TS 23.203 [4], up to the point that the PDN GW requests IP CAN Bearer Signalling. If dynamic PCC is not deployed, the PDN GW may apply local QoS policy.

2.
The PDN GW uses this QoS policy to assign the S2a bearer QoS, i.e., it assigns the values to the bearer level QoS parameters QCI, ARP, GBR and MBR. The PDN GW sends a Create Bearer Request message (IMSI, EPS bearer QoS, TFT, PDN GW Address for the user plane, PDN GW TEID of the user plane, Charging Id, LBI) to the trusted non-3GPP access. The Linked EPS bearer Identity (LBI) is the EPS bearer Identity of the default S2a bearer.
3.  If supported by the trusted non-3GPP access, a trusted non-3GPP access specific resource allocation/modification procedure may be executed in this step. The details of this step are out of the scope of 3GPP.
4.
The trusted non-3GPP access selects an EPS bearer Identity, which has not yet been assigned to the UE. The trusted non-3GPP access then stores the EPS bearer Identity and links the dedicated S2a bearer to the default S2a bearer indicated by the Linked Bearer Identity (LBI). The trusted non-3GPP access uses the uplink packet filter (UL TFT) to determine the mapping of uplink traffic flows to the S2a bearer. The trusted non-3GPP access then acknowledges the S2a bearer activation to the PGW by sending a Create Bearer Response (EPS bearer Identity, trusted non-3GPP access Address for the user plane, trusted non-3GPP access TEID of the user plane) message.
5.
If the dedicated bearer activation procedure was triggered by a PCC Decision Provision message from the PCRF, the PDN GW indicates to the PCRF whether the requested PCC decision (QoS policy) could be enforced or not, allowing the completion of the PCRF-Initiated IP CAN Session Modification procedure or the PCEF initiated IP-CAN Session Modification procedure as defined in TS 23.203 [4], after the completion of IP CAN bearer signalling.

NOTE 1:
The exact signalling of step 1 and 5 (e.g. for local break-out) is outside the scope of this TR. This signalling and its interaction with the dedicated bearer activation procedure are to be specified in TS 23.203 [4]. Steps 1 and 5 are included here only for completeness.
6.1.3.5
Network-initiated S2a bearer modification with GTP on S2a

6.1.3.5.1
PDN GW Initiated Bearer Modification
The PDN GW initiated bearer modification procedure for a GTP based S2a is depicted in figure 6.1.3.5.1-1. This procedure is used to update the TFT for an active default or dedicated S2a bearer, or in cases when one or several of the S2a bearer QoS parameters QCI, GBR, MBR or ARP are modified (including the QCI or the ARP of the default S2a bearer e.g. due to the HSS Initiated Subscribed QoS Modification procedure, as described in clause 6.1.3.5.2).
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Figure 6.1.3.5.1-1: PDN GW-initiated S2a Bearer Modification Procedure with GTP on S2a
1.
If dynamic PCC is deployed, the PCRF sends a PCC decision provision (QoS policy) message to the PDN GW. This corresponds to the initial steps of the PCRF-Initiated IP CAN Session Modification procedure or to the PCRF response in the PCEF initiated IP-CAN Session Modification procedure as defined in 3GPP TS 23.203 [4], up to the point that the PDN GW requests IP-CAN Bearer Signalling. If dynamic PCC is not deployed, the PDN GW may apply local QoS policy.

2.
The PDN GW uses this QoS policy to determine that a service data flow shall be aggregated to or removed from an active S2a bearer or that the authorized QoS of a service data flow has changed. The PDN GW generates the TFT and updates the S2a bearer QoS to match the traffic flow aggregate. The PDN GW then sends the Update Bearer Request (EPS bearer Identity, EPS bearer QoS, TFT) message to the trusted non-3GPP IP access.
3.
If supported by the trusted non-3GPP access, an IP-CAN specific resource allocation or resource release procedure may be triggered by the enforcement of the received policy rules. The details of this step are out of the scope of 3GPP.
4.
The trusted non-3GPP IP access uses the uplink packet filter (UL TFT) to determine the mapping of traffic flows to the S2a bearer and acknowledges the S2a bearer modification to the PGW by sending an Update Bearer Response (EPS bearer Identity) message.
5.
If the Bearer modification procedure was triggered by a PCC Decision Provision message from the PCRF, the PDN GW indicates to the PCRF whether the requested PCC decision (QoS policy) could be enforced or not by sending a Provision Ack message allowing the completion of the PCRF-Initiated IP CAN Session Modification procedure or the PCEF initiated IP-CAN Session Modification procedure as defined in TS 23.203 [4], after the completion of IP CAN bearer signalling.

NOTE:
The exact signalling of step 1 and 5 (e.g. for local break-out) is outside the scope of this TR. This signalling and its interaction with the bearer activation procedure are to be specified in TS 23.203 [4]. Step 1 and 5 are included here only for completeness.

6.1.3.5.2
HSS Initiated Subscribed QoS Modification
The HSS Initiated Subscribed QoS Modification for a GTP-based S2a is depicted in figure 6.1.3.5.2-1.
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Figure 6.1.3.5.2-1: HSS Initiated Subscribed QoS Modification

1.
The HSS updates the User Profile as specified in clause 12.2.1 of 3GPP TS 23.402[3].

2.
If the QCI and/or ARP and/or subscribed APN-AMBR has been modified and there is a related active PDN connection with the modified QoS Profile, the trusted non-3GPP IP access sends the Modify Bearer Command (EPS bearer Identity, EPS bearer QoS, APN AMBR) message to the PDN GW. The EPS bearer Identity identifies the default bearer of the affected PDN connection. The EPS bearer QoS contains the EPS subscribed QoS profile to be updated.

3.
If PCC infrastructure is deployed, the PDN GW informs the PCRF about the updated EPS bearer QoS. The PCRF sends the new updated PCC decision to the PDN GW. This corresponds to the PCEF-initiated IP CAN Session Modification procedure as defined in 3GPP TS 23.203 [4].


The PCRF may modify the APN-AMBR and the QoS parameters (QCI and ARP) associated with the default bearer in the response to the PDN GW as defined in 3GPP TS 23.203 [4].

4.
The PDN GW modifies the default bearer of each PDN connection corresponding to the APN for which subscribed QoS has been modified. If the subscribed ARP parameter has been changed, the PDN GW shall also modify all dedicated S2a bearers having the previously subscribed ARP value unless superseded by PCRF decision. The PDN GW then sends the Update Bearer Request (EPS bearer Identity, EPS bearer QoS, TFT, APN AMBR) message to the trusted non-3GPP IP access.

5.
If supported by the trusted non-3GPP access, an IP-CAN specific procedure may be triggered by the enforcement of the received policy rules. The details of this step are out of the scope of 3GPP.
6.
The trusted non-3GPP IP access acknowledges the bearer modification to the PDN GW by sending an Update Bearer Response (EPS bearer Identity) message. If the bearer modification fails the PDN GW deletes the concerned S2a Bearer.

7.
The PDN GW indicates to the PCRF whether the requested PCC decision was enforced or not by sending a Provision Ack message.
6.1.3.6
PDN GW initiated Resource Allocation Deactivation with GTP on S2a
This procedure depicted in figure 6.1.3.6-1 can be used to deactivate a dedicated bearer or deactivate all bearers belonging to a PDN address, for e.g., due to IP CAN session modification requests from the PCRF or due to handover from Non-3GPP to 3GPP access. If the default bearer belonging to a PDN connection is deactivated, the PDN GW deactivates all bearers belonging to the PDN connection.

When it is performed for a handover, the connections associated with the PDN address are released, but the PDN address is kept in the PDN GW.
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Figure 6.1.3.6-1: PDN GW Initiated Bearer Deactivation with GTP on S2a
This procedure applies to the Non-Roaming, Roaming and Local Breakout cases. In the Local Breakout case, the vPCRF forwards messages between the PDN GW and the hPCRF. In the non-roaming and home routed roaming cases, the vPCRF is not involved at all.

The optional interaction steps between the PDN GW and the PCRF in the procedures in figure 6.1.3.6-1 only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured within the PDN GW.

1.
If dynamic PCC is deployed, the PDN GW initiated Bearer Deactivation procedure may for example be triggered due to 'IP CAN session Modification procedure', as defined in 3GPP TS 23.203 [4]. In this case, the resources associated with the PDN connection in the PDN GW are released.


The PDN GW initiated Resource Allocation Deactivation can also be triggered during handovers from Non-3GPP to 3GPP.

2.
The PDN GW sends a Delete Bearer Request message (EPS Bearer Identity, Cause) to the trusted non-3GPP IP access.
3.
If supported by the trusted non-3GPP access, the Non 3GPP specific resources may be released in the non-3GPP IP access. The details of this step are out of the scope of 3GPP.
4.
The trusted non-3GPP IP access deletes the bearer contexts related to the Delete Bearer Request, and acknowledges the bearer deactivation to the PDN GW by sending a Delete Bearer Response (EPS Bearer Identity) message.

5.
In the case where the resources corresponding to the PDN connection are released in PDN GW, the PDN GW informs the 3GPP AAA Server/HSS of the PDN disconnection. If this is the last PDN connection for the given APN, the PDN GW identity information and APN corresponding to the UE's PDN Connection is removed from the AAA Server/HSS. This information is de-registered from the HSS as described in 3GPP TS 23.402 [3].
6.
The PDN GW deletes the bearer context related to the deactivated EPS bearer. If the dedicated bearer deactivation procedure was triggered by receiving a PCC decision message from the PCRF, the PDN GW indicates to the PCRF whether the requested PCC decision was successfully enforced by completing the PCRF-initiated IP CAN Session Modification procedure or the PCEF initiated IP-CAN Session Modification procedure as defined in 3GPP TS 23.203 [4], proceeding after the completion of IP CAN bearer signalling.
6.1.3.7
Handovers without Optimizations Between 3GPP Accesses and Non-3GPP IP Accesses with S2a GTP

6.1.3.7.1
Handover from a trusted non-3GPP IP access with S2a GTP to 3GPP Access

The handover procedure from a trusted non-3GPP IP access using GTP S2a to E-UTRAN access using GTP S5/S8 connected to EPC is similar to the procedure specified in TS23.402, subclause 8.2.1.1, except that

-
at step 1, the tunnel between trusted non-3GPP access and the PGW is a GTP  tunnel;
-
at step 7, the PDN GW may create dedicated bearers during this procedure.
-
at step 18, the PDN GW shall initiate resource allocation deactivation procedure in the trusted non-3GPP IP access as defined in subclause 6.1.3.6 PDN GW initiated Resource Allocation Deactivation with GTP on S2a.
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Figure 6.1.3.7.1-1: Handover from Trusted Non-3GPP IP Access with GTP on S2a to E-UTRAN

The handover procedure from a trusted non-3GPP IP access using GTP S2a to UTRAN/GERAN access using GTP S5/S8 connected to EPC is similar to the procedure specified in TS23.402, subclause 8.2.1.3, except that

- 
at step 1, the tunnel between trusted non-3GPP access and the PGW is a GTP tunnel;

-
at step 10, the PDN GW may create dedicated bearers during this procedure.
-
at step 17, the PDN GW shall initiate resource allocation deactivation procedure in the trusted non-3GPP IP access as defined in subclause 6.1.3.6 PDN GW initiated Resource Allocation Deactivation with GTP on S2a.
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Figure 6.1.3.7.1-2: Handover from Trusted Non-3GPP IP Access with GTP on S2a to UTRAN/GERAN
6.1.3.7.2
Handover from 3GPP Access to a trusted non-3GPP IP access with S2a GTP

Note1: this procedure is based on TS 23.402, subclause 8.2.2. Only the differences are described below.
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Figure 6.1.3.7.2-1: Handover from 3GPP Access to Trusted Non-3GPP IP Access with GTP on S2a

1-4)
Same as step 1-4 in TS 23.402 subclause 8.2.2 except that at step 1, the tunnel between Serving GW and the PGW may be both a GTP or a PMIP tunnel.

5)
The entity in the Trusted non-3GPP IP Access sends Create Session Request (IMSI, APN, Handover Indication, RAT type, Trusted non-3GPP IP Access TEID of the control plane, Trusted non-3GPP IP Access Address for the user plane, Trusted non-3GPP IP Access TEID of the user plane, EPS Bearer Identity) message to the PDN GW. The RAT type indicates the non-3GPP IP access technology type. If the UE supports IP address preservation and included the address in early steps, the Trusted non-3GPP IP Access sets the 'Handover Indication' in the Creation Session Request to allow the PDN GW to re-allocate the same IP address or prefix that was assigned to the UE while it was connected to the 3GPP IP access and to initiate a PCEF-Initiated IP CAN Session Modification Procedure with the PCRF.
NOTE 2:
With GTP on S2a, APN, IMSI and EPS Bearer ID identifies a PDN connection over GTP based S2a.

NOTE 3:
With GTP on S2a, there is no relation between the values of the EPS bearer identities used within 3GPP networks and non-3GPP networks.
NOTE 4:
In a non-3GPP to 3GPP access handover, the 'Handover Indication' leads the PDN GW to delay switching the DL user plane traffic from non-3GPP to 3GPP until a subsequent Modify Bearer Request is received. In a 3GPP to non-3GPP handover scenario with GTP based S2a, the 'Handover Indication' should not delay the switching of DL user plane traffic from 3GPP to non-3GPP access.

6A-6B)
Same as steps 7A and 7B in TS 23.402 subclause 8.2.2 with following additions:
-
at step 8, the PDN GW may create dedicated bearers during this procedure.
7)
The PDN GW responds with a Create Session Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Type, PDN Address, EPS Bearer Identity, EPS Bearer QoS, APN-AMBR, Charging ID, Cause) message to the Trusted non-3GPP IP Access. The Create Session Response contains the IP address and/or the prefix that was assigned to the UE while it was connected to the 3GPP IP access.

8-11)
Same as step 9-12 in TS 23.402 subclause 8.2.2, except that at step 12, the PDN GW Initiated Bearer Deactivation procedure as defined in TS 23.401, clause 5.4.4.1.
7
Additional considerations for WLAN access to EPC through S2a
Editor’s Note: This clause builds upon Clause 6 with the assumption that the Trusted Non-3GPP Access is WLAN. This clause will contain considerations on the UE and WLAN access impacts for the WLAN access to EPC through S2a. Solutions requiring modifications to non 3GPP link-layers will not be considered.
7.1
Solutions without UE Impact
7.1.0
General 
1) Multiple PDN connections in the WLAN access

Since the support of multiple PDN connections in the WLAN access would require the UE to signal the APN, a solution without UE impact only considers a single PDN connection in WLAN. This does not preclude multiple PDN connections through 3GPP and WLAN as long as there is only one PDN connection using WLAN access.

2) Mobility aspects 

A solution without any impact to the UE only considers mobility without IP address preservation: the preservation on WLAN of the IP address the UE used on the 3GPP access would require changes in existing UEs as it is not specified in current 3GPP specifications. 
NOTE:
The security considerations of the internal WLAN-based trusted non-3GPP access network architecture are outside the scope of this study item.

7.1.1
Solution 1 

7.1.1.1
Reference model

When the WLAN is considered as trusted by the operator, the WLAN AN is interfaced as any trusted non-3GPP access i.e. via STa to the 3GPP AAA Server and via S2a to a PDN-GW. EPC access via Trusted WLAN is supported through S2a interface. A single SSID offering simultaneous access for a UE to EPC through S2a and non-seamless offload is not supported. Non-seamless offload may however be supported in some deployments (e.g. with separate SSIDs for non-seamless offload and access to EPC through S2a via Wireless LAN, see section 7.1.1.4).
The reference model is depicted in the following figure. 
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Figure 7.1.1.1-1: Non-roaming Trusted WLAN Inter-working reference model
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Figure 7.1.1.1-2: Home Routed Roaming Trusted WLAN Inter-working reference model
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Figure 7.1.1.1-3: Local Breakout Roaming Trusted WLAN Inter-working reference model

Within the trusted non-3GPP IP access network (TNAN) we distinguish three functions:

· A WLAN Access Network (WLAN AN). This function terminates the UE’s WiFi air link defined in IEEE 802.11 [5]. 

· A Trusted non-3GPP access’s S2a peer (TNSP). This function terminates S2a.

· A Trusted non-3GPP access’s STa peer (TNAP). This function terminates STa.

NOTE 1: 
Policy and QoS aspects are studied as part of BBAI.
NOTE 2: Whether multiple TNAN functions are mapped to a single non-3GPP access entity, or a single TNAN function is distributed among multiple non-3GPP access entities is out-of-scope of 3GPP.
STa reference point

The STa reference point is defined in TS 23.402 [3] and specified in TS 29.273 [7]. It connects the Trusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization, mobility parameters and charging-related information in a secure manner. 

STa might need to be enhanced to support: 
· A way for the Trusted WLAN Access Network to provide the AAA server with following information:

· An indication on whether the Trusted WLAN AN supports S2a, non-seamless offload or both;

NOTE 3:
Stage 3 discussions will determine whether existing “Mobility Capabilities” over STa may be reused for that purpose
· The SSID selected by the UE to access the Trusted WLAN AN.
· A way for the AAA server to provide the Trusted WLAN Access Network with following information: 

· The APN the user is to be associated with for EPC access; this is required for the Trusted WLAN Access Network to establish the PDN connection with the PDN GW. Based on the HPLMN operator configuration the HSS may provide the 3GPP AAA server with a default APN for Trusted WLAN Access Network.
NOTE 4: 
Stage 3 discussions will determine whether existing “Default APN” over STa may be reused for that purpose
· Whether access to EPC is allowed for the UE.
NOTE 5: 
Stage 3 discussions will determine whether existing “Mobility Capabilities” over STa may be reused for that purpose
· The UE IMSI; this is required for the Trusted WLAN Access Network to build the S2a messages towards the PDN-GW.
NOTE 6: 
Stage 3 discussions will determine whether existing “Permanent User Identity” over STa may be reused for that purpose

SWw reference point

The SWw reference point connects the WLAN UE to the WLAN Access Network per IEEE 802.11-2007 specifications [5]. This includes the support of:

· the security that was defined as part of 802.11-2007 [5] and thus the transport of EAP signalling messages for authentication signalling between the 3GPP AAA Server and the WLAN UE;

· parameters for identification of the operator networks for roaming purposes (i.e. PLMN list). 

SWx reference point

The SWx reference point is defined for EPC in TS 23.402 [3]. It is specified at stage 3 level respectively in TS 29.273 [7].
7.1.1.2
Initial Attach Procedure with GTP on S2a and Anchoring in PDN GW
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Figure 7.1.1.2-1: Initial attachment with Network-based MM mechanism over S2a for roaming, LBO and non-roaming scenarios
A per-UE point-to-point link between UE and TNSP is assumed. In particular, it is assumed that the trusted non-3GPP access does not do any routing of UE traffic between WLAN AN and TNSP. It is assumed that the WLAN AN applies upstream and downstream forced-forwarding between the UE’s WiFi air link and the WLAN AN -TNSP link. The aspects of point-to-point link described in [17] and [18] also applies to the point-to-point link between UE and TNSP. The implementation of the point-to-point link is out-of-scope for 3GPP.
In this specific solution, it is assumed that TNSP is the first hop router and the DHCP server.

NOTE 1: 
The link model is different from GTP based S5/S8 and GTP based S2b.
No specific mechanisms are defined to support AP-to-AP handover.
Refer to section 6.1.3.1. Based on assumptions for solutions with no impact to UE, UE cannot provide APN and PCO to TNSP. So, there are following differences than section 6.1.3.1:
· At step 2, the following additions apply:

· The HSS provide APN information to the Trusted Non-3GPP IP Access in the subscription data. HSS provides a default APN for WLAN. PDN type is indicated from HSS in this step. Based on the HPLMN operator configuration the HSS may provide the 3GPP AAA server with a default APN for Trusted WLAN Access Network.
NOTE 2: 
If the APN used in 3GPP side is the same as the default APN for Trusted WLAN the network may select the same or different PDN GWs for the PDN connections when PDN connections to this APN are activated via 3GPP access network and Trusted WLAN in the same time. If the same PDN GW is selected then the APN-AMBR is enforced for the PDN connections. If different PDN GWs are selected then the APN-AMBR is enforced separately in the PDN GWs for the PDN connections, i.e. the UE will receive double amount of bandwidth for the APN. Therefore it is recommended that the default APN for Trusted WLAN access be different from any APN that the UE may use on the 3GPP side.
· The UE and the EPC are mutually authenticated through the WLAN Access as defined in TS 23.402 [3] section 4.9.1.
· IEEE 802.1X as defined by IEEE 802.11 [5] is used over the WLAN air link to carry EAP.

· After EAP authentication, UE traffic over the WLAN air link may be confidentiality and integrity protected as defined by IEEE 802.11 [5].
· The TNAN may indicate to the AAA server via STa whether it supports S2a, non-seamless offload or both. The HSS/AAA may indicate via STa whether access to EPC via S2a is or is not allowed for this subscriber. The HSS/AAA decision to allow EPC access or not could be based on information elements such as subscriber profile, access network, SSID selected.
· At step3, For IPv4 address configuration, the use of DHCPv4 as in [18] is the L3 attach trigger. 
· At step 3, For IPv6 address configuration, the use of RS as in [17] or LL-DAD NS is the L3 attach trigger. The TNSP does not send RAs until an L3 attach trigger is received.
NOTE 3:
It is assumed that, to identify the UE, the L3 triggers are transported in an L2 frame that contains the UE L2 address (MAC address).

· The TNAN determines based on HSS/AAA indication or pre-configured information whether or not to establish S2a. 

· If the TNAN determined that S2a shall not be used steps 5-9 are skipped. Instead, the TNAN assigns an IPv4 address and/or IPv6 prefix to the UE (depending on the trigger received in step 3) and offloads the traffic.
· At step 5, when TNSP receives L3 attach trigger message, the TNSP selects default APN according the subscription data received in step 2. If the L3 attach trigger is of an IP version not supported by the subscription PDN Type, the TNSP does not send Create Session Request. Otherwise, the TNSP sends a Create Session Request with the PDN Type of the subscription data: 
· If the L3 attach trigger is IPv4 and step 2 indicates that PDN type IPv4v6 is supported for the default APN, then PDN type in the Create Session Request is set to IPv4v6. If the UE also performs an IPv6 L3 attach trigger, then the TNSP will correlate both requests to the same PDN connection.
· If the L3 attach trigger is IPv6, and step 2 indicates that PDN type IPv4v6 is supported for the default APN, then PDN type in the Create Session Request is set to IPv4v6. If the UE also performs an IPv4 L3 attach trigger, then the TNSP will correlate both requests to the same PDN connection.
· If the L3 attach trigger is IPv4, and step 2 indicates that PDN type is IPv4-only, then PDN type in the Create Session Request is set to IPv4.

· If the L3 attach trigger is IPv6, and step 2 indicates that PDN type is IPv6-only, then PDN type in the Create Session Request is set to IPv6.

· At step 8, PDN GW sends Create Session Response to the TNSP.
· At step 11, for IPv4, a DHCPv4 message with allocated IPv4 address is sent. For IPv6, the TNSP starts sending RAs with the allocated prefix and sets “autonomous address configuration” flag and “O” flag [RFC 4861].
NOTE 4: 
A UE might request to get some IP configuration parameters (e.g. DNS server) by means of DHCP. These parameters sent by TNSP(acting as a DHCP server) to the UE in a DHCP reply. These parameters are retrieved by the TNSP(acting as a DHCP client) from the PGW by means of DHCP.
7.1.1.3
Without-UE-impact procedures except Initial Attach
Based on the GTP-S2a procedures in Section 6, for the solution without UE impact the following procedures are considered:
· Detach and PDN Disconnection with GTP on S2a:

· Trusted WLAN AN and HSS/AAA may disconnect the PDN Connection and detach the UE, and the PDN GW may initiate Resource Allocation Deactivation for the default bearer as the PDN disconnection. If there is no traffic received from the UE for a configurable duration and the WLAN AN detects the UE has left based on unanswered probes (e.g., ARP Request, Neighbor Solicitation message), it disconnects the PDN Connection. In these cases the UE IP address(es) are released in the network. When disconnecting the PDN Connection, the TNAN needs to locally remove the UE context and deauthenticate and disconnect the UE at Layer 2 as per IEEE Std. 802.11-2007 [5]. When UE connects to the network next time, the L2 disconnection serves as an indication to the UE that the previous IPv4 address/IPv6 prefix might no longer be valid. The UE can then proceed with re-validation or re-acquisition of its IPv4 address / IPv6 prefix.

· The UE can send an explicit DHCPv4 message to release the IPv4 address, then the PDN connection is disconnected when the PDN type is IPv4.

· PDN GW Initiated Bearer Modification and HSS Initiated Subscribed QoS Modification procedures may be used to modify the default and dedicated bearer but correspond to no signalling over Trusted WLAN’s airlink.
· The dedicated bearer activation procedure may be used to activate the dedicate bearer in S2a but correspond to no signalling over Trusted WLAN’s airlink.
In addition, the following procedures in Section 6 are not supported:
· UE-initiated Connectivity to Additional PDN connection.
· The handover between Trusted WLAN and 3GPP Access with IP address preservation.
7.1.1.4
SaMOG deployment

WLAN networks may be deployed such that separate SSIDs are used for EPC-routed and non-seamless WLAN offload, e.g. SSID_EPC and SSID_NSO.
WLAN networks may also be deployed such that the same SSID in a WLAN Access Point provides different type of network access to different users attached to this Access Point. For example, SSIDx may provide EPC-routed access for subscriber A, but non-seamless WLAN offload for subscriber B. In such a deployment it would be up to the operator to provide network configuration that supports different user access preferences, subscriptions and UE configurations.

It is recommended that the UE can be configured to apply different behavior when connected to different SSIDs, e.g. allow or prevent the usage of certain applications on specific SSIDs. For example, for the SSIDs used for SaMOG the UE can be configured to disable applications that require local connectivity (e.g. DLNA applications) and enable applications that require EPC connectivity to the default APN used for SaMOG. Such kind of special behavior for SSIDs used for SaMOG can improve the user experience and prolong the UE battery life.

Note: 
An unmodified UE can be configured to apply different behavior when connected to different SSIDs by means which are outside the scope of this document. For example, the UE can be configured over-the-air, by means of a downloadable application, or by means of manual configuration.

7.1.1.5
PMIP based S2a considerations

The solution described above can also work when PMIP is used over S2a with the following considerations:

· To support PMIP, the TNSP shall implement the MAG function as it is specified in TS 23.402 Clause 6 for S2a. Instead of GTP messages the relevant PMIP messages are used as it is specified in TS 23.402 Clause 6 for S2a.

· The considerations described on APN and PDN type selection in section 7.1.1.2 are also valid when PMIP based S2a is used.

· The link model, IPv4 address and IPv6 prefix allocation considerations of the sections describing the solution with GTP S2a (e.g. TNSP is the first hop router and DHCPv4 server shall be located in the TNSP) are also valid when PMIP based S2a is used.
7.1.2
Solution 2
7.1.2.0
General

This solution is based on the S2a bearer creation and deletion between a Trusted Non-3GPP WLAN Access and the 3GPP Home Network be driven by the AAA signalling between these two. A key difference to the solution described in clause 7.1.1 is that this solution uses EAP and AAA signalling to trigger establishment of the S2a session, while the solution in clause 7.1.1 uses L3 messages to trigger the S2a session. The interfaces towards EPC (STa and S2a) do not differ between the solutions. 

NOTE:
Although the solution is described for a GTP-based S2a, it would equally apply to a PMIP-based system were the GTP signalling be replaced by the corresponding PMIP signalling (i.e, Create Session Request replaced by Proxy Binding Update, and Create Session Reply replaced by Proxy Binding Acknowledgement, as well as the corresponding BBERF procedures between Trusted WLAN Access Gateway and PCRF). 
7.1.2.1
Reference Model

NOTE:
The shaded area in Figures 7.1.2.1-1, 7.1.2.1-2, and 7.1.2.1-3 refers to Trusted Non-3GPP WLAN Access functionality.
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Figure 7.1.2.1-1: Non-roaming reference model
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Figure 7.1.2.1-2: Roaming reference model Trusted Non-3GPP WLAN Access – Home Routed
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Figure 7.1.2.1-3: Roaming reference model Trusted Non-3GPP WLAN Access – Local Break-Out

7.1.2.2
Network elements

7.1.2.2.1
UE

For the purpose of accessing a Trusted Non-3GPP WLAN Access the UE is assumed to be unmodified and has the following standard functions:

-
WLAN Access Network authentication based on EAP methods.

-
Configure an IP address on the WLAN using the relevant IETF standards, depending on the specific WLAN deployment:

· For IP version 4: DHCP as per IETF RFC 2131. Optionally, Detecting Network Attachment in IPv4 (DNAv4) as per IETF RFC 4436.

· For IP version 6: Stateless Address Autoconfiguration (SLAAC) as per IETF RFC 4861, and optionally stateless DHCPv6 as per IETF RFC 3736[19]. Optionally, Detecting Network Attachment in IPv6 (DNAv6) as per IETF RFC 6059.

7.1.2.2.2
Trusted WLAN AAA Proxy

The Trusted WLAN AAA Proxy (TWAP) function includes:

-
Relaying the AAA information between the WLAN Access Network and the 3GPP AAA Server or Proxy in case of roaming.

-
Establishing Binding of UE IMSI with UE MAC address on the WLAN Access Network into (IMSI, MAC) tuple via snooping on the AAA protocol carrying EAP-AKA exchange.

-
Detecting L2 Attach of UE to the WLAN Access Network via snooping on the AAA protocol for EAP-Success message.

-
Detecting L2 Detach of UE from the WLAN Access Network via snooping on the AAA protocol for Accouting-Request STOP message.
-
Informing the Trusted WLAN Access Gateway of WLAN Attach and Detach events for UE with (MAC, IMSI) tuple.

-
Protocol conversion when the Ta and STa reference points do not use the same protocol (e.g., Ta based on RADIUS)

-
Transfer necessary information for suitable per-UE L2 encapsulation (e.g., 802.1Q VLAN tag or MPLS label) between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway.

The Trusted WLAN AAA Proxy functionality can reside in a separate physical network node, it may reside in the Trusted WLAN Access Gateway or any other physical network node.

7.1.2.2.3
Trusted WLAN Access Gateway
The Trusted WLAN Access Gateway function includes:

-
For IP version 4: 

· Default IPv4 Router. 

· DHCP server as per IETF RFC 2131. The TWAG allocates to the UE the IPv4 address that is allocated to the UE by the PDN GW.

-
For IP version 6:

· Default IPv6 Router as per IETF RFC 4861.

-
Enforces routing of packets between the UE MAC address and the GTP tunnel for that UE.

-
Enforce per-UE L2 encapsulation of traffic to/from the UE. The specifics of the encapsulation method in use (e.g., L2 unicasting [16], 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network Deployment and out-of-scope for 3GPP..

NOTE 1: 
There is a per-UE subnet point-to-point link and subnet between the UE and the Trusted WLAN Access Gateway that acts as the default router. This link model is the same as the one used for PMIP-based S5/S8 and differs from that of GTP-based S5/S8.
NOTE 2:
Whether multiple TNAN functions are mapped to a single non-3GPP access entity, or a single TNAN function is distributed among multiple non-3GPP access entities is out-of-scope of 3GPP.
7.1.2.3
Reference Points

7.1.2.3.1
Ta reference point
The Ta reference point applies to Trusted Non-3GPP WLAN Access.

The Ta reference point connects the WLAN Access Network to the Trusted WLAN AAA Proxy. The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and accounting related information. The reference point has to accommodate also legacy WLAN Access Networks.

EAP authentication shall be transported over the Ta reference point.

The functionality of the reference point is to transport AAA frames:

-
Carrying data for authentication signalling between UE and 3GPP Network; As a side effect, allowing the Trusted WLAN AAA Proxy to detect L2 attach of the UE.

-
Carrying data for authorization (including the authorization information update) signalling between WLAN Access Network and 3GPP Network. 

-
Carrying accounting signalling per WLAN user, e.g., for  charging purposes; As a side effect, allowing the Trusted WLAN AAA Proxy to detect L2 detach of the UE.

-
Carrying keying data for the purpose of radio interface integrity protection and encryption;

-
Informs WLAN Access Network of per-UE L2 encapsulation information to be used with the Trusted WLAN Access Gateway. The specifics of the encapsulation method in use (e.g., L2 unicasting [16], 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network Deployment and out-of-scope for 3GPP.

-
Purging a user from the WLAN Access Network for immediate service termination;
7.1.2.3.2
Tg reference point
The Tg reference point applies to Trusted Non-3GPP WLAN Access.

The Tg reference point connects the Trusted WLAN AAA Proxy to the Trusted WLAN Access Gateway. This is a AAA interface used to:
-
Trusted WLAN AAA Proxy notify Trusted WLAN Access Gateway of WLAN attach and detach events.

-
Trusted WLAN Access Gateway Informs Trusted WLAN AAA Proxy of per-UE L2 encapsulation information to be used between the WLAN Access Network and the Trusted WLAN Access Gateway. The specifics of the encapsulation method in use (e.g., L2 unicasting [16], 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network Deployment and out-of-scope for 3GPP.
7.1.2.3.3
Tn reference point

The Tn reference point applies to Trusted Non-3GPP WLAN Access.

The Tn reference point connects the WLAN Access Network and the Trusted WLAN Access Gateway and provides the following functionality:

-
Per-UE encapsulation between the WLAN Access Network and the Trusted WLAN Access Gateway. The specifics of the encapsulation method in use (e.g., L2 unicasting [16], 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network Deployment and out-of-scope for 3GPP. 

7.1.2.3.4
Tw reference point

The Tw reference point applies to Trusted Non-3GPP WLAN Access.

The Tw reference point connects the UE to the WLAN Access Network per IEEE 802.11 specifications. The definition of IEEE Physical and Medium Access Control layers protocols (e.g. Layer 1 and Layer 2 defined by IEEE 802.11 standards) is out of the scope of 3GPP.

The functionality of the reference point is based on IEEE 802.11 specifications and it is intended to transport signalling messages including:

· Attach and Detach request from the UE to the WLAN Access Network.

· Detach signal from the WLAN Access Network to the UE.

· Parameters for authentication signalling between the 3GPP AAA Server and the UE;

· Per-UE encapsulation of data frames between the UE and the WLAN Access Network as per IEEE 802.11 specifications.

7.1.2.3.5
Tu reference point

The Tu reference point applies to Trusted Non-3GPP WLAN Access.

The Tu reference point represents the point-to-point link and per-UE subnet between the UE and the Trusted WLAN Access Gateway. Transport for the Tu reference point is provided by a combination of:

· The Tw reference point provides an IEEE 802.11 association between the UE and a BSSID/ESSID in the WLAN Access Network, as per IEEE 802.11 specifications. 

· The WLAN Access Network internally provides per-UE encapsulation between the BSSID/ESSID and the Tn endpoint. The specifics of the encapsulation method in use (e.g., L2 unicasting [16], 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network Deployment and out-of-scope for 3GPP.
· The Tn reference point provides per-UE encapsulation between the WLAN Access Network and the Trusted WLAN Access Gateway. The specifics of the encapsulation method in use (e.g., L2 unicasting [16], 802.11Q VLAN, MPLS, CAPWAP) and how it is negotiated between the Trusted WLAN Access Network and the Trusted WLAN Access Gateway via the Trusted WLAN AAA Proxy are dependent on the specifics of the WLAN Access Network Deployment and out-of-scope for 3GPP. 
7.1.2.4
Procedures

For the steps that already exist in the generic Trusted Non-3GPP Access procedure and are re-used in the Trusted Non-3GPP WLAN Access procedure, identical numbering is used, and the differences are outlined, if any. For the steps that are specific to the Trusted Non-3GPP WLAN Access procedure and do not exist in the generic Trusted Non-3GPP WLAN Access procedure, the steps are indexed with the number of the generic preceding step and a letter, and a description of the step is provided.
7.1.2.4.1
Initial Attach to Trusted Non-3GPP WLAN Access procedure
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Figure 7.1.2.4.1-1: Initial attach to Trusted Non-3GPP WLAN Access
The procedure for Initial Attach to Trusted Non-3GPP WLAN Access is represented in Figure 7.1.2.4.1-1 and described below. It is based on the generic Initial Attach to Trusted Non-3GPP Access procedure described in subclause 6.1.3.1. with the following differences: 
· At step 2, the following additions apply:

· The HSS/AAA provides to the Trusted Non-3GPP WLAN Access the APN to which the UE will be attached. in the subscription data. PDN type is indicated from HSS in this step.
· The mutual authentication between the UE and the EPC as defined in TS 23.402 [3] section 4.9.1 is carried as per IEEE 802.11 specifications through the Trusted Non-3GPP WLAN Access.
· At reception of the EAP Success, the Trusted WLAN AAA Proxy buffers it and notifies the Trusted WLAN Access Gateway of the layer 2 attach of the UE and provides MAC address and IMSI of the UE as depicted in step 2b. 
· At step 5, after the Trusted WLAN AAA Proxy informs of layer 2 attach of the UE, the Trusted WLAN Access Gateway selects the APN as per the subscription data received in step 2 and send Create Session Request to the PDN GW with the PDN type.
· At step 8, After allocating an IPv6 prefix and/or an IPv4 address to the UE, the PDN GW sends Create Session Response to the Trusted WLAN Access Gateway. Deferred IPv4 address allocation may be used.
· At step 9b, the Trusted WLAN Access Gateway notifies the Trusted Non-3GPP Access AAA Proxy of successful GTP tunnel establishment, and provides the necessary parameters for establishment of a point-to-point link towards the UE through the WLAN Access Network.

· At step 9c, the Trusted WLAN AAA Proxy delivers the buffered EAP success to the WLAN Access Network together with the necessary parameters for establishment of a point-to-point link between the UE and the Trusted WLAN Access Gateway. On receiving this, the WLAN Access Network configures the point-to-point link adequately and informs the UE of EAP success.

-
At step 11, after the UE is associated and authenticated with the WLAN Access Network, the UE performs IP layer configuration with the Trusted WLAN Access Gateway acting as the default router as per standard IETF procedures [9] [12] [13] [14] [19].
NOTE: 
The WLAN Access Gateway can send unsolicited IP layer configuration signalling, e.g. DHCPv4 or RA, over the point-to-point link towards the UE. 
7.1.2.4.2
UE/Trusted Non-3GPP WLAN Access Network Initiated Detach procedure
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Figure 7.1.2.4.2-1: UE/Trusted Non-3GPP WLAN Access Network Initiated Detach
The procedure for UE/Trusted Non-3GPP WLAN Access Network Initiated Detach is represented in Figure 7.1.2.4.2-1 and described below. It is based on the generic UE/Trusted Non-3GPP IP Access Network Initiated Detach procedure described in subclause 6.1.3.2.1. with the following differences:
· At step 2, the following additions apply:

· In step 2b, the UE/Trusted Non-3GPP WLAN Access Network Initiated Detach triggers AAA signalling between the WLAN Access Network and the home HSS/AAA server to terminate the session. 
· Based on the AAA signalling for session termination, the Trusted WLAN AAA Proxy sends a WLAN Detach Request to the Trusted WLAN Access Gateway.
· Step 3 is initiated by the Trusted WLAN Access Gateway based on the WLAN Detach Request received from the Trusted WLAN AAA Proxy. 

· At step 6, the following addition applies:

· In step 6b, the Trusted WLAN Access Gateway confirms session deletion by sending to the Trusted WLAN AAA Proxy a WLAN detach accept. 

7.1.2.4.3
HSS/AAA Initiated Detach procedure
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Figure 7.1.2.4.3-1: HSS/AAA Initiated Detach
The procedure for HSS/AAA Initiated Detach from Trusted Non-3GPP WLAN Access Network is represented in Figure 7.1.2.4.3-1 and described below. As for the UE/Trusted Non-3GPP WLAN Access Network Initiated Detach, it is based on the generic HSS/AAA Initiated Detach procedure described in subclause 6.1.3.2.2 with the following differences:
· At step 2, the step 2c to 6b of the UE/Trusted Non-3GPP WLAN Access Network Initiated Detach procedure described in subclause 7.1.2.4.2 are followed.
7.1.2.4.4
Other procedures
Other procedures defined for the generic Trusted Non-3GPP IP Access refer to clause 7.1.1.3 descriptions.
7.1.3
Handovers with or without TNSP/TWAG relocation with unmodified UEs
No specific mechanisms are defined to support AP-to-AP handover with and without TNSP/TWAG relocation. However, this does not preclude the support of IP address preservation in handovers without TNSP/TWAG relocation when supported by procedures out of 3GPP scope.
7.2
Solutions with UE Impact
7.2.1
Solution 1 
8
Evaluation 
Editor’s Note: This clause will include solution(s) assessment. Terminal impact and changes to non 3GPP protocols will be used to evaluate the various solutions. The impact on the support of various scenarios (e.g. simultaneous access to local network resources/services and access to EPC services in cases of residential WLAN, public hotspots and enterprise WLAN versus access to either one; UE and user involvement in obtaining access to such services) will be used to evaluate the various solutions.
9
Conclusion
Editor’s Note: This clause will provide conclusions with respect to what further specification work is required in order to provide the feature of S2a mobility based on GTP and WLAN access to EPC.
9.1
Conclusion on SaMOG without UE Impact
For the support of SaMOG without UE impact, it has been concluded that Solution 2 (described in clause 7.1.2) is selected as the basis for normative specifications:

-
The style of the reference model and call flows of Solution 1 (described in clause 7.1.1.1, 7.1.1.2 and 7.1.1.3) will be used for documentation of the normative specification, i.e., the internal structure of the WLAN Access Network will not be exposed.
-
The L2 attach/detach triggers for solution 2 (described in clause 7.1.2.4) will be used in the work of normative specifications. Only L2 attach triggers are used for PDN type IPv6 and IPv4v6; L2 or L3 attach triggers may be used for PDN type IPv4 as described in clause 9.1.1.
-
Enhancements on STa reference point in section 7.1.1.1 will be used in the work of normative specifications.
-
Simultaneous access for a UE to EPC through S2a and non-seamless offload using a single SSID is not supported. For a network deployment, behaviour described in clause 7.1.1.4 will be used in the work of normative specifications.
-
Whether multiple TNAN functions are mapped to a single non-3GPP access entity, or a single TNAN function is distributed among multiple non-3GPP access entities is out-of-scope of 3GPP.
9.1.1
Conclusion on attach trigger solution
Two solutions are proposed in chapter 7.1. The main difference between the two solutions is how the TNSP/TWAG is triggered to setup the S2a tunnel towards the PGW. For the support of SaMOG without UE impact, it has been concluded that:
After the successful authentication, the AAA in the TNAN (TNAP/TWAP) knows from the UE profile the PDN type for the default APN. There are two possibilities:

1. PDN type = IPv6 or IPv4v6. In that case, TNAP/TWAP shall send a trigger signal to the TNSP/TWAG. TNSP/TWAG establishes the S2a tunnel.

2. PDN type = IPv4. In that case, S2a tunnel setup by the TNSP/TWAG is triggered either by a signal from the TNAP/TWAP, or by a L3 trigger from the UE. A trigger from the TNAP/TWAP is the recommended way.

In all cases, there shall be no difference on STa and S2a signaling.

Note: 
That this conclusion applies even though the call flows in chapter 7.1 have not been updated to reflect this conclusion.
Annex <A>:
Example of WLAN integrated with Femto

For the Femto, the network will perform authentication and integrity checking through AAA before the femto can be connect to the EPC. In addition, the IPsec function in Femto can be used to build a secure transmission tunnel through the backhaul to the EPC. Therefore, the WLAN module integrated with the Femto box can leverage the authentication, integrity checking and the IPsec function to build a trusted WLAN access for connectivity to the EPC.

[image: image29]
Fig. A-1 WLAN integrated with Femto accessing EPC through S2a

Editor’s Note: Fig. A-1 is illustrative and does not imply the location of the non-3GPP GTP peer.
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