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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The scope of this Technical Report is limited to the Stage-2 study and evaluation of possible 3GPP technical system solutions for architectural enhancements needed to support Proximity Services (ProSe) based on the relevant Stage-1 requirements as defined in TS 22.278 [3] and TS 22.115 [4]. 

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".
[3]
3GPP TS 22.278:  "Service requirements for the Evolved Packet System (EPS)".
[4]
3GPP TS 22.115: "Service aspects; Charging and billing".
[5]
3GPP TS 23.141: "Presence service; architecture and functional description".
[6]
3GPP TS 33.222: " Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[7]
3GPP TS 33.220: " Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[8]
3GPP TS 22.468: "Group Communication System Enablers for LTE".
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
ProSe Direct Communication: A communication between two or more UEs in proximity that are ProSe-enabled, by means of user plane transmission using E-UTRA technology via a path not traversing any network node. 

ProSe-enabled UE: A UE that supports ProSe requirements and associated procedures. Unless explicitly stated otherwise, a Prose-enabled UE refers both to a non-public safety UE and a public safety UE. 

ProSe-enabled Public Safety UE: A ProSe-enabled UE that also supports ProSe procedures and capabilities specific to Public Safety.

ProSe-enabled non-public safety UE: A UE that supports ProSe procedures and but not capabilities specific to public safety.
ProSe Direct Discovery: A procedure employed by a ProSe-enabled UE to discover other ProSe-enabled UEs in its vicinity by using only the capabilities of the two UEs with rel.12 E-UTRA technology. 
EPC-level ProSe Discovery: a process by which the EPC determines the proximity of two ProSe-enabled UEs and informs them of their proximity. 

Editor's Note: Alignment of the definitions with TS 22.278 [3] needs to be done. 

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

4
Assumptions and Architectural Requirements

4.1
Assumptions
Editor’s Note: This clause will define the underlying assumptions of the work.
4.1.1 
Supported E-UTRAN ProSe Direct Communication Scenarios

When the registered PLMN, ProSe direct communication pathand coverage status ( in coverage or out of coverage) are considered, there are a number of different possible scenarios. Table 1 presents different combinations of direct data paths and in-coverage and out –of-coverage. In the Table 1 and Figure 1, "in coverage and in PLMN X" means that the UE is camping on the cell of the PLMN X and under the control of the PLMN X.
Table 1: Direct Prose Communication Scenarios without a Relay
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Figure 1: Prose direct communication scenarios without a Relay

Editor's note: The ProSe direct communication scenarios in the above Figure 1 and Table 1 may not cover all possible ProSe communication scenarios. Additional scenarios could be added. 

Editor's note: The ProSe direct communication scenarios shown in the above Figure 1 are all applicable in cases of network sharing. It is FFS whether the scenarios in figures could be enhanced or additional figures should to be added to further clarify the scenarios in relation to network sharing.
Editor’s note: It is FFS whether Prose direct communication scenarios in Figure 1 and Table 1 should be enhanced or new Prose communication scenarios should be added for group communication. 

Editor's note: It is FFS whether Prose direct communication scenarios in Figure 1 and Table 1 should be enhanced or new Prose communication scenarios should be added to cover further roaming cases. 

4.2 
Architectural Requirements 

Editor’s Note: This clause will define the architectural requirements based on the normative stage-1 requirements defined in TS 22.278 and TS 22.115. 

In order to satisfy the normative stage-1 general requirements the system shall:

-
enable the ProSe discovery of the ProSe-enabled UE by other ProSe-enabled UEs where the discovery is based on direct signals using E-UTRA or EPC-level ProSe discovery within the same PLMNs or different PLMNs; 

-
enable the operator to control the ProSe discovery feature in its network, authorize the functionality required for the ProSe discovery functions for each UE;
-
enable the ProSe communication or ProSe-assisted WLAN direct communication and seamless service continuity when switching user traffic between an infrastructure paths and a ProSe communication path of the ProSe-enabled UEs; enable HPLMN operator to authorize ProSe-enabled UE to use ProSe communication separately for the HPLMN and for roaming in VPLMNs; 

-
be able to control ProSe communication between ProSe-enabled UEs when the UEs are served by a same eNB or different eNBs;
-
accommodate the ProSe related security functions related to privacy, support for regulatory functions and authentication upon ProSe discovery and ProSe communication; enable the operator to authorize and authenticate the third party applications before making use of the ProSe feature; 

-
accommodate for charging by the operators (HPLMN or VPLMN) for the utilization of the ProSe functionality.
The Solution shall support ProSe Direct communications without need of ProSe discovery (as defined in TS 22.278 [3]).
5
Key Issues

Editor’s Note: For each key issue identified, the clause will capture the "General description and assumptions" (sub-clause 1). Different architecture solutions to address the key issues will be documented in Clause 6.

5.1
Key Issue #1: ProSe System Architecture

5.1.1
General description

In TSG SA2 the objective is to identify the 3GPP architecture enhancements needed to support the ProSe feature such that the normative Stage -1 requirements in TS 22.278 [3] are met. In general the ProSe system architecture should enable the ProSe functionality related to discovery, communication and service continuity, authorization, security and provide for charging for ProSe enabled UEs as well as public safety UEs. The ProSe system architecture shall consider at least the following aspects:
· -
the new entities and their required functionality;

· -
possible ProSe related new subscriber data and necessity/handling of data storage;  

· -
reference points / interfaces in user plane as well as control plane between the RAN and EPC;

· -
role of the application(s) and the interworking mechanisms with EPS; 

· -
reference points /interfaces to the 3rd party applications layer functions in the UE and  network/EPC; 

· -
user plane and control plane for ProSe discovery and communication paths;

· -
impacts on the UE and/or existing network entities from the architecture perspective and functional layer AS or NAS;
· -
impacts on the performance;

· -
how does ProSe System Architecture support WLAN direct communication?

· -
how does ProSe System Architecture support public safety usage?
· -
split of responsibilities between RAN and CN entities  (to be done in collaboration with RAN WG(s) and CT WG(s));

· ProSe Stage 2 procedures to be further specified under the responsibility of TSG SA2 only;
5.2
Key Issue #2: Configuration for ProSe direct discovery 
5.2.1
General description
ProSe direct discovery can be subject to user and operator settings. In order for the UE to use ProSe direct discovery, it needs to be configured with certain parameters. 

Depending on the scenarios and architecture assumptions, where ProSe direct discovery is used it may also be necessary for the HPLMN and the VPLMN to also configure in the UE the info that are used for ProSe direct discovery in certain situations e.g. in the case the UE goes out of E-UTRAN coverage.
For configuration for ProSe direct discovery, at least the following issues need to be clarified as part of this TR:
- 
what configuration parameters need to be specified?

- 
how is the configuration of operator policy per subscriber to be performed? Including:

- 
by the HPLMN and by the VPLMN
- 
when served by E-UTRAN and when not served by E-UTRAN
5.3
Key Issue #3: Configuration and Capability Handling for ProSe
5.3.1
General description
When a prose-enabled UE requests ProSe service (e.g. ProSe discovery/ProSe communication), the network in HPLMN or VPLMN needs to check if the UE and the application(s) on the UE is authorized to make the request for utilizing the ProSe service per UE’s subscription and/or per applications.
According to the general requirements for ProSe specified in TS 22.278, this key issue shall cover the following aspects:

· -
What are the new features required for UE/network entities in EPS for supporting ProSe discovery, E-UTRA ProSe Communication, ProSe-assisted WLAN direct communication and Public Safety? 
· -
How do the network and the UE exchange the support of ProSe capability?

· -
How is the UE with ProSe capability configured with ProSe capability feature?

· -
What is the configuration information (ProSe capability feature) required for a ProSe-enabled UE to be specified under SA2 domain?

· -
How does the network authorize the ProSe request from the ProSe-enabled UE?
5.4
Key Issue #4: ProSe Direct Communication one-to-one

5.4.1
General description

ProSe Direct Communication one-to-one needs to consider the following cases:

- ProSe-enabled UEs are served by E-UTRAN (applicable for both non-public safety and public safety) 

- one of the ProSe-enabled Public Safety UEs is served by EUTRAN and the other not  (public safety only)

- both of the ProSe-enabled Public Safety UEs are not served by E-UTRAN (public safety only). 

At least, the following aspects should be clarified:

-
System architecture and mechanisms to allow the setup of a ProSe Direct Communication path between UEs including cases when one or both of the UEs are roaming.

-
Mechanisms to use identifiers from prior ProSe Discovery based on direct signals in the setup of ProSe Direct Communication one-to-one  

-
IP address allocation for ProSe Direct Communication, including the cases where one or both of the UEs are not served by E-UTRAN (public safety specific)

-
Association to UE’s PDN connections or EPS bearers (if needed)

-
 this includes whether or not QoS applies to the case of ProSe Direct Communication and whether multiple PDN connections apply?

- 
this includes the case Public Safety ProSe UE is not served by EUTRAN

-
Mechanisms for the network to be able to control ProSe Direct Communication

- 
Mechanisms to establish multiple concurrent ProSe Direct Communication one-to-one sessions for ProSe-enabled UE with one or more other ProSe-enabled UEs
-
Whether the UE in ProSe Direct Communication considered "connected" or "idle" from the network point of view. This will affect procedures like: intra-RAT handover (switching from ProSe Direct Communication to communication over the network in LTE), inter-RAT handover including cases of E-UTRAN to UTRAN/GERAN or PS to CS handovers such as CSFB or SRVCC. 

NOTE: 
There is no intention to impact existing inter-RAT procedure rather indicate how ProSe Direct Communication interacts with existing procedures.

- 
Whether revocation of ProSe discovery permission should affect ProSe Direct Communication one-to-one
- For the case of ProSe Direct Communications without discovery, the way a single target is addressed needs to be studied, including:
- At what layer should addressing take place? 

- At what layer should the data encryption take place?

- The UE power consumption aspects of the solution should be studied.

In addition to the above, security aspects of ProSe direct communication such as integrity and confidentiality protection need to be taken into account.

5.5
Key Issue #5: Relay for Public Safety ProSe

5.5.1
General description

Relays are specific to public safety use cases. The relays can be used for both ProSe communication one-to-one and one-to-many. 

At least the following aspects need to be considered in potential solutions:

- 
What is the overall procedure to setup a connection between a Public Safety ProSe-enabled UE and EUTRAN via a ProSe UE-to-network relay?

- 
What is the overall procedure to setup a connection between two Public Safety ProSe-enabled UEs via a ProSe UE-to-UE relay?

- 
What is the procedure for relay selection (both ProSe UE-to-network relay and ProSe UE-to-UE relay)? There might be multiple relay capable Public Safety UEs in communication range of a Public Safety UE requiring relaying. 

- 
What is the procedure for relay re-selection (both ProSe UE-to-network relay and ProSe UE-to-UE relay)? The mobility of UEs (relays and relayed) implies that a relay may be in a better communication range than another. Mobility across relays should be possible.

- 
At which layer the ProSe relays should function? Above IP or below,  in the 3GPP layers? 

- 
How should authorisation for acting as and using a ProSe relay be defined? Can any UE act as a ProSe relay or only  specific UEs?

- 
What are the procedures for EPS to initiate or move a session of a ProSe-enabled public safety UE that has lost connection to the network to a communication path via a Prose-enabled UE acting as a ProSe UE-to-network relay that is in ProSe communication range and has connectivity to the network? 

- 
What are the service continuity aspects for ProSe UE-to-UE relays and UE-to-Network relays excluding the service continuity aspects within the scope of ProSe Group Communication? 

- 
Whether a relay node needs to be discovered before a UE can communicate via the relay?
5.6
Key Issue #6: Authorisation for ProSe capability feature
5.6.1
General description
In order for the UE to use ProSe, it needs to be authorised to perform ProSe procedures. In the authorisation for ProSe capability feature the following aspects at least need to be considered in the solutions: 

-
System architecture to allow the HPLMN to authorise the ProSe capability features for a UE when the UE is in the HPLMN or in a VPLMN, in particular:
- To be able to discover, to be discoverable

- To be able to perform ProSe Communication

- To be able to discover ProSe-enabled UEs served by the E-UTRAN of other PLMNs.

- The maximum range class ProSe Discovery is allowed to use.

-
System architecture to allow the serving PLMN to determine the authorisation policy for ProSe capability features to be used for each UE

-
System architecture to allow the authorisation policy to be updated from the network.

-
System architecture to allow the operator to authorise applications and the use of discovery information by authorised applications

-
System architecture to allow the operator to control the proximity criteria for both ProSe Discovery and Communications

In relation to the authorisation of ProSe capability feature using E-UTRA at least the following issues need to be clarified as part of this TR:

-
How does the network authorise ProSe operations requested by the UEs?

-
How can the network revoke authorization and prevent UEs from using ProSe capabilities they are not or no longer authorized to be used?

-
Does RAN need to be involved in authorising ProSe operations requested by the UEs?

-
What is the granularity of authorisation for using ProSe capability feature? E.g. per PLMN, TA/TA-list, cell etc.?

-Is the authorisation for using ProSe capability feature associated with a time limit?

-What is the authorisation model for ProSe Direct discovery per application (i.e. how an how an application is authorized to use ProSe discovery services ? How applications can utilize Proximity information?

In addition how can public safety UEs be authorized for use of ProSe capability feature outside E-UTRAN coverage?
5.7
Key Issue #7: ProSe Direct Discovery (common key issue in and out of E-UTRAN network coverage)
5.7.1
General description
One of the key capabilities of a ProSe-enabled UE is to be able to discover other ProSe-enabled UEs in its vicinity by using direct UE-to-UE signalling with E-UTRA technology. Therefore, there is need to specify solutions that support this capability. 

As part of the normative requirements in TS 22.278 [3] there are two types of discovery: open and restricted. Open applies where there is no explicit permission that is needed from the UE being discovered, while restricted discovery only takes place with explicit permission from the UE that is being discovered. 

ProSe Direct Discovery can happen in coverage and out of coverage. Out of coverage is only applicable to Public Safety. 

 For ProSe Direct discovery at least the following issues need to be clarified as part of this TR:

- 
what is the procedure of ProSe Direct discovery? E.g. discovery using direct radio signals etc.

-
 how to carry out required signalling between involved entities? E.g. whether a ProSe-enabled UE announces itself and allows itself to be discovered by others or a ProSe-enabled UE requests that other ProSe-enabled UEs reply if in proximity to the requesting ProSe-enabled UE

- 
whether it is necessary  to optimally manage and trigger the ProSe Direct discovery mechanism from the network e.g. activate it only in specific geographical location? 

5.8
Key Issue #8: EPC-level ProSe Discovery 

5.8.1
General description and assumptions

The following assumptions apply:

-
The solutions need to support scenarios where UEs are registered to the same or different PLMNs, including when roaming;

-
EPC-level ProSe Discovery may be used independently or as a prelude to establishment of direct path (i.e. E-UTRA ProSe Communication path or WLAN direct communications path) or infrastructure path between ProSe enabled UEs;

-
EPC-level ProSe Discovery solution shall take into consideration the user- and/or application-related discoverability settings (e.g. UE is discoverable only by UEs that are explicitly permitted);

-
EPC-level ProSe Discovery solutions shall take into consideration the interactions with other capability settings (e.g. Presence [5]);

-
EPC-level ProSe Discovery solutions shall take into consideration the device capabilities.

For this key issue the following needs to be studied at least:

-
whether the solutions support both restricted ProSe discovery and open ProSe discovery and how;

-
what is the information/criteria needed to determine proximity of two ProSe-enabled UEs in the network;

-
how the EPC gathers the information for determination of proximity;

-
which information is sent to the UEs from the EPC when they are determined to be in proximity;

-
how the solutions cope with use cases where the user or the network update the discoverability settings/ permissions dynamically.

5.9
Key Issue #9: EPC Support for WLAN Direct Communications

5.9.1
General description and assumptions

The solutions need to clarify the following:

· -
What is the configuration information required by a ProSe-enabled UE with WLAN capability for the purpose of establishing ProSe-assisted WLAN direct communication?

· -
How EPC provides the configuration information to a ProSe-enabled UE with WLAN capability?

· -
How does the network authorise the WLAN direct communication from the ProSe-enabled UE with WLAN capability?
5.10
Key Issue #10: ProSe Identities 

5.10.1
General description

It is assumed that there is a unique user application-layer identity per ProSe-enabled application. In addition, each ProSe enabled application may have some application specific attributes.  

The user may or may not enable ProSe for the application and also may have ability to control discoverability and discovery via user settings in the application (therefore effective for each individual application layer identity) and in the UE (effective for the whole UE, that is for all the applications identities). 

The key aspects need studying are:

· -
The definition of a ProSe Identity

· -
The ProSe identities required for 1) ProSe Discovery 2) ProSe Communication.

· -
The procedure to allocate a ProSe identity and whether the same method can be used for:

· - in-coverage scenarios and out-of-coverage scenarios.

· - open and Restricted discovery use cases.

· -
The format of the ProSe identity and whether the same format can be used for

· -  in-coverage and out-of-coverage scenarios.

· - open and Restricted discovery use cases.

· -
How ProSe identities are exchanged; 1) between ProSe enabled UEs and 2) between UE and the EPC network.

· -
How ProSe identities are protected in order to comply with the user’s identity and privacy protection requirements.

· -
Whether a globally or locally unique 3GPP UE identity (device specific or user and device specific) or an identity identifying the user can be used as a ProSe identity. 

· -
For ProSe Direct Discovery identify the approximate size limitation of an over-the-air identifier and the usage of such identifier when UE supports multiple ProSe-enabled applications.

· -
How Users can set preferences as to whether ProSe Discovery is enabled or not. For example, providing preferences per applications or device on ProSe Discovery.

5.11
Key Issue #11: Service Continuity aspects
5.11.1
General description

The following assumptions apply:

· -
Service continuity is required for 1:1 communications only For  service continuity scenarios represented in stage-1 requirements, the involvement of various network nodes and their respective functions need to be defined as part of stage-2 work;

· -
It is desirable that service degradation be minimised for all scenarios;

Service continuity needs to be supported for both IMS and other PS traffic sessions. For the service continuity key issue, the following aspects at least need to be clarified:

· -
whether  solutions should be common for both E-UTRA ProSe Communications and WLAN Direct Communications;

· -
whether the network or UE /user, taking into account operator policy, should decide moving a user traffic session from the infrastructure path to ProSe communication path, and vice versa;

· -
whether solutions support  the  presence of NAT devices and IPv4 on the infrastructure path and how.

5.12
Key Issue #12: ProSe one-to-many communications

5.12.1
General description and assumptions

ProSe one-to-many communications refers to ProSe Group Communication and ProSe Broadcast Communication. One-to-many communications may also work without prior discovery.

The following assumptions apply:

· -
ProSe one-to-many communications are applicable to both in and out of network coverage and are specific to Public Safety UEs;

· -
The source UE shall be able to transmit data to a group of UEs "with a single transmission";

NOTE: 
This assumption does not preclude solutions where the single transmission from the source UE is relayed by another UE before reaching the recipient UEs. This assumption does not preclude the use of  "multiple transmissions" solutions where the source UE uses multiple one-to-one communications to reach the recipient UEs, in scenarios where this is more efficient.

· -
ProSe Broadcast Communication is used for broadcast of data from a UE to all public safety UEs that are in range regardless of group membership;

· -
Service continuity between infrastructure path and direct path is not required for ProSe one-to-many communications.

For this key issue the following needs to be considered at least:

· -
Addressing in Prose Group Communications and Prose Broadcast Communications and at which layer(s) this takes pace;

· -
Power efficiency aspects;

· -
Commonalities with MBMS;

· -
clarify the notion of "group" in ProSe Group Communication, given its transient nature (e.g. UEs may dynamically go in or out of transmission range with other "group" members);

· -
for the "broadcast/multicast transport method" that has to be defined for ProSe, what are the impacts in the 3GPP layers (e.g. NAS, AS)?

· -
whether ProSe group communication needs to be IP based and whether IP multicast can be used?

· -
clarify the relationship between the ProSe-layer group used for ProSe Group Communications with an application layer group (e.g. a specific Public Safety group) and which group-related details need to be configured in the UE?

· -
what are the impacts in the service/application layer? What are the boundaries of the 3GPP specification?

· - 
how to prevent non-members from listening to ProSe Group Communication transmissions?

5.13
Key Issue #13: Charging in ProSe
5.13.1
General description
As part of the study phase, the involvement of the various network nodes and functions will be defined in order to fulfil the service requirements for charging. Given the nature of ProSe, involvement of the UE may be needed for charging reporting in certain cases. Therefore SA2 needs to consider the implications and necessary interface enhancements to meet the charging requirements. At least, the following should be defined:

-
Charging architecture for ProSe

-
Required functionalities in EPS to collect charging data
-
Signalling within EPS to collect charging data

5.X
Key Issue #X: <Title of Key Issue> 
5.X.1
General description
6
Solutions
Editor’s Note: This clause is intended to document architecture solutions. Each solution should clearly describe which of the key issues it covers and how. 
6.1
Solution 1: LTE based solution for direct discovery 

6.1.1
Architecture reference model
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Figure 6.1.1-1: Direct discovery (non-roaming)
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Figure 6.1.1-2: Direct discovery (roaming)

Basic concept:

-
UE obtains configuration for direct services from Direct Services Provisioning Function (DPF) in a secure way

-
Direct Services Provisioning Function (DPF) exists in every PLMN

-
UE obtains configuration from Direct Services Provisioning Functions (DPFs) in PLMNs is authorised to perform direct discovery 

New Reference points
-
S141: Reference point between UE and Home DPF (H-DPF) or between UE and a DPF in a local PLMN where the UE is authorised by the H-DPF to perform direct services. It enables PLMN-specific direct services authorization 

-
S142: Reference point between DPF in local PLMN and Home DPF (H-DPF). It enables the DPF in local PLMN to obtain authorization information for the UE.

-
U2: Reference point used for all the control and user plane information exchange needed in order to perform direct discovery between two UEs. 

Editor's Note: It is FFS whether the interface between the UE and the DPF in a PLMN other the VPLMN is S141 or something else.
6.1.2
High Level Functions

6.1.2.1
Authorization and configuration for ProSe direct services

The basic principles of service authorisation for direct discovery are as follows:
- 
UE gets authorisation from HPLMN for using direct discovery in certain PLMNs per country as defined in Mobile Country Code (MCC). These PLMNs are called "local PLMNs" and their DPFs "local DPFs". 

NOTE 1: The UE does not need to be registered in "local PLMNs" to get authorization from local DPFs.

NOTE 2: The UE does not need to be simultaneously connected to multiple DPFs
- 
UE accesses "local DPFs" to get PLMN specific Authorisation Information including the registered PLMN and other "local PLMNs" when it is in a specific MCC
-
"Local DPF" contacts always the DPF in HPLMN to check authorisation and consolidates the authorisation info
- 
Final authorisation info always comes from "local DPFs"
The authorisation can be revoked at any point from the "local DPF" or "DPF in HPLMN" if the UE is de-authorised to use to use ProSe either from the "local PLMN" or HPLMN.

Editor's Note: The exact procedures for authorization revocation are FFS.

6.1.2.1.1
Configuration information from DPF
The following information can be contained in the configuration info that is provided by the DPF to the UE:

Authorisation for direct discovery
1. Is the UE allowed to announce in this PLMN (Yes/No) 
What is allowed to announce?
What is the authorised range?
(  This information always comes from registered PLMN
2. Is the UE allowed to "monitor" in this PLMN? (Yes/No)
( This information comes from registered PLMN and other local PLMNs 
Especially for the "out of network" cases the DPF needs to provide to the authorization for direct services out of network coverage. It also needs to indicate the resources that the UE would use for direct services in this case. In more detail the following information needs to be provided to the UE:

-
Authorisation for using direct services "out of network coverage" in the resources of registered PLMN Resources dedicated for "out of network coverage" operation (for Public Safety UEs)
This information indicates to the UE what are the resources  that are provided in the registered PLMN for direct discovery .
( This information always comes from registered PLMN
-Authorisation for out of Coverage non-registered PLMN resources (for Public Safety UEs)
In cases where the registered PLMN cannot provide any resources for out of network coverage operation the UE is provisioned with a list table that indicates the resources per different location
( This information can be provided from a separate entity residing in registered PLMN. 

All the above information can also be pre-provisioned to the UE and how often the UE has to contact the DPF can be operator controlled (for what is called "out of the box operation").

6.1.2.1.2
Signaling flow for UE provisioning from DPF
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Figure 6.1.2.1.2-1: Signalling flow for UE configuration from DPFs
The UE gets the authorisation for direct services from the DPFs of the local PLMNs. The configuration is happening using "over IP" mechanisms and only IP connectivity is required to allow the UE to access this DPF. For example OMA DM can be used as the protocol to configure the UE.

In this signalling flow the following steps are performed:
Step 0: HPLMN configures UE with PLMN list that support direct discovery.
Step1~4: UE constructs the DPF FQDNs and contacts the local DPFs to receive authorisation info. Standard GBA/GAA authentication can be used to authenticate UE in local DPF. The procedure is as definedin 3GPP TS 33.220 [7]). When the UE roams, it can employ GBA security as detailed in 3GPP TS 33.220 [7], section 4.5. The shared key derived in this procedure is to be used as a master key in the TLS tunnel establishment. This step requires HTTP and TLS client on UE (ME or UICC). Ks_<enc/int>_NAF is used to secure S141 interface.  The UE establishes TLS tunnel to a "local DPF" as in 3GPP TS 33.222 [6], section 5.4. The UE uses PSK-TLS for mutual authentication. Client-side certificates are not employed.
Step 5: Local DPF obtains authorisation info from HPLMN and merges with own policy

Step 6: Local DPF provides authorisation info to UE that applies to this PLMN. The UE stores the authorization information obtained from Local DPF in a secure way. 3GPP SA WG3 should further investigate the exact security aspects of storing the DPF configuration.

6.1.2.2
Resource Configuration

The UE needs to know the resources that are dedicated for direct discovery and communication in specific PLMN. The resources that are used for direct discovery and communication can be based on the various deployment scenarios. 

The resources that are dedicated or dynamically allocated for direct discovery can be indicated to the UE when it is "in network coverage" by the eNB using a new SIB. When it is "out of network" it can be provisioned from the local DPF in registered PLMN as defined in section 6.1.2.1.1.  
Table 6.1.2.2-1: Resource configuration for "in" and "out of coverage" cases

	
	In network coverage
	Out of network coverage

	Registered PLMN
	Read new SIB of the camped cell
	Configured by V- and H-DPF 

	Other PLMNs
	Read new SIB in the band of other PLMN
	Configured by Local DPF


The resource configuration aspects of the various deployment scenarios and related specification impacts will further need to be clarified in RAN WGs. 

6.1.2.3
ProSe direct discovery

ProSe Discovery is defined as "the continuous process that identifies another UE in proximity using E-UTRAN". In TR 22.803 [1] there are two types of discovery: open and restricted. Open is the case where there is no explicit permission that is needed from the UE being discovered. Whereas alternatively restricted discovery only takes place with explicit permission from the UE that is being discovered. 

ProSe Discovery can be a standalone service enabler that could for example use information from the discovered UE for certain applications in the UE that are permitted to use this information e.g. "find a taxi nearby", "find me police officer X". Additionally depending on the information obtained ProSe Discovery can be used for subsequent actions e.g. to initiate direct communication. 

There are two roles for the UE in ProSe Discovery:

- Announcing UE: The UE announces certain information that could be used from UEs in proximity that have permission to discover.

- Monitoring UE: The UE that receives certain information that is interested in from other UEs in proximity.

We assume that based on PLMN authorisation as described in section 6.1.2.1.1 the UE can act as "announcing UE" only in the band designated by the registered PLMN but act as a "monitoring" UE in the resources authorised by "local PLMNs". 
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Figure 6.1.2.3-1: Announcing and monitoring UE roles in different PLMNs
6.1.2.3.1
Expressions

6.1.2.3.1.1
 Expression Basics

Editor's Note: To be completed

6.1.2.3.3
General Direct discovery procedure

Editor's Note: To be completed

6.1.2.4
Operational aspects

Editors' Note: Operational aspects for accounting, lawful interception need to be defined for direct services based on the SA1 requirements are FFS.

6.1.3
Impact on existing entities and interfaces

Editor's Note: Impacts on existing nodes or functionality will be added.

Application:

- The application needs to be modified in order to support ProSe Discovery 

Editor's Note: Impacts on other entities needs to be completed and is FFS. 

6.1.4
Solution evaluation

Editor’s Note: The fulfillment of requirements in section 4.2 needs will be evaluated. 
6.2
Solution 2: Solution for Direct Discovery

6.2.1
 Overview
This solution is based on mapping application identities to ProSe private expression codes in the network.
6.2.2
 Signaling Flow
The solution is specified with the aid of figure 6.2.2-1 shown below. This figure shows two UEs running the same ProSe-enabled application and assumes that the users of those UEs have a "friend" relationship on the considered application. The "3GPP Layers" shown in the figure correspond to the functionality specified by 3GPP that enables mobile applications in the UE to use ProSe discovery services.
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Figure 6.2.2-1: Main steps for ProSe direct discovery.

NOTE 1: The ProSe Announcement is assumed to be transmitted on E-UTRA radio in clear. To improve the identity confidentiality properties of the solution, the ProSe Announcement may not contain an expression code but rather a value derived from the expression code that changes from announcement to announcement. The details for these procedures are FFS.

UE-A and UE-B run a ProSe-enabled application, which discovers and connects with an associated application server in the network. As an example, this application could be a social networking application. The application server could be operated by the 3GPP network operator or by a third-party service provider. When operated by a third-party provider, a service agreement is required between the third-party provider and the 3GPP operator in order to enable communication between the ProSe Server in the 3GPP network and the application server.

1.  Regular application-layer communication takes place between the mobile application in UE-A and the application server in the network. This communication is based on an application programming interface (API) which is outside the scope of 3GPP. It is important to note however that this solution does not require changes to this API.

2. The ProSe-enabled application in UE-A retrieves a list of application-layer identifiers, called "friends". Typically, such identifiers have the form of a Network Access Identifier (see RFC 4282), i.e. username@realm. The identity of Adam on the considered application is assumed to be "adam@example.com".
3. The ProSe-enabled application wants to be notified when one of Adam’s friends is in the vicinity of UE-A. For this purpose, it requests from the 3GPP layers to retrieve private expressions codes (i) for the user of UE-A (with an application-layer identity adam@example.com) and (ii) for each one of his friends.

NOTE 2: A "private expression code" is essentially an application-specific identity that hides the real identity of the user and provides identity confidentiality. A ProSe-enabled application in the UE can retrieve only the private expression codes for the friends received in step 2.

4. The 3GPP layers delegate the request to a ProSe server in the 3GPP network. This server can be located either in HPLMN or in a VPLMN. How this ProSe server is selected is out of the scope of this solution. Any ProSe server that supports the considered application can be used. The communication between the UE and ProSe server can take place either over the IP layer or below the IP layer. If the application or the UE is not authorized to use ProSe discovery, then the ProSe server rejects the request.

5. The ProSe server maps all provided application-layer identities to private expression codes. For example the application-layer identity "adam@example.com" is mapped to the private expression code GTER543$#2FSJ67DFSF. This mapping is based on parameters retrieved from the application server in the network (e.g. mapping algorithm, keys, etc.) thus the derived private expression code can be globally unique. In other words, any ProSe server requested to derive the private expression of "adam@example.com" for a specific application, it will derive the same private expression code. The mapping parameters retrieved from the application server describe how the mapping should be done. 
6. In this step, the ProSe server and/or the application server in the network authorize also the request to retrieve expression codes for a certain application and from a certain user. It is ensured, for example, that a user can retrieves expression codes only for his friends.

Editor’s Note: Further details about this mapping procedure are FFS.

7. The derived expression codes for all requested identities are sent to the 3GPP layers, where they are stored for further use. In addition, the 3GPP layers notify the ProSe-enabled application that expression codes for the requested identities and application have been successfully retrieved. However, the retrieved expression codes are not sent to the ProSe-enabled application. 

8. The ProSe-enabled application requests from the 3GPP layers to start discovery, i.e. attempt to discover when one of the provided "friends" is in the vicinity of UE-A and, thus, direct communication is feasible. As a response, UE-A announces the expression code of  "adam@example.com" for the considered application (see NOTE 1 above). The mapping of this expression code to the corresponding application-layer identify can only be performed by the friends of Adam, who have also received the expression codes for the considered application.

9. UE-B also runs the same ProSe-enabled application and has executed steps 3-6 to retrieve the expression codes for friends. In addition, the 3GPP layers in UE-B carry out ProSe discovery after being requested by the ProSe-enabled application.

10. When UE-B receives the ProSe Announcement from UE-A, it determines that the announced expression code is known and maps to a certain application and to identity "adam@example.com". The UE-B can determine the application and the application identity that corresponds to the received expression code because it has also received the expression code for adam@example.com (Adam is included in the friend list of UE-B).

The steps 1-6 in the above procedure can only be executed when the UE is inside the network coverage. However, these steps are not required frequently. They are only required when the UE wants to update or modify the friends that should be discovered with ProSe direct discovery. After receiving the requested expression codes from the network, the ProSe discovery (steps 7 and 9) can be conducted either inside or outside the network coverage.

It is noted that an expression code maps to a certain application and to a certain application identity. Thus when a user runs the same ProSe-enabled application on multiple UEs, each UE announces the same expression code.
6.2.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.2.4
Solution evaluation

Editor’s Note: The fulfillment of requirements in section 4.2 needs will be evaluated. 
6.3
Solution 3: Targeted ProSe Discovery

The present solution is a "who is there?" type of solution where a user (the "discoverer") searches to discover a specific target population (the "discoverees").
Editor's Note: it is FFS whether Targeted Prose Discovery is applicable to a group of non-public safety UEs 
Editor's Note: It is FFS whether there is a need for "who is there" solution from stage-1.  
6.3.1 
Targeted Prose Discovery for Public Safety ProSe-enabled UEs
6.3.1.1
Functional description

6.3.1.1.1
General

The present solution assumes that a Public Safety group (corresponding to a "GCSE group" or "ProSe group" in the sense of the definitions in TS 22.468 [8]) is uniquely identified at the application layer with an application layer identifier referred to as App Group ID (e.g. a  SIP URI in the following format: sip:fire.brigade75@first.net).

Similarly, it is assumed that a specific member of a Public Safety group is uniquely identified at the application layer with an application layer identifier referred to as App Personal ID (e.g. a SIP URI in the following format: sip:john.doe@first.net).

In addition to being uniquely identified by the App Group ID, a Public Safety group may also be identified at the 3GPP lower layers via a layer-2 group identifier (referred to here as Layer-2 Group ID).

According to TS 22.468 [8], a Public Safety group can have as many as 500 members. Storing information about individual group members in every Public Safety ProSe-enabled UE may be impractical in that any group update (addition or deletion of an individual member) would need to be propagated to every UE. Encoding a Public Safety Group ID (to which a user belongs) in a portion of the overall user ID may not be practical either, because in case the UE belongs to multiple Public Safety groups, it would have to announce the IDs of all the groups to which it belongs.

If that is deemed to be impractical targeted ProSe Discovery reverses the paradigm by having the discoverer UE pro-actively seeking to discover any members of a specific Public Safety group (the "discoveree" UEs), rather than looking for individual group members.

6.3.1.1.2
System architecture

The Targeted ProSe Discovery solution described here assumes that the 3GPP lower layers provide  the following service to the discoverer UE and the discoveree UE:

-
The discoverer UE shall be able to broadcast a Targeted Discovery Request message containing at least the following parameters:

-
A parameter uniquely identifying the targeted population (e.g. App Group ID, Layer-2 Group ID, App Personal ID);

-
A parameter uniquely identifying the discoverer (e.g. App Personal ID);

-
The discoverer UE’s Layer-2 identifier allowing the discoveree UEs to send their unicast responses;

-
The discoveree UE, having been solicited with a Targeted Discovery Request message, shall be able to respond with a Targeted Discovery Response message containing at least the following parameters:

-
A parameter uniquely identifying the discoveree (e.g. App Personal ID);

-
The discoveree UE’s Layer-2 identifier allowing the discoverer to potentially engage in ProSe Direct Communication one-to-one.

Editor's Note: Impacts in the radio resources from a L2 broadcast mechanism are FFS. 
6.3.1.2
Procedures

Editor’s Note: To be completed 

6.3.1.3
Impact on existing entities and interfaces

 Impacts on existing RAN entities specific to this solution are generic to any ProSe solutions (e.g. designation and announcements of radio resources that can be used for direct radio discovery).

6.3.1.4
Solution evaluation

Editor’s Note: To be completed 

6.X
Solution X: <Title of Solution>

6.X.1
Functional description

    Editor’s Note: General description, assumption, and principles of the solution. 
6.X.2
Procedures
    Editor’s Note: Describes the high-level operation, procedures and information flows for the solution.
6.X.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.X.4
Solution evaluation
Editor’s Note: The fulfilment of requirements in section 4.2 needs will be evaluated. 
7
Evaluation 

Editor's note:
this clause contains the overall evaluation of various solutions.

8
Conclusions
Editor’s Note: The clause will capture agreed conclusions from the Key Issues and Architecture Solutions clauses. 
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