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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:

shall
indicates a mandatory requirement to do something

shall not
indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.

The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.

should
indicates a recommendation to do something

should not
indicates a recommendation not to do something

may
indicates permission to do something

need not
indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can
indicates that something is possible
cannot
indicates that something is impossible

The constructions "can" and "cannot" are not substitutes for "may" and "need not".

will
indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document

will not
indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document

might
indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document

might not
indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document

In addition:

is
(or any other verb in the indicative mood) indicates a statement of fact

is not
(or any other negative verb in the indicative mood) indicates a statement of fact

The constructions "is" and "is not" do not indicate requirements.
1
Scope

This study focuses on key issue description, solution and evaluation/conclusion on further enhancement for network automation, as documented in TS 23.288 [5], by covering the following objectives:

-
Study possible mechanisms for improved correctness of NWDAF analytics;

-
Investigate whether and how NWDAF can assist application detection;

-
Investigate whether and how to support data and analytics exchange in roaming case;

-
Investigate data collection and data storage enhancements (including DCCF and ADRF enhancements, e.g. DCCF relocation, ADRF selection, ML model storage);

-
Study whether and how to enhance trained ML Model sharing for different vendors;

-
Study whether and how interactions between NWDAF can leverage MDAS/MDAF functionality for data collection and analytics;

-
Investigate NWDAF-assisted URSP

-
Study whether and how to enhance the QoS sustainability analytics with finer granularity and additional input data;

-
Study whether and how to enhance architecture to support federated learning in the 5GC; and

-
Study NWDAF enhancements considering the finer granularity of location information than TA and cell level.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G system, Stage 2".

[4]
3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".

[5]
3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".

[6]
3GPP TS 22.071: "Location Services (LCS); Service description; Stage 1".

[7]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

3
Definitions of terms and abbreviations

3.1
Terms

For the purposes of the present document, the terms given in TR 21.905 [1], TS 23.501 [2] and TS 23.503 [4] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1], TS 23.501 [2] and TS 23.503 [4].

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1], TS 23.501 [2] and TS 23.503 [4] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1], TS 23.501 [2] and TS 23.503 [4].

4
Architectural Assumptions and Principles

The architecture for the present study shall be based on the existing NWDAF framework as specified in TS 23.288 [5], TS 23.501 [2], TS 23.502 [3] and TS 23.503 [4].

Solutions shall comply with the 5G System architectural principles in TS 23.501 [2], and network data analytics principles in TS 23.288 [5].
5
Key Issues

5.1
Key Issue #1: How to improve correctness of NWDAF analytics
5.1.1
Description

Correctness of predictions is usually associated to accuracy, which represents the most prominent KPI to rate ML models. However, the accuracy can be corrupted by a wrong calculation and/or unfair feedback collection. It is thus of utmost importance to ensure that the accuracy is meaningful, consistent, and comparable.

Incorrect predictions can be due to the fact that the accuracy of an ML model during inference may be lower than the accuracy of the same ML model during training. This is likely to happen if the training data set differs significantly in terms of distribution and features from the input data that the ML model is fed with during inference. Knowing how the ML model is meant to be used would help to train the ML model efficiently and effectively.

The following aspects need to be studied:

-
How to detect that improving the correctness of an Analytics ID is needed?

-
How and what information is required to compute and represent the correctness of NWDAF analytics in a reliable way?

NOTE:
Whether the information is used to represent correctness of NWDAF analytics may depend on the use case.

-
Whether and what action(s) should be taken when the NWDAF Analytics are considered incorrect, whether and how a NF can continue consuming an analytics ID for which the need for improvement has been detected?

-
Whether and which action(s) should be taken by consumer NF to help improve correctness of NWDAF Analytics.

-
Whether and how the NWDAF can improve correctness of NWDAF Analytics (e.g. which existing and/or additional information may be used by the NWDAF to improve the correctness of NWDAF Analytics)?

-
Whether there is a need for architectural and/or functional enhancements for improving correctness of NWDAF Analytics, if there is additional signalling load caused by any new functional enhancement and how to mitigate the signalling?

-
How and which information is needed to enhance the ML model provisioning to improve the correctness of NWDAF Analytics.

-
Study mechanisms to detect that degradation on an ML model has happened and whether and which actions should be triggered.

5.2
Key Issue #2: NWDAF-assisted application detection

5.2.1
Description

This key issue proposes to study whether and how the NWDAF can assist the detection of the traffic generated by an application. This KI corresponds to WT#2.1: NWDAF assisted application detection.

The detection of traffic generated by an application can be performed using the application detection filters in the UPF/SMF and those application detection filters may include Packet Flow Description(s), i.e. PFD(s). Depending on service level agreements between the operator and the Application Service Provider (ASP), the ASP may provide PFD(s) for each application identifier maintained by the ASP.

It will be studied whether and how the NWDAF can assist to identify the traffic specific to a certain application at the UPF.

The following issues shall be studied:

-
How to consider the consent of user and ASP (i.e. no privacy and regulatory issue) for performing and exposing the analytics for application detection?

-
Whether and how the NWDAF can assist the application detection, considering the following aspects:

-
Study use cases where the NWDAF can assist the application detection, for instance how to detect the application traffic if the ASP provides initial PFD information but does not update it in time or does not update it anymore, or if the ASP does not provide any PFD information.

-
If NWDAF provides analytics to assist the application detection performed at the UPF. What is the potential consumer of these analytics (e.g. NEF/PFDF) and how does that consumer use these analytics?

-
Whether new input data needs to be collected by NWDAF to assist the application detection performed at the UPF?

-
Whether existing or new Analytics ID(s) are needed to be provided by NWDAF to assist the application detection performed at the UPF?

Solutions for this key issue shall not cause degradation of UPF performance.

NOTE:
Coordination with FS_ UPEAS / Study on UPF enhancement for Exposure and SBA may be needed.

5.3
Key Issue #3: Data and analytics exchange in roaming case

5.3.1
Description

In roaming scenario, the HPLMN/VPLMN may need to collect data or consume analytics from the VPLMN/HPLMN. The data or analytics may relate to particular UEs or contain information about all UEs or groups of UEs. Both PLMNs (VPLMN, HPLMN) need the ability to control the amount of data exposed and to abstract or hide network-internal aspects based on user consent, operator policy, regulatory constraints and/or roaming agreements. Use cases for data exchange and analytics exposure between HPLMN and VPLMN require further investigation.

The technical aspects to be studied include the following:

-
Identification of use cases and requirements for data and/or analytics exchange between PLMNs (i.e. HPLMN and VPLMN(s)) in roaming scenario. For each use case, identify what raw data, existing or new analytics IDs needs to be exchanged, and which existing analytics ID can be enhanced or new analytics ID can be generated for the roaming user based on the exchanged data.
-
Determination of possible architecture enhancements to support this exchange in roaming scenarios and of any necessary enhancements to related NFs in HPLMN and VPLMN, e.g. possible enhancement on data collection using DCCF, or possible enhancement on data storage using ADRF, or possible enhancement on security and privacy of the data and analytics exchange between PLMNs.

NOTE 1:
Where possible, existing capabilities of the 5GC for inter-PLMN communication should be reused, for instance NRF capabilities to authorize access to services, and capabilities of Security Edge Protection Proxy (SEPP) defined in TS 33.501 [7] to manipulate data and to secure the confidentiality, integrity and authenticity of data exchange over the N32 interface between PLMNs.

NOTE 2:
Coordination with SA WG3 on security aspects is required.

NOTE 3:
Coordination with GSMA on sharing of user data while roaming may be required.

5.4
Key Issue #4: How to Enhance Data collection and Storage

5.4.1
Description

For this Key Issue the following aspects will be studied:

-
Interaction between multiple DCCFs and MFAFs (e.g. DCCF or MFAF relocation) if multiple DCCFs are deployed in one PLMN, to facilitate and improve data collection coordination.

-
Whether and how to enhance ADRF selection in case of multiple ADRF deployed in the network and whether and how to support ADRF relocation.

-
Whether and how the ADRF should store types of data other than historical data and analytics (e.g. ML models, analytics context) for network analytics.

-
Whether and what other enhancements are required for storage of data and/or analytics in ADRF, NWDAF and/or data source NF.

-
Whether and what other enhancements can be made to further reduce signalling and data traffic and the impact of obtaining data on data sources related to network analytics.

5.5
Key Issue #5: Enhance trained ML Model sharing
5.5.1
Description

As described in the below note from clause 5.1 of TS 23.288 [5] that in Rel-17 the ID(s) of the NWDAF containing MTLF(s) is locally configured in the NWDAF containing AnLF, and the NWDAF containing AnLF is only allowed to retrieve trained ML model(s) from the configured NWDAF containing MTLF(s).

NOTE 3:
In this Release of the specification an NWDAF containing AnLF is locally configured with (a set of) IDs of NWDAFs containing MTLF and the Analytics ID(s) supported by each NWDAF containing MTLF to retrieve trained ML models. An NWDAF containing AnLF uses NWDAF discovery for NWDAF  containing MTLF within the set of configured IDs of NWDAFs containing MTLF, if necessary. ML Model provisioning/sharing between multiple MTLFs is not supported in this Release of the specification.

In Rel-18, the following aspects are to be studied to enhance trained ML Model sharing between NWDAFs from different vendors:

-
How to discover and select a NWDAF containing MTLF even from different vendors which can provide interoperable trained ML model(s), and how to retrieve interoperable trained ML model(s) from it, by a NWDAF containing AnLF, including:

-
Whether and what new functionality / function(s) is needed for support of trained ML model interoperability?

-
What additional information should be exchanged between the NWDAF containing MTLF and the NWDAF containing AnLF, for support of trained ML model interoperability.

-
Whether and how to define common characteristics for trained ML models from different vendors?

NOTE 1:
Coordination with SA WG5 is needed for ML model sharing aspects.
NOTE 2:
Coordination with SA WG3 is needed for security aspects related to ML model sharing (e.g. ML model integrity, authorization of use, etc.) as investigated by this Key Issue.
5.6
Key issue #6: NWDAF-assisted URSP
5.6.1
Description

NWDAF can already provide some network analytics to PCF for policy decisions as described in clause 6.1.1.3 of TS 23.503 [4]. However, further investigation is required on whether and how analytics can be used to assist in the generation of URSP Rules.
In this key issue, the following aspects need to be studied:
-
Whether any and which components of the URSP rules can benefit from analytics.

-
Whether and how existing Analytics IDs, or new Analytics ID(s) can be used to assist in the generation of URSP Rules.

-
What procedures trigger the subscription to these Analytics IDs.

-
Whether new (set of) interactions(s) are required to assist in the generation of URSP Rules as defined in Rel17, and how to define the new interactions if needed.

-
What information should be collected (or provided) as input (or output) by the NWDAF for these Analytics IDs.
5.7
Key Issue #7: Enhancements on QoS Sustainability analytics
5.7.1
Description

Currently, NWDAF can provide Cell level QoS Sustainability analytics with limited QoS parameters, i.e. RAN UE Throughput and QoS Flow retainability. More KPIs reporting for QoS Sustainability analytics would benefit, e.g. for V2X use cases as defined by 5GAA.

Therefore, the following aspects are needed to be studied for QoS Sustainability analytics enhancement:

-
Whether and how to enhance the QoS Sustainability analytics with a finer granularity area (e.g. below Cell level)? Or alternatively if a new Analytics ID is required for the finer granularity area for this purpose?

-
Whether and how to enhance the QoS Sustainability analytics (or a new Analytics ID) with additional input and/or output data?

-
Whether and how to enhance the request for QoS Sustainability analytics (or a new Analytics ID)?

NOTE:
Coordinated activities with 5GAA are needed.

5.8
Key Issue #8: Supporting Federated Learning in 5GC

5.8.1
Description

This contribution is related to WT # 4.1.

Current enablers for network automation architecture by NWDAF still faces some major challenges as follows:

-
User data privacy and security (protected by e.g. GDPR) has become a worldwide issue, it is also difficult for NWDAF to collect UE level network data.

-
With the introduction of MTLF in Rel-17, various data from wide area is needed to train an ML model for NWDAF containing MTLF. However, it is difficult for NWDAF containing MTLF to collect all the raw data from distributed data source in different areas.

In order to address the challenges, 3GPP tries to adopt Federated Learning (also called Federated Machine Learning) technique in NWDAF containing MTLF to train an ML model, in which there is no need for raw data transferring (e.g. centralized into NWDAF) but only need for cooperation among multiple NWDAFs (MTLF) i.e. sharing of ML model and of the learning results among multiple NWDAFs (MTLF). In Rel-17, however, the cooperation of multiple NWDAF containing MTLF is explicitly prohibited and it is only allowed for NWDAF containing AnLF to subscribe or request the ML model from the configured NWDAF containing MTLF

This Key Issue is aim to study architecture enhancement to support Federated Learning which allows the cooperation of multiple NWDAF containing MTLF to train an ML model in 3GPP network with the following aspects:

-
Identify the use cases that required Federated learning in 5GC.
-
Study the registration and discovery of the NWDAF supporting Federated Learning.
-
Study how to decide whether Federated Learning is required or not for an existing Analytics ID or a new Analytics ID.
-
Study how to coordinate multiple NWDAFs including selection of participant NWDAF instances in the Federated Learning group, e.g. assistance information (if any) to perform the selection, and decision of role for the participant NWDAF.
-
Study whether and how to perform performance (e.g. network performance and model performance) monitoring of the NWDAF Federated Learning operation.
NOTE 1:
Performance monitoring of Federated Learning operation should be aligned with mechanisms for improved correctness of analytics defined in WT#1.2.

NOTE 2:
In terms of user data privacy and security improvement, the cooperation with SA3 is needed.

NOTE 3:
The impact on UE and RAN shall be avoided for this Key Issue.

NOTE 4:
Solutions requiring model distribution for FL should be aligned with mechanism for model sharing defined in WT#3.2.
NOTE 5:
Server NWDAF connects to one layer of Client NWDAFs, and any of the Client NWDAFs cannot cascade more sublayers.

NOTE 6:
All the NWDAFs attending the Federated Learning should belong to the same PLMN.

5.9
Key Issue #9: Enhancement of NWDAF with finer granularity of location information

5.9.1
Description

The NWDAF can retrieve and collect UE location information and then provide some analytics to NWDAF consumers, e.g. UE mobility analytics, QoS Sustainability Analytics as defined in TS 23.288 [5]. However, the UE location information that NWDAF can obtain is only TA/cell granularity in Rel-17.

The horizontal accuracy and the vertical accuracy of the existing location service can reach a granularity level finer than TA and cell level. Meanwhile, some extra information (e.g. speed, heading) could possibly also be provided by the location service. But whether such LCS related information is beneficial for the NWDAF is not clear, and it also needs to be studied how the NWDAF can obtain such LCS related information. Therefore, a KI to study whether and how the NWDAF can provide additional benefits from location service is required.

In this key issue, the following aspects will be studied:
-
Identify use cases and corresponding existing or new analytics ID(s) where the analytics require location information with finer granularity than TA/cell level, and how to enhance related existing analytics ID(s).

-
Identify how an NWDAF determines that location information with finer granularity than cell/TA level is required in output analytics.

-
Identify what input data needs to be collected to deliver analytics with fine granularity location information.

-
Identify how NWDAF acquires the input data to deliver finer granularity location information. Whether and how the functionality and services of NWDAF or other NFs need to be enhanced.

NOTE 1:
Coordinated activities with the eLCS_ph3 study are needed.

NOTE 2:
Some examples of UE location different than cell/TA level are described in clauses 4.2 and 4.3, of TS 22.071 [6].

6
Solutions

6.0 Mapping Solutions to Key Issues

Table 6.0-1: Mapping of solutions to key issues
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6.X
Solution #X: <Solution Title>

6.X.1
Description

Editor's note:
This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). (Sub-)clause(s) may be added to capture details.

6.X.2
Procedures

Editor's note:
This clause describes high-level procedures and information flows for the solution.
6.X.3
Impacts on Existing Nodes and Functionality
Editor's note:
This clause captures impacts on existing 3GPP nodes and functional elements.

7
Overall Evaluation

Editor's note:
This clause will provide evaluation of different solutions.
8
Conclusions

Editor's note:
This clause will list conclusions that have been agreed during the course of the study item activities.
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