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[bookmark: foreword][bookmark: _Toc57625351]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
Y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
[bookmark: introduction][bookmark: _Toc57625352]Introduction
An MC gateway UE has the functionality of providing service access with the MC service system for multiple MC service clients. The MC gateway UE enables MC service access for those MC service clients operating on devices that have no MC service capabilities (incl. 3GPP transport). This technical report identifies the key issues and corresponding solutions with recommendations for the normative work.
[bookmark: scope][bookmark: _Toc57625353]
1	Scope
The present document studies solutions to satisfy the requirements for a Gateway UE function. It identifies enhancements to be included in the technical specifications for MCPTT, MCVideo, MCData and in the common functional architecture to support mission critical communications. Requirements for this study are taken from stage 1 requirements, including 3GPP TS 22.179 [2] and 3GPP TS 22.280 [3].
[bookmark: references][bookmark: _Toc57625354]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.179: "Mission Critical Push to Talk (MCPTT); Stage 1".
[3]	3GPP TS 22.280: "Mission Critical Services Common Requirements (MCCoRe)".
[4]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[5]	3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".
[bookmark: definitions][bookmark: _Toc57625355]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc57625356]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
MC gateway UE: A UE that can be simultaneously shared between multiple MC service clients using the same or different MC services.
MC client: A client that represents a set of clients (i.e. Group management client, Configuration management client, Identity management client, Key management client, Location management client and MC service client).
MC server: A server that represents a set of servers (i.e. MC service server and servers of the Common services core).
Non-3GPP device: A device that enables local connectivity towards an MC gateway UE using an access method not specified by 3GPP. A subset of these devices can host an MC client specified by 3GPP.
[bookmark: _Toc57625357]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc57625358]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc4538543][bookmark: _Toc57625359]4	Scenarios
[bookmark: _Toc57625360]4.1	MC gateway UE services and the relationship to MC service users/clients
[bookmark: _Toc57625361]4.1.1	General
[bookmark: _Hlk46387826]The MC gateway UE service may provide the following necessary functions:
-	Allowing an MC service client to connect to a MC gateway UE.
-	Ensure that the content of communications between the MC system and MC service client connected to an MC gateway UE is unaltered.
-	Ensure that the communication traffic attributes, e.g. priority and QoS, of an MC service client connected to an MC gateway UE remains independent from other MC service clients concurrently connected to the same MC gateway UE.
-	Independent MC service client identification, authorisation and service profile association using the gateway MC UE functionality.
-	Sharing of an MC gateway UE transport resources with multiple connected MC service clients.
-	Indication of potential MC gateway UE anomalies sent towards the connected MC service clients.
-	MC service client is serving an MC service user on a device which is connected to the MC gateway UE via non-3GPP transport.
[bookmark: _Toc27381698][bookmark: _Toc57625362]5	Key issues
[bookmark: _Toc57625363]5.1	Key issue 1 – Functional Architecture for an MC gateway UE
The MC gateway UE may provide several sub-functions like an MC gateway UE user device connecting function, an MC gateway UE network function, an MC gateway UE user QoS handling function, an MC gateway UE exposure function, an MC gateway UE MBMS support function and other functions.
A functional architecture for the MC gateway UE may help to develop proper mechanisms and procedures.
List of key issues:
-	Clarify the need to define a functional architecture for the MC gateway UE.
-	Describe the overall functional architecture and the details of the single elements from that architecture.
[bookmark: _Toc57625364]5.2	Key issue 2 – Authorisation for connection of non-3GPP devices with an MC gateway UE
A control mechanism for connecting non-3GPP devices with an MC gateway UE is needed as not all devices should be connected with all MC gateway UEs. An authorized usage of an MC gateway UE by clients and users is needed as well as a control mechanism on how many MC gateway UEs can be used by the same MC service user/client. If a connection related temporary identifier and an explicit login procedure is required (e.g. for traffic routing) needs to be clarified.
List of key issues:
-	Clarify how to authorize the use of non-3GPP devices by the MC gateway UE.
-	Clarify how to control MC service user/client use of multiple MC gateway UEs and to control the related traffic aggregation.
-	Clarify whether there is a need for an explicit login procedure and assignment of a connection related temporary non-3GPP device ID.
[bookmark: _Toc57625365]5.3	Key issue 3 – Identification of MC service users behind an MC gateway UE residing on non-3GPP devices
The mission critical user identity (or MC ID) is the identity that an MC service user presents to the identity management server during a user authentication transaction (not necessarily tied to a single mission critical service).
The MC service user identity (or MC service ID) is used as a globally unique identifier within the MC service that identifies an MC service user.
The MC ID and the MC service ID may be the same.
The SIP signalling control plane uses a private user identity to authenticate the signalling user agent and one or more public user identities for routing of signalling messages in the SIP core.
There are several relationships between the MC service ID(s) and the public user identity(ies).
List of key issues:
-	Clarify whether the MC ID can be used on non-3GPP devices connected to the MC system via an MC gateway UE. Identify impacts to existing authentication procedures.
-	Clarify whether the MC service ID can be used on non-3GPP devices connected to the MC system via an MC gateway UE. Identify impacts or limitations on existing procedures in the application plane.
-	Elaborate how and if SIP signalling plane identities can be used by non-3GPP devices connected to the MC system via an MC gateway UE.
-	Elaborate the impacts regarding the current relationships between SIP signalling plane identities and application plane identities.
-	Investigate whether there is a need for additional application plane identities to support non-3GPP devices connected to network via an MC gateway UE.
[bookmark: _Toc57625366][bookmark: _Hlk43451425]5.4	Key issue 4 – MBMS support
If non-3GPP devices are connected to the MC system via an MC gateway UE, then MBMS support should be supported. MBMS support is required for both, MC service clients residing on a UE acting as MC gateway UE and for MC service clients residing on a non-3GPP device. The MBMS use via non-3GPP devices should be transparent for network, i.e. the network is unaware whether the MC gateway UE is currently in use or not.
List of key issues:
-	Clarify how MBMS transmissions can be supported for MC service clients operating on non-3GPP devices via an MC gateway UE.
-	Clarify whether there any implications on switching between unicast and multicast.
-	Clarify how the MC gateway UE forwards the MBMS downlink traffic to the corresponding MC service clients behind the MC gateway UE.
[bookmark: _Toc57625367]5.5	Key issue 5 – User traffic handling
User data traffic and signalling information needs to be routed to/from user/clients residing on non-3GPP devices. The MC gateway UE needs to deal with multiple non-3GPP devices on one side and with multiple bearers (LTE) and 5G QFIs on the network side. The communication content should be unchanged, E2E encryption should be supported.
List of key issues:
-	Clarify how the MC gateway UE routes and maps the traffic data and signalling information between non-3GPP devices and the network.
-	Clarify whether there are any limitations in the MC gateway UE network connectivity aspects like max. number of PDU sessions, max. QFIs per PDU session etc.
-	Elaborate how independent QoS and priority treatment of each communication per MC service client is enabled for a MC service user behind an MC gateway UE.
-	Clarify how the content of a MC service user/client communication beyond an MC gateway UE remains unchanged.
-	Clarify how end-to-end encryption (E2EE) is enabled for MC service users/clients residing on non-3GPP devices.
[bookmark: _Toc478400624][bookmark: _Toc27381705][bookmark: _Toc57625368]6	Architectural requirements
Editor's Note:	This clause will provide architectural requirements.
[bookmark: _Toc478400629][bookmark: _Toc27381710][bookmark: _Toc57625369]7	Solutions
[bookmark: _Toc4538763][bookmark: _Toc57625370]7.1	Functional architecture
[bookmark: _Toc4538761][bookmark: _Toc57625371]7.1.1	General
This solution addresses the key issue 1 described in clause 5.1 on defining a functional architecture when using an MC gateway UE.
[bookmark: _Toc57625372]7.1.2	Solution description
[bookmark: _Toc57625373]7.1.2.1	Functional architecture
The MC gateway UE offers access to the MC server for several MC clients (see Figure 7.1.2-1). The MC clients can be either located in the MC gateway UE or in non-3GPP devices connected to the MC gateway UE via non-3GPP access.
For non-3GPP devices which can host an MC client, the MC gateway UE enables connectivity to the MC server. For non-3GPP devices which cannot host the MC client, the MC gateway UE hosts the instantiation of the MC client for the non-3GPP device.


Figure 7.1.2.1-1: Functional architecture
The MC gateway UE provides MC service capabilities and 3GPP access capabilities using 3GPP network credentials for authorized access with an MC server.
For non-3GPP devices which cannot host MC clients, the MC gateway UE instantiates an MC client which is acting on behalf of the non-3GPP device to enable connection with an MC server.
NOTE:	MC clients residing on a non-3GPP device cannot use UICC credentials to perform authorisation with the 3GPP transport system.
For MC clients getting MC service access via the MC gateway UE, the MC gateway UE forwards (unmodified) signalling and media from the individual MC clients to the MC server and vice versa.
Editor's Note:	Further study is needed to elaborate the details about user traffic handling in order to support e.g. different QoS types and various latency needs, which cannot be provided by basic IP relay functionality.
Editor's Note:	Further study is needed to elaborate single elements from that baseline functional architecture (e.g. device connecting function, traffic handling function, MBMS support function).
Editor's Note:	The support of using multiple MC gateway UEs simultaneously by an MC client is FFS.
[bookmark: _Hlk54945204][bookmark: _Toc57625374]7.1.2.2	Reference points
For application level signaling between the MC client on the non-3GPP device and the MC gateway UE a new reference point called CSC-GW is introduced. The MC gateway UE uses existing reference points (CSC-n) toward the MC server.


Figure 7.1.2.2-1: Reference points
The reference points CSC-n belonging to the application plane and the reference points SIP-1 and HTTP-1 belonging to the signaling control plane are used by the MC client on the non-3GPP device towards the MC gateway UE and the MC gateway UE relays the application and control plane signaling further to the MC server.
CSC-n, SIP-1 and HTTP-1 reference points are specified in 3GPP TS 23.280 [5].
The CSC-GW reference point, which exists between the MC Application client and the MC gateway UE client, is used for connection authorisation of non-3GPP devices with an MC gateway UE.
[bookmark: _Toc57625375]7.1.2.3	Media plane
On the media plane a communication between the MC client on the non-3GPP device and is distributed both via non-3GPP access and via 3GPP access. Traffic from multiple MC clients may be transferred on the 3GPP access branch, depending on how many MC clients are served by the MC gateway UE. For that, the MC gateway UE has a media distribution function to relay the traffic on the non-3GPP access and the 3GPP access branch for unicast and multicast communications and multiple MC clients properly.


Figure 7.1.2.3-1: Media plane
[bookmark: _Toc57625376]7.1.3	Solution evaluation
Editor's Note:	This clause will provide the evaluation of this solution.
[bookmark: _Toc57625377]7.2	Connection authorisation with the MC gateway UE
[bookmark: _Toc57625378]7.2.1	General
This solution addresses the key issue 2 described in clause 5.2 on authorisation for connection of non-3GPP devices with an MC gateway UE. The solution only applies to non-3GPP devices which can host an MC client.
With this procedure the MC gateway UE performs authorization for the use of the MC gateway UE by the MC client, i.e. the binding between the MC gateway UE and the MC client is authorized and controlled by the MC gateway UE. The solution implies that authorisation functionality is provided by the MC gateway UE.
[bookmark: _Toc51836058][bookmark: _Toc57625379]7.2.2	Information flows
[bookmark: _Hlk52356047][bookmark: _Toc493489211][bookmark: _Toc51836059][bookmark: _Toc57625380]7.2.2.1	Connection authorization request
Table 7.2.2.1-1 describes the information flow connection authorization request sent from the MC client, which resides on a non-3GPP device, to the MC gateway UE.
Table 7.2.2.1-1: Connection authorization request
	Information element
	Status
	Description

	GW MC service ID (see NOTE)
	M
	The GW MC service ID of the requesting MC service user.

	NOTE:	The GW MC service ID indicates for which MC service the connection is to be authorised.



[bookmark: _Toc51836060]NOTE:	The MC service ID used for MC service authorisation and the GW MC service ID used for connection authorization may have different values. Both identities are configured by the Mission Critical Organisation.
[bookmark: _Toc57625381]7.2.2.2	Connection authorization response
Table 7.2.2.2-1 describes the information flow connection authorization response sent from the MC gateway UE to the MC client.
Table 7.2.2.2-1: Connection authorization response
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID of the requesting MC service user.

	Result
	M
	Success or failure of the connection authorization request (authorization successful/failed; service not supported).



[bookmark: _Toc57625382]7.2.3	Procedure
The procedure for connection authorisation with an MC gateway UE is shown in figure 7.2.3-1.
Pre-conditions
-	The MC service user wishes to have access to MC services by using a non-3GPP device.
-	The MC client has been configured with the necessary parameters needed for connectivity with the MC gateway UE.
-	The MC client has been provided with an appropriate GW MC service ID.
-	The MC gateway UE has performed service authorization for one or more MC services with the MC system.
[bookmark: _Hlk52796350]Editor's Note:	Whether separate MC gateway UE authentication with the MC server and specificThe proper MC gateway UE configuration is needed requires further study.
Editor's Note:	How the MC client discovers the MC gateway UE is FFS.





Figure 7.2.3-1: Connection authorisation with the MC gateway UE
1.	The MC client requests connection authorization with the MC gateway UE. The MC client of the MC service user provides the GW MC service ID.
2.	The MC gateway UE performs an authorization check by using the provided GW MC service ID to verify that the MC service user is permitted to use the MC gateway UE to access an MC serverices. In addition, the MC gateway UE checks whether the requested MC service, as indicated by the GW MC service ID, is supported by the MC gateway UE.
NOTE:	The criteria for the authorization check is outside the scope of the present document, but for example could be based on a pre-configured list of users who are expected to request connection authorization with the MC gateway UE.
3.	The MC gateway UE sends the connection authorization response to the MC client, confirming successful connection with the MC gateway UE.
The MC client has now access to an MC server and may continue with user authentication and service authorization.
[bookmark: _Toc57625383]7.2.4	Solution evaluation
The authorization check performed by the MC gateway UE requires up to date information which must be pre-configured.
Editor's Note:	This clause will provide the evaluation of this solution.
[bookmark: _Toc57625384]7.3	Connection authorisation with an MC server via an MC gateway UE
[bookmark: _Toc57625385]7.3.1	General
This solution addresses the key issue 2 described in clause 5.2 on authorisation for connection of non-3GPP devices with an MC gateway UE. The solution only applies to non-3GPP devices which can host an MC client.
[bookmark: _Hlk56494846]With this procedure the MC server performs authorization for the use of the MC gateway UE by the MC client, i.e. the binding between the MC gateway UE and the MC client is authorized and controlled by the MC server. The MC gateway UE is not acting as the authorisation instance which authenticates MC clients.
[bookmark: _Toc57625386]7.3.2	Information flows
[bookmark: _Toc57625387]7.3.2.1	Connection authorization request
Table 7.3.2.1-1 describes the information flow connection authorization request sent from the MC client, which resides on a non-3GPP device, to the MC gateway UE, and from the MC gateway UE to the MC server.
Table 7.3.2.1-1: Connection authorization request
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID of the requesting MC service user.

	NOTE:	The GW MC service ID indicates for which MC service the connection is to be authorised.



NOTE:	The MC service ID used for MC service authorisation and the GW MC service ID used for connection authorization may have different values. Both identities are configured by the Mission Critical Organisation.
[bookmark: _Toc57625388]7.3.2.2	Connection authorization response
Table 7.3.2.2-1 describes the information flow connection authorization response sent from the MC server to the MC gateway UE, and from the MC gateway UE to the MC client residing on a non-3GPP device.
Table 7.3.2.2-1: Connection authorization response
	Information element
	Status
	Description

	GW MC service ID
	M
	The GW MC service ID of the requesting MC service user.

	Result
	M
	Success or failure of the connection authorization request (authorization successful/failed; service not supported).



[bookmark: _Toc57625389]7.3.3	Procedure
The procedure for connection authorisation via an MC gateway UE towards an MC server is shown in figure 7.3.3-1.
Pre-conditions
-	The MC service user wishes to have access to MC services using a non-3GPP device.
-	The MC client has been configured with the necessary parameters needed for connectivity with the MC gateway UE.
-	The MC client has been provided with an appropriate GW MC service ID.
-	The MC gateway UE has performed service authorization for one or more MC services with the MC system.
Editor's Note:	Whether separate MC gateway UE authentication with the MC server and specific The proper MC gateway UE configuration is needed requires further study.
Editor's Note:	How the MC client discovers the MC gateway UE is FFS.




Figure 7.3.3-1: Connection authorisation with an MC server via an MC gateway UE
1.	The MC client requests connection authorization via the MC gateway UE with an MC server. The client of the MC service user provides the GW MC service ID.
2.	The MC gateway UE performs an authorization check to verify that the MC service user is permitted to use the MC gateway UE to access the MC server.The MC gateway UE checks whether the requested MC service, as indicated by the GW MC service ID, is supported by the MC service gateway. If the MC service is supported, the procedure continues with step 3, otherwise the procedure proceeds with step 7.
NOTE:	The criteria for the authorization check is outside the scope of the present document, but for example could be based on a pre-configured list of users who are expected to request connection authorization via the MC gateway UE with the MC server.
3.	The MC gateway UE sends the connection authorization request to the MC server.
4.	The MC server performs an authorization check, to verify that access via the MC gateway UE is permitted. The MC server marks the MC service user as authorized to have access via the MC gateway UE.
Editor's Note:	The configuration of the MC server to perform the authorisation check needs further study.
Editor's Note:	Whether there is a need for control when the MC service user/client uses multiple MC gateway UEs simultaneously is FFS.
5.	The MC server marks the MC service user as allowed to have access via the MC gateway UE.
Editor's Note: It is FFS whether and how the MC server can mark the MC service user as allowed to have access before user authentication and service authorisation has been performed.
56.	The MC server sends the connection authorization response to the MC gateway UE.
6.	The MC gateway UE marks the MC client as authorized to have MC service access via the MC gateway UE.
7.	The MC gateway UE sends the connection authorization response to the MC client, confirming that the successful connection to the MC server via the MC gateway UE and connection with the MC server is authorizedenabled.
The MC client has now access to the MC server and may continue with user authentication and service authorization.
Editor's Note:	Whether this procedure can be combined with existing mission critical communication procedures (e.g. user authentication, service authentication) needs further study.
[bookmark: _Toc57625390]7.3.4	Solution evaluation
The MC gateway UE is not required to check whether the MC service user can have MC service access via the MC gateway UE.
Editor's Note:	This clause will provide the evaluation of this solution.
[bookmark: _Toc57625391][bookmark: _Toc4538773]7.4	Using IMS identities behind the MC gateway UE
[bookmark: _Toc57625392]7.4.1	General
This solution addresses the key issue 3 described in clause 5.3 on identification of MC service users behind an MC gateway UE residing on non-3GPP devices.
[bookmark: _Toc57625393]7.4.2	Solution description
The MC gateway UE offers access to the MC system for several MC service clients. The MC service clients can be either located in the MC gateway UE or in non-3GPP devices connected to the MC gateway UE via non-3GPP access. Simultaneous sharing of an MC gateway UE by various MC service clients requires a relationship between the MC service identities used by the MC service clients with media streams passing the MC gateway UE towards the MC system to share the network transport resources of the MC gateway UE.
It is assumed that the MC service user behind the MC gateway UE has no 3GPP transport access credentials (i.e. no UICC), whereas the MC system relies on IMS identities (i.e. IMPUs/IMPIs) needed for authorisation with the IMS. In addition, in MC systems there exist a one-to-one correspondence of MC service IDs with IMPUs for enabling routing of signalling traffic between the MC service server and the MC service client.
Taking the above into account two options are considered.
Option 1 (see Figure 7.4.2-1) relies on MC service IDs provided by the MC gateway UE. The MC service clients behind the MC gateway UE share the credentials from the IMS subscription of the MC gateway UE. The number of MC service clients behind the MC gateway UE is determined by the number of subscribed MC service IDs that are associated with the IMS subscription of the MC gateway UE.


Figure 7.4.2-1: Sharing the MC gateway UE's IMS subscription
Editor's Note:	It is FFS whether the solution supports the simultaneous use of multiple MC gateway UEs by an MC service client.
Option 2 (figure 7.4.2-2) relies on the use of the IMS Credentials (IMC) application specified in 3GPP TS 23.228 [4]. The MC service clients behind the MC gateway UE use their own IMS subscription and do not rely on the IMS subscription from the MC gateway UE. The number of MC service clients behind the MC gateway UE is independent from the number of subscribed MC service IDs that are associated with the IMS subscription of the MC gateway UE.


Figure 7.4.2-2: Using independent IMS subscriptions
Both options support an unambiguous identification of MC service clients behind the MC gateway UE. Option 2 also has the degree of freedom that the user profiles associated with the devices behind the MC gateway UE are independent of the MC gateway user profile.
[bookmark: _Toc57625394]7.4.3	Solution evaluation
Both options support an unambiguous identification of MC service clients behind the MC gateway UE. Option 2 offers the degree of freedom that the user profiles used on the non -3GPP devices behind the MC gateway UE are independent from those of the MC gateway user profile.
Editor's Note:	Further evaluation of both options is needed before making a final assessment.
[bookmark: _Toc464463369][bookmark: _Toc475064963][bookmark: _Toc478400633][bookmark: _Toc27381723][bookmark: _Toc57625395]8	Overall evaluation
Editor's Note:	This clause will provide evaluation of different solutions.
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Editor's Note:	This clause is intended to list conclusions that have been agreed during the study item activities.
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