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[bookmark: foreword][bookmark: _Toc104727521]
Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc104727522]Introduction
Personal IoT Networks (PIN) is based on the greatly increasing number of consumers IoT devices. These devices can either be wearable devices or can be IoT devices in the home. Users create Personal IoT Networks out of all these Personal IoT devices mainly in their homes or around their body. This technical report identifies the key issues and corresponding application architecture and related solutions with recommendations for the normative work based on 3GPP TS 22.261 [2] and 3GPP TR 22.859 [3].
[bookmark: scope][bookmark: _Toc104727523]
1	Scope
The present document is a technical report capturing the study on application layer support for Personal IoT networks (PIN). The aspects of the study include analyzing application layer architecture requirements of PIN, identifying key issues and supporting PIN application layer functional model. The study also includes information and support from 3GPP network to PIN, service or applications discovery within a PIN or by the UE outside of a PIN via 3GPP network.
The study takes into consideration the work done for PIN in 3GPP TS 23.700-78 [4] and other related work in 3GPP.
[bookmark: references][bookmark: _Toc104727524]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.261: "Service requirements for the 5G system".
[3]	3GPP TR 22.859: "Study on Personal Internet of Things (PIoT) networks".
[4]	3GPP TR 23.700-88: "Study on architecture enhancements for Personal IoT Network (PIN)".

[bookmark: definitions][bookmark: _Toc104727525]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc104727526]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc104727527]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc104727528][bookmark: _Hlk83975617]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
PIN	Personal IoT Network
PINAPP	Personal IoT Network Application 
PEMC	PIN Element with Management Capability
PEGC	PIN Element Gateway Capability

[bookmark: clause4][bookmark: _Toc104727529]4	Key issues
[bookmark: _Toc104727530]4.1	Key issue #1: PIN Management
As indicated in clause 6.38 of TS 22.261[2], the following requirements will be studied in this TR phase and reflect in this key issues: 
-	The 5G system shall support mechanisms to identify a PIN, a PIN Element.
-	The 5G system shall be able to support PINs with PIN Elements subscribed to more than one network operator (e.g., a PIN Element that is a MUSIM UE and subscribes to different operators respectively, one PIN Element subscribed to network operator A and another PIN Element subscribed to network operator B).
In order to avail PIN management, for example, PIN creating/modifying/deleting UE or PINAPP should be able to trigger PIN management request to MNO. What is critical is whether and how the UE or PINAPP triggers PIN managment request. Also, for MNO, how to receive and authenticate PIN management request is FFS. 
After creating a PIN, in order to avail PIN service to other PIN elements (e.g.: IoT device), the PIN elements should be able to newly added into a PIN. So for the management of PIN, add or remove the PIN elements into a PIN is nessasary. Also, one of the most important features of PIN is PEGC can communicate with 5G network and some of the PIN elements interact directly to other elements interanl a PIN. How to manage the specific permissions, for example, communicate with UE outside of PIN or connect to 5G network are important. 
It is required to study the following:
-	Who can manage (create/modify/delete) a PIN?
-	Whether and how to triggers a PIN network management request, for example, PIN creating/modifying/deleting? What parameters are required in PIN network management request? 
-	How to add/remove PIN elements into a PIN after PIN establishment? What parameters or information are needed during adding/removing PIN elements into a PIN? How to configure newly added PIN element? 
-	Determine the certain PIN services in PIN.
-	What information about the PIN and PIN elements needs to be maintained at the PIN server, PEMC and PEGC for the management of PIN and its elements and whether and how they are notified about the changes to this information.
-	What set of events occurring in the PIN (e.g., PIN element added, PIN element removed etc.,) need to trigger the updates to the information maintained at the PIN server, PEMC and PEGC.
-	What information can be created or modified or deleted by the authorized user.
NOTE X:	PIN management services defined by SA2 will be reused and under consideration in PINAPP.
[bookmark: _Toc104727531]4.2	Key issue #2: PINAPP accesses 5G network by application mechanism
As indicated in clause 6.38 of TS 22.261[2], the following requirements will be studied in this TR phase and reflect in this key issues: 
-	The 5G system shall enable the network operator to provide any 5G services to any UE via a PEGC.
-	The 5G system shall support applications on an Application Server connected to a PIN.
As a feature, PINAPP within a PIN can communicate with other devices, services and applications within the same PIN. Furthermore, PINAPP can connect the 5G Network via a PEGC. Also, as a feature, some of the PINAPP in PIN has the permissions that they can communicate with other UE or application outside of PIN with the help of 5GC. 
From the aspects of PINAPP accesses 5G network by application mechanism, it is required to study the following:
-	How to PIN to realize that PINAPP access 5G network by application mechanism?
NOTE:	How to derive the route control information for PINAPP to access 5GS is in the scope of SA2, and not discussed in SA6.
[bookmark: _Toc104727532]4.3	Key issue #3: Service switch in PIN
As indicated in clause 6.38 of TS 22.261[2], the following requirements will be studied in this TR phase and reflect in this key issues: 
-	The 5G system shall support mechanisms to aggregate, switch or split the service between non-3GPP RAT and PIN direct connections using licensed spectrum.
-	The 5G system shall support applications on an Application Server connected to a CPN or PIN.
When UE is located outside of PIN, the UE has the direct connection to application server via 5GS. When UE moves into the coverage of PIN, some of the PIN application in PIN has the capability, for example, to terminate the application traffic from application server. These PIN applications have better experience than the UE, in screen or sound. 
It is required to study the following:
-	How to support application mechanism for service switching in a PIN between different PIN applications for achieving better service experience? 
NOTE:	The coordination with SA2 about the support for switching application traffic between RATs is needed.
[bookmark: _Toc104727533]4.4	Key issue #4: PIN Application Server Discovery
As indicated in 3GPP TS 22.261 [2], clause 6.38.2.1, the following requirement will be studied in this TR:
-	The 5G system shall support applications on an Application Server connected to a PIN.
Supporting Application Servers connected to a PIN can involve service or applications discovery by PIN Elements or by a UE outside of a PIN via 3GPP network.
Application clients can be running on PIN elements in a PIN and may want to discover and connect to an Application Server connected to the PIN. At the same time UEs running Application Clients outside of a PIN may try to discover and connect to an Application Server connected to the PIN.
It is required to study the following:
-	How to enable discovery of Application Server, connected to a PIN, by Application Clients running in the same PIN?
-	How to enable discovery of Application Server, connected to a PIN, by Application Clients running in a different PIN?
-	How to enable discovery of Application Server, connected to a PIN, by Application Clients running in a UE outside of the PIN over 3gpp network?
-	How to manage Application Server discovery by MNOs or third-party application service providers?
-	Evaluate the applicability of Edge Enabler Layer and CAPIF for PIN application service discovery.
Editor's Note:	SA1 is consulted for feedback on applicability of the KI.
[bookmark: _Toc104727534]4.5	Key issue #5: Service continuity
As indicated in clause 6.38 of TS 22.261[2], the following requirements that describes the service continuity will be studied in this TR phase and reflect in this key issues: 
-	The 5G system shall be able to minimize service disruption when a PIN Element changes the communication path from one PIN Element (e.g. PIN Element with Gateway Capability) to another PIN Element or operator provided mobile access. The communication path between PIN Elements may include licensed and unlicensed spectrum as well as 3GPP and non-3GPP access.
The PIN application is the application deployed on PIN elements (for example, the UE) in PIN. One of the PIN application features is, the PIN application in UE can have a direct communication with other PIN application into a PIN, without have any routing from 5GS. 
But, there are the situations that may have a service disruption or relocation: 
-	When UE moves out of a PIN or the terminal PIN application is in the status of moving, the original direct communication between two PIN applications may be influenced and changed (for example, the direct communication between two PIN applications may be routed via PEGC); 
-	Usually if a PIN application on a UE is consuming service from an application server and due to UE mobility, the PIN application on the UE should continue to receive services from the application server.
It is required to study the following:
-	How to the support the service continuity when the PIN application in UE is in the status of moving?
-	How to the support the service continuity when UE moves out of a PIN and keep the communication towards the PIN application?
NOTE 1:	Some of the service continuity work has relationship to SA2 work and depends on the SA2's feedback later.
[bookmark: _Toc104727535]4.6	Key issue #6: PEMC/PEGC replacement in PIN
For the management of PIN and to enable PIN elements communicate with 5GC, each active PIN will have atleast one PEMC and PEGC PIN elements sucessfully configured and registered. The PEMC or PEGC PIN elements may cease to perform their role because of any of the following reasons :
1. Power drain of PIN elements acting as PEMC or PEGC 
2. Their validity duration allowed to perform the role of PEMC or PEGC is expiring
3. PEMC or PEGC PIN elements moving out of coverage of cellular network
Hence there is a need for other existing PIN elements to take the role of PEMC or PEGC inorder to succesfully manage the PIN and to avoid service disruption.
It is required to study the following:
-	Whether and how the need for PEMC or PEGC role change is determined?
-	How another active PIN element take over the role or is assigned the role of PEMC or PEGC?
-	Whether and how the existing active PIN elements is notified about the role change?
-	Whether and how the required dynamic or context information of PIN is made available to the new element taking the role of PEMC or PEGC

[bookmark: _Toc104727536]5	Architecture requirements
[bookmark: _Toc104727537]5.1	General
This clause provides a general description of enhancements to the architecture requirement and its enhancements.
[bookmark: _Toc104727538]5.2	Requirements
This clause lists the architecture requirements.
[bookmark: _Toc104727539]6	Architecture
[bookmark: _Toc104727540]6.1	General
This clause provides a general description of the architecture of PINAPP.
[bookmark: _Toc104727541]7	Solutions
[bookmark: _Toc104727542]7.1	Mapping of solutions to key issues
Table 7.2-1 Mapping of solutions to key issues
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[bookmark: _Toc82472211][bookmark: _Toc82473756][bookmark: _Toc82473818][bookmark: _Toc104727543][bookmark: _Toc464463366][bookmark: _Toc475064960][bookmark: _Toc478400631]7.2	Solution #1: PINAPP architecture
Editor's note:	Further updates of PINAPP architecture is needed.
[bookmark: _Toc82472202][bookmark: _Toc82473747][bookmark: _Toc82473809][bookmark: _Toc104727544]7.2.1	Architecture assumption
[bookmark: _Toc82472212][bookmark: _Toc82473757][bookmark: _Toc82473819][bookmark: _Toc365055][bookmark: _Toc82472203][bookmark: _Toc82473748][bookmark: _Toc82473810]
The Figure 7.2.1-1 shows the application architecture for enabling PINAPP.  


Figure 7.2.1-1: PINAPP architecture
NOTE 1:	It is possible that an application client on PIN elements can communicate with application server directly via 5GS or indirectly via PEGC.
NOTE 2:	It is possible that an application client can communicate with other application client in the same PIN directly or via PEGC.
NOTE 3:	It is possible that an application client can communicate with other application client in another PIN via PEGC.
Editor’s Note: Whether the suggested architecture for PINAPP is sufficient to meet the PIN related requirements or not is FFS
[bookmark: _Toc104727545][bookmark: _Toc82472204][bookmark: _Toc82473749][bookmark: _Toc82473811]7.2.2	Functional elements
The functional entities of the application architecture for enabling PINAPP are described in this clause.
PEMC: A PIN Element with Management Capability is a PIN Element that provides a means for an authorised administrator to configure and manage a PIN.
PIN server: Deployed by operator in network, and provisioning of configuration information to UE (PINAPP). Authorization of the Creation request of PIN, and arranges the PEGC information about access control to PIN.
PEGC: A PIN Element with Gateway Capability is a PIN Element that provide any 5G services to any UE or PINAPP via a PEGC connected.
PIN client: The PIN enabler layer deployed in PIN elements to enable the management procedure to PEMC and routing control procedure to PEGC.
Application client: AC is the application resident in the PIN elements performing the client function. 
[bookmark: _Toc82472206][bookmark: _Toc82473751][bookmark: _Toc82473813][bookmark: _Toc104727546]7.2.3	Reference Points
Editor's note:	The supports of each reference point is FFS.
PIN - 1: The interactions related to enabling PINAPP, between the Application client and the PIN client. 
PIN - 2: The interactions related to enabling PINAPP, between the PIN client and PEGC. 
PIN - 3: The interactions related to enabling PINAPP, between the PIN client and PEMC. 
PIN - 4: The interactions related to enabling PINAPP, between the PEGC and PEMC. 
PIN - 5: The interactions related to enabling PINAPP, between the one PIN client and another PIN client. 
PIN - 6: The interactions related to enabling PINAPP, between the one PEMC and PIN server. 
PIN - 7: The interactions related to enabling PINAPP, between the one PEGC and PIN server. 
PIN - 8: The interactions related to enabling PINAPP, between the one PIN server and 3GPP core network. 
PIN - 9: The interactions related to enabling PINAPP, between the application server and PIN server. 
PIN – 10: The interactions related to enabling PINAPP, between the PIN client in PIN element and PIN server. 
[bookmark: _Toc104727547]7.2.4	Functional Entity Cardinality
[bookmark: _Toc104727548]7.2.4.1	PEMC
The following cardinality rules apply for PEMC:
a)	one or multiple PEMCs per PIN.
[bookmark: _Toc104727549]7.2.4.2	PEGC
The following cardinality rules apply for PEGC:
a)	one or multiple PEGCs per PIN.
[bookmark: _Toc104727550]7.2.4.3	PIN server
The following cardinality rules apply for PIN server:
a)	one PIN server per PIN.
b)	Multiple PINs per PIN server.
NOTE:	There are multiple PIN server deployed in a PLMN. 
[bookmark: _Toc104727551]7.2.4.4	PIN client
The following cardinality rules apply for PIN client:
a)	one or more PIN clients per PIN.
b)	one PIN clients per PIN element.
[bookmark: _Toc104727552]7.2.4.5	Application client
The following cardinality rules apply for application client:
a)	one or more application clients per PIN client.
[bookmark: _Toc104727553]7.3	Solution #2: PIN management
[bookmark: _Toc104727554]7.3.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 
[bookmark: _Toc104727555]7.3.2	Solution description
[bookmark: _Toc104727556]7.3.2.1	General
This solution addresses aspects of Key Issue #1. 
After the UE or PINAPP acquires the role of PEMC, the PINAPP can trigger a creation of PIN towards PIN server. 
When the PINAPP as a PEMC to trigger the creation of PIN, there may the two situations below: 
-	There is only one element in PIN, that the PEMC itself; 
-	There are already serveral PIN elements or PEMC. That the other PIN elements or PEGC have the communication with PEMC via non-3GPP access. And the PEMC can trigger creation of PIN with these PIN elements in group. 
After the creation of PIN is accepted by network, the PIN server response with the PIN ID, the PEGC information about access control configured in PEGC. 
At the network side, a PIN server should be deployed. The PIN server (represent the operator) is responsible for the authorization of the Creation request of PIN, and arranges the PEGC information about access control to PIN. 
How to PIN server receives or derive PEGC information about access control is in the scope of SA2.
For an established PIN, the PIN can be modified by the following situation: 
-	Changes of PEMC. For example, the current PEMC may not be the management of PIN and the role of PEMC will be changed to another PIN elements. 
-	Changes of PEGC. For example, if the current PEGC is broken down or switched off, or the PEGC moves out of the direct communication proximity of the PINE clients(s). It is not properly to keep this PEGC, and enforces another PIN element as PEGC is needed. 
Editor’s note: The access control information should be coordinated with SA2 and wait for further update. 
Editor’s note: Whether the PIN modification can be triggered or accomplished internal PIN needs more study. 

[bookmark: _Toc104727557]7.3.2.2	Procedures of Creation of PIN
This procedure presents a high-level overview of Solution #X.
Figure 7.3.2.2.2.-1 illustrates PIN creation procedure based on request/response model.
Pre-conditions:
1.	The UE (PINAPP) has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PINAPP has been authorized to communicate with the PIN server;
4.	The UE or PINAPP has already received the role of PEMC from PIN server;



Figure 7.3.2.2.2-1: Creation of PIN
1.	The UE or PINAPP which is the role of PEMC sends a PIN creation request to the PIN server to request to create a PIN. The PIN creation request includes the security credentials of the UE or PINAPP received during PINAPP authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PINAPP profile(s) information. 
The PEMC can request to create a PIN that including other PIN elements that has already communicated with PINAPP (PEMC). If so, the PEMC sends the PIN creation request including the PIN elements information for example, UE identifier such as GPSI, PIN client ID, UE location and PINAPP profile(s) information. 
If there are no other PIN elements in the request, the PEMC requests to create a PIN that including only one element that the PEMC. 
2.	Upon receiving the request, the PIN server performs an authorization check to verify whether the PINAPP (PEMC) has authorization to perform the operation. 
Editor's Note:	Whether and how the 5GC involved in the PIN creation is FFS.

3.	The PIN server sends a successful response to PINAPP (PEMC), which includes a newly assigned PIN ID to indicate the PIN. If the PIN creation request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN creation request failure. 
If there are no other PIN elements in the PIN creation request and the PIN creation is successful, the PEMC indicates the PINAPP (PEMC) to be the PEGC. The PINAPP who has already had the role of PEMC can also has the role of PEGC.
If the PEGC is indicated, the PIN server sends PIN client ID (that represents the PEGC), assigned IP address or port number in successful response to PINAPP (PEMC). And, the PIN Server also sends the PEGC information about access control in the response, including: 
-	Access control information includes: user name, account, SSID, BSSID. All the information is used by PIN elements (PINAPP) in PIN to access 5G or access other application outside of PIN;
NOTE 1:	How to PIN server receives or derive PEGC information about access control is in the scope of SA2.
After the procedure above, the PINAPP (PEMC) creates a PIN with PINAPP(PEGC) and other accepted PIN elements in PIN. 
[bookmark: _Toc104727558]7.3.2.3	Procedures of Modification of PIN
[bookmark: _Toc104727559]7.3.2.3.1	PIN modification triggered by PEMC
If the management of PIN should be changed to other PIN elements in UE, the original PEMC of a PIN should trigger the PIN modification procedure to PIN server. 
Figure 7.3.2.3.1-1 illustrates PIN modification procedure based on request/response model.
Pre-conditions:
1.	The PEMC in a PIN has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
2.	The PIN has already been created and a PIN ID is distributed by PIN server;
3.	The PEMC has been authorized to communicate with the PIN server;
4.	A PIN client has already received the role of PEMC from PIN server;



Figure 7.3.2.3.2-1: Modification of PIN triggered by PEMC
1.	The PEMC sends a PIN modification request to the PIN server to request to change the role of PIN management. The PIN modification request includes the security credentials of the PIN client received during PIN client authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PIN client profile(s) information and PIN ID. The PIN ID indicates the management of this PIN will be changed.
The PEMC can also include the potential PEMC in this PIN that represented by GPSI, PIN client ID. But this propose by PEMC is only for recommendation towards PIN server. If there are more than one potential PEMCs are included in PIN modification request, the original PEMC can label the priority of these potential PEMCs.
2.	Upon receiving the request, the PIN server performs an authorization check to verify whether the PEMC has authorization to perform the operation. 
3.	The PIN server sends a successful response to original PEMC, which includes a stop of administrator permissions of PIN and the PIN client ID of the new PEMC. If the PIN modification request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN modification request failure. 
The PIN server can decide the new PEMC from the PIN elements in the PIN, and can also consider the potential PEMC that indicated by old PEMC.
After the new PEMC is selected, the new PEMC can either be configured with the PIN Profile information by PIN server, or the PIN Profile information can be configured by the old PEMC. The PIN Profile information includes the PIN elements in PIN (for example, IP address or ID), access control information of each PIN elements. 
4.	After receiving the successful of PIN modification response, the old PEMC stops the administrator permissions of a PIN which is represented by PIN ID. And the PIN server delivers the PIN Profile information to the new PEMC according to new PEMC IP address or ID indicated in successful PIN modification request. 

[bookmark: _Toc104727560]7.3.2.3.2	PIN modification triggered by event of PEGC
If the current PEGC is broken down or switched off, or the PEGC moves out of the direct communication proximity of the PINE clients(s). It is not properly to keep this PEGC, and enforces another PIN element as PEGC is needed.
Figure 7.3.2.3.2-1 illustrates PIN modification procedure triggered by event of PEGC based on request/response model.
Pre-conditions:
1.	The PEGC in a PIN has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
2.	The PIN has already been created and a PIN ID is distributed by PIN server;
3.	The PEGC has been authorized to communicate with the PIN server;



Figure 7.3.2.3.2-1: Modification of PIN triggered by PEGC
[bookmark: _Hlk104311432]1.	The PIN server detects the event of changing PEGC in a PIN. 
Editor's note: The details of event of changing PEGC needs further study. 
2.	The PIN server sends a successful response to original PEGC, which includes a stop of access control information in PEGC. If the PIN modification request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN modification request failure. 
The PIN server can decide the new PEGC from the PIN elements in the PIN, and can also consider the potential PEGC that indicated by old PEMC.
3.	After receiving the successful of PIN modification response, the old PEGC stops the routing control of a PIN which is represented by PIN ID. And the PIN server delivers the access control information to the new PEGC. 
[bookmark: _Toc104727561]7.3.3	Solution evaluation
This solution addresses KI#1 about " Whether and how to triggers a PIN network management request, for example, PIN creating/modifying/deleting? What parameters are required in PIN network management request? ". 
This solution firstly solves the problem that only the PEMC can trigger a PIN network management request. Before the creation of PIN, the PINAPP or UE should be a PEMC first. And, when the PEMC triggers the PIN creating towards PIN server, some of the parameters are needed in the request. 
Editor's Note:	More evaluation of this solution is waited for updated.

[bookmark: _Toc104727562]7.4	Solution #3: Insertion and remove of PIN elements in a PIN
[bookmark: _Toc104727563]7.4.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 
[bookmark: _Toc104727564]7.4.2	Solution description
[bookmark: _Toc104727565]7.4.2.1	General
This solution addresses aspects of Key Issue #1. 
After the PIN is created by the PEMC, the other PIN elements can be added into the PIN. For the PIN elements that have already added into the PIN, they can be removed from a certain PIN by the PEMC. 
When a PIN element is added into a PIN, the PEMC should configure with the PIN elements with the necessary permission, for example, to be able to access to 5GS via the PEGC.
Before the PIN element to be added into a PIN, the PEMC should discover the PIN element first, or the PIN element receives the lists of PIN Profile first (for example, the list of PIN ID, PIN description information).
[bookmark: _Toc104727566]7.4.2.2	Procedures
[bookmark: _Toc104727567]7.4.2.2.1	PIN client requests to join into a PIN
Pre-conditions:
1.	The UE (PIN client) has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PEMC;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PIN client has been authorized to communicate with the PEMC;
4.	The PIN client has already received the list of PIN ID, corresponding PEMC IP address;
For a certain PIN element, it can receive the PIN profile from PEMC. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) and the PEMC IP address.
After receiving the PIN profile from PEMC, the PIN client can decide to join the PIN. 



Figure 7.4.2.2.1-1: PIN element requests to join a PIN towards PEMC
1.	The PIN element already has an application layer connection with a PEMC which manages the PIN. 
NOTE: If the PIN client communicates with PEMC via WiFi or Bluetooth provided by PEMC, the PEMC can identify the PIN elements by the account number and password that PEMC distributed and the PIN client ID, UE GPSI if available.
[bookmark: _Hlk103070425]And the PEMC has already send the PIN profile to PIN elements. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) and the PEMC IP address.
2.	The PIN client sends the request to PEMC to join the PIN. The request includes the security credentials of the PIN client received during PINAPP authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location, PIN ID and PIN client profile(s) information.
Editor's note: The authorization procedure between PIN client and PEMC should be captured in SA3 scope. 
3.	Upon receiving the request, the PEMC performs an authorization check to verify whether the PIN client has authorization to join the PIN. 
4.	The PEMC sends a successful response to PIN client. Also, the access control information for the PIN client is also included, for example, user name, account, SSID, BSSID. All the information is used by PIN elements (PINAPP) in PIN to access 5G or access other application outside of PIN.
Editor's note: The access control information should be coordinated with SA2 for further study. 
5.	The PEMC notifies the PIN server containing the details of the new PIN client that joined the PIN
6.	The PEMC notifies the PEGC containing the details of the new PIN client that joined the PIN. And the PEGC decides to enables the PINE to access 5GS. 
7.	The PEMC updates PIN profile with the details of the new PIN client that joined the PIN.
8.	The PEGC updates the PIN profile with the details of the new PIN client that joined the PIN.
9.	The PIN server updates the PIN profile with the details of the new PIN client that joined the PIN.
[bookmark: _Toc104727568]7.4.2.2.2	The PEMC removes the PIN elements from a PIN
Pre-conditions:
1.	The PIN client has already been added into a PIN;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PIN client has been authorized to communicate with the PEMC;
The PEMC can decide to remove a PIN client from a PIN, for example, the PIN client may not belong to the group. 



Figure 7.4.2.2.2-1: Remove a PIN element from a PIN by PEMC
1.	The PIN element already has an application layer connection with a PEMC which manages the PIN. 
2.	The PEMC decides to remove a PIN client from a PIN which indicated by PIN client ID or UE GPSI. 
3.	The PEMC sends the notification to PIN client to notify that the PIN client is included in the PIN any more.
4.	The PEMC notifies the PEGC containing the details of the PIN client that has been removed from the PIN. 
5.	The PEMC notifies the PIN server containing the details of the PIN client that has been removed from the PIN.6.	The PEMC updates the PIN profile to remove the details of the PIN client that has been removed from the PIN.
7.	The PEGC updates the PIN profile to remove the details of the PIN client that has been removed from the PIN. The PEGC disable this PIN client to access 5GS.
8.	The PIN server updates the PIN profile to remove the details of the PIN client that has been removed from the PIN.

[bookmark: _Toc104727569]7.4.2.2.3	The PIN elements decides to leave the PIN
Pre-conditions:
1.	The PIN client has already been added into a PIN;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PIN client has been authorized to communicate with the PEMC;
The PIN client can decide to leave a PIN, for example, the PIN client has long route to the PIN and is not received service from PIN. 



Figure 7.4.2.2.3-1: PIN client decides to leave a PIN
1.	The PIN element already has an application layer connection with a PEMC which manages the PIN. 
2.	The PIN client decides to leave a PIN, and sends the request to PEMC to leave the PIN. The request includes the security credentials of the UE or PIN client received during PINAPP authorization procedure and may include the UE identifier such as GPSI, PIN client ID, UE location and PIN ID.
Editor's note: The authorization procedure between PIN client and PEMC should be captured in SA3 scope. 
3.	The PEMC authorizes the request, and decides to remove a PIN client from a PIN which indicated by PIN client ID or UE GPSI. 
4.	The PEMC sends the response to PIN client to notify that the PIN client may not be included in the PIN anymore.5.	The PEMC notifies the PEGC containing the details of the PIN client that requested to leave the PIN.
5.	The PEMC notifies the PIN server containing the details of the PIN client that requested to leave the PIN.
6.	The PEMC updates the PIN profile and remove the details of the PIN client that requested to leave the PIN.
7.	The PEGC updates the PIN profile to remove the details of the PIN client that requested to leave the PIN. The PEGC disable this PIN client to access 5GS.
8.	The PIN server updates the PIN profile to remove the details of the PIN client that requested to leave the PIN.
[bookmark: _Toc104727570]7.5	Solution #4: PIN delete
[bookmark: _Toc104727571]7.5.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 
[bookmark: _Toc104727572]7.5.2	Solution description
[bookmark: _Toc104727573]7.5.2.1	General
This solution addresses aspects of Key Issue #1. 
For an established PIN, the PIN can be deleted by the following situation: 
-	Decided by PEMC. The PEMC of a PIN decides to delete the PIN and sends request to PIN server. The PIN server accepts the requests and deletes the PIN. The PIN elements in this PIN can’t access to 5GS via PEGC anymore.
-	Decided by PIN server. For each PIN, it has the life cycle that the PIN can exists. If the PIN has been in existence for longer than the life cycle, the PIN server can decide to delete the PIN and release the resource.
After the delete of PIN, the PIN elements in PIN can’t access to other PIN elements or application server via PEGC by 5GS.
[bookmark: _Hlk104196234]Editor's note: Whether and how the PIN can be deleted locally by PEMC according to the life cycle is FFS. 
[bookmark: _Toc104727574]7.5.2.2	Procedures of Delete of PIN
[bookmark: _Toc104727575]7.5.2.2.1	PIN delete triggered by PEMC
The PEMC can trigger the PIN delete to PIN server that the PIN doesn’t need any more. 
Figure 7.5.2.2.1-1 illustrates PIN delete procedure based on request/response model.
Pre-conditions:
1.	The PEMC in a PIN has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
2.	The PIN has already been created and a PIN ID is distributed by PIN server;
3.	The PEMC has been authorized to communicate with the PIN server;
4.	A PIN client has already received the role of PEMC from PIN server;



Figure 7.5.2.2.1-1: Delete of PIN triggered by PEMC
1.	The PEMC sends a PIN delete request to the PIN server to request to delete the PIN. The PIN delete request includes the security credentials of the PIN client received during PIN client authorization procedure and PIN ID. The PIN ID indicates this PIN will be deleted.
Editor's note: The security credentials design and the authorization procedure is in the scope of SA3. 
2.	Upon receiving the request, the PIN server validates the PIN delete request and verifies the security credentials. 
3.	Upon successful authorization, the PIN server sends a successful delete response.
After the PIN is deleted which is indicated by PIN ID, the access control information in PEGC is also disabled and the PIN elements in this PIN can’t access to 5GS via PEGC anymore when the PIN is deleted. The PEGC may not be the gateway and for PIN element to access to 5GS for this PIN. 
4.	Before the PIN deleted, the PEMC notifies the PEGC of PIN delete that identified by PIN ID, and PEGC disables the 5GS connection permission and access control information for the PIN elements in this PIN.
5.	Before the PIN deleted, the PEMC notifies the PIN elements in this PIN of PIN delete that identified by PIN ID. The PIN elements in this PIN can delete the information about this PIN, for example, the PIN profile. 
[bookmark: _Toc104727576]7.5.2.2.2	PIN delete triggered by PIN server
The PIN server can trigger the PIN delete procedure, for example, when the life cycle of PIN is end or the PIN server decides to stop the PIN service in this PIN. 
Figure 7.5.2.2.2-1 illustrates PIN delete procedure based on request/response model.
Pre-conditions:
1.	The PEMC in a PIN has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
2.	The PIN has already been created and a PIN ID is distributed by PIN server;
3.	The PEMC has been authorized to communicate with the PIN server;
4.	A PIN client has already received the role of PEMC from PIN server;
[bookmark: _Hlk104196268]5.	It is assumed that PIN server manages the PIN life cycle;


Figure 7.5.2.2.2-1: Delete of PIN triggered by PIN server
1.	An event occurs at the PIN server that satisfies trigger conditions for notifying a subscribed PEMC of a PIN. If the life cycle of a PIN is end or the PIN server decides to not provide any PIN service in this PIN, the PIN server should trigger a PIN delete procedure to the PEMC which manages the PIN. 
2.	The PIN server sends PIN delete notification to the PEMC. The PIN server includes the PIN ID, security credentials in the notification. 
After the PIN is deleted which is indicated by PIN ID, the access control information in PEGC is also disabled and the PIN elements in this PIN can’t access to 5GS via PEGC anymore when the PIN is deleted. The PEGC may not be the gateway and for PIN element to access to 5GS for this PIN. 
Editor's note: The access control information in PEGC should be coordinated with SA2. 
3.	Before the PIN deleted, the PEMC notifies the PEGC of PIN delete that identified by PIN ID, and PEGC disables the 5GS connection permission and access control information for the PIN elements in this PIN.
4.	Before the PIN deleted, the PEMC notifies the PIN elements in this PIN of PIN delete that identified by PIN ID. The PIN elements in this PIN can delete the information about this PIN, for example, the PIN profile. 
7.6	Solution #5: PIN discovery
7.6.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 
7.6.2	Solution description
7.6.2.1	General
This solution addresses aspects of Key Issue #1. 
For a certain PIN element, the PIN should be discovered and the PIN element can decide whether to join in the PIN. There are three situations that the PIN elements can discover the PIN as following: 
-	If the PIN elements can have an application layer communication with the PEMC which manages a PIN, the PIN elements can receive the PIN ID and PIN description and decides whether to join the PIN; 
-	The PEGC can be set as open access and the PIN element can communicate with PIN server to receive the PIN ID and PIN description from PIN server via the PEGC. 
7.6.2.2	Procedures of PIN discovery
7.6.2.2.1	Procedures of PIN discovery based on PEMC
Pre-conditions:
1.	The UE Identifier or PIN client Identifier is available;
2.	The PIN client has been authorized to communicate with the PEMC;
3.	The UE or PIN client has already received the role of PEMC from PIN server;
If the PIN element has already had a communication connection with the PEMC, which managements of a PIN, the PIN element can receive the PIN ID, PIN description information and IP address of PEMC and decides whether to join the PIN. 

Figure 7.6.2.2.2-1: Procedures of PIN discovery based on PEMC
[bookmark: _Hlk103071023]1.	The PIN element has already had an application layer connection with a PEMC which manages a PIN. 
If the PIN client communicates with PEMC via WiFi provided by PEMC, the PEMC can identify the PIN elements by the account number and password that PEMC distributed and the PIN client ID, UE GPSI if available.
If the PIN client communicates with PEMC via Bluetooth provided by PEMC, the PEMC can identify the PIN elements by the PIN client ID, UE GPSI if available.
NOTE: The RAT (e.g. wifi) between the PIN client and the PEGC/PEMC is out of scope of SA6 
2.	The PEMC performs an authorization check to verify whether to perform the operation. 
Editor's note: The authorization and authentication procedure should be defined in SA3 and wait for SA3 to reply. 
[bookmark: _Hlk103071031]3.	The PEMC sends the configuration information to PIN elements. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) and the PEMC IP address. 
The PIN client receives the configuration information and decides whether to join in the PIN.
7.6.2.2.2	Procedures of PIN discovery with assistance of PIN server via PEGC
Due to for some of the PIN elements can have the application interaction towards the PEGC, for example, via WiFi or Bluetooth pairing, and the PIN element can have the communication with PIN server to receive the lists of PIN ID and corresponding PIN description information. And the PIN elements can decide whether to join in the PIN. 
Figure 7.6.2.2.2-1 illustrates PIN server discovery via PEGC based on request/response model.
Pre-conditions:
1.	The PIN elements or PIN client has application layer connection with PEGC;
2.	The UE Identifier or PIN client Identifier is available;
3.	The PEGC has been authorized to communicate with the PIN server;


Figure 7.6.2.2.2-1: PIN discovery via PEGC
1.	(optional) The PIN element or PIN clients has already had the application layer connection towards PEGC. For example, the PIN elements can communicate with PEGC via WiFi or Bluetooth. 
The PIN client can communicate with the PIN server via PEGC.
If the PIN client communicates with PEGC via WiFi provided by PEGC, the PEGC can identify the PIN elements by the account number and password that PEGC distributed and the PIN client ID, UE GPSI if available.
If the PIN client communicates with PEGC via Bluetooth provided by PEGC, the PEGC can identify the PIN elements by the PIN client ID, UE GPSI if available.
NOTE1: The RAT (e.g. wifi) between the PIN client and the PEGC/PEMC is out of scope of SA6 
NOTE2: The PEGC can serve the PIN client which triggers the PIN discovery via relay PEGC. 
2.	The PIN client sends the PIN discovery request to PIN server. The PIN discovery request includes the security credentials of the UE or PIN client and may include the UE identifier such as GPSI, PIN client ID, UE location and PIN client profile(s) information.
The PIN client can have the filter information in the PIN discovery request for example, the interesting area, the interesting type of PIN and etc. 
3.	Upon receiving the request, the PIN server performs an authorization check to verify whether the PIN client has authorization to perform the operation. 
4.	The PIN server sends a successful response to PIN client, which includes the configuration information to PIN elements. The configuration includes PIN ID, PIN description (Human-readable description of the PIN, for example, the company name, location or the type of service) and the corresponding PEMC IP address. 
If the PIN creation request fails, the PIN server should give the failure response to indicates that indicates the cause of PIN creation request failure.
[bookmark: _Toc104727577]7.7	Solution #6: PIN Profile
[bookmark: _Toc104727578]7.7.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 
[bookmark: _Toc104727579]7.7.2	Solution description
[bookmark: _Toc104727580]7.7.2.1	General
This solution addresses aspects of Key Issue #1. 
For an established PIN, the PIN should have the profile or configuration information in PIN server, PEMC and PEGC. 
[bookmark: _Toc104727581]7.7.2.2	PIN Profile in a PIN
Table 7.7.2.2.1-1: PIN Profile in PIN server, PEMC, PEGC and PINE
	Parameter Name
	Parameter Description
	PIN Server
	PEMC
	PEGC
	PINE

	PIN ID 
	The identifier of the PIN
	Y
	Y
	Y
	Y

	PIN Description
	Human-readable description of the PIN, for example, the company name, location or the type of service.
	Y
	Y
	Y
	Y

	PEMC ID list
	The list of identifiers of the PIN elements which can be allowed to take the role as PEMC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y
	Y

	PEMC Endpoint
	Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PEMC. 
	Y
	N
	Y
	Y

	PEGC ID list
	The list of identifiers of the PIN elements which can be allowed to take the role as PEGC (e.g.: PIN client ID, UE GPSI etc.,)
	Y
	Y
	Y
	Y

	PEGC Endpoint
	Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PEGC. 
	Y
	Y
	N
	Y

	PIN Server ID
	The identifier of the PIN server that serves the PIN
	N
	Y
	Y
	Y

	PIN server Endpoint
	Endpoint information (e.g. URI, FQDN, IP address) used to communicate with the PIN server. 
	N
	Y
	Y
	Y

	PIN Elements List (see NOTE)
	List of PIN elements currently registered/joined the PIN
        > PIN element ID
	Y
	Y
	Y
	N



Editor's note: Other parameters will be defined of updated in PIN in future. 

[bookmark: _Toc104727582]7.8	Solution #7: PIN server discovery
[bookmark: _Toc104727583]7.8.1	Architecture enhancements
The architecture of PIN is referred to the solution 1 in clause 7. 
[bookmark: _Toc104727584]7.8.2	Solution description
[bookmark: _Toc104727585]7.8.2.1	General
This solution addresses aspects of Key Issue #1. 
Before the PEMC triggers the PIN establishment, or the PEMC triggers PIN modification or PIN delete, a certain PIN server should be discovered. The PIN server is responsible to perform the request of PIN create, PIN modification and PIN delete from PEMC of a PIN. 
Due to the PIN server in a PLMN can be multiple, so it is important to PIN elements to discover the appropriate PIN server to connect.
[bookmark: _Toc104727586]7.8.2.2	Procedures of PIN server discovery
[bookmark: _Toc104727587]7.8.2.2.1	Procedures of PIN server discovery based on receiving PIN server endpoint information
The aim of PIN server discovery procedure is to receive one or more endpoint information (e.g. URI(s), FQDN(s), IP address(es)) of PIN server. And the PEMC, PEGC, PIN elements are all able to receive the PIN server endpoint information. 
The PIN server can be discovered by the following method: 
-	pre-configured in the PIN elements or PIN clients;
-	configured by the user; 
-	provisioned by MNO through 5GC procedure; or 
-	derived from HPLMN identifier for non-roaming scenario or from VPLMN identifier for roaming scenario.
It may be possible to provide the PIN server endpoint information to the PIN client or PIN elements from the 5GC. If the PIN server endpoint information is provided by 5GC and available at the PEMC, the PEMC shall use the information for the PIN management procedure (e.g.: PIN creation/modification/delete). 
Otherwise, the PEMC shall use pre-configured PIN server endpoint information for PIN management procedure if pre-configured PIN server endpoint information is available in PEMC.
[bookmark: _Toc104727588]7.8.2.2.2	Procedures of PIN server discovery via PEGC
Due to for some of the PIN elements can have the application interaction towards the PEGC, for example, via WiFi or Bluetooth pairing, so the PEGC can provide the PIN server end point information to PIN elements.
For some of the PEGC, it has the open access capability to accept the application layer connection from the PIN elements.
Figure 7.8.2.2.2.-1 illustrates PIN server discovery via PEGC based on request/response model.
Pre-conditions:
1.	The PIN elements or PIN client has application layer connection with PEGC;
2.	The UE Identifier or PIN client Identifier is available;


Figure 7.8.2.2.1-1: PIN server discovery via PEGC
1.	The PIN element or PIN clients has already had the application layer connection towards PEGC. For example, the PIN elements can communicate with PEGC via WiFi or Bluetooth. 
2.	The PEGC delivers the PIN server end point information to PIN elements or PIN client. The end point information of PIN server includes URI(s), FQDN(s), IP address(es)) of PIN server. 
Editor's note: Whether and how the PIN elements discover the PIN server needs more study. 
Editor's note: Whether and how the PEMC distributes the PIN server IP address to other PIN elements needs more study.
[bookmark: _Toc104727589]7.9	Solution #8: Service switch in a PIN
[bookmark: _Toc104727590]7.9.1	Architecture assumptions
The architecture assumptions of Solution #1 are also assumed in this solution.
[bookmark: _Toc104727591]7.9.2	Solution description
[bookmark: _Toc104727592]7.9.2.1	General
This solution addresses Key Issue #3. The principles of this solution are:
· The PIN Application Client in UE can discover or get notified about available PINs where an application service can be switched to.
· Once the PIN Application Client selects the PIN, it can request that the PIN Server trigger service switch procedure and obtain the necessary information for performing the service switch from the PIN Server.
· The PIN server can identify the PIN Applications in PINE, where the service can be split and terminated.
· The PIN Server instructs PIN Management Client to execute service switch procedure.
-	The PIN Management client configures PIN Gateway client and PINEs for service switch.
[bookmark: _Toc104727593]7.9.2.2	Procedure
This procedure presents a high-level overview of Solution #1.
[bookmark: _Toc104727594]7.9.2.2.1	Functional entities 
PIN Application Client: A PINAPP function in UE, PINE, which initiates discovery, service switch, configuration.
PIN Management Client: A PINAPP in PEMC, configures PEGC and PINE for service switch.
PIN Gateway Client: A PINAPP in PEGC, obtains configuration from PEMC and executes service switch.
PIN Server: Supports PIN Application Client by providing PIN information and executes service switch procedure when requested by PIN Application Client.
[bookmark: _Toc104727595]7.9.2.2.2	Procedures of PIN Service Switch
Figure 7.9.2.2.2.-1 illustrates a discovery and service switch procedure based on request/response model.


Figure 7.9.2.2.2-1: PIN Service Switch
Pre-conditions:
-	The PIN Client in UE has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PIN server;
-	The PIN Client in UE has been authorized to communicate with the PIN server;
-	The PIN Management Client supports functionality to execute the service switch procedure;
-	The PIN Gateway Client supports functionality to execute the service switch procedure;
-	The PIN Server has capability to communicate with Application server to identify application session and provide information about any changes to the end points of the session;
-	There is an ongoing application session from AS to UE.
Editor's Note:	Whether PIN gateway client can act the application client proxy to support application mechanisms for service switch is FFS.
1. A PIN Client in a UE, triggered by an Application Client, sends a discovery request to a PIN Server. The purpose of the discovery request is to discover a PIN that can support a certain application in a certain location. The discovery request includes Location information, Application requirements such as Display characteristics, Audio characteristics, etc. The PIN Client can also subscribe to be notified when a PIN is available in a location and can support the application requirements.
2. The PIN Server based on Location and application service requirement can send a notification to the PIN Client with the following information: discovered PIN ID, details of PINAPP capabilities and corresponding PE IDs, such as Device ID, IP address and Port number.
3.  The PIN Client sends a "Service switch request" to the PIN Server with information about the service to be switched. The information about the service to be switched includes Application session ID, Destination PIN ID, and an IP 4 Tuple that describes the session. The IP 4 tuple may include the IP Address of the UE, the IP Address of the Server that provides the service, and the UE port numbers that are associated with the service, and the port numbers on the server that are associated with the service.
4. PIN Server sends the "Switch Application Session" request to the PIN Management Client. The request includes information such as 
-	The Application Session Id,
-	The, Destination PINE: PE IDs (1..N), can include IP address, Port number, URL etc. 
-	If the Application session needs to be split among multiple PINEs (i.e. split into sub-flows), it is indicated by setting the flag SPLIT == FALSE or TRUE. SPLIT can be set to TRUE only if the request includes multiple PINEs. 
-	The IP 4 Tuple
-	Security related information elements required to successfully transfer the session context.
NOTE:	Security related information elements are in the scope of SA WG3
5. The PIN Management Client starts configuring PEGC by sending "Configure Service Switch" to PIN Gateway Client, which includes:
-	The Session ID
-	Destination PINE information, which is a list of PEID, IP address, Port number or URL, where the sub-flows will be terminated. 
-	The flag SPLIT is set to TRUE or FALSE, if the session needs to be split to multiple PINEs and more than one PINE information is included in the TerminatingPineList. It can also include information about PINE to sub-flow mapping.
6. The PIN Management Client also configures PINE to prepare for terminating application session
7. The PIN Management Client responds to PIN server to indicate that configuration of PEGC and PINE has happened successfully, with information such as
-	The Terminating PEGC ID and
-	The Terminating PEGC reachability information, such as IP address, port number, URL etc.
-	The Terminating Destination PINE reachability information, such as IP address, port number, URL etc.
8. PIN Server informs Application Server to switch the application session to a new destination IP address. PIN Server provides information such as:
-	Application Session ID: identifies the application session to be switched to new end point
-	Term IP Address: IP address of the PEGC where the application session will be terminated.
9. PIN Gateway Client informs Application Server that it is ready to receive the application session with identification information from step 4.
10. The PEGC may trigger a PDU Session Modification procedure in order to obtain QoS Rules for the new flow. PEGC can split the main session flow into sub-flows which are terminated at multiple PINEs. PEGC can also interact with PIN Server to maintain synchronization among the sub-flows.
[bookmark: _Toc104727596]7.9.3	Solution evaluation
This solution addresses KI#3 about "How to support application mechanism for service switching in a PIN between different PIN applications for achieving better service experience".
The application-level mechanism described here allows the Application server, PEGC and PINEs to become aware of the new endpoints to execute service switch. Based on these information, PINE, PEGC, 5GS and Application Server executes session setup, modify procedures.
[bookmark: _Toc82472215][bookmark: _Toc82473760][bookmark: _Toc82473822][bookmark: _Toc104727597]8	Deployment scenarios
[bookmark: _Toc104727598][bookmark: _Toc82472216][bookmark: _Toc82473761][bookmark: _Toc82473823]8.1	General
This clause provides a general description of the deployment scenarios.
[bookmark: _Toc104727599]8.x	Deployment scenario #x: <Title>
Provide an illustrative description of the deployment scenario.
[bookmark: _Toc104727600]9	Overall evaluation
This clause provides a summary of architecture enhancements and solution evaluations.
[bookmark: _Toc365058][bookmark: _Toc82472220][bookmark: _Toc82473765][bookmark: _Toc82473827][bookmark: _Toc104727601]9.1	Architecture enhancements
[bookmark: _Toc365059][bookmark: _Toc82472221][bookmark: _Toc82473766][bookmark: _Toc82473828][bookmark: _Toc104727602]9.2	Key issue evaluations
[bookmark: _Toc25612827][bookmark: _Toc25613530][bookmark: _Toc25613794][bookmark: _Toc27647752][bookmark: _Toc82472222][bookmark: _Toc82473767][bookmark: _Toc82473829][bookmark: _Toc104727603]9.2.1	General
All the key issues, solutions and architecture enhancements specified in this technical report are listed in Table 9.2.1-1.
Table 9.2.1-1 provides a mapping of the key issues to the related solutions. It also indicates whether the solution requires enhancement to the Release-17 architecture and lists the dependencies on other working groups.
Table 9.2.1-1 Key issue and solutions 
	Key issues
(evaluation clause reference)
	Solution
	Architectural enhancement

(clause reference)
	Enhancements required
	Dependency on other working groups

	KI#1: PIN Management
	Solution #x: <title>
	6.x
	Architecture / None
	<WG>

	
	Solution #y: <title>
	6.y
	Architecture / None
	<WG>

	KI#2: PINAPP accesses 5G network by application mechanism
	Solution #x: <title>
	6.x
	Architecture / None
	<WG>

	KI#3: Service switch in PIN
	
	
	
	

	KI#4: PIN Application Server Discovery
	
	
	
	

	KI#5: Service continuity
	
	
	
	

	KI#6: PEMC/PEGC replacement in PIN
	
	
	
	



[bookmark: _Toc82472223][bookmark: _Toc82473768][bookmark: _Toc82473830][bookmark: _Toc104727604]9.2.2	Evaluation of key issue #1: PIN Management
This clause provides an overall evaluation of all the solutions defined for Key Issue #x.
[bookmark: _Toc104727605]9.2.3	Evaluation of key issue #2: PINAPP accesses 5G network by application mechanism
This clause provides an overall evaluation of all the solutions defined for Key Issue #x.
[bookmark: _Toc104727606]9.2.4	Evaluation of key issue #3: Service switch in PIN
This clause provides an overall evaluation of all the solutions defined for Key Issue #x.

[bookmark: _Toc104727607]9.2.5	Evaluation of key issue #4: PIN Application Server Discovery
This clause provides an overall evaluation of all the solutions defined for Key Issue #x.

[bookmark: _Toc104727608]9.2.6	Evaluation of key issue #5: Service continuity
This clause provides an overall evaluation of all the solutions defined for Key Issue #x.

[bookmark: _Toc104727609]9.2.7	Evaluation of key issue #6: PEMC/PEGC replacement in PIN
This clause provides an overall evaluation of all the solutions defined for Key Issue #x.

[bookmark: _Toc104727610]10	Conclusions
This clause provides conclusions of the study.
[bookmark: _Toc82472226][bookmark: _Toc82473771][bookmark: _Toc82473833][bookmark: _Toc104727611]10.1	Solutions
[bookmark: _Toc104727612][bookmark: historyclause]
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