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[bookmark: foreword][bookmark: _Toc101349507][bookmark: _Toc104880856]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.



[bookmark: introduction][bookmark: scope][bookmark: _Toc101349508][bookmark: _Toc104880857]1	Scope
The present document studies sharing of administrative configuration between interconnected MC service systems, based on stage 1 requirements specified in 3GPP TS 22.280 [2].
This study investigates related use cases and identifies solutions to support exchange administrative configuration, security relevant data and information between interconnected MC service systems.
[bookmark: references][bookmark: _Toc101349509][bookmark: _Toc104880858]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.280: "Mission Critical Services Common Requirements (MCCoRe); Stage 1".
[3]	3GPP TR 22.881: "Study on sharing administrative configuration information between interconnected Mission Critical (MCX) service systems".
[4]	3GPP TS 33.180: "Security of the Mission Critical (MC) service".
[bookmark: definitions][bookmark: _Toc101349510][bookmark: _Toc104880859]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc101349511][bookmark: _Toc104880860]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc101349512][bookmark: _Toc104880861]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc101349513][bookmark: _Toc104880862]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc101349514][bookmark: _Toc104880863]4	Scenarios  
[bookmark: _Toc101349515][bookmark: _Toc104880864]4.1	General
3GPP TR 22.881 [3] identified some use cases under which the administrative configurations exchange between interconnected MC systems (2 or more MC systems) would typically take place. This will help to identify and specify the solutions aspects in this study, in order to serve these use cases properly.
[bookmark: _Toc101349516][bookmark: _Toc104880865]4.2	Relationship between MC systems
Figure 4.2-1 describes the relationship between the interconnected MC systems involved in exchanging the administrative configurations.



Figure 4.2-1: Relationship between interconnected MC systems
An authorized user can trigger the exchange of administrative configurations or/and information with one or more interconnected partner MC system at the same time, which should be regulated through the service agreements with the partner MC systems. The interconnected partner MC systems shall have service agreements to the primary MC system, this is mandatory for this setup. The MC partner systems could potentially have service agreement between them, but this is not relevant for this study.
Processing the configuration data might require the involvement of an authorized user (manually or automatically), who can decide whether to accept, modify or reject the configuration data.
[bookmark: _Toc101349517][bookmark: _Toc104880866]5	Key issues
[bookmark: _Toc104880867][bookmark: _Toc84443696][bookmark: _Toc101349518]5.1	Key issue 1: functional architecture 
The support of sharing administrative configurations mechanism in MC service Systems would imply the need to provide new functions and/or sub-functions to the existing MC functional architecture. Defining the overall architecture would help to enhance and develop proper mechanisms, information flows and procedures. 
This key issue will:
-	Identify the functional architecture enhancments to support this mechanism, 
-	Describe the details of the single elements from that enhanced architecture. 
[bookmark: _Toc101349519][bookmark: _Toc104880868]5.2	Key issue 2 – Identification
The exchange of administrative identification data between interconnected MC systems needs specifying how to identify MC service user(s), in order to exchange their configuration for migration in partner MC system(s).
List of key issues:
-	Investigate and clarify, how to identify the MC service user(s), which are subject of configuration and information exchange between interconnected MC systems.
-	Identify the impact on existing solutions. 
[bookmark: _Toc101349520][bookmark: _Toc104880869]5.3	Key issue 3 – Change user configuration
Migration of MC service users between MC systems may require that their user configuration data to be used in the target partner MC system has been settled prior to attempting requesting MC service there.
List of key issues:
-	Investigate and define how to negotiate and agree user profiles (user configuration data) that enable the owner to migrate into a partner MC system.
-	Investigate and define methods or mechanisms how an authorised MC service user can request changes for MC service user configuration data in a partner MC system.
[bookmark: _Toc101349521][bookmark: _Toc104880870]5.4	Key issue 4 – Group configuration data
The exchange of administrative group configuration data between interconnected MC systems, i.e. between a primary MC system and one or more partner MC systems needs specifiying.
Solutions are required that enable the exchange of administrative group configuration data between interconnected MC systems.
List of key issues:
-	Investigate and develop solutions, if required, which enable the exchange of administrative group configuration data between interconnected MC systems, which are not yet currently avaialable.
-	Investigate and develop solutions, if required, which enable requesting changes, such as adding or deleting group configuration data for MC service users located in one or more partner MC systems.
Investigate and develop solutions, if required, which enable the exchange/request of information relating to group configuration for MC service users located in one or more partner MC systems.
[bookmark: _Toc101349522][bookmark: _Toc104880871]5.5	Key issue 5 – Service configuration data
The exchange of administrative service configuration data between interconnected MC systems, i.e. between a primary MC system and one or more partner MC systems needs specifiying.
Solutions are required that enable the exchange of administrative service configuration data between interconnected MC systems.
List of key issues:
-	Investigate and develop solutions, if required, which enable the exchange of administrative service configuration data between interconnected MC systems, which are not yet currently avaialable.
-	Investigate and develop solutions, if required, which enable requesting changes, such as adding or deleting service configuration data for MC service users located in one or more partner MC systems.
-	Investigate and develop solutions, if required, which enable the exchange/request of information relating to service configuration for MC service users located in one or more partner MC systems. 
[bookmark: _Toc104880872][bookmark: _Toc93917352]5.6	Key issue 6: authorization 
For sharing administrative configurations, an authorized user in the primary MC system should be enabled to use this service; where this user should have the corresponding/sufficient access rights to perform the required actions to serve a certain use case.
For providing different access permissions to different authorized users, some access control components could be used to determine the level of authorization of each user. In addition, access control components could help to manage requests and information exchange and to track the access activities for user(s) to ensure their accountability for the performed actions under different circumstances.
The involved MC systems operate independently, using control entities for connecting and exchanging the administrative data, where these control entities manage the parameters exchange at their own MC system entities/servers.
This key issue will:
-	Clarify how to reuse or enhance available methods to authorize an administrator or authorized user at primary system and; 
-	clarify how to authorize the exchange between MC systems.
-	Investigate whether and how the different scenarios/use cases could influence the authorization level for that user(s).
NOTE 1: 	the authorized user is not a migrated MC service user in partner MC system, and is not changing the configurations directly in partner MC system
NOTE 2:	procedures for authentication/authorization for MC service user(s) in inter-domain and/or migrating are defined in 3GPP TS 33.180 [4].
[bookmark: _Toc104880873]5.7	Key issue 7: Secure exchange and topology hiding 
Administrative configurations exchange is performed between MC systems, sharing the same security domain, or are located in different security domains. This would imply the need to ensure a secure exchange between MC systems, and at the same time without exposing the network topology of involved MC systems. 
This key issue will:
-	Investigate and clarify how to perform administrative configuration exchange without compromising the integrity and security of the involved MC systems.
-	Investigate and clarify how to perform administrative configuration exchange without exposing the network topology of either MC systems.
[bookmark: _Toc101349523][bookmark: _Toc104880874]6	Architecture requirements 
[bookmark: _Toc101349524][bookmark: _Toc104880875]6.1	General
This clause provides a general description of enhancements to the architecture requirements.
[bookmark: _Toc101349525][bookmark: _Toc104880876]6.2	Requirements 
[bookmark: _Toc101349526][bookmark: _Toc104880877]6.2.1	General  
[bookmark: _Toc104880878]6.2.1.1	Description
This clause specifies the general requirements for functional architecture.
[bookmark: _Toc104880879]6.2.1.2 	Requirements
[AR-6.2.1.2-01] An authorized user of an MC system shall be able to exchange administrative configuration parameters and device information with one or more partner MC system(s) at the same time.
[AR-6.2.1.2-02] An authorized user of an MC system shall have the capability to address partner MC system(s) by a worldwide unique identity.
[AR-6.2.1.2-03] An authorized user of an MC system shall have appropriate access to setup, initiate, authorize, verify and review interconnection and migration requests between the primary MC system and the partner MC system(s).
[AR-6.2.1.2-04] The MC system receiving administrative configuration and information requests shall have the capability to react to the requests.
[AR-6.2.1.2-05] MC system receiving a particular request shall be able to notify the requesting MC system, including a result for this request.
[AR-6.2.1.2-06] An authorized user of an MC system shall be able to request information from partner MC system about its available functionalities and offered MC services. 
[AR-6.2.1.2-07] MC system shall be able to provide information about its available functionalities and offered MC services.
[AR-6.2.1.2-08] Exchange of information between MC systems shall not compromise the security of either MC system.
[AR-6.2.1.2-09] Exchange of information shall not expose the internal structure or configuration of either MC system.
[bookmark: _Toc101349527][bookmark: _Toc104880880]6.2.2	User and group authorization  
[bookmark: _Toc104880881]6.2.2.1	Description
This clause specifies the requirements for MC service user and group authorization by their primary MC system and the partner MC system(s) for interconnection and migration.
[bookmark: _Toc104880882]6.2.2.2 	Requirements
[AR-6.2.2.2-01] The MC system shall be able to verify that the migration or interconnection request is permitted (i.e. either by the primary MC system or by partner MC system, or by both MC systems) for that MC service user.
 [AR-6.2.2.2-02] The primary MC system may change or restrict the MC services available to MC service user(s) which are provided by the system for interconnection to particular partner MC system(s).
 [AR-6.2.2.2-03] The MC system shall be able to authorize an incoming migration or interconnection request from a particular MC service user.
NOTE: 	Examples of such requests may include affiliation to groups or a specific group, to receive a list of interconnection groups and/or, being added to a group or groups. 
[AR-6.2.2.2-04] The MC system shall be able to provide a user profile for a migrated MC service user, which may change the authorizations compared with the authorizations that the MC service user has for the same MC service within the primary MC system.
[bookmark: _Toc104880883]6.2.3	User and group MC service registration  
[bookmark: _Toc104880884]6.2.3.1	Description
This clause specifies the requirements for MC service user and group service registrations with partner MC system(s).
[bookmark: _Toc104880885]6.2.3.2 	Requirements
[AR-6.2.3.2-01] The MC system shall be able to request a list of interconnecting groups from partner MC system(s). 
[AR-6.2.3.2-02] The MC system shall be able to react to group modification requests from a partner MC system(s).  
[AR-6.2.3.2-03] The MC system shall be able to send a list of MC service user ID’s, including MC UE identification, that are proposed to be added as group members in an interconnecting group to a partner MC system.
NOTE: The MC service UE label could be used as an UE identifcation element, for example. 
[AR-6.2.3.2-04] The MC system shall be able to receive a list of MC service user ID’s, including MC UE identification, that are proposed to be added as group members in an interconnecting group from partner MC system(s).
NOTE: The MC service UE label could be used as an UE identifcation element, for example.
[bookmark: _Toc104880886]6.2.4	Information and selection of available group communication  
[bookmark: _Toc104880887]6.2.4.1	Description
This clause specifies the requirements for MC service user information and selection of available group communications between interconnected partner MC system(s).
[bookmark: _Toc104880888]6.2.4.2 	Requirements
[AR-6.2.4.2-01] The MC system shall have the capability to provide information about available group communications, which can lead to a participation request.
[AR-6.2.4.2-02] The MC system shall have the capability to configure MC Service User privileges to request information about available groups from partner MC system(s).
[AR-6.2.4.2-03] An authorized user shall be able, based on the users individual privileges, to request information about currently active and available group communications from partner MC system(s).
[AR-6.2.4.2-04] An authorized user shall be able to request affiliation to groups and/or currently active groups, available to the user and based on the users individual privileges, from partner MC system(s).
[AR-6.2.4.2-05] An MC service user shall be able to receive pushed information about available groups, based on individual privileges, from partner MC system(s).
NOTE: 	Pushed information is information provided without sending a specific request prior. This may be required for automatic notification if new and relevant groups for a specific incident become available. 
[AR-6.2.4.2-06] An MC system receiving the group affiliation request shall have the capability to notify of a successful or denied affiliation request, from partner MC system(s). 
NOTE:	Notification could be provided to the requesting MC service user or alternatively to authorised MC service users, such as dispatchers, for example.
[bookmark: _Toc104880889]6.2.5	Profiles for visiting MC service users
[bookmark: _Toc104880890]6.2.5.1	Description
This clause specifies the requirements for profiles for visiting MC service users migrating from their primary MC system into an interconnected partner MC system.
[bookmark: _Toc104880891]6.2.5.2	Requirements
[AR-6.2.5.2-01] MC system shall have the capability to pre-arrange visitor user profiles.

[AR-6.2.5.2-02] MC system shall be able to provide a user profile for a visiting MC service user.

[AR-6.2.5.2-03] MC system which hosts migrated MC service user shall have authority over the MC service user profile changes, affecting its system.

[AR-6.2.5.2-04] MC system shall have the capability to exchange additional MC service user information with the MC service user’s home MC system. 
[bookmark: tsgNames][bookmark: _Toc101349528][bookmark: _Toc104880892]7	Solutions 
This clause provides a general description of the solutions.
[bookmark: _Toc101349529][bookmark: _Toc104880893]7.1	General
[bookmark: _Toc84443705]This clause provides a general description of the solutions.
[bookmark: _Toc101349530][bookmark: _Toc104880894]7.2	Mapping of solutions to key issues
This clause provides mapping of solutions to key issues.
[bookmark: _Toc82472211][bookmark: _Toc82473756][bookmark: _Toc82473818][bookmark: _Toc84443706][bookmark: _Toc101349531][bookmark: _Toc104880895]7.x	Solution #x: <Title>
[bookmark: _Toc464463366][bookmark: _Toc475064960][bookmark: _Toc478400631]This clause describes the solution and its evaluation with a suitable title. 
[bookmark: _Toc82472203][bookmark: _Toc82473748][bookmark: _Toc82473810][bookmark: _Toc84443708][bookmark: _Toc101349532][bookmark: _Toc104880896]7.x.1	Solution description
[bookmark: _Toc82472204][bookmark: _Toc82473749][bookmark: _Toc82473811]This clause describes the solution in detail. Provide relevant description, procedures and information flows for the solution.
[bookmark: _Toc82472206][bookmark: _Toc82473751][bookmark: _Toc82473813][bookmark: _Toc84443711][bookmark: _Toc101349533][bookmark: _Toc104880897]7.x.2	Solution evaluation
This clause provides an evaluation of this solution.
[bookmark: _Toc101349534][bookmark: _Toc104880898]8	Evaluation 
This clause provides evaluation of solutions. 
[bookmark: startOfAnnexes][bookmark: _Toc101349535][bookmark: _Toc104880899]9	Conclusions 
This clause provides conclusions of the study. 
[bookmark: _Toc101349536][bookmark: _Toc104880900][bookmark: historyclause]
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