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Foreword
[bookmark: introduction][bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: scope][bookmark: _Toc21087530][bookmark: _Toc23326063][bookmark: _Toc25934653][bookmark: _Toc26337033][bookmark: _Toc31114190]
1	Scope
3GPP Rel-16 added 5GS support for Non-Public Networks based on stage 1 service requirements in TS 22.261 [2]. The scope of this Technical Report is to study further enhancements to the 5GS to fulfil the not yet supported stage 1 service requirements for Non-Public Networks in TS 22.261 [2] and requirements described in e.g. TS 22.263 [3].
The following aspects are in scope of the study:
1.	Study enhancements to enable support for SNPN along with subscription / credentials owned by an entity separate from the SNPN.
2.	Study how to support UE onboarding and provisioning for non-public networks.
3.	Study enhancements to the 5GS for NPN to support service requirements for production of audio-visual content and services e.g. for service continuity.
4.	Study the possibility for customizations or optimizations of 5GS when used for NPN considering different deployment scenarios, e.g. when the NPN is deployed and managed with the support of PLMN, when the NPN is deployed for different coverage and device density.
5.	Study the need for additional exposure capabilities due to support for NPN.
6.	Study support for SNPN and PLMN sharing the same NG-RAN, if anything missing from Rel-16.
7.	Study support for voice/IMS emergency services for SNPN.
[bookmark: references][bookmark: _Toc21087531][bookmark: _Toc23326064][bookmark: _Toc25934654][bookmark: _Toc26337034][bookmark: _Toc31114191]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.261: "Service requirements for next generation new services and markets".
[3]	3GPP TS 22.263: " Service requirements for Video, Imaging and Audio for Professional Applications (VIAPA)".
[4]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[5]	3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station in idle mode".
[6]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2"
[7]	3GPP TS 33.501: "Security architecture and procedures for 5G system"
[bookmark: definitions][bookmark: _Toc21087532][bookmark: _Toc23326065][bookmark: _Toc25934655][bookmark: _Toc26337035][bookmark: _Toc31114192]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc21087533][bookmark: _Toc23326066][bookmark: _Toc25934656][bookmark: _Toc26337036][bookmark: _Toc31114193]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Default credentials: Information that the UE have before the actual onboarding procedure to make it uniquely identifiable and verifiably secure.
Default Credential Server (DCS): The server that can authenticate a UE with default credentials or provide means to another entity to do it.
NPN: Non-Public Network as defined in TS 23.501 [4]. The terminology NPN refers to both SNPN and PNI-NPN in this TR unless otherwise stated.
Onboarding Network (ON): The network providing initial registration and/or access to the UE for UE onboarding. 
Provisioning Server: The server that will provision the UE. 
Subscription Owner (SO): The entity that will as result of the onboarding procedure provide the subscription data for the UE. 
UE onboarding: Provisioning of information, to a UE and within the network, required for the UE to get authorized access and connectivity to an NPN.
NOTE:	the definition of terms has the scope to provide a common language compared to the definitions in specific solutions. It is up to solutions to use the common terms, when applicable.
[bookmark: _Toc21087534][bookmark: _Toc23326067][bookmark: _Toc25934657][bookmark: _Toc26337037][bookmark: _Toc31114194]3.2	Symbols
Void.
[bookmark: _Toc21087535][bookmark: _Toc23326068][bookmark: _Toc25934658][bookmark: _Toc26337038][bookmark: _Toc31114195]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

[bookmark: clause4][bookmark: _Toc21087536][bookmark: _Toc23326069][bookmark: _Toc25934659][bookmark: _Toc26337039][bookmark: _Toc31114196]4	Architectural Assumptions and Requirements
Editor's note:	This clause includes the Architectural Assumptions and Requirements applicable for the study.
[bookmark: _Toc25934660][bookmark: _Toc26337040][bookmark: _Toc31114197]4.1	Architectural Requirements
-	Solutions shall build on the 5G System architectural principles as in TS 23.501 [4], including flexibility and modularity for newly introduced functionalities.
[bookmark: _Toc21087537][bookmark: _Toc23326070][bookmark: _Toc25934661][bookmark: _Toc26337041][bookmark: _Toc31114198]5	Key Issues
[bookmark: _Toc23236006][bookmark: _Toc25934662][bookmark: _Toc26337042][bookmark: _Toc16839376][bookmark: _Toc16839381][bookmark: _Toc21087540][bookmark: _Toc23326073][bookmark: _Toc31114199]5.1	Key Issue #1: Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN 
[bookmark: _Toc23236007][bookmark: _Toc25934663][bookmark: _Toc26337043][bookmark: _Toc31114200]5.1.1	Description
One area that needs further study is enhancements to the 5GS in order to enable support for SNPN along with subscriptions or credentials owned by an entity separate from the SNPN.
Studying 5GS enhancements specifically oriented towards support of SNPN with credentials owned by an entity separate from the SNPN is necessary to enable some of the main use cases for Non-Public Networks, such as wireless connectivity for industry, large residential buildings, campuses, malls, and merged SNPNs, which all contain several specialized and stringent requirements. Many of the relevant use cases may in turn potentially have an impact on the architecture.
This key issue aims at addressing the following points for SNPN along with subscription owned by an entity separate from the SNPN:
-	How to identify the separate entity providing the subscription; 
-	Network selection enhancements, including UEs with multiple subscriptions;
-	E.g. how does the UE discover and select an SNPN which provides authentication in an external entity;
-	Architecture enhancements needed to support multiple separate entities, e.g.:
-	What are the interfaces exposed and/or used by SNPN and the separate entity;
-	What is the architecture and solution for a UE accessing a separate entity via SNPN access network;
-	How to exchange authentication signalling between the SNPN and the separate entity, including:
-	Authentication by the PLMN, based on PLMN identities and credentials, for access to the SNPN;
-	Authentication via SNPN to separate entity based on non-3GPP identities (e.g. non-IMSI) and credentials;
-	Mobility scenarios, including service continuity, for:
-	UE moving from SNPN#1 with separate entity#1 to SNPN#2 with separate entity#1 available; and
-	UE moving between SNPN#1 (where separate entity=PLMN) and PLMN.
NOTE:	Security aspects should be defined by SA WG3.
[bookmark: _Toc23236008][bookmark: _Toc25934664][bookmark: _Toc26337044][bookmark: _Toc31114201]5.2	Key Issue #2: NPN support for Video, Imaging and Audio for Professional Applications (VIAPA) 
[bookmark: _Toc500949092][bookmark: _Toc16839377][bookmark: _Toc23236009][bookmark: _Toc25934665][bookmark: _Toc26337045][bookmark: _Hlk500943653][bookmark: _Toc31114202]5.2.1	Description
The TS 22.263 [3] captures the service requirements for "Video, Imaging and Audio for Professional Applications (VIAPA)".
This key issue aims at addressing the following aspects:
1.	Study whether there are support for service continuity (assuming PSA may reside in either PLMN or in the NPN) between PLMN and NPN (SNPN or PNI-NPN) with overlapping radio coverage areas;
2.	Study means to enable a UE to receive data services from one network (e.g. NPN), and paging as well as data services from another network (e.g. PLMN) simultaneously.
NOTE:	The data service from NPN can be the low latency and high data rate service while serving massive number of UEs in a small area, e.g. the integrated audience multicast service in large live production events, such as music festivals (such as those listed in TS 22.263 Table 6.3.1-1: Performance requirements for low latency deterministic periodic traffic with multicast service). It is assumed that the FS_IIoT will cover aspects to enable low latency data services, and that FS_5MBS will cover aspects to enable low latency multicast downlink services, while the scope of the FS_eNPN is to enable these services while the UE is using two networks e.g. NPN and PLMN.
[bookmark: _Toc23236010][bookmark: _Toc25934666][bookmark: _Toc26337046][bookmark: _Toc19722242][bookmark: _Toc31114203]5.3	Key Issue #3: Support of IMS voice and emergency services for SNPN 
[bookmark: _Toc19722243][bookmark: _Toc23236011][bookmark: _Toc25934667][bookmark: _Toc26337047][bookmark: _Toc31114204]5.3.1	Description
3GPP Rel-16 includes IMS voice and emergency services support for Public network integrated Non-Public Networks, while for SNPNs the following was captured in TS 23.501 [4]:
"Emergency services are not supported in SNPN access mode.
NOTE 1:	Voice support with emergency services in SNPN access mode is not specified in this release."
This key issue aims at addressing the following points for SNPN:
-	Study the architectural impacts for support of IMS voice and emergency services offered by SNPN;
-	Study whether basic IMS functionality for SNPN via 3GPP access requires any specification changes to enable non-IMSI based IMPI usage over 3GPP access.
[bookmark: _Toc25934668][bookmark: _Toc26337048][bookmark: _Toc31114205]5.4	Key issue #4: UE Onboarding and remote provisioning
[bookmark: _Toc25934669][bookmark: _Toc26337049][bookmark: _Toc31114206]5.4.1	Description
The Key Issue is to study the architecture and solutions to support UE onboarding and provisioning for the NPN, including: 
-	Architecture including which NFs are involved, and which scenario(s) the solution is addressing, including:
-	Which network entity performs UE's subscription provisioning and where is the network entity located.
-	If the network entity performing UE subscription provisioning is external to the SNPN, what is the service-based interface exposed by the SNPN towards that network entity for UE onboarding and provisioning.
-	Means for a UE, that is verifiably secure and uniquely identifiable to 5GS, for remote provisioning, including:
-	How does the UE discover and select the NPN before UE subscription is provisioned.
-	How does the network authenticate the UE before the UE's subscription is provisioned.
-	How does the 5G system provides and updates the subscription of an authorized UE in order to allow the UE to request connectivity to a desired NPN.
-	Means to remotely provision the required new or updated information to the UE for enabling the UE to access the NPN using 5GS, including e.g.:
-	Triggers and procedures used to initiate the provisioning procedure.
-	How to establish a secure connectivity between the UE and the network entity for provisioning.
-	How the network entity provisions the NPN subscription to the UE.
-	Support of exposure via APIs to support onboarding and remote provisioning, if required.
The associated solutions need to consider the following UE characteristics:
-	Before the onboarding process there should be information in the UE for it to be "uniquely identifiable and verifiably secure".
NOTE 1:	This does not mean the UE is required to support the frequency bands the PLMN deploys for public network.
-	A TE might not have an interface that can be used to provision the MT.
NOTE 2:	This key issue covers devices with and without a UICC.
NOTE 3:	Security aspects should be discussed and confirmed by SA WG3.
[bookmark: _Toc25934670][bookmark: _Toc26337050][bookmark: _Toc31114207]5.5	Key Issue #5: Support for equivalent SNPNs
[bookmark: _Toc26337051][bookmark: _Toc25934671][bookmark: _Toc31114208]5.5.1	Description
This key issue is to enable a UE access multiple SNPNs and the ability to support optimized access control and service continuity between SNPNs. This is to enable support for equivalent SNPN (similar to equivalent PLMN) and/or equivalent home SNPN (similar to equivalent HPLMN). Impact to 5G System due to the following scenarios are in the scope:
-	Individual SNPNs with their own PLMN ID and NID identification but they are all equivalent. This implies that the UE with subscription for one of the SNPN has access to its equivalent SNPN(s). This also implies that the UE treat individual SNPNs with equal priority for network selection.
It has the following objectives for study:
-	Enabling an authorized UE to be able to efficiently access and move between equivalent SNPNs; and
-	Enabling an authorized UE to be able to efficiently select equivalent SNPNs during network selection.
NOTE:	This key issue is not addressed within Rel-17 timeframe.
[bookmark: _Toc20049535][bookmark: _Toc25934672][bookmark: _Toc26337052][bookmark: _Toc31114209]5.6	Key Issue #6: Support of non-3GPP access for SNPN services
[bookmark: _Toc25934673][bookmark: _Toc26337053][bookmark: _Toc31114210]5.6.1	Description
One area that needs further study is enhancements to the 5GS in order to enable support for direct connection of non-3GPP access networks to the SNPN's 5GC. There are already non-3GPP access technologies which are in use in enterprises and campuses and it is foreseen that such non-3GPP access technologies will continue to evolve. The integration of these existing assets in the SNPN would add flexibility to the SNPN operators. 
This key issue aims at addressing the following points for SNPN:
-	How to provide direct access to SNPN services via non-3GPP access networks:
-	Support of trusted non-3GPP access network (TNAN);
-	Support of untrusted non-3GPP access network; and
-	Whether and how Wireline 5G Access Network can be used to connect to SNPN.
NOTE:	This key issue is not addressed within Rel-17 timeframe.
[bookmark: _Toc25934674][bookmark: _Toc26337054][bookmark: _Toc31114211]6	Solutions
[bookmark: _Toc23326074][bookmark: _Toc25934675][bookmark: _Toc26337055][bookmark: _Toc16839382][bookmark: _Toc21087541][bookmark: _Toc31114212]6.0	Mapping Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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[bookmark: _Toc25934676][bookmark: _Toc26337056][bookmark: _Toc23326075][bookmark: _Toc31114213]6.1	Solution #1: Standalone non-public network supporting service providers
[bookmark: _Toc25934677][bookmark: _Toc26337057][bookmark: _Toc31114214]6.1.1	Introduction
The solution addresses key issue #1 (Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN).



Figure 6.1.1-1: Standalone Non-public network supporting service providers
NOTE:	The entity separate from the SNPN is referred to as service provider. It can be either a PLMN or an SNPN. In the case service provider is an SNPN, SNPN owns a 5GC including at least an AUSF and a UDM. In case the service provider is a PLMN, PLMN owns 5GC including at least an AUSF and a UDM.
The following are the main principles of the solution:
-	In figure 6.1.1-1, the standalone non-public network (SNPN) takes the role of a visited network and the service provider is the home network.
-	Another way of viewing the configuration in figure 6.1.1-1 is that the home network is in the role of a mobile virtual network operator. -	The Service Provider owns the subscription of the UE(s) and Standalone NPN provides access and connectivity for the UE.

-	For each subscription with a service provider, the UE is configured with an "Equivalent Home Service Providerhome network" or a “Service Provider Controlled Network Selector” list that assists the UE in network selection.
[bookmark: _Toc25934678][bookmark: _Toc26337058][bookmark: _Toc31114215]6.1.2	Functional Description



Figure 6.1.2-1: Standalone Non-public network supporting service continuity based on the home-routed roaming architecture for services provided by the PLMN (in the role of a home network)


Figure 6.1.2-2:Standalone Non-public network supporting service continuity based on the home-routed roaming architecture for services provided by the SNPN (in the role of a home network)
Editor’s note: The impact of this solution on the SEPP is FFS and needs to be studied by SA3.
The solution has the following assumptions:
-	The service provider has an agreement with the standalone non-public network.
-	A standalone non-public network has control plane and optionally user plane interfaces with one or more service providers. At the minimum, the 5GC of the SNPN needs to have an interface with the AUSF/UDM residing in the Service Provider network.
Editor's note:	The list of interfaces between SNPN and service providers needs to be further clarified.
-	SNPN access mode in the UE as defined in Rel-16 is not required to be supported because the network selection is controlled via a configured lists (refer below to the "Equivalent Home Service Provider” list and "Service Provider Controlled Network Selector" list) which includes a mix of both PLMN IDs and “service provider IDs” (i.e.combination of PLMN ID +and NID tuples) and the SNPN selection is fully integrated into PLMN selection as specified in TS 23.122 [5].
NOTE 1:	In Rel-16, the purpose of SNPN access mode was to serve as a ‘switch’ between SNPN selection (specified in TS 23.501) and PLMN selection (specified in TS 23.122 [5]) whereby the UE is instructed to use either SNPN selection or PLMN selection, but not both at the same time.
NOTE 2:	 Rel-16 UEs are not impacted by this solution as they can continue using SNPN access mode.
Editor’s note: It is FFS how to handle the case of Rel-17 UE attempting to register with a Rel-16 SNPN.
The solution is based on the following principles: 
-	The UE has subscription with service provider identified with a service provider ID (SPID). The service provider identifier may be a PLMN ID or PLMN ID+NID.
-	When the service provider of the UE is a PLMN, the UE subscription data and credentials are stored at the UDM/AUSF UDR of the PLMN. This is represented in Figure 6.1.2-1, where UE#A has subscription with the service provider which is a PLMN SP#1 and the UE is authorized to services provided by the PLMNSP#1.
-	The stand-alone non-public network can provide local services to the UE using the local breakout architecture or provide access to the service provider services using the home-routed roaming architecture.
-	When the service provider of the UE is a PLMN, the standalone non-public network selects the session management function and PDU Session Anchor (PSA) in the PLMN to support PDU sessions that require service continuity using the home-routed roaming architecture.
-	Mobility in the absence of the N14 interface between SNPN and PLMN is handled by the "Existing PDU Session" indication in the PDU Session Establishment Request.
-	When the service provider of the UE is a SNPN, the UE subscription data and credentials are maintained by the SNPN. This is represented in Figure 6.1.2-31, where UE#B has subscription with the service provider which is a SNPN SP#2 and the UE is authorized to services provided by the SNPNSP#2.
-	The NG-RAN nodes in the standalone non-public network broadcasts the following:
-	List of combined PLMN IDs and NIDs identifying the standalone non-public networks to which the NG-RAN provides access.
-	The UE shall be configured with the following:
-	Subscriber identifier and credentials for the subscribed service provider (which is identified by PLMN ID or a combination of PLMN ID and NID).
-	A "Service Provider Controlled Network Selector” list which is modelled based on the Operator Controlled PLMN Selector with Access Technology list defined in TS 23.122 [5].This list can include both PLMN ID and combination of PLMN ID and NID ranked in priority order. In addition, the UE may be configured with an "Equivalent Home Service Provider" list which is modelled based on the EHPLMN list defined in TS 23.122 [5].
-	An "Equivalent Home Network list" which is modelled based on the EHPLMN list defined in TS 23.122 [5].This list can include both PLMN ID and combination of PLMN ID and NID ranked in priority order. Alternatively, the UE may be configured with an "Operator Controlled Network Selector with Access Technology" list which is modelled based on the Operator Controlled PLMN Selector with Access Technology list defined in TS 23.122 [5].
[bookmark: _Toc25934679][bookmark: _Toc26337059][bookmark: _Toc31114216]6.1.3	Procedures
The UE configuration is described in clause 6.1.2.
The principles for standalone non-public network discovery and selection with support for service providers is as given below:
-	UE has subscription with a service provider identified in the configured lists in the UE by its PLMN ID or combination of PLMN ID and NID.SPID (For example - identified as SP#X).
-	SP#X has an agreement with standalone non-public network (NPN#A) that is identified in the information broadcasted on the radio interface by its combination of PLMN ID and NID (For example - identified as NPN#A), allowing the UEs that have subscription with SP#X to access the services of SP#X via NPN#A.
-	The UE has a stored "Equivalent Home Network" list or "OperatorService Provider Controlled Network Selector with Access Technology" list, and optionally an "Equivalent Home Service Provider" list, that contains both SP#X and NPN#A.
-	The radio access network of NPN#A broadcasts its own ID i.e., NPN#A.
-	The UE which has subscription with SP #X selects NPN #A since NPN #A is configured in UE's "Equivalent Home Service ProviderNetwork" list or "Service Provider Operator Controlled Network Selector with Access Technology" list.
NOTE:	If the UE is in coverage of the service provider’s SNPN (i.e. the information broadcasted on the radio interface includes the PLMN ID + NID tuple of the SNPN), the UE selects this SNPN.
-	Once the network selection is complete, the UE registers with the network by providing the UE identity and credential corresponding to the service providerSPID. It is assumed that the authentication request is routed to UDM in the service provider's administrative domain.
-	If during network selection the UE has exhausted all the PLMN ID or PLMN ID + NID tuples in the configured list without finding a match with the information advertised on the radio interface, the UE does not attempt to register with any SNPN.
-	If the UE has subscriptions with multiple service providers, this solution assumes that the user selects the subscription which it wants to use before network selection is triggered.
[bookmark: _Toc25934680][bookmark: _Toc26337060][bookmark: _Toc31114217]6.1X.4	Impacts on existing services, entities and interfaces
Editor's note:	This clause lists impacts to existing services, entities and interfaces.
[bookmark: _Toc25934681][bookmark: _Toc26337061][bookmark: _Toc31114218]6.2	Solution #2: SNPN access using credentials owned by an entity separate from the SNPN
[bookmark: _Toc19722246][bookmark: _Toc31114219]6.2.1	Introduction
This solution addresses Key Issue #1 ("Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN "). Those entities separate from the SNPN are referred to as Home SPs hereafter.
Key idea of the solution is that a Visited-SNPN (V-SNPN) broadcasts information that enables a UE to determine whether the UE can access the V-SNPN using any of the Home SP credentials that the UE is configured with.
In particular, a V-SNPN may broadcast identities of Home SPs that the V-SNPN has an agreement with, i.e. which supports access to the V-SNPN using the credentials of those Home SPs. 
This approach addresses e.g. scenarios where it is not guaranteed that the Home SP can always provide the UE with the list of all allowed V-SNPNs before the UE needs to select a V-SNPN. The latter refers for example to scenarios where a new SNPN needs to be added for a UE while the UE is disabled and the UE is powered on in a location where only that V-SNPN is available. One example is audio/video recording equipment that is transported from a storage facility to a venue where it needs to be temporarily installed and connected to the venue's SNPN.
A V-SNPN may also broadcast the identities of Roaming Groups that the V-SNPN has an agreement with for access to the V-SNPN using the credentials of any of the Home SPs that are part of the Roaming Group. The UE is assumed to be configured by the Home SP with one or more Roaming Groups that the Home SP is part of so that the UE can select a V-SNPN that supports one of the Roaming Groups the UE is configured with. One benefit of the Roaming Group is that the V-SNPN does not need to broadcast the identities of all the Home SPs that are part of the Roaming Group but only needs to broadcast the Roaming Group ID instead.
Roaming Group examples include:
-	National operating companies of a multi-national operator
-	By broadcasting the Roaming Group ID assigned to the multi-national operator, a V-SNPN can enable the UEs from all the national operating companies of the multi-national operator to select the V-SNPN (instead of having to broadcast the Home SP IDs of each of the national operating companies, which may also exceed the number of Home SP IDs supported by SIB).
-	Home SPs that are connected to a roaming hub provider
-	Typically mobile operators have direct interconnections and roaming agreements only with large partner networks.
-	For the large amount of small partner networks, mobile operators typically use the services of a roaming hub provider that provide interconnection and roaming with a large amount of partner networks while avoiding the need for bilateral agreements and interconnection.
-	By broadcasting the Roaming Group ID assigned to the roaming hub provider, a V-SNPN can enable the UEs from all the Home SPs connected to the roaming hub provider to select the V-SNPN (instead of having to broadcast the IDs of each of the Home SPs, which may also exceed the number of Home SP IDs supported by SIB) while also avoiding the need for the Home SPs to maintain an accurate list of all the supported V-SNPNs.
NOTE 1:	The Roaming Group ID is assumed to be globally unique. Assignment of a unique Roaming Group ID is beyond the scope of 3GPP.
Editor's note: The format of the Roaming Group ID is FFS. Considering only subsets of the solution during conclusion of the key issue is not precluded.
The following clauses illustrate the solution in greater detail.
[bookmark: _Toc19722247][bookmark: _Toc31114220]6.2.2	Functional Description
[bookmark: _Toc31114221]6.2.2.1	Definitions
The following definitions apply:
Visited-SNPN (V-SNPN): An SNPN for which the UE does not have a subscription associated with the SNPN's identity (PLMN ID and NID combination) and which supports access using credentials owned by an entity separate from the SNPN (Home SP credentials).
Home Service Provider (Home SP): A PLMN or an SNPN that supports that its subscription is used to access a (different) SNPN.
Home SP subscription: A subscription issued by an SNPN or a PLMN.
Home SP-ID: Identifies the Home-SP that issued the subscription that a UE is using to access a V-SNPN. The Home SP ID consists of a PLMN ID, if the Home SP is a PLMN or a PLMN and NID, if the Home SP is an SNPN.
Roaming Group: A group of Home SPs that a V-SNPN has an agreement with for access to the V-SNPN using the credentials of any of the Home SPs that are part of the Roaming Group.
Roaming Group ID: Identifies a Roaming Group.
[bookmark: _Toc31114222]6.2.2.2	Architectures
Registration with V-SNPNs and access to data networks located in the V-SNPN or the Home SP is supported based on the following architectures:
1)	5GS architecture for local breakout scenarios as documented in TS 23.501 [4] clause 4.2.4 with the V-SNPN taking the role of the V-PLMN and the Home SP taking the role of the HPLMN (Figure 6.X.2.2-1).
	This architecture enables access to V-SNPN services (e.g. local IP access or Internet access).
2)	5GS architecture for home-routed scenarios as documented in TS 23.501 [4] clause 4.2.4) with the V-SNPN taking the role of the V-PLMN and the Home SP taking the role of the HPLMN (Figure 6.X.2.2-2).
-	This architecture enables access to Home SP services using a home-routed PDU session.


Figure 6.2.2.2-1: Access to V-SNPN services (e.g. local IP access or Internet access) using home SP credentials for authentication in the V-SNPN


Figure 6.2.2.2-2: Access to Home SP services (e.g. local IP access or Internet access)
using a home-routed PDU session.
NOTE:	It is assumed that a UE that can register in a V-SNPN using the credentials of a Home SP can also access services of the Home SP using the architecture depicted in Figure 6.X.2.2-2, i.e. the UE will not access the Home SP services via the Home SP's N3IWF.
[bookmark: _Toc31114223]6.2.2.3	System information broadcast
NG-RAN nodes which support access using Home SP credentials broadcast the following information per SNPN:
-	Indication that access using Home SP credentials is supported
-	List of supported Home SP IDs
-	List of supported Roaming Group IDs
NOTE:	Further details, number of supported Home SP IDs and number of supported Roaming Group IDs that can be broadcast as well as optimizations will be determined by RAN2. This includes whether the indication that access using Home SP credentials is supported is needed or can be combined with other information and whether the (full) list of supported Home SP IDs/roaming group IDs is always provided or only on demand.
[bookmark: _Toc31114224]6.2.2.4	UE configuration
A UE is configured with one or multiple Home SP subscriptions. Each Home SP subscription may optionally contain some the following information:
-	Prioritized list of allowed Roaming Groups
The above information can be updated by a Home SP (for its subscription) using the UE Configuration Update procedure as defined in TS 23.502 clause 4.2.4.2 [X].
When using a Home SP subscription issued by an SNPN, the UE operates in SNPN access mode. When using a Home SP subscription issued by a PLMN, the UE does not operate in SNPN access mode.
NOTE 1:	Details of AS/NAS impacts of searching for SNPNs when using a Home SP subscription issued by a PLMN are expected to be discussed by RAN2 and CT1.
NOTE 2:	AKA credentials are assumed when using a Home SP subscription issued by a PLMN.
NOTE 3:	Home SPs that support access to V-SNPNs using the Home SP subscription are assumed to provision the UE with a SUPI that enables the V-SNPN to find the Home SP's UDM.
[bookmark: _Toc19722248][bookmark: _Toc31114225]6.2.3	Procedures
[bookmark: _Toc31114226]6.2.3.1	V-SNPN selection and registration procedure
If none of the UE's Home SP networks are available, then the UE discovers and selects a V-SNPN as follows:
-	For SNPNs indicating support for access using Home SP credentials the UE retrieves the list of supported Home SP IDs and list of supported Roaming Group IDs from the SNPN's SIB.
-	Based on the acquired information, the UE selects a V-SNPN as follows:
-	If an available V-SNPN supports a Home SP ID that matches the UE's Home SP subscription then the UE selects that SNPN.
-	If an available V-SNPN supports a Roaming Group (identified by Roaming Group ID) that is contained in the UE's list of supported Roaming Groups, then the UE selects that SNPN. If multiple Roaming Groups are supported by different SNPNs, then the UE selects the SNPN supporting the Roaming Group with the highest priority as per the list of supported Roaming Group.
NOTE 1:	Selection in case multiple SNPNs support access using the UE's Home SP credentials or in case the UE has multiple Home SP credentials and multiple of those are supported by the available SNPNs is up to UE implementation.
-	If none of the UE's Home SPs are explicitly supported, nor any of the Roaming Group IDs in the UE's list of supported Roaming Groups are supported by any of the available V-SNPNs then the UE selects one of the V-SNPNs, which indicates support for access using Home SP credentials but which does not provide any Home SP ID information (i.e. for which it is unknown prior to registration which Home SPs are supported).
Once the UE has selected a V-SNPN and a Home SP-subscription to use, the UE performs the Registration procedure (TS 23.502 [X], clause 4.2.2.2.2). The UE provides to the V-SNPN the SUCI of the Home SP subscription selected as described above. The UE is authenticated by the Home SP.
[bookmark: _Toc19722249][bookmark: _Toc31114227]6.2.3.3	Session continuity support
If a UE is registered with a V-SNPN using a Home SP subscription moves to a different V-SNPN that supports access using Home SP credentials for the same Home SP but no N14 interface between source and target V-SNPN, then the UE attempts to transfer PDU sessions to the target V-SNPN using the PDU Session Establishment procedure with Existing PDU Session indication as defined in TS 23.502 [X] clause 4.3.2.2.
If a UE is registered with a V-SNPN using a Home SP subscription (where Home SP = PLMN) moves to a PLMN which does not support the N14 interface between V-SNPN and PLMN, then the UE attempts to transfer PDU sessions to the PLMN using the PDU Session Establishment procedure with Existing PDU Session indication as defined in TS 23.502 [X] clause 4.3.2.2.
If a UE is registered with a PLMN and moves to a V-SNPN that supports access using Home SP credentials for the UE's HPLMN but does not support the N14 interface between V-SNPN and PLMN, then the UE attempts to transfer PDU sessions to the target V-SNPN using the PDU Session Establishment procedure with Existing PDU Session indication as defined in TS 23.502 [X] clause 4.3.2.2.
NOTE:	Session continuity is only supported for PDU sessions anchored in the Home SP network.
Editor's note: How the UE using a Home SP subscription (where Home SP = PLMN) determines whether to select a V-SNPN or a V-PLMN, i.e. how to determine the relative priority between SNPNs and PLMNs is FFS.

[bookmark: _Toc31114228]6.2.4	Impacts on services, entities and interfaces
NG-RAN:
-	Broadcast of additional information
UE:
-	Support of additional configuration information (list of allowed Roaming Groups)
-	Reading and processing of additional information from SIB
-	Support of V-SNPN selection and registration procedure
AMF/UDM:
-	Support of additional information for UE Configuration Update procedure
[bookmark: _Toc23326573][bookmark: _Toc31114229]6.3	Solution #X3: SNPN access using MOCN 
[bookmark: _Toc23326574][bookmark: _Toc31114230]6.3.1	Introduction
Editor's note:	This clause lists the key issue(s) addressed by this solution, and briefly the main principles of the solution.
This solution addresses key issue 1 "Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN ".
The solution enables UEs to get network connectivity of an SNPN deploying a 5GS with ability to share the SNPN's NG-RAN with other 5GCs. The entity separate from the SNPN holds ability to deploy a complete 5GC and the SNPN offers a shared NG-RAN for both 5GCs i.e. using MOCN functionality.
The NG-RAN broadcasts the network identities of the SNPN as well as the entity separate from the SNPN.
[bookmark: _Toc23326575][bookmark: _Toc31114231]6.3.2	Functional Description
Editor's note:	This clause further details the solution principles and any assumptions made.
[bookmark: _Toc31114232]6.3.2.1	Architecture
Figure 6.3.2.2-1 depicts the architecture for the solution, i.e. the SNPN includes an NG-RAN and, optionally, a 5GC and capabilities to host 5GC from the entity separate from the SNPN leveraging on a shared NG-RAN. The entity separate from the SNPN provides a complete 5GC.


Figure 6.3.2.1-1: Access to SNPN services using credentials from entity separate from SNPN for authentication in the SNPN
[bookmark: _Toc31114233]6.3.2.2	High level principles of the solution
The entity separate from the SNPN gets its 5GC available as a 5GC behind an NG-RAN including getting its network identity in the broadcasted system information.
The UEs (of the entity separate from the SNPN) sees the entity separate from the SNPN as its "home network".
[bookmark: _Toc23326576][bookmark: _Toc31114234]6.3.3	Procedures
Editor's note:	This clause describes procedures and information flows for the solution.
Existing procedures are used as is.
[bookmark: _Toc23326577][bookmark: _Toc31114235]6.3.4	Impacts on services, entities and interfaces
Editor's note:	This clause lists impacts to services, entities and interfaces.
[bookmark: _Toc31114236]6.4	Solution #4: External Authentication and Authorization 
[bookmark: _Toc31114237]6.4.1	Introduction
This solution addresses the key issue #1: Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN. This solution allows the UE using subscription or credentials owned by an entity separate from the desired SNPN to register and request connectivity at the desired SNPN.
[bookmark: _Toc31114238]6.4.2	Functional Description
[bookmark: _Toc20149640][bookmark: _Toc31114239]6.4.2.1	Architecture and Concept


Figure 6.4.2.1-1: Architecture in case separate entity that owns the subscription is deployed by the vertical


Figure 6.4.2.1-2: Architecture in case separate entity that owns the subscription is deployed by the PLMN
NOTE 1:	For the sake of simplicity, the figures above do not show all NFs and interfaces.
SP: Service Provider, who provides the AAA-S and the services to the end user. It can be the verticals or PLMN operators.
AAA-Server (AAA-S): entity separate from the desired SNPN but owns UE’s desired SNPN subscription. It is also responsible to authenticate/authorize the UE based on the UE’s SNPN subscription. It is owned by the SP. If the SP is PLMN, the AAA-S can be the AUSF in PLMN.
AAA-P: it acts as the relay for interactions between AUSF and the AAA-S of SP (vertical).
Editor's Note: The interfaces of AAA-P need to be clarified.
AUSF: The AUSF undertakes any AAA protocol interworking with the AAA protocol supported by the AAA-S. The AUSF uses towards the AAA-P or the AAA-S an AAA protocol message of the same protocol supported by the AAA-S.
Nx: Reference point between AUSF and AAA-S of the vertical.
Ny: Service-based interface between AUSF of desired SNPN and AUSF/UDM of PLMN.
Editor's Note: Whether Ny is a new service-based interface or Nausf is used is FFS.
SP-ID: SP Identity, it is used to uniquely identify a SP. SP-ID can be domain name in case SP is the vertical or the PLMN ID in case SP is PLMN operator. The AUSF can address the AAA-S with the SP-ID.
External Subscription (E-Sub): SP subscription (credential/identity), which is stored in AAA-S of the SP. It can be PLMN identities and credentials in case the SP is the PLMN, or be non-3GPP identities (e.g. non-IMSI) and credentials in case the SP is not PLMN. E-Sub is used to authenticate and authorize the UE on the following aspects:
· Access to the services of the SP, and/or
· Access to the desired SNPN that provides connectivity to services of the SP.
Editor's note: It is FFS whether E-Sub is only used to authenticate Access to the desired SNPN.
Primary Subscription (P-Sub): it is the credential/identity stored at the UDM of the desired SNPN. P-Sub is used to authenticate and authorize the UE for access to the desired SNPN that provides connectivity to services of the SP.
External Authentication and Authorization (EAA): Authentication/Authorization executed by the AAA-S based on UE’s E-Sub.
[bookmark: _Toc31114240]6.4.2.2	EAA for the UEs with P-Sub and E-Sub
This clause applies when the UE has both the P-Sub (subscription stored at desired SNPN) and the E-Sub (subscription stored at entity separate from the desired SNPN):
· SNPN supports the P-Sub which contains PLMN ID+NID information for network selection as defined in clause 5.30.2.4 of TS 23.501 [x];
· UE discovers and selects the desired SNPN;
· UE performs registration at the SNPN using SUPI;
· Based on P-Sub data the SNPN triggers the EAA for the UE. The EAA using E-Sub is performed between the UE and the AAA-S of SP via SPNP;
· SNPN and UE establishes the PDU Session to access to SP services;
Editor's note: It is FFS whether and how to reuse the NSSAA to perform the EAA.
Editor's note: this clause will be re-visited when SA2 decides whether the E-Sub is only used to authenticate for Access to the desired SNPN.
[bookmark: _Toc31114241]6.4.2.3	EAA for the UEs with only E-Sub
This clause applies when the UE is only provisioned with the E-Sub (subscription stored at entity separate from the desired SNPN):
-	UE is provisioned with E-Sub that contains the network configuration, which is used for SNPN discovery and selection; the network configuration contains the following information for each desired SNPN:
-	PLMN ID+NID; and
[bookmark: _Hlk30537429]-	Priority; and optionally
-	Subscribed SP ID list;
-	SNPN broadcasts the following information:
-	PLMN ID+NID; and
-	support of EAA, and optionally
-	Supported SP-ID list;
Editor's note: Whether a domain name SP ID SP-ID can be broadcast in SIB is FFS.
-	UE discovers and selects the desired SNPN based on network configuration and the broadcast information;
Editor's note: Interaction between network configuration for SNPN discovery and SNPN broadcast of supported SP ID list during SNPN selection is FFS.
-	UE using E-Sub performs registration to the SNPN.
-	Based on local policy the SNPN triggers the EAA for the UE. The EAA is performed between the UE and the AAA-S of SP via SPNP.
-	SNPN and UE establishes the PDU Session to access to SP services;
Editor's note: The further details of the network selection are FFS.
[bookmark: _Toc31114242]6.4.3	Procedures
[bookmark: _Toc31114243]6.4.3.1	EAA for the UEs with P-Sub and E-Sub
In this case, E-Sub is used to authenticate and authorize the UE for access to the services of the SP, P-Sub is used to authenticate and authorize the UE for access to the desired SNPN that provides connectivity to services of the SP. UE selects and registers to the desired SNPN using the P-Sub. After the registration, the AMF triggers the EAA based on P-Sub data. The SNPN only allows the UE to access to the services of the SP for which the SNPN has successful EAA.


Figure 6.4.3.1-1: EAA of UEs with P-Sub and E-Sub
1.	Steps 1-14a in clause 4.2.2.2.2 of TS 23.502 [y] are performed.
2.	AMF retrieves the P-Sub data from UDM using Nudm_SDM_Get service operation. The P-Sub data includes the indication, SP-ID, AAA-S address for EAA of each SP.
3.	AMF decides to start the EAA based on P-Sub data after registration.
4.	Steps 14c-24 in clause 4.2.2.2.2 of TS 23.502 [y] are performed.
5.	The EAA using E-Sub is performed between the UE and the AAA-S of SP via SPNP. In order to implement this EAA procedure, Network Slice-Specific Authentication and Authorization procedure defined in clause 4.2.9 of TS 23.502 [y] can be used, by changing the Authentication and Authorization from per slice to per service provider, i.e., replacing the S-NSSAI with the SP-ID in the related steps of Network Slice-Specific Authentication and Authorization procedure.
Editor's note: this clause will be re-visited when SA2 decides whether the E-Sub is only used to authenticate for Access to the desired SNPN.
[bookmark: _Toc31114244]6.4.3.2	EAA for the UEs with only E-Sub
In this case, E-Sub is used to authenticate and authorize the UE for access to the services of the SP, as well as for access to the desired SNPN that provides connectivity to services of the SP. For EAA of UEs with only E-Sub, refer to clause 6.4.3.2. In this case, UE selects and registers to the desired SNPN using network configuration in E-Sub and broadcast system information. Instead of Authentication/Security at AUSM/UDM of SNPN during the registration, the AMF triggers the EAA for UEs using E-Sub based on local policy. The SNPN establishes security context and decides whether to accept the registration based on EAA results.


Figure 6.4.3.2-1: EAA of UEs with only E-Sub
1.	Steps 1-7 in clause 4.2.2.2.2 of TS 23.502 [y] are performed with the following changes:
	In Step 1, the UE includes the support for EAA in the AN message and “EAA” Registration Type value in Registration Request message.
Editor's note: Need for an explicit indication of EAA support and need for a new Registration type are FFS.
	In Step 2, the RAN selects an AMF that supports for EAA.
2.	The AMF decides to trigger EAA based on UE request and local policy, and selects an AUSF that supports for exchange of EAA signalling between UE and AAA-S.
3.	The EAA is performed between the UE and the AAA-S of SP via SPNP and the AMF receives the EAA results. Besides that, AAA-S provides the anchor key to AUSF, AUSF further provides it to AMF, and the AMF generates the security context with that anchor key.
4.	Steps 21-22 in clause 4.2.2.2.2 of TS 23.502 [y] are performed.
Editor's note: details of this EAA procedure are FFS.
[bookmark: _Toc31114245]6.4.4	Impacts on services, entities and interfaces
Editor's Note: This clause lists impacts to services, entities and interfaces.
[bookmark: _Toc31114246]6.5	Solution #5: UE Onboarding and provisioning for an SNPN 
[bookmark: _Toc31114247]6.5.1	Introduction
This solution addresses key issue 4 "UE Onboarding and remote provisioning". Especially when the UEs are deployed without provisioned subscription, it provides a solution on how UE subscription/credentials are afterward provisioned to the UEs.  
The solution enables UEs to get network connectivity to an SNPN (“onboarding SNPN”) so that it can be provisioned with necessary network credentials and configuration for the SNPN that will own the UE’s subscription ("SNPN owning the subscription").


Figure 6.5.1-1: UE onboarding in non-public network
The following assumptions are considered:
-	The UE is provisioned with some default UE credentials.
Editor’s Note: The exact definition and details of these default UE credentials are FFS and need to be discussed with SA3. 
-	The UE is not provisioned with network credentials that grant access to a PLMN or to an SNPN.
-	As part of the onboarding process the UE is eventually provisioned with network credentials that grant access to an O-SNPN.
-	The Onboarding SNPN (O-SNPN) that is used by the UE in the onboarding process is not necessarily the same as the SNPN for which network credentials will be provisioned in the UE.
-	The Onboarding SNPN operator has access to a Default Credential Server (DCS) containing a list of unique UE identifiers for UEs that are subject to onboarding and the associated default UE credentials. The DCS is used for 5GS-level UE authentication during registration for onboarding purpose.
Editor’s Note: Whether the 5GS-level UE authentication during registration for onboarding purposes is needed is FFS and will be determined by SA3. The ownership of the DCS is FFS e.g. it can be owned by the device manufacturer or a 3rd party affiliated with the device manufacturer or by the O-SNPN.
NOTE 1:	The security aspects and mechanisms for the data connection between the UE and the Provisioning Server (e.g. to prevent a fake Provisioning Server from provisioning the UE) are to be studied by SA3.
-	The Onboarding SNPN operator provides the UE with connectivity to a Provisioning Server that allows UEs to retrieve their network credentials and other personalized configuration.
Editor’s Note:  The ownership of the Provisioning Server is FFS, e.g. it can be owned by the device manufacturer or a 3rd party affiliated with the device manufacturer or by the O-SNPN.
NOTE 2: 	In some deployments the DCS and the Provisioning Server can be the same entity. In deployments where the DCS and the Provisioning Server are different entities, it is expected that they can communicate with each other for the purpose of UE authentication via an interface that is outside of 3GPP scope.
-	The SNPN owning the subscription has a list of UE identifiers for which a subscription will be provisioned using the UE onboarding procedure.
Editor’s Note:  It is FFS whether PEI or another UE identifier is used to identify a subscription that needs to be provisioned in the UE and how the list of UE identifiers is provisioned in the SNPN owning the subscription.
[bookmark: _Toc31114248]6.5.2	Functional Description
[bookmark: _Toc31114249]6.5.2.1	Introduction
The procedure hereby described allows a UE, which is not initially provisioned with network credentials to access an Onboarding SNPN (O-SNPN) and to obtain network credentials and configuration for an SNPN which can be the same as or different from the O-SNPN.
The UE selects the O-SNPN based on information broadcasted by the O-SNPN and registers to it for onboarding service to obtain connectivity to the Provisioning Server. During the registration procedure the O-SNPN authenticates the UE with the Default Credential Server (DCS) to determine whether the UE is subject to onboarding and authorizes UE access to a Provisioning Server via a Configuration PDU Session. Upon establishment of connectivity to the Provisioning Server, the UE is provisioned with UE credentials (for the SNPN that will own the UE’s subscription) and additional configuration data. Then the UE de-registers from the O-SNPN, performs a new network selection, and registers using the provisioned credentials with the SNPN owning the UE’s subscription.
Editor's Note: It is FFS whether in case the O-SNPN and the SNPN owning the subscription are the same, there is a need for the UE to de-register, then select the SNPN and re-register or whether other procedures that does not result in de-registering would suffice.
Editor’s Note: Whether the UE registers directly with SNPN for which credentials have been provisioned or another SNPN is FFS and may depend on KI#1.

[bookmark: _Toc31114250]6.5.2.2	Architecture


Figure 6.5.2.2-1: Architecture for UE Onboarding to an SNPN
Editor's note: It is FFS whether the AMF in the SNPN communicates with the DCS directly or via the AUSF (TBD1 reference point).
Editor's note: It is FFS whether TBD2 (reference point between the Provisioning Server and the NEF in the SNPN owning the subscription) is in the scope of SA2.

[bookmark: _Toc31114251]6.5.3	Procedures
The figure 6.5.3-1 below shows a high-level flow of the actions needed for a successful onboarding of the device into an SNPN.


Figure 6.5s.3-1: High-level flow for onboarding of the UE into an SNPN
The procedure includes the following steps:
A)	UE pre-configuration: the provision of a default UE credential that allows for successful authentication of the device during the Initial Access step (step B).
Editor’s Note: The default credential need to be defined by SA3.
Editor’s Note: If an agreement was in place between the UE vendor and the SNPN, the device might have been provisioned with some initial default configuration, including PLMN ID and NID of the SNPN; S-NSSAI, DNN, etc. This is FFS.
B)	Initial access: In this step, the device either manually or automatically (if the UE is loaded with initial access data) discovers and selects the O-SNPN network based on the broadcasted information. The UE identifies that it has no subscription to access the network. The UE registers to it by providing, e.g., its PEI and its default credentials, and may also provide additional information, such as an application identifier and/or Service Provider Identifier.
B1)	The network authenticates the UE with the DCS and/or verify whether the UE is allowed to access the network for onboarding purposes. This authentication can be performed as either primary authentication or as Network Slice Specific Authentication and Authorisation (NSSAA).
NOTE 1: 	Whether both options (i.e. primary authentication and NSSAA) are needed is to be determined by SA3. Note that the use of NSSAA in this solution is different from current specifications where the primary authentication is a pre-requisite for the NSSAA.
Editor’s Note: How UE selects cell for provisioning e.g. based on what information in SIB is FFS.
Editor’s Note: Authorization and authentication for Initial Access is FFS.
Editor’s Note: UE provided information in RRC establishment procedure e.g. that the connection is for Restricted Onboarding Services based on which the can NG-RAN select an appropriate AMF in the O-SNPN is FFS.
C)	Configuration PDU session: The device establishes a Configuration PDU session. This PDU Session may be established either to a well-known or pre-configured S-NSSAI or DNN, or the 5GC derives the S-NSSAI by using the indication that this is registration for UE onboarding provided by the UE in step B, which is used just for provisioning purposes and has limited connectivity capabilities. Based on this information, the AMF selects a designated SMF which in turn selects a designated PSA that provides a restricted data connection to the Provisioning Server.
[bookmark: _Hlk30005957]Editor’s Note: It is FFS whether PCF of the Onboarding SNPN provisions URSP rules to the UE for controlling the communication to the Provisioning Server.
NOTE 2:	It is assumed that connectivity of this PDU session is limited (cf. RLOS), so that the UE can only access a Provisioning Server.
D1)	The device discovers and connects, at application level, to a provisioning server address (that was preconfigured in the UE in step A or is derived from the application identifier and/or Service Provider Identifier provided by the user in step B) for retrieving its own personalized information. The provisioning server authenticates the UE with the DCS using the default UE credentials.
Editor’s Note: Other methods for determining the Provisioning Server are FFS.
D2)	The Provisioning Server retrieves the network credentials for the future SNPN owning the subscription, as well as other UE configuration parameters (e.g. PDU session parameters, such as SNSSAI, DNN, URSPs, QoS rules, and other required parameters to access the SNPN and establish a regular PDU session).
D3)	The Provisioning Server pushes the UE’s network credentials for the H-SNPN and other configuration information into the UE.
Editor’s Note: The security aspects are to be specified by SA3.
E)	De-registration: Upon a successful provisioning in the previous step, the device releases the Configuration PDU Session and deregisters from the O-SNPN.
Editor’s Note: In case the O-SNPN is the same as the SNPN for which network credentials are provisioned in the UE, it is FFS if there is a need for de-registration followed by SNPN selection and re-registration 
Editor’s Note: It is FFS whether the time duration of the Configuration PDU Session needs to be controlled by the O-SNPN to prevent misuse.
F)	Normal service: Upon a successful de-registration as per step E, the device initiates a regular procedure, including selection of an SNPN, Registration using the provisioned credentials with the SNPN owning the subscription, and PDU Session establishment(s). Depending on the provisioned network credentials the UE may select an SNPN that is the same or different from the SNPN owning the credentials (depending on the outcome on Key Issue #1).
[bookmark: _Toc31114252]6.5.4	Impacts on services, entities and interfaces
Editor's note:	This clause lists impacts to services, entities and interfaces.
[bookmark: _Toc31114253]6.6	Solution #6: Control Plane-Based UE Onboarding and Provisioning Solution
[bookmark: _Toc31114254]6.6.1	Introduction
This is a solution for Key Issue #4: UE Onboarding and Provisioning Solution.
The solution is based on authenticating the Device Vendor (DV) or the UE loaded with a UE certificate, authorising the UE to perform the onboarding procedure, and invoking the UE Parameters Update procedure for the purpose of remote provisioning the UE with credentials and configuration parameters for enabling regular access to the NPN.
[bookmark: _Toc31114255]6.6.2	Functional Description
Figure 6.6.2-1 illustrates the architecture of the Control Plane-based onboarding solution. The solution assumes the presence of a Default Credential Server (DCS), which is able to authenticate the UE’s vendor (i.e. the Device Vendor) and authorize the UE to proceed with the onboarding procedure. 
The architecture also assumes the presence of a provisioning server, also administered by the Subscription Owner (SO) e.g. an SNPN or a delegated administration entity, which is able to provide the configuration parameters of the SO to the UE. 
Editor’s Note: Whether the ownership of the Provisioning Server also can be other than the SO, e.g. the device manufacturer or a 3rd party affiliated with the device manufacturer is FFS.


Figure 6.6.2-1: Control Plane-Based Onboarding architecture 
Editor's note:	The ownership and trust relations of the entities is FFS.
Editor's note: It is FFS whether the AMF in the SNPN communicates with the DCS directly or via the AUSF (TBD1 reference point).
[bookmark: _Toc31114256]6.6.3	Procedures
[bookmark: _Toc31114257]6.6.3.1	General
Figure 6.6.3-1 provides an overall view of the Control Plane-based solution for onboarding and configuring UEs.

 
Figure 6.6.3-1: Overview of the Control Plane-based Onboarding solution 
A1:	The UE is pre-configured with Default credentials (e.g. including a digital certificate) that identifies the vendor or manufacturer of the UE i.e. the Device Vendor (DV). This certificate need not be different for every UE, since it merely identifiers the Device Vendor or manufacturer, but not the UE. The UE is assumed to be uniquely identifiable with a unique identifier, such as a host ID or a MAC address. Alternatively, the UE may be provisioned with a unique UE certificate, but in this case each UE is required to be provisioned with a different unique certificate.
Editor's note:	The security assumptions and details must be confirmed by SA3.
Editor’s note:	It is FFS whether UDM or another NF is used as per the description below.
Editor’s Note:	If an agreement was in place between the UE vendor and the SNPN, the device might have been provisioned with some initial default configuration, including PLMN ID and NID of the SNPN; S-NSSAI, DNN, etc. This is FFS.
A2:	The DCS is provisioned with the certificate path of the DV, as well as the unique UE identifier (e.g., host ID or MAC address) of the UEs that are authorized to perform the onboarding procedure. If UE-specific Default credentials are used, the DCS is provisioned, instead, with the UE-specific certificates of the UEs that are authorized to perform the onboarding procedure. The UDM of the ON is also provisioned with the SUPIs of the UEs to be used for the onboarding procedure and is not authorized to establish any PDU Session. The provisioning server is provisioned with the data that needs to be configured to every UE.
Editor’s note:	It is FFS whether PCF plays any role.
B:	The UE, either manually or automatically (e.g., due to the lack of a valid UE configuration to access the network) selects an access network and initiates the onboarding process. During this initial access/registration the UE initiates a dedicated registration procedure, whereby the UE uses a SUPI just for the onboarding process. The Subscription Owner authenticates either the DV of the UE (through a vendor’s certificate) or the UE (through UE’s certificate). Then the network authorizes the UE to continue with the onboarding process.
Editor's note:	Whether the UE can also authenticate the Subscription Owner is FFS.
C:	UDM starts the Control Plane UE provisioning procedure. This may require UDM to retrieve the data to be provisioned from a provisioning server.
Editor’s Note:  It is FFS whether PEI, the derived SUPI or another UE identifier is used to identify a subscription that needs to be provisioned in the UE and how the list of UE identifiers is provisioned in the SO.
D:	Once the Control Plane UE provisioning procedure is completed, the UE de-registers from the network.
Editor's Note: It is FFS whether in case the ON and the SO are the same, there is a need for the UE to de-register, then select the SNPN and re-register or whether other procedures that does not result in de-registering would suffice.
Editor’s Note: Whether the UE registers directly with SNPN for which credentials have been provisioned or another SNPN is FFS and may depend on KI#1
E:	The UE uses the provisioned data to perform a regular registration procedure using the provisioned data from the Subscription Owner. 
Editor’s note:	It is FFS whether any specific slicing considerations are needed.
[bookmark: _Toc31114258]6.6.3.2	Initial Access/Registration
This clause provides details of the initial access of the UE (step B in Figure 6.6.3-1). The procedure is based on the initial registration of the UE specified in 3GPP TS 23.502 [6]. Figure 6.6.3.2-1 provides the sequence flow of the initial access of the onboarding procedure.
Editor’s note:	It is FFS whether UDM or another NF is used as per the procedure below.


Figure 6.6.3.2-1: Initial access sequence flow of Onboarding solution 
1.	The UE receives a trigger to initiate the onboarding procedure. This trigger may be manual, for example provoked by a user pressing a given combination of keys, or can be automatically provoked, e.g., due to the UE starting and not being previously provisioned.
2.	The UE selects a network to connect to. This network selection ca be manual, if a user selects a network from a list of available networks, or automatic, e.g., if the UE is provisioned with a list of PLMN IDs and NIDs to connect to.
[bookmark: _Hlk28597794]Editor’s note:	Whether NG-RAN broadcasts special information for onboarding, e.g. indicating that onboarding is supported, is FFS.
Editor’s note:	It is FFS how SUCI based on the SUPI is derived.
3.	The UE crafts a special SUPI used for the onboarding procedure. This SUPI may be derived from any of the Host ID of the UE, its MAC address, or Subject field in a UE digital certificate. Then the UE sends a Registration Request to the access network including AN parameters and Registration Request (Registration type set to “onboarding”, Onboarding SUPI, and PEI). The Registration type indicates that the UE wants to perform and Onboarding procedure. 
[bookmark: _Hlk29289769]Editor’s note:	The exact details of the composition of this SUPI for onboarding procedure are FFS. Whether a specific indication in RRC is needed is FFS and if used, then (R)AN can select a specific AMF for onboarding.
4.	The (R)AN selects a default AMF. It is assumed that a default AMF can serve the onboarding procedure.
5.	The AMF receives an N2 message (N2 parameters, Registration Request as per step 3). When NG-RAN is used, the N2 parameters include the PLMN ID and the NID, Location information and Cell Identity related to the cell in which the UE is camping, UE Context Request which indicates that a UE context including security information needs to be setup at the NG-RAN.
6.	The AMF selects an AUSF and sends an Authentication request to it.
[bookmark: _Hlk28597839]Editor’s note:	Whether a special AUSF is selected (e.g. using the SUPI for onboarding) for onboarding is FFS, e.g. AUSF indicating it support onboarding.
7,8.	The AUSF authenticates the supplied SUPI. This may require additional interaction between the AUSF and the UE, e.g., to request the UE to supply a vendor certificate or UE certificate. Depending on the supplied SUPI and the authentication mechanism, the AUSF may also need to contact a DCS and/or UDM for authentication and/or authorization purposes. 
Editor’s note:	The exact details of authentication and authorization is FFS and must be agreed with SA3.
9,10.	The AMF and the UE initiate a NAS Security Mode Command procedure, as per 3GPP TS 33.501 [7].
Editor’s note:	The exact details of NAS Security Mode Command procedure must be agreed with SA3.
11,12.	The AMF registers the onboarding SUPI in UDM. The UDM verifies that this SUPI is authorized to proceed with the onboarding process.
Editor’s note:	It is FFS whether step 11-12 are needed.
13.	The AMF request from UDM the UE Configuration Subscription Data for the SUPI subject to the onboarding procedure. The UE Configuration Subscription Data includes an indication on whether the UE needs to send an ACK to the UDM and a positive indication that the UE needs to re-register after updating its configuration data. 
Editor’s note:	UE Configuration Subscription Data is a new type of data set that includes all the configuration data that needs to be provisioned to the UE. How to enable integrity and confidentiality of the configuration data is FFS.
Editor’s note:	Whether the AMF also needs to retrieve Access and Mobility Subscription Data, as per a regular registration, is FFS.
14, 15.	The UDM retrieves from a Provisioning Server the configuration data for this UE
Editor’s note:	It is FFS how to select Provisioning Server if there are multiple.
16.	The UDM returns the Configuration Subscription Data to the AMF.
[bookmark: _Hlk28541781]17.	The AMF sends to the UE a Registration accept message, including Registration area, and other relevant information.
[bookmark: _Toc31114259]6.6.3.3	Control Plane UE Provisioning
This clause provides details of the Control Plane UE provisioning procedure (step C in Figure 6.6.3-1). The procedure is based on the UE Parameters Update procedure specified in 3GPP TS 23.502 [6] clause 4.20.


Figure 6.6.3.3-1: Control Plane UE Provisioning sequence flow of the Onboarding solution 
1. 	Once the registration is complete, the AMF sends a DL NAS TRANSPORT message to the UE. The AMF includes in the DL NAS TRANSPORT message the Configuration Subscription Data received from the UDM. 
2. 	The UE receives the DL NAS TRANSPORT message and verifies, based on mechanisms defined in TS 33.501 [7], that the UDM Update Data is provided by HPLMN.
-	If the security check on the UDM Update Data is successful, as defined in TS 33.501 [7] the UE either stores the information and uses those parameters from that point onwards, or forwards the information to the USIM; and
-	If the security check on the UDM Update Data fails, the UE discards the contents of the UDM Update Data.
Editor’s Note: The extend of this verification, considering that the UE is not yet configured with a Home Public Key, is FFS.
3. 	If the UE has verified that the UDM Update Data is provided by Subscription Owner and the UDM has requested the UE to send an ack to the UDM, the UE sends an UL NAS TRANSPORT message to the serving AMF with a transparent container including the UE acknowledgement.
4.	If the AMF receives an UL NAS TRANSPORT message with a transparent container carrying a UE acknowledgement from the UE, the AMF sends a Nudm_SDM_Info request message including the transparent container to the UDM.
[bookmark: _Toc31114260]6.6.4	Impacts on services, entities and interfaces
Editor's note:	This clause lists impacts to services, entities and interfaces.
[bookmark: _Toc31114261]6.7	Solution #7: UE Onboarding and Provisioning for a PNI-NPN 
[bookmark: _Toc31114262]6.7.1	Introduction
This solution addresses key issue 4 “UE Onboarding and remote Provisioning”. Especially the solution enables UEs to get network connectivity so that it can be provisioned with necessary information for access to a PNI-NPN and vertical networks attached to this PNI-NPN. 

[image: 绘图2][image: 绘图1]
Figure 6.7.1-1: UE onboarding in PNI-NPN scenarios
The following assumptions are considered:
-	The UE is provisioned with the public subscription/credentials of UE side for accessing to PLMN.
-	The UE is provisioned with the on-boarding credentials for secondary authentication to grant access to Provisioning Server. The on-boarding credentials may be provisioned during manufacturing process, or may be input by the user.
-	The UE is not provisioned with vertical credentials for secondary authentication to grant access to the vertical network attached to a PNI-NPN.
-	The UE is not provisioned with UE configuration (e.g. Mobility Restriction, URSP, etc.) for CAG selection or DNN/NSSAI selection.
-	The PLMN is pre-configured with public subscription/credentials of network side which include at least the minimum set of contents which common public UE owns, e.g. UE identifiers and associated security credential, optionally support indication and valid period for the on-boarding registration. 
-	The PLMN may be pre-configured with static vertical configurations (e.g. VS DNN, VS NSSAI) which can constitute part of subscriptions of UEs allowed for on-boarding and accessing to the vertical DN via the PNI-NPN. Vertical enterprises may sign agreement with PLMN for static vertical subscriptions assignment.
-	The PLMN may be pre-configured with Provisioning Server Routing Information (e.g. PS DNN, PS NSSAI, allowed PS and/or PS AAA address list, port ID, SMF selection subscription data, allowed number of PDU Session for provisioning per UE and QoS) which is used to trigger secondary authentication and establish connectivity to the expected Provisioning Server.
-	The OIMF (On-boarding Information Mapping Function) is pre-configured with mapping information of PNI-NPN ID (e.g. CAG ID) and Provisioning Server Routing Information.
-	PS AAA is provisioned with the on-boarding credentials to authenticate the UE for on-boarding. The on-boarding credentials may be provisioned via out-of-band way, e.g. via application.
-	Provisioning Server may be provisioned with the dynamic vertical configurations (e.g. updated CAG information, updated QoS) based on UE granularity, which can constitute part of subscriptions of UEs allowed for on-boarding and accessing to the vertical DN via the PNI-NPN.
-	Provisioning Server may be provisioned with the vertical credentials (e.g. N3GPP credential) for updating NPN credentials of UEs who are allowed for on-boarding.
Editor's note: Whether roaming case is considered is FFS.
[bookmark: _Toc31114263]Editor's note: The exact definition and details of these UE credentials are FFS and need to be discussed in SA3.
[bookmark: _Toc31114264]6.7.2	Functional Description
[bookmark: _Toc31114265]6.7.2.1	Introduction
The procedure allows the UE, which owns public subscription/credentials and is not initially provisioned with vertical credentials to obtain vertical credentials and configuration parameters to access vertical network and its service. 
When the UE is provisioned with vertical credentials and configuration parameters related to a PNI-NPN, it may re-register to the PNI-NPN according to the updated CAG information or S-NSSAIs included in UE configuration parameters. 
[bookmark: _Toc31114266]6.7.2.2	Architecture


Figure 6.7.2.2-1: Architecture for UE Onboarding to a PNI-NPN
Editor's note: The ownership of the Provisioning Server is FFS, e.g. whether it can be owned by the device manufacturer or a 3rd party.
Editor's note: Whether the Provisioning Server and Vertical Server are located in the same DN is FFS.
Editor’s note: Whether the OIMF can be co-located with other CN NFs is FFS.
Editor’s note: Whether the provision of credentials for secondary authentication or NSSAA is required needs to be confirmed by SA1.
Editor’s note: The secure storage of the credentials for secondary authentication or NSSAA needs to be confirmed by SA3.
[bookmark: _Toc31114267]6.7.3	Procedures
The figure 6.7.3-1 below shows a high-level flow of the actions needed for a successful onboarding of the device into a PNI-NPN. 


Figure 6.7.3-1: high-level flow of onboarding of the UE into a PNI-NPN
The procedure includes the following steps:
A)	Pre-configuration: as depicted in clause 6.7.1.
B)	Inquery On-boarding Information: the UE registers to the PLMN using the public subscription/credentials. The UE either manually or automatically discovers and selects the PNI-NPN ID for UE on-boarding (e.g. CAG ID) based on the broadcast information. Then the UE requests the OIMF for the Provisioning Server Routing Information (e.g. PS DNN, PS NSSAI, allowed PS and/or PS AAA address list, port ID) using PNI-NPN ID via NAS message. 
	If support indication for the on-boarding registration is included in the public subscription, the PLMN shall provide the UE with the restricted registration and PDU Session for limited services based on the valid period in the public subscription, and extra restriction information involved in Provisioning Server Routing Information (e.g. SMF selection subscription data, and allowed number of PDU Session for provisioning per UE, allowed PS address list and QoS).
Editor’s note: For the non-CAG-based PNI-NPN, whether new identifiers other than CAG ID should be defined for requesting Provisioning Server Routing Information is FFS.
Editor’s note: How the slice is selected for onboarding is FFS.
C)	PLMN subscription update: The UE performs secondary authentication with PS AAA and tries to establish PDU session to the Provisioning Server using on-boarding credentials and Provisioning Server Routing Information. When the UE has been successfully authenticated by the Provisioning Server, the PLMN subscription should be updated, including static vertical subscriptions and dynamic vertical credentials.
(C1)	Update static vertical subscriptions: During the PDU session establishment procedures, the 5GC triggers the secondary authentication . By using the secondary authentication, the 5GC can be aware of authentication result. If the authentication is successful, the 5GC accepts the establishment of PDU session, and updates UE’s subscriptions according to pre-configured static vertical subscriptions.
(C2)	Update dynamic vertical subscriptions: If the authentication is successful, the Provisioning Server may transfer the UE’s dynamic vertical subscriptions (e.g. updated CAG information, updated QoS) to the PLMN, and the PLMN may update UE’s subscriptions for dynamic vertical subscriptions.

Editor’s note:	How the Provisioning Server can update the dynamic vertical subscriptions to the PLMN (e.g. via NEF) is FFS.
D)	Provisioning: the Provisioning Server provisions the UE configuration parameters to the PLMN and vertical credentials to UE.
(D1)	UE Configuration Update: When UE configurations are updated, the PLMN may update UE configurations to the UE by triggering the UE Configuration Update procedure.
(D2)	Vertical credentials provisioning: After successful secondary authentication, the UE is authorized to establish the PDU session, the Provisioning Server provisions the vertical credentials by the established user plane path.
E)	Access to vertical network: The UE accesses the NPN using UE configuration parameters and vertical credentials.
E1)	Re-registration using updated UE configuration: after the provisioning procedure, the UE may perform Re-registration procedures using UE configuration to reselect CAG ID, slice and DNN, establish specific PDU session with suitable QoS.
E2)	Secondary/Slice authentication using vertical credentials: When the UE requests to access the vertical server, the PLMN may trigger secondary/slice authentication, the UE uses vertical credentials to process the authentication.
E3)	Normal service: Upon a successful step E2, the UE can initiate regular services to the vertical network via the PNI-NPN.
During the procedure, if the secondary authentication at Step C failed or the Step D2 is not finished but the valid period described at Step B) expires, the PLMN can trigger the network-initiated de-registration.
[bookmark: _Toc31114268]6.7.4	Impacts on services, entities and interfaces
Editor's note: This clause lists impacts to services, entities and interfaces.
[bookmark: _Toc31114269]6.X	Solution #<X>: <Solution Title> 
[bookmark: _Toc16839383][bookmark: _Toc21087542][bookmark: _Toc23326076][bookmark: _Toc25934682][bookmark: _Toc26337062][bookmark: _Toc31114270]6.X.1	Introduction
Editor's note:	This clause lists the key issue(s) addressed by this solution, and briefly the main principles of the solution.
[bookmark: _Toc16839384][bookmark: _Toc21087543]
[bookmark: _Toc23326077][bookmark: _Toc25934683][bookmark: _Toc26337063][bookmark: _Toc31114271]6.X.2	Functional Description
Editor's note:	This clause further details the solution principles and any assumptions made.
[bookmark: _Toc16839385][bookmark: _Toc21087544]
[bookmark: _Toc23326078][bookmark: _Toc25934684][bookmark: _Toc26337064][bookmark: _Toc31114272]6.X.3	Procedures
Editor's note:	This clause describes procedures and information flows for the solution.
[bookmark: _Toc16839386][bookmark: _Toc21087545]
[bookmark: _Toc23326079][bookmark: _Toc25934685][bookmark: _Toc26337065][bookmark: _Toc31114273]6.X.4	Impacts on services, existing entities and interfaces
Editor's note:	This clause lists impacts to existing services,  entities and interfaces.

[bookmark: _Toc16839388][bookmark: _Toc21087547][bookmark: _Toc23326080][bookmark: _Toc25934686][bookmark: _Toc26337066][bookmark: _Toc31114274]7	Evaluation
[bookmark: _Toc16839389][bookmark: _Toc21087548][bookmark: _Toc23326081][bookmark: _Toc25934687][bookmark: _Toc26337067][bookmark: _Toc31114275]7.X	Key Issue #<X>: <Key Issue Title> 
Editor's note:	This clause will provide a general evaluation and comparison of the solutions per Key Issue #<X>.

[bookmark: _Toc16839390][bookmark: _Toc21087549][bookmark: _Toc23326082][bookmark: _Toc25934688][bookmark: _Toc26337068][bookmark: _Toc31114276]8	Conclusions
[bookmark: _Toc16839391][bookmark: _Toc21087550][bookmark: _Toc23326083][bookmark: _Toc25934689][bookmark: _Toc26337069][bookmark: _Toc31114277]8.X	Key Issue #<X>: <Key Issue Title> 
Editor's Note:	This clause will capture conclusions for Key Issue #<X>.
[bookmark: tsgNames]
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