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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

There is a service requirement in 3GPP [1] for the evolved 3GPP system to provide mobility mechanisms to support frequent handovers within and across 3GPP access systems and non 3GPP access systems, in order to avoid service degradation.
The 3GPP access network could be a UTRAN. The non-3GPP access network could be a public (or Enterprise) WLAN (or a set of public WLANs with a roaming agreement) that conforms to the IEEE 802.xx specifications and requires strong authentication using for example EAP-SIM or EAP-AKA.
Furthermore, for the FMC scenarios covered by the present document, both access networks (and the core networks to which they provide access) may be owned by different NOs and may be independently authenticated to separately owned HSSs.  Therefore, the WLAN is not an I-WLAN, I-WLANs being out of scope of the present document.
The commercial agreement between the operators of these different and separate access networks may be physically embodied in a UICC. That UICC would be issued to the user by one of the NOs (the "primary NO") and would act as the physical manifestation of the relationship between that operator and the user. The present document develops the requirements of the UICC, the ME and the charging systems needed to support the FMC scenarios. For example, to maintain the quality of the customer experience, seamless handover requires that the UE can maintain authenticated sessions with both access networks simultaneously, during the handover period.
1 Scope

This document aims to avoid developing requirements that are already covered by those 3GPP bodies which are developing requirements and specifications for I-WLAN and VCC.

The present document considers use cases whereby
· Seamless access and handover between 3GPP PLMNs and non-3GPP WLANs  is supported on a dual-mode ME and a single, Dual-Network UICC which supports multiple NAAs.
· WLANs may be accessed using Enterprise, public and home hotspots, where a suitable NAA has been provisioned onto the UICC.
· PLMNs may be accessed, where a suitable NAA (most likely a USIM) has been provisioned onto the UICC.
· The WLAN and PLMN access are provided by separate NOs with separate HSSs. The NOs have a partnership agreement that is embodied in the UICC that is issued to the user by the "primary NO".
· The user receives his bills from the primary NO and does not have a billing relationship with the secondary NO..
The present document also examines the requirements and implications of::

· service aspects: maintaining service quality and service continuity, while roaming between a 3GPP PLMN and an independently-owned WLAN network;
· security aspects: while roaming between a 3GPP PLMN and a WLAN network, in particular when networks may be independently authenticated.
· UICC aspects, including NAA types, personalisation and ownership.
The following aspects are intentionally left outside of the scope:

· the case where the access networks share a common authentication infrastructure, including where the WLAN is an I-WLAN;
· methods for selecting the 3GPP or the non-3GPP access network, requirements for which are described in [15];
· considerations of core networks and IMS.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

[1]

Draft of TS22.278, Service requirements for the evolution of the 3GPP system. See 3GPP SA1 document S1-061067
[2]
ETSI TS102 310 : EAP-support on UICC ; v060100p
[3]

Global Platform Card Specification, V. 2.2, see www.globalplatform.org 
[4]
see www.projectliberty.org for WS-FF 2.0 specifications

[5]
3GPP TS 31.101 UICC-terminal interface; Physical and logical characteristics
[6]
3GPP TS22.101 Technical Specification Group Services and System Aspects; Service aspects; Service principles, (Release 6)
[7]
ETSI TC SCP document SCP070024: TS XXX-XXX: 1.0.2 2006-12 ; Smart cards; USSM: UICC Security Service Module; Stage 2.
[8]
ETSI TS 102 221: UICC-Terminal interface; Physical and logical characteristics 
[9]
3GPP TS31.103 Characteristics of the IP Multimedia Services Identity Module (ISIM) Application v6.9.0

[10]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[11]
ETSI TS102 226; Smart cards; Remote APDU structure for UICC-based applications, release 6

[12]
ETSI TS102 484 v0.1.0 2006-08 Smart cards; Secure channel between a UICC and an end-point terminal (Release 7). This is an unpublished draft at the time of writing.
[13]
ETSI TS102 223 v7.4.0 2006-08: Smart cards; Card application toolkit (CAT), release 7.

[14]
OMA Device Management Specifications, see http://www.openmobilealliance.org/release_program/dm_v1_2.html 

[15]
3GPP TR22.182 Study into Network Selection Requirements for non-3GPP Access.
3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [12] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [12].

Credentials:
data objects that are used to uniquely identify a user and optionally to generate encryption keys. In the case of a USIM, the credentials are IMSI, MSISDN and shared-secret Ki. The Milenage customisation parameter OPc is also a shared-secret credential, since it is unique for each Ki value.
Credential-attach

This is a superset of IMSI-attach, where the credential used may or may not be an IMSI (e.g. it may be a IMPI).
Primary NO
The NO that owns the relationship with the user and which issues the UICC (and possibly the dual-mode ME).
Secondary NO
The NO that has a partnership with the primary NO for users to access the networks of the former. The secondary NO provides a NAA that is supported by the primary NO's UICC.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [12] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [12].

AAA
Authentication, Authorisation, Audit

ADF
Application Dedicated File

AID
Application IDentifier

BIP
Bearer-Independent Protocol

DF

Dedicated File

DoS
Denial of Service (attack)

DSL
Digital Subscriber Loop
EAP
Extensible Authentication Protocol

EMSK

Extended Master Session Key
FMC
Fixed-Mobile Convergence
IN

Intelligent Network

MNO
Mobile Network Operator
MSK
Master Session Key

NAA
Network Access Application (on the UICC)

PNM
Personal Network Management
RAM
Remote Application Management

RIL
Radio Interface Layer

RFM
Remote File Management

USSM
UICC Security Service Module

VCC
Voice Call Continuity
4 Use Cases for Dual-Network UICC/ME
4.1 Pre-Requisites
All of the use cases considered herein have the following pre-requisites:

· The user possesses an ME that gives access to 3GPP and non-3GPP radio access networks. The user may obtain this ME from the primary NO. The ME may also be obtained from a third party, if it is possible to provision the necessary functions onto it as required by the primary NO.

· The ME contains functions that allow it to decide automatically which access network to attach to in a pre-defined set of circumstances, when multiple RANs are visible. The specification of this functionality is controlled by the primary NO. The ME may also support a set of manual selection methods, the specification of which is controlled by the primary NO. Network selection methods are addressed by [15].
· The ME supports functionality that allows it communicate its network-attachment status to a tracking and routing function in the core network of the primary NO.

· The user possesses a UICC that carries the brand of the primary NO. The primary NO has overall control over the functionality of the UICC
· The UICC may be issued directly by the primary NO to the user or via a third party such as the user's employer. It supports functionality that permits attachment to the access networks of the primary and secondary NOs.

4.2  Use Case 1

Alice is at home. She wishes to have an Internet session on his hand-held dual-mode UE.

She switches on the UE and it automatically obtains a secure connection (authenticated and encrypted) to the WifI access network of her non-3GPP NO – that being the default network when she is at home. She then connects to the desired website.

Alice needs to undertakes a journey to a location in a different town but she wants to carry on with her Internet session during the journey. She gets into a taxi, which sets off towards a local rail station.

Within a few seconds, the taxi approaches the limit of Alice’s home WLAN coverage. The UE automatically connects to the 3G mobile network of the MNO and drops the WLAN connection. Alice can see on the UE that the current network has changed, but the Internet session continues uninterrupted. The UE continues to monitor the radio frequencies for WLAN hotspots.
When the taxi approaches the station, the UE comes within range of a public hotpot that belongs to the Alice’s non-3GPP NO (or a roaming partner) WLAN. The NO that owns the relationship with Alice has determined that Internet access is cheaper over WLAN that over the 3GPP network, so the UE automatically obtains a secure connection (authenticated and encrypted) to the WiFi access network of her non-3GPP NO and then drops the 3GPP authenticated session. Again, Alice can see on the UE that the network has changed, but the session continues uninterrupted.
She boards the train, still engrossed in the Internet session. As the train leaves the station, the UE detects a fall in WLAN signal, and so re-establishes the 3G connection and then drops the WLAN connection.

When Alice reaches the other station, the session switches over to WLAN again.

The network handover can happen several times as Alice walks to her destination.
For this seamless handover service, Alice receives a single bill, i.e. from the primary NO.

4.3 Use Case 2

This use case is the same as Use Case 1, with the addition that Alice transfers to an Enterprise WLAN when she reaches her final destination (her employer’s office building). Access to the Enterprise WLAN does not require Alice to change the UICC, as it supports secure access to the Enterprise WLAN in addition to the public WLANs and 3GPP networks.
4.4 Use Case 3

This is the same as Use Case 1 or 2, except that Alice accesses the Internet services of the IMS of her primary NO, supported by the same UICC.

Alice uses the IMS services to arrange for her business communications to be diverted, but to receive her personal communications. This type of service also means that Alice can receive a separate bill for private and business use of the UE. This is useful as the UE is provided by her employer and she is allowed to use it for personal use, but the employer needs to account for the cost of Alice’s private usage.
As the journey progresses, the network handovers that occur do not interrupt the session that she has with the IMS of her primary NO.
4.5 Use Case 4

This is the same as Use Case 1 and 2, with the addition that Alice uses manual controls to influence the access network that her UE chooses.

When Alice boards the train, she knows that as she stops at various stations along the way, her UE will try to connect to the WLAN hotspots at those stations or, even worse, to connect when only passing slowly through a station. She decides that it would be better to remain connected to the 3GPP network, so she selects that option on the UE.

When Alice reaches the destination town, she knows that she will be able to connect to many WLAN hotspots along the way, so she decides to set the UE to WLAN-only, to save on battery power.

4.6 Use Case 5

Alice is using a supplementary service of the 3GPP NO that is not available on the non-3GPP network of the WLAN NO, so she manually sets the UE to remain on the 3GPP network.

4.7 Use Case 6

This the same as the other use cases, except that when on the WLAN, Alice uses a VOIP service that is supported by a client on the UE. When handover to the 3GPP network occurs, the voice service switches to the 3GGPP voice service. This does not require Alice to have any manual input. Alice may be able to audibly detect the handover, e.g. by a very momentary interruption to voice contact, but she finds that quite acceptable for voice service.
5 Requirements
5.1 Service Aspects
1. Users can connect to all access networks, 3GPP and non-3GPP, to which they are subscribed by a primary NO, and for which the primary and secondary NOs have a commercial access agreement and for which the UE supports the access technologies.
2. The 3GPP and non-3GPP networks do not share AAA services, i.e. each network uses its own HSS and charging systems. The case of common AAA infrastructure (e.g. I-WLAN) is out of scope for the present document.

3. Moving from one network to another shall not involve loss of service, even when done during a session. This seamless handover requires the legs of a 2nd network session to be set up before the legs of the 1st network session are taken down. It also requires that authenticated sessions with both networks be active simultaneously during the handover period.

4. A set of manageable criteria and functions, both automatic and manual, shall be provided for intelligent, seamless handover between the 3GPP and non-3GPP networks. The requirements for this are described in [15].

5. Ideally, it shall be possible for the user to access all services provided by both 3GPP and non-3GPP NOs, regardless of which access network is the current network, even if handover occurs in mid-session. This might not be totally feasible e.g. some supplementary services on a PLMN might not be viable across a WLAN. A list of compatible services should be established between primary and secondary NOs and the knowledge of this made clear to the user. In situations where both networks are visible to the UE, manual or automatic methods should be provided to prevent the UE from automatically switching to a network when that would cause interruption of a service. Network selection requirements are addressed in [15]
6. Where both 3GPP (e.g. 3G) and the non-3GPP networks (e.g. WLAN) support access to an IMS, it shall be possible to use the IMS services seamlessly on all access networks that the user is allowed to access under his agreement with the primary NO. The accessible IMSs may be operated by either of the primary or secondary NOs or by a 3rd party with whom the primary NO has a commercial agreement.

7. The primary NO may provide the user with a single unique identity (e.g. "one-number") for use on the multiple access networks of the primary and secondary NOs. Other identities, e.g. the user's phone number on the PLMN or his PUId on WLAN, should not to be visible to the user. From the user's point of view, one number suffices.
8. An entity in the CN of the primary NO may use the "one-number" to track the network connectivity of the UE and to route incoming traffic to the user or to the user's agent (e.g. a voicemail service). A further function of that entity shall be to cross-reference the user's one-number to the identities recognised by the access networks. For example, an incoming call to the one-number of a user whose current access network is a PLMN may be translated to the MSISDN that the PLMN requires. The PUId and/or pseudonym may be the main identity required by a WLAN (N. B. a PUId may be of the form IMSI@realm for easy compatibility with available HSSs).
9. Further identities may be provided to the user and embodied on the UICC, e.g. the IMPUs in an ISIM application on the UICC [9]. These identities may be used at layers higher than the access network, e.g. in an IMS, to allow the user to access IP-based services under different aliases. Such identities will be usable at IP layers across the 3GPP and non-3GPP access networks.
10. The UE shall support methods for the user to select an identity from the multiple identities that may be visible and available to him.

11. The UE shall support at least one method of access to the networks of the non-3GPP NO. The NAA for that shall support authentication and key agreement functions that are compatible with the HSS of the NO that owns that NAA, i.e. at least EAP-SIM and EAP-AKA, whether that is achieved by using EAP applications and methods on the UICC [2] or not.
12. The UE must support at least one method of access to the PLMN of the 3GPP NO. The NAA for that must support AAA services to the HSS of that NO. It would normally be a USIM on a UICC.
13. If one NO uses an IMS to track and control network connectivity but the other does not, then the non-IMS network shall use a core network component to interact with the IMS of the other NO.

14. If both NOs use IMS, then the IMS of the primary NO shall be designated as the home IMS and the other IMS shall communicate with it using standard IMS functionality. This allows use of a single ISIM on the UICC; that ISIM being owned by the primary NO.

15. Where required by the use case, the user shall be able to use the same UE to connect to the WLANs of an Enterprise and to the public WLANs of the primary/secondary NO and to the PLMNs of the primary/secondary NO. Each type of network may require a separate NAA with its own credentials.

5.2 Security Aspects
1. The integrity of each NAA on the UICC shall be maintained in this multi-network context, according to the explicit or implied security policies that existed for each NAA when it was intended for use in a single-network context.

2. Credentials and other sensitive data on the UICC shall be manageable remotely by the NO owning that data, within the limitations imposed by standardised UICC environments and remote management processes.
3. UICC applications such as phonebook shall be shareable by NAAs.

4. User-PIN management must be simple enough for all users but must continue, in a multi-network context, to provide adequate protection against use of NAAs or access to sensitive data by unauthorised entities.

5. Unauthorised interactions between the UICC and applications (legitimate or malicious applications) on the ME shall be prevented. This applies only where the vulnerabilities are a specific result of the usage described in the present document.
5.3 UICC Aspects:
1. The UICC shall be controlled overall by the NO which is designated as the UICC issuer. This will normally be the primary NO.

2. It shall be possible for the primary NO to delegate some control over the contents of the UICC to the secondary NO.

3. The UICC shall support multiple NAAs, including at least a (U)SIM for PLMN access and one NAA for non-3GPP (e.g. WLAN) access.

4. Each NAA can be owned by a different NO and customised according to the requirements of that NO.

5. The UICC shall support at least one NAA for access to the networks of the non-3GPP NO. That NAA shall support authentication and key agreement functions that are compatible with the HSS of the NO that owns that NAA.

6. A WLAN NAA shall support EAP-SIM and EAP-AKA, whether that is achieved by using EAP applications and methods on the UICC [2] or not.

7. The UICC shall support at least one NAA for access to the PLMN of the 3GPP NO. That NAA shall support authentication and key agreement functions that are compatible with the HSS of the NO that owns that NAA. It would probably be a USIM.

8. The UICC must support personalisation and profiling of each NAA for its “owner” NO and the user as a customer of that NO, including NAIs, key material, cryptographic algorithms.
9. Simultaneous sessions with a (U)SIM and at least one other NAA, on different logical channels, shall be possible.
10. For cases of multiple user-identity, the UICC shall provide functionality for storage, usage and management of the user credentials relating to each user identity.

11. Where IMS is offered to the user, the UICC shall support an ISIM application. The single IMPI shall be used as a handle to uniquely identify the user. Where multiple user identities are required, multiple IMPU values shall be used to split this identity into multiple identities, e.g. for the routing of IMS services to the user and for charging and billing purposes

5.4 Charging Aspects
Charging mechanisms must support the following features:
1. A user may opt to receive a single, itemised bill that covers use of both access-network types and represents a single user identity.

2. A user may opt to receive a single, itemised bill that covers use of all access networks and represents multiple user identities, e.g. a private and a business identity. This covers the case of a small business user who requires a split between personal and business use.

3. A subscriber may opt to receive multiple, itemised bills that cover use of all networks and represent multiple user identities. This covers the case where an Enterprise needs bills for its employees, split into personal and business use.

4. Whether or not charging and billing systems are IMS-based is out of scope for the present document.

5. Shared charging and billing systems must not compromise the privacy of individual users, e.g. by improper sharing of user-related data between billing systems of different NOs or between NOs and third-party billing systems.
6. A mechanism shall be provided for the primary NO (or a third party) to collect charging data from the secondary NO..

7. Charging systems for the present document shall be shared between NOs. The billing system may be owned by one of the NOs or contracted out to the third-party.

6 Implications 
6.1 Choices for the Non-3GPP NO’s NAA on the UICC

6.1.1 Application Customisation and Selection

According to the usage scenarios in the present document, the NAAs of the non-3GPP NO and the 3GPP NO are required to operate with the independent HSS of each respective network and so are required to be independently selectable and independently customisable as regards to identifiers, keys and algorithm parameters. Bearing those requirements in mind helps in understanding the implications of multiple, active NAAs on the UICC.
6.1.2 USIM + USIM

A proposed “Dual SIM” UICC would support 2 USIMs – one for the PLMN NO and one for the non-3GPP (e.g. WLAN) NO. The latter USIM could be used to support EAP-SIM and EAP-AKA if all EAP processing were to be performed on the ME. These NAAs would be active simulataneously on different logical channels on the UICC.
The main advantages of the Dual SIM UICC solution are:

· It requires only a minor mask change to UICCs that support USIM.
· It requires only a normal IETF EAP supplicant in the ME

· The non-3GPP NO’s USIM can support EAP-SIM and EAP-AKA authentication.

· The USIM already provides for WLAN roaming files (DFWLAN) under each USIM, so no changes are required in that respect
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Figure 1: Proposed "Dual SIM" UICC
Disadvantages are:

· 3GPP specifications [5] and [6] currently prohibit the simultaneous activation of more than one USIM or of a USIM and a SIM. The technical reasons for this prohibition do not appear to be documented in 3GPP Technical Specifications or Technical Reports.
· Use of this type of UICC would require complimentary functions on the ME (e.g. to select the correct USIM on the correct logical channel).
6.1.3 USIM + ISIM

Here, the USIM would be used for access to the 3GPP networks and the ISIM for access to the non-3GPP NO’s networks. The ISIM would be used to support normal (i.e. non-TS102 310) EAP-AKA, since ISIM uses the same authentication process as a USIM. ISIM cannot be sued to support EAP-SIM (see disadvantages below).

[image: image4]
Figure 2: USIM + ISIM UICC
Advantages are:

· This type of UICC is not prohibited by 3GPP specifications, as an ISIM can be co-active with a USIM or with a SIM, on a non-zero logical channel.

· The “AUTHENTICATE” APDUs for IMS-AKA context on the ISIM and 3G context on the USIM are identical, which simplifies ME implementation.

· The UICC can also be used for IMS, since it supports ISIM

· ISIM supports multiple user identities for service profiles and for multiple- identity -based charging and billing.
Disadvantages are:

· the ME, even if it does not have IMS capabilities, must be able to select the ISIM application. That is not a big technical problem, since a 3G ME must be programmed with an AID anyway, so that it can select the MNO’s USIM on a UICC. Here, it is programmed with the ISIM’s AID;
· the ISIM cannot be used to support EAP-SIM authentication and key agreement, since there is no GSM context for ISIM authentication. That could be a serious disadvantage, since the roadmap of many WLAN NOs includes a migration from username/password to EAP-SIM;
· the WLAN roaming files (DFWLAN) under the PLMN NO’s USIM might not be accessible or correctly programmed for this context. In some cases, the UICC might support an ISIM but not a USIM. It is necessary to have a set of roaming files under the ISIM and in fact a suitable CR has been submitted to 3GPP CT6.
6.1.4 WLAN-Enabled UICC with ISIM + USIM
Support for EAP-SIM and EAP-AKA fulfils the NAA requirements herein if an EAP application on the UICC generates the authentication vectors from a set of credentials specific to the WLAN NO’s HSS. This is possible, according to [2]. Such an EAP application cannot be an ADF (i.e. a primary application) in its own right, but must be a DF under an ADF on the UICC. One method of achieving this is for the EAP application to be under an ISIM, as shown below.
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Figure 3: UICC Supporting EAP Application for WLAN Access
Advantages are:

· This type of UICC is not prohibited by 3GPP specifications, as multiple ISIMs can be co-active with each other and with a USIM, on different logical channels.
· The EAP application can support EAP-SIM and EAP-AKA.

· EAP processing on a UICC is specified by ETSI [2]

· Generation of the EAP keys MSK and EMSK on the UICC is regarded as more secure than doing it on the ME.

· The UICC is future-proofed in that it supports ISIM.

· ISIM supports multiple user identities for service profiles and for multiple- identity -based charging and billing

Disadvantages are:

· It requires that the ME, even if it does not have IMS capabilities, must be able to select the ISIM application in order to activate the EAP DFs under it.
· It requires the ME to be able to detect whether or not the UICC supports an EAP application and to invoke the appropriate supplicant functions (102 310 or normal IETF supplicant functions). It is not known if ME vendors are willing to support such a solution.
· This type of UICC could require a significant development effort for some UICC vendors, which would affect its time to market.
· The WLAN roaming files (DFWLAN) under the PLMN NO’s USIM might not be usable or correctly programmed for this context. The UICC might support an ISIM but not a USIM in some cases. It is necessary to have a set of roaming files under the ISIM and in fact a suitable CR has been submitted to 3GPP CT6.

That possibility of this type of ME and UICC should be explored with ME and UICC vendors which are members of 3GPP.
6.2 Credential Management on the UICC

N.B. this option is not required for scenarios where all billing services and presence-based services are performed by IMS, because the requirement for multiple, selectable credentials can be provided by a single ISIM application.

For all access-network scenarios that require multiple identities for each network, the UICC is required to support 1 NAA for each unique set of credentials. Alternatively, if the UICC could support a credential management function, e.g. USSM [7], this would allow a single NAA to select the set of credentials that is required for the specific identity that the user was currently using for the purpose of charging/billing and for the selective routing of incoming traffic to his MS. This would allow a NAA to access multiple user- identities, cryptographic keys and algorithm parameters on the UICC. It would economise on the number of NAAs that the UICC must support, at the expense of having to support the credential management functions.
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Figure 4: A UICC Supporting Credential Management

6.3 Security
6.3.1 UICC file sharing  inside the UICC

This concerns files which are meant to be shared (e.g., phonebook, service numbers,…) and also files that have open access but are not meant to be shared, e.g. network settings. Some members may feel that this has to be studied and possibly re-defined and accepted by the operators involved because the file-sharing functions and access-condition policies were never standardised for these kinds of use cases.

One counter-argument is that such file-sharing problems, if they exist, are inherent to the concept of a multi-application UICC [8], which has been around for a long time now. What is new about these use cases is the concept of multiple NAAs being active at the same time, but they would be active on different logical channels so existing mechanisms governing file-sharing on a UICC would be adequate. 
Another counter-argument is that the UICC will be issued by one of the NOs in co-operation with the other NO(s). They would have some agreement on how files are to be shared on the UICC, which would be enforced by existing standardised security controls. Standardised ETSI mechanisms would be employed on the UICC to prevent unauthorised loading of malicious or unwanted applications (unwanted by the UICC issuer, that is).

6.3.2 PIN/CHV on the UICC

Do the NAAs of different operators need to have their own dedicated user PINs?. The argument for this is that validation (or disabling) of the global PIN1 on a UICC could allow a malicious program in the supplicant to read, modify or upload data from all PIN1-protected applications to a malicious server. This scenario might not have been envisaged when the relevant 3GPP and ETSI specifications were created.

Use of common PINs on a multi-operator UICC might not be acceptable for some operators, because sensitive information could be exchanged between competitors during the card provisioning phase.
Counter-arguments to this are (in no particular order):

a) One assumes that the “traditional” 3GPP NAAs of the PLMN NO, e.g. SIM and USIM, will be accessible only by the non-programmable baseband functions in MEs. Also, that type of NAA and the WLAN NAA will have to run on different logical channels (as will the ISIM) if they are to run concurrently. Those features will ensure that loaded applications on the ME cannot interfere with operation of the PLMN NO’s NAAs.

b) If each NO’s domain on the UICC has its own user PIN, the PIN=true or PIN=disabled status must last for the duration of the UICC session, or else seamless automatic handover between networks would be impossible. Therefore, once the PINs of each NO’s NAAs were verified (or disabled), the protection afforded by those PINs for cross-application interactions would disappear for that UICC session

c) This problem is caused by the possibility of a loaded application on the ME interacting in an uncontrolled manner with the UICC and is not caused specifically by the multi-network use cases herein. The authors understand that this exposure of the APDU interface of the UICC to loaded applications could be the case with all IMS-enabled MEs and are not specifically caused by the use cases herein.

d) NOs that have NAAs and other applications on a UICC will not be competitors, but partners. Today’s standardised UICC controls will protect the security of each established security domain on the UICC and will prevent unauthorised interactions between applications and will prevent access to the UICC by “competitors”.

e) Personalisation environments have trusted, verifiable processes for protecting confidential information during card manufacture and personalisation.

f) Use of a different PIN for each NO’s NAAs would detract from the user experience
The solution (if one is required) could be to protect the ME/UICC interface by secure messaging [12] and/or by an application-context-sensitive APDU filter on the UICC. This has implications on the complexity of the ME, e.g. support of functionality for the secure provisioning, storage and management of cryptographic keys
6.3.3 Who sets the UICC Security Policies?

PIN management: must remain simple for the user. But who (i.e. which of the NOs) sets the PIN policies on the UICC?

This would be whichever NO is issuing the card. In general, information about all security policies embodied in the UICC should be part of the contract for partnering with other NOs on the UICC. This includes PIN management (user PIN and OTA PIN), OTA security for RFM and RAM, on-card security domains
6.3.4 Secure ME/UICC Interface?

An IMS-enabled, Dual-mode (WLAN and PLMN) ME may support a software client in the programmable application space that has connectivity to IP networks and also has direct APDU access to the UICC via a RIL. Resulting vulnerabilities may require a secure messaging interface between ME and UICC that is currently the subject of an approved work item in ETSI SCP [12]. This requires a transport protocol between the ME and UICC such as TLS over TCP, possibly using BIP to select such a protocol.
Also, it may be necessary to revise the security policies that determine the security attributes of files on the UICC. 
Alternatively, if the interfaces to the UICC are all implemented in firmware on a ME, this may eliminate or greatly reduce the security concerns, provided that the specifications and implementations of such MEs undergo sufficient security evaluation.

6.3.5 Credential Management on the UICC

It might be useful to implement the ETSI SCP USSM [7] as a way of managing credentials in a UICC, particularly if it applications other than an ISIM require multiple user-identities. Also, it if becomes desirable to share credentials between applications such as the ISIM and a NAA. This has implications on the functionality of the UICC/ME API.

6.4 Service Aspects
Who decides what are the criteria for network selection and switching (e.g. WLAN preferred if in range)? Is it the issuer of the UICC and/or of the ME? It should be the former, but this depends on how the ME is provisioned with these criteria, i.e. from a remote source or from the UICC.
6.5 UICC Personalisation and Ownership
1. Ownership of the UICC, i.e. the organisation which issues the UICC to the user, would normally be defined in the partnership agreement between the primary and secondary NOs.
2. The UICC issuer will need to be able to define security domains on the UICC to allow the partner NOs to manage their content on the UICC, in compliance with defined and enforced security policies. Global Platform-enabled UICCs support such mechanisms [3], [11].
3. Are the network connection preferences stored in the UICC and set by the UICC issuer, or in the ME? It is advantageous to store them on the UICC, since it is normal for the UICC to be provisioned out-of-band. Secure, standardised mechanisms exist [11] [14] to allow the network-connection preferences on the UICC to be provisioned and managed remotely.
4. It might be useful to implement the ETSI SCP USSM [7] as a way of managing credentials in a UICC, particularly if it becomes desirable to share credentials between applications such as the ISIM and a NAA. This has implications on the UICC/ME API.

5. UICC manufacturers and personalisation bureaux must be trusted to maintain the confidentiality of data (e.g., cryptographic keys) that they obtain from the partner NOs.

6.6 ME Aspects

6.6.1 Ownership/Issuing of MEs

1. Who issues the ME, if it has to support special UICC APIs and MMI functions? For smart phones, the specific functions could be software applications that are loaded onto the application space of an off-the-shelf (a.k.a. out-of-the-box) ME, but that is not possible with low-cost feature phones wherein all functions are in firmware. Loading of applications requires provisioning; see elsewhere herein.
2. For feature phones, ideally all functions related to the dual-network UICC would be standardised so that the MEs could benefit from the economics of mass production.
6.6.2 Network Connection Preferences

1. When  a ME can see multiple networks, it has to make a decision as to which one to connect to. Deciding factors could include radio signal, lowest-cost routing, etc. Some manual control by the user may be required, but these might not be allowed to over-ride the stored criteria. The decision criteria must be provisioned onto the ME.

2. Who defines and controls the network connection preferences and decision-making factors that the ME uses, e.g. to decide whether to operate via 3G or WLAN if it can see both ? If they are embedded into a ME, this implies that one of the partner NOs is the “controlling NO” that issues the ME (or provisions the criteria that are loaded onto it) to the user. Loading of network-selection criteria requires provisioning; see elsewhere herein.

6.6.3 Multiple User-Identities

User-friendly methods need to be devised for the support and selection of multiple user identities. One assumes that this will be a normal function of IMS-enabled MEs.

6.6.4 Provisioning

Data such as network connection preferences and UICC-related applications need to be provisioned onto the ME. Also, some UICC updates may need to be provisioned remotely from time to time, preferably using an IP bearer. This will require some DM settings that could be:
a) embedded in the ME and set by the ME issuer - probably not desirable.
b) downloaded to the ME using a DM protocol – this is more desirable. The provisioning server’s address could be stored on the UICC using OMA DM specifications. But then how does the ME decide which network to connect to in order to obtain the provisioned data, if it can see multiple networks? 
c) Stored on the UICC using OMA DM protocols. A complete DM object tree could be stored on the UICC. This could include network connection preferences set by the NO that provides the DM object tree. According to OMA specs, the tree on the UICC would over-rule any tree that was already on the ME.
6.6.5 Security

The possibility of a secure ME/UICC interface has implications on the complexity of the ME, e.g. support of functionality for the secure provisioning, storage and management of cryptographic keys

6.7 Charging Aspects
1. Partner NOs need to establish who owns and operates the common charging system for collection of CDRs.
2. IMS would seem to lend itself to these charging scenarios, since it caters for multiple user identities and for use of multiple access networks.

3. it may be necessary to maintain privacy of user-data between the partner NOs in these scenarios. This could be achieved by use of system components and protocols specified by Liberty Alliance [4]

7 Conclusions and Proposals
1. The reasons for 3GPP’s prohibition of multiple active USIMs on 3GPP UICCs require further study within this study item. It would then be possible to decide if they are still valid in this context. Actions to remove this prohibition, if it no longer serves any valid technical purpose, could be passed to 3GPP CT6.
2. Concerns have been expressed that co-active NAAs could expose possible security vulnerabilities on the 3GPP UICC environment. These concerns appear to be unfounded, because existing 3GPP, ETSI and Javacard-related specifications provide for adequate security mechanisms on the UICC including PIN management, file sharing, security domains, application loading/deleting, remote management and logical channels. Those are already widely implemented on UICCs.

3. General, non-specific concerns have been expressed about possible security vulnerabilities on the UICC being exposed by MEs that support an open APDU interface between the UICC and the programmable application space of the ME. Such MEs are beginning to appear on the market. This could be resolved by implementations that support the secure terminal/UICC channel specification [12] that is being developed by ETSI SCP. Many 3GPP SA1 member organisations also have representatives on ETSI SCP who have access to draft specifications (many of which are open-access from ETSI collaborative portal, anyway). Implications of that could be explored within this study item without requiring formal liaison with ETSI SCP.
4. Requirements for the secure management of credentials for multiple user-identities on a UICC are addressed by the USSM specification [7] that is being developed by ETSI SCP. Issues around the implementation of that on 3GPP UICCs could be explored within this study item.

5. The implications of and requirements for deployment of MEs that are compatible with the “Dual SIM” and “WLAN-Enabled with ISIM + USIM” types of UICC could be explored further within this study item, if contributions from ME vendors and NOs can be provided.
6. The implications of the scenarios herein upon charging are not significant. MVNO operations already have systems that can cope with this. IMS-based billing and charging will be especially useful.

7. Provisioning of NO-specified network-selection parameters to MEs requires further study in this study item to decide if UICC-based provisioning or remote provisioning is preferred. ETSI SCP is currently considering a proposal to develop a specification for UICC-based network-selection parameters.

8 Annex A: Example Architectures
8.1 Network-Access Scenarios
8.1.1 Scenario 1: Dual Network Access (Non-IMS)

In this scenario, we consider network access but we do not yet consider billing. We do not yet consider the factor of whether the WLAN is a public or Enterprise network.
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Figure 5: Scenario 1: Dual Network Access using an IN Solution

In this scenario, the user is provided with a dual-mode ME, a UICC and a single telephone number. This single telephone number is used across multiple networks to reach the user, whichever network he is currently attached to.

When the user activates the MS, it scans for available networks. A FMC client programme on the MS applies some provisioned criteria to decide to which network to attach the user for the purpose of sending and receiving traffic. These criteria could include:

· preferred/forbidden network identities, i.e. it can attach the user to the networks of those NOs whose NAAs are supported by the UICC, ad their roaming partners;

· radio signal strength and quality – both instantaneous values and trends (increasing or decreasing signal);

· routing priority, e.g. the NO which “owns” the user (e.g. the NO that provided the UICC to the user) might prefer traffic to be routed across his network whenever it is available.

An appropriate NAA on the UICC is activated to achieve credential-attach to the network chosen by the ME. A feature could be provided to allow the user to manually select the network of choice, e.g. he might prefer WLAN if he wishes to use VOIP or if he intends to download large volumes of data or he might prefer to use UMTS if he is in a moving vehicle.

The FMC client on the MS communicates with the IN FMC server to tell the latter about which network it is currently attached to. Outgoing calls are made using the existing infrastructure of the network to which the MS is currently attached.

Incoming calls to that number, disregarding which network they originate from, are routed to an IN convergence server. That server tracks to which network the MS is currently attached.

When the FMC client on the MS detects some change in network presence (e.g. if the user is moving out of range of one of the networks) or if a manual network-selection action is performed by the user, it decides that it is necessary to switch the user to the other permitted network, if that network is available and if the radio signal is of sufficient quality. 

While maintaining the call session on the 1st network, the MS achieves credential-attach to the 2nd network using the 2nd NAA and the required credentials for the 2nd network on the UICC. The MS is now attached to two networks, using different credentials. The FMC client on the MS informs the FMC server of the change of network. Credential-attachment to the 1st network is now terminated, although the radio signal continues to be monitored. The MS is now attached to the 2nd network using its credentials.

8.1.2 Scenario 2: Network Access Using a Single IMS

This scenario is identical to scenario 1, except that here the WLAN NO is using IMS and the FMC server is accessed via that NO’s IMS.
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Figure 6: Dual Network Access Using a Single IMS

We assume here that the IMS is owned and operated by the WLAN NO and not the PLMN NO. That is a valid assumption because if the IMS was owned and operated by the PLMN NO, then the FMC functions owned by the WLAN NO would use the IN solution described in scenario 1.

The ME selects and credential-attaches to an available network as in scenario 1. It then uses the ISIM [9] application on the UICC to get a secure IP connection to the IMS of the WLAN NO. The current network connectivity is communicated to the FMC server via the IMS of the WLAN NO. This requires a gateway to connect the 3GPP PLMN to the WLAN NO’s IMS

Changes in network connectivity are effected as in scenario 1.

Incoming traffic from external networks is routed to the WLAN NO’s IMS and thence to the FMC server, which routes it to the access network to which the MS is currently attached.

A gateway is required so that the PLMN NO’s 3GPP network can communicate with the FMC server WLAN NO’s IMS.
8.1.3 Scenario 3: Dual Network Access, 1 IMS per NO

This scenario is identical to scenario 2, except that here the NOs are both using IMS and the user’s presence on the access networks is tracked by standard IMS components. Interworking between the IMSs of the PLMN NO and the WLAN NO is handled by standard IMS components, so only 1 ISIM is required on the UICC. In this scenario, the ISIM is owned by the WLAN NO, but it could be owned by the PLMN NO.
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Figure 7: Dual Network Access, 1 IMS per NO

The ME selects and credential-attaches to an available access network as in scenario 1. It then uses the ISIM application on the UICC to get a secure IP connection to the IMS of (in this case) the WLAN NO. The current network connectivity is tracked via IMS 1.
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