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Foreword

This ETSI Technical Specification (TS) has been produced by the Special Mobile Group (SMG) Technical Committee (TC) of the European Telecommunications Standards Institute (ETSI). 

This TS defines the Gn and Gp interfaces for the General Packet Radio Service (GPRS) within the digital cellular telecommunications system (Phase 2+).

�	Scope

This GSM Technical Specification defines the Gn and Gp interfaces for the General Packet Radio Service (GPRS).

	Normative references

This specification incorporates by dated and undated reference, provisions from other publications. These normative references are cited at the appropriate places in the text and the publications are listed hereafter. For dated references, subsequent amendments to or revisions of any of these publications apply to this specification only when incorporated in it by amendment or revision. For undated references, the latest edition of the publication referred to applies.

[1]	GSM 01.04 (ETR 100): "Digital cellular telecommunications system (Phase 2); Abbreviations and acronyms".

[2]	GSM 03.60: "Digital cellular telecommunications system (Phase 2+); General Packet Radio Service (GPRS); Service Description; Stage 2".

 [3]	RFC 768:	“User Datagram Protocol”, J. Postel

[4]	RFC 1191:	“Path MTU Discovery”, J. Mogul and S. Deering

[5]	RFC 1981:	“Path MTU Discovery for IPv6”, J. McCann and S. Deering and J. Mogul	

[6]	RFC 1701:	“Generic Routing Encapsulation (GRE)”, S. Hanks, T Li, D. Farinacci, P. Traina

[7]	RFC 1702:	“Generic Routing Encapsulation over IPv4 networks”, S. Hanks, T Li, D. Farinacci, P. Traina

	

	Definitions and abbreviations

	Definitions

For the purpose of this GSM Technical Specification, the following definitions apply:

PDP Context:	The information sets held in MS and GSNs for an active PDP-address (please refer to the PDP Context Information Element).

PDP Context ID:	A PDP Context ID identifies a PDP Context. The PDP Context ID can be either a TEPIS or a TEPIG that are defined in [2]. When tunnelling a payload packet between two GSNs, the Destination PDP Context ID contains the peer’s PDP Context ID (TEPIS or TEPIG) for the GTP tunnel to which this payload packet belongs.

MM Context:	The information sets held in MS and GSNs for a GPRS subscriber related to mobility management (MM) (please refer to the MM Context Information Element). 

MM Context ID:	IMSI.

GTP tunnel:	A GTP tunnel is defined by two associated PDP Contexts in different GSN nodes. A PDP Context is identified with a unique identifier. Data messages related to different GTP tunnels, but using the same IP tunnel, can be multiplexed on the IP tunnel. A GTP tunnel is necessary to forward packets between an external packet data network and a MS user. A GTP tunnel will be referred to as a tunnel in the rest of this document.

IP tunnel:	An IP tunnel is a virtual data link defined by two IP addresses, one for each tunnel end-point. One or several IP tunnels can be defined between two GPRS support nodes (GSNs). An IP tunnel carries data messages between GSN nodes related to one or more GTP tunnels. An IP tunnel is referred to as a tunnel in Internet documents but will be referred to as a path in the rest of this document to avoid confusion with ETSI terms and Internet terms. 

Path:	See IP tunnel.

Payload packet: 	An original packet, for example an IP datagram, from a MS or a network node in an external packet data network.

Quality of Service :	Quality of Service may be applicable for the GPRS backbone if the IP tunnel media supports it. Separate IP tunnels with different Quality of Service may be defined between a GSN pair if IPv6 is used in the GPRS backbone.

Signalling message:	GTP signalling messages are exchanged between GSN pairs and uses UDP as the transport protocol. The signalling messages are used to transfer GSN capability information between GSN pairs and to create, modify and delete GTP tunnels.

Tunnel packet: 	A packet that encapsulates a payload packet. A tunnel packet is sent in an IP tunnel.

Abbreviations

Abbreviations used in this specification are listed in GSM 01.04.

For the purpose of this specification the following additional abbreviations apply:

DF	DonÕt Fragment

FFS	For Further Study

GPRS	General Packet Radio Service	

GGSN	Gateway GPRS Support Node

GRE	Generic Routing Encapsulation

GSN	GPRS Support Node	

GTP	GPRS Tunneling Protocol

HPLMN	Home PLMN

IANA	Internet Assigned Number Authority

ICMP	Internet Control Message Protocol

IP	Internet Protocol

IPv4	Internet Protocol version 4

IPv6	Internet Protocol version 6

MTU	Maximum Transmission Unit

PDN	Packet Data Network

PDP	Packet Data Protocol

PLMN	Public Land Mobile Network

QoS	Quality of Service

SGSN	Serving GPRS Support Node

TEPIG	Tunnel End Point Identifier in GGSN

TEPIS	Tunnel End Point Identifier in SGSN

UDP	User Datagram Protocol

Gn interface	Interface between GPRS Support Nodes (GSNs) within a PLMN

Gp interface	Interface between GPRS Support Nodes (GSNs) in different PLMNs



General

This document defines the GPRS Tunnelling Protocol (GTP), i.e. the protocol between GSN nodes in the GPRS backbone network. It includes both the GTP signalling and data transfer procedures.

GTP is defined both for the Gn interface, i.e. the interface between GSNs within a PLMN, and the Gp interface between GSNs in different PLMNs.

GTP allows multiprotocol packets to be tunnelled through an IP network, i.e. the GPRS Backbone, between GPRS Support Nodes (GSNs). 

In the signalling plane, GTP specifies a tunnel control and management protocol which allows the SGSN to provide GPRS network access for a MS. Signalling is used to create, modify and delete tunnels.  The User Datagram Protocol (UDP) [3] is used to transfer signalling messages.

In the transmission plane, GTP uses a tunnelling mechanism similar to IP GRE (Generic Routing Encapsulation) [6, 7] to provide encapsulated datagram service for carrying user data packets.

The GTP protocol is implemented only by the SGSN and GGSN. No other systems need to be aware of GTP. GPRS MSs are connected to a SGSN without being aware of GTP. 

It is assumed that there will be a many-to-one relationship between SGSNs and GGSNs.  A SGSN may provide service to many GGSNs. A single GGSN may associate with many SGSNs to deliver traffic to a large number of geographically diverse mobile stations.

The primary use of GTP is to carry user data traffic in both directions between GGSNs and SGSNs. GTP is also used to forward undelivered user data packets from the old SGSN to the new SGSN at inter-SGSN routing update.

Signalling Plane

The signalling plane in this case relates to GPRS Mobility Management functions like for example GPRS Attach, GPRS Routing Area Update and Activation of PDP Contexts. The signalling between GSN nodes is performed by a UDP/IP based GPRS Tunnelling Protocol (GTP). 

� EMBED Word.Picture.6  ���

Figure � SEQ Figure \* ARABIC �1�: GPRS Signalling Plane

Signalling protocol

The signalling flow is logically associated with, but separate from, the tunnels. For each GSN-GSN pair one or more paths exist. One or more tunnels can use each path. GTP is the means by which tunnels are established, used, managed and released. A path is maintained by keep-alive echo messages. This ensures that a connectivity failure between GSNs can be detected in a timely manner. 

The User Datagram Protocol (UDP) [3] is used to transfer signalling messages. Unique port numbers, to be requested from Internet Assigned Numbers Authority (IANA), should be defined for the GPRS signalling service Registered port numbers, for example 7654 and 7655,, will be used in both directions. One port is defined as a client (e.g. SGSN) port and the other as a server (e.g. GGSN) port. Well-known port numbers, in the range 0-1023, are excluded from the choice.

The UDP header includes a checksum which is used by GPRS to check that the source and destination addresses and port numbers are correct.
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Figure � SEQ Figure \* ARABIC �2�: User Datagram Protocol (UDP) header



Signalling Message Formats

GTP defines a set of signalling messages sent as UDP data between two associated GSNs. The signalling messages to be used are defined in the table below.

Table � SEQ Table \* ARABIC �1�: Signalling messages

Message Type value�Signalling message�Reference��1�EchoRequest�� REF _Ref373740199 \n �5.6.1���2�EchoResponse�� REF _Ref373740290 \n �5.6.2���3�PathMTURequest�� REF _Ref373740243 \n �5.6.3���4�PathMTUResponse�� REF _Ref373740264 \n �5.6.4�������16�CreatePDPContextRequest�� REF _Ref373740306 \n �5.7.1���17�CreatePDPContextResponse�� REF _Ref373740325 \n �5.7.2���18�ModifyPDPContextRequest�� REF _Ref373740335 \n �5.7.3���19�ModifyPDPContextResponse�� REF _Ref373740351 \n �5.7.4���20�DeletePDPContextRequest�� REF _Ref373740366 \n �5.7.5���21�DeletePDPContextResponse�� REF _Ref373740375 \n �5.7.6���22�CreateAAPDPContextRequest���23�CreateAAPDPContextResponse���24�DeleteAAPDPContextRequest���25�DeleteAAPDPContextResponse���26�ErrorIndication���27�RecoverMSIndication�������32�SGSNContextRequest�� REF _Ref373740393 \n �5.8.1���33�SGSNContextResponse�� REF _Ref373740416 \n �0�������34�SGSNPDPContextComplete�� REF _Ref375718163 \n �5.8.3���

The UDP datagram size do not exceed 512 octets for common UDP applications depending on that a host is not required to receive IP datagrams larger than 576 octets. However, many systems today supports UDP datagrams up to 8192 bytes. The maximum size of the signalling messages should therefore be less than 8192 octets. The PathMTURequest message may use larger datagrams if necessary to find out the path MTU in the backbone..

The reserved fields in the messages should be filled with zeroes. The reserved fields are intended for future use.

IP Header

The IP Header defines the path between two GSNs.

Request messages

The IP Source Address in a GTP signalling request message is typically the IP address of the source GSN  from which the message is sent.

The IP Destination Address in a GTP signalling request message is an IP address of the destination GSN.

Response messages

The IP Source Address is copied from the IP Destination Address of the corresponding  request message.

The IP Destination Address is copied from the IP Source Address of the GTP signalling request message to which this GSN is replying to.

UDP Header

Request messages

The UDP Source Port is the client port number that is reserved for GTP signalling messages.

The UDP Destination Port is the server port number that is reserved for GTP signalling messages.

Response messages

The UDP Source Port is copied from the Destination Port of the corresponding request message.

The UDP Destination Port is copied from the Source Port of the corresponding request message.

Common Header

The Common Header is a fixed format 10 octets header used for all GTP signalling messages. 

The Message Type is set to the unique value that is used for each type of signalling message.

Version is set to 0 to indicate the first version of GTP. 

Length is the length of the signalling message excluding the Common Header.

Destination PDP Context ID is set to 0 in all Path Management messages (see clause � REF _Ref372100725 \n �5.6�) otherwise it is used to find the MM and PDPContexts in the destination GSN.

Transaction ID is a message number valid for a path that increments for each signalling request message sent on the path. The Transaction ID in a signalling response message is copied from the signalling request message that the GSN is replying to.

� EMBED Word.Picture.6  ���

Figure � SEQ Figure \* ARABIC �3�: Outline of Common Header 

The Common Header may be followed by subsequent Information Elements dependent on the type of signalling message.

� EMBED Word.Picture.6  ���

Figure � SEQ Figure \* ARABIC �4�: Common Header followed by subsequent  Information Elements    

Path Management messages

The Path Management messages can be sent between any type of GSN pair.

EchoRequest

An EchoRequest is sent on a path to another GSN to find out if the other node is alive (see  clause � REF _Ref372353108 \n �8�). EchoRequest messages should be sent for each path in use at regular intervals.

The EchoRequest contains no Information Elements. 

EchoResponse

The message is sent as a response of a received EchoRequest. 

The EchoResponse contains no Information Elements. 

PathMTURequest

A PathMTURequest is an optional message used to find out the path Maximum Transmission Unit (MTU) [4], [5] for the tunnel. The path MTU is used to minimise the necessity of IP fragmentation in the backbone.

The Don’t Fragment (DF) bit is then explicitly set in the IPv4 header and implicitly set in IPv6 header for the PathMTURequest message. An ICMP message (fragmentation needed and DF set - IPv4 or Packet Too Big - IPv6) is returned if the data part is too large. The ICMP message contains the MTU of the next link (always for IPv6 and for IPv4 if the router supports [4])  that is lower than the initial size.

The requester initially assumes that the path MTU is the known MTU of the first hop in the backbone path and adapts the path MTU downwards if any of the ICMP messages above are returned. The path MTU can at regular interval (recommended value is 10 minutes in [4]) be set to the initial value and then be re-negotiated.

The receiver of the PathMTURequest may use the size of latest received PathMTURequest to calculate the path MTU for the path to the peer but should send an own PathMTURequest to the peer. Different path MTU values may be used for each direction depending on the backbone network topology.

The size of the path MTU between a GSN pair is calculated as the UDP length (from the UDP header) minus the GTP header size.

A new PathMTURequest with adapted message length should be sent immediately if any of the ICMP messages above have been received.

Note that the Transaction ID shall be incremented for each PathMTURequest, even if  an ICMP packet is received instead of a PathMTUResponse.

NOTE:	The reason to find out the path MTU in the backbone is to use it as a service to a MS. The MS will have to send less packets to find out the end-to-end path MTU. Windows 95 default is to use path MTU and the first MTU is set to 1500 octets. A single link in the backbone can use a MTU less than 1500 octets. A packet from the Windows 95 application will then be discarded somewhere in the backbone and an ICMP message should be returned. If the backbone path MTU is known in advance, by using a PathMTURequest, an ICMP message can be returned directly from SGSN or the data can be fragmented by SGSN and then reassembled in GGSN. This service is not possible if the path MTU is not known.

The information elements in a PathMTURequest message are described in the table below.  

Table � SEQ Table \* ARABIC �2�: Information elements in a PathMTURequest

Information element�Reference��Path MTU Data�� REF _Ref372626866 \n �5.11.4���

PathMTUResponse

The message is sent as a response of a previous PathMTURequest. 

The PathMTUResponse message contains no Information Elements.

SGSN-GGSN messages

The signalling messages defined to be used between SGSN and GGSN are used to create, modify and delete tunnels to be able to route packets between a MS and an external packet data network via SGSN and GGSN.

CreatePDPContextRequest

A CreatePDPContextRequest is sent from a SGSN node to a GGSN node as a part of the GPRS Attach procedure or as a part of the GPRS PDP Context Activation procedure. A valid request is used to create a tunnel between a PDP Context in a SGSN and a PDP Context in a GGSN. The GGSN may start to forward data packets from the external data network to SGSN when the GGSN PDP Context has been activated.

The information elements in a CreatePDPContextRequest message are described in the table below. A new source PDP Context ID is allocated for the tunnel. This will be used as Destination PDP Context ID by the peer to identify this tunnel. If the MS requests a dynamic PDP address and a dynamic PDP address is allowed, then the Protocol Address field in the Protocol information element will contain the value zero. If the MS requests a static PDP Address then the Protocol Address field in the Protocol information element will contain the static PDP Address. The information element IMSI is used in the GGSN for billing purposes. The Quality of Service information element is the QoS negotiated by the MS at PDP Context activation. Its possible use in the GGSN is outside the scoop of the GTP specification.

Table � SEQ Table \* ARABIC �3�: Information elements in a CreatePDPContextRequest

Information element�Reference��IMSI�6.11.5��Protocol�� REF _Ref372626916 \n �5.11.1���Quality of Service�� REF _Ref383846334 \n �5.11.13���Source PDPContext ID�� REF _Ref372626942 \n �5.11.2���

CreatePDPContextResponse

The message is sent from a GGSN node to a SGSN node as a response of a CreatePDPContextRequest. 

The Source PDP Context ID of the received CreatePDPContextRequest must be used as the Destination PDP Context ID in the CreatePDPContextResponse and in all following messages that will use this tunnel.

The information elements in a CreatePDPContextResponse message are described in the table below. A new Source PDP Context ID is allocated for the tunnel. This will be used as Destination PDP Context ID by the peer to identify this tunnel. If the MS requests a dynamic PDP address and a dynamic PDP address is allowed, then the Protocol  Address field in the Protocol information element will contain the dynamic PDP Address allocated  by the GGSN.

If the MS requests a static PDP address then the Protocol  Address field in the Protocol information element will contain the static PDP Address in the Request message.

Table � SEQ Table \* ARABIC �4�: Information elements in a CreatePDPContextResponse

Information element�Reference��Protocol�� REF _Ref372626916 \n �5.11.1���Source PDP Context ID�� REF _Ref372627006 \n �5.11.2���Result Code�� REF _Ref372627025 \n �5.11.3���

ModifyPDPContextRequest

A ModifyPDPContextRequest message is sent from a SGSN to a GGSN as part of the GPRS Inter SGSN Routing Update procedure. It is used to change the path and the tunnel. The message is sent by the new SGSN at the Inter SGSN Routing Update procedure. The IP header contains the new SGSN address [a separate information element for the SGSN address is FFS].

The information elements in a ModifyPDPContextRequest message are described in the table below. The Quality of Service information element is the QoS negotiated by the MS at PDP Context activation. Its possible use in the GGSN is outside the scoop of the GTP specification. The Source PDP Context ID identifies the new SGSN PDP Context for the tunnel and the IP Source Address identifies the new path to SGSN.

Table � SEQ Table \* ARABIC �5�: Information elements in a ModifyPDPContextRequest

Information element�Reference��Quality of Service���Source PDP Context ID�� REF _Ref372627073 \n �5.11.2���

ModifyPDPContextResponse

The message is sent from a GGSN node to a SGSN node as a response of a ModifyPDPContextRequest.

The information elements in a ModifyPDPContextResponse message are described in the table below.

Table � SEQ Table \* ARABIC �6�: Information elements in a ModifyPDPContextResponse

Information element�Reference��Result Code�� REF _Ref372627193 \n �5.11.3���

DeletePDPContextRequest

A DeletePDPContextRequest is sent from a SGSN node to a GGSN node as part of the GPRS Detach procedure or the GPRS PDP Context Deactivation procedure. A valid request is used to deactivate an activated PDP Context.

The DeletePDPContextRequest message contains no Information Elements.

DeletePDPContextResponse

The message is sent from a GGSN node to a SGSN node as a response of a DeletePDPContextRequest. 

The information elements in a DeletePDPContextResponse message are described in the table below. 

Table � SEQ Table \* ARABIC �7�: Information elements in a DeletePDPContextResponse

Information element�Reference��Result Code�� REF _Ref372627264 \n �5.11.3������

CreateAAPDPContextRequest

A CreateAAPDPContextRequest is sent from a SGSN node to a GGSN node as a part of the GPRS Anonymous Access PDP Context Activation procedure. A valid request is used to create a tunnel between a PDP Context in a SGSN and a PDP Context in a GGSN. The GGSN may start to forward data packets from the external data network to SGSN when the GGSN PDP Context has been activated.

The information elements in a CreatePDPContextRequest message are described in the table below. A new source PDP Context ID is allocated for the tunnel. This will be used as Destination PDP Context ID by the peer to identify this tunnel. In the Anonymous Access case, the MS requests a dynamic PDP address and then the Protocol Address field in the Protocol information element shall contain the value zero. The Quality of Service information element is the QoS negotiated by the MS at Anonymous Access PDP Context activation. Its possible use in the GGSN is outside the scoop of the GTP specification.

Table � SEQ Table \* ARABIC �8�: Information elements in a CreateAAPDPContextRequest

Information element�Reference��Anonymous Server (Protocol IE)�� REF _Ref372626916 \n �5.11.1���Quality of Service�� REF _Ref383846334 \n �5.11.13���Source PDPContext ID�� REF _Ref372626942 \n �5.11.2���

CreateAAPDPContextResponse

The message is sent from a GGSN node to a SGSN node as a response of a CreateAAPDPContextRequest. 

The Source PDP Context ID of the received CreateAAPDPContextRequest must be used as the Destination PDP Context ID in the CreateAAPDPContextResponse and in all following messages that will use this tunnel.

The information elements in a CreateAAPDPContextResponse message are described in the table below. A new Source PDP Context ID is allocated for the tunnel. This will be used as Destination PDP Context ID by the peer to identify this tunnel. In the Anonymous Access case the MS requests a dynamic PDP address and the Protocol  Address field in the Protocol information element shall contain the dynamic PDP Address allocated  by the GGSN.

Table � SEQ Table \* ARABIC �9�: Information elements in a CreateAAPDPContextResponse

Information element�Reference��Protocol�� REF _Ref372626916 \n �5.11.1���Source PDP Context ID�� REF _Ref372627006 \n �5.11.2���Result Code�� REF _Ref372627025 \n �5.11.3���

DeleteAAPDPContextRequest

A DeleteAAPDPContextRequest is sent from a SGSN node to a GGSN node as part of the the GPRS PDP Anonymous Access Context Deactivation procedure. A valid request is used to deactivate an activated PDP Context.

The DeleteAAPDPContextRequest message contains no Information Elements.

DeleteAAPDPContextResponse

The message is sent from a GGSN node to a SGSN node as a response of a DeleteAAPDPContextRequest. 

The information elements in a DeleteAAPDPContextResponse message are described in the table below. 

Table � SEQ Table \* ARABIC �10�: Information elements in a DeleteAAPDPContextResponse

Information element�Reference��Result Code�� REF _Ref372627264 \n �5.11.3������

ErrorIndication

When a SGSN or GGSN receives a tunnel PDU for which no PDP Context exists it discards the tunnel PDU and sends an ErrorIndication message back to the originating GSN. It is then the reposibility of that GSN to re-activate the relevant PDP Context.

The Source PDP Context ID information element contains the PDP Context ID that needs to be re-activated.

The information element in a ErrorIndication message is described in the table below.

Table � SEQ Table \* ARABIC �11�: Information elements in a ErrorIndication

Information element�Reference��Source PDP Context ID�� REF _Ref372626942 \n �5.11.2������

RecoverMSIndication

When a GGSN receives an ErrorIndication message from a SGSN it marks the related PDP Context as invalid and returns a RecoverMSIndication message to the SGSN. It is then the responsibility of that SGSN to re-activate the relevant PDP Context.

The IMSI information element contains the identity of the MS which PDP Context the SGSN shall re-activate.

The information element in a RecoverMSIndication message is described in the table below.

Table � SEQ Table \* ARABIC �12�: Information elements in a RecoverMSIndication

Information element�Reference��IMSI�� REF _Ref383852098 \n �5.11.5������SGSN-SGSN messages

The SGSN-SGSN signalling is used at GPRS Attach and Inter SGSN Routing Update [2].

Generally, the purpose of the signalling is to transfer data associated with the MS from the old SGSN to the new SGSN.

The SGSNContext Request/Response/Complete is used to transfer MM and PDP Context data from the old SGSN to the new SGSN�.

The messages may need to be encrypted if triplets are to be exchanged [FFS].

SGSNContextRequest

The new SGSN sends an SGSNContextRequest to the old SGSN to get the MM and PDP Contexts for the MS. The MS is identified by its Old RA and Old TLLI values.

 The old SGSN responds with an SGSNContextResponse.

Table � SEQ Table \* ARABIC �13�: Information elements in a SGSNContextRequest

Information element�Reference��Old RA�� REF _Ref372360271 \n �5.11.6���Old TLLI�� REF _Ref374771071 \n �5.11.10���

SGSNContextResponse

The old SGSN sends an SGSNContextResponse to the new SGSN as a response to a previous SGSNContextRequest. The message contains the IMSI of the MS as well as  the MM and PDP Contexts stored at the old SGSN. The number of PDP Contexts transferred in the message is also included

At reception of an SGSNContextResponse, new PDP Context IDs are allocated and associated with the PDP Contexts in the message.

Table � SEQ Table \* ARABIC �14�: Information elements in a SGSNContextResponse

Information element�Reference��Result Code�� REF _Ref372626442 \n �5.11.3���IMSI�� REF _Ref372360409 \n �5.11.5���Old RA�� REF _Ref372360271 \n �5.11.6���Old TLLI�� REF _Ref372360306 \n �5.11.7���MM Context�� REF _Ref372360542 \n �5.11.11���No of PDP Contexts�� REF _Ref372360499 \n �5.11.8���PDP Contexts (1-No. of PDP Contexts)�� REF _Ref372360713 \n �5.11.12���

SGSNContextComplete

The new SGSN sends an SGSNContextComplete to the old SGSN. This message contains the newly allocated PDP Context IDs, which the old SGSN associates with its stored PDP Context IDs and uses for tunnelling of user data to the new SGSN.

Table � SEQ Table \* ARABIC �15�: Information elements in a SGSNContextComplete

Information element�Reference��Result Code�� REF _Ref372626442 \n �5.11.3���IMSI�� REF _Ref372360409 \n �5.11.5���Old RA�� REF _Ref372360271 \n �5.11.6���Old TLLI�� REF _Ref372360306 \n �5.11.7���New PDP Context Ids(1-No. of PDP Contexts�� REF _Ref375722973 \n �5.11.10���

User Traffic Tunnelling from Old SGSN to New SGSN

Data packets, stored in the old SGSN and not yet sent to the MS, are tunnelled to the new SGSN. Some data packet may still be on their way from the GGSN to the old SGSN. The packets have been sent before the tunnels change and these packets will also be tunnelled to the new SGSN. The New PDP Context ID is used as Destination PDP Context ID of the GTP header.

GGSN-GGSN messages [FFS]

A GGSN-GGSN path may be necessary, due to network operator requirements, to route messages from GPRS users that belong to different GGSN nodes within a PLMN [FFS].

Reliable delivery of signalling messages [FFS]

Each path maintains a queue with signalling messages to be sent to the peer. The message at the front of the queue is sent with the current Transaction ID, and is held until a response it received. The Transaction ID for the path is then incremented and wraps to 0 from the maximum value.

A signalling message request or response has probably been lost if a response has not been received within a reasonable time. The request may then be retransmitted. The timer must be implemented in the signalling client application as UDP lacks time supervision. A retransmitted request has the same Transaction ID as the first request. The wait time for a response and the number of retries should be configurable.  The total wait time, i.e. the number of retries times the wait time for a response, shall be shorter than the MS wait time between retries of Attach and RA Update messages.

A duplicated request resulting from retransmission should be discarded and not handled as in the normal case, but a new response should be sent because the previous response may have been lost. Duplicated response messages can simply be discarded.

Information elements

A signalling message may contain several information elements. The TLV (Type, Length, Value) encoding format is used for GTP information elements. The information elements are sorted, with the Type fields in ascending order, in the signalling messages. The Length field contains the length of the information element including the Type and Length field.

Protocol 

The purpose of the Protocol information element is to supply protocol specific information of the external packet data network accessed by the GPRS subscriber.

The Protocol information element may include other fields related to the protocol or they will be added as separate information elements [FFS]. If the MS requests a dynamic PDP address and a dynamic PDP address is allowed, then the Protocol Address field in the Protocol information element in the CreatePDPContextRequest message will contain the value zero. If the MS requests a static PDP address then the Protocol  Address field in the Protocol information element in the CreatePDPContextRequest message will contain the static PDP Address in the CreatePDPContextRequest message

The Protocol Address field in the Protocol information element in the CreatePDPContextResponse message will contain the dynamic PDP Address allocated  by the GGSN, if the Protocol Address field in the Protocol information element in the CreatePDPContextRequest contains the value zero.

The Protocol Address field in the Protocol information element in the CreatePDPContextResponse message will contain the CreatePDPContextRequest static PDP Address when a static PDP Address is specified in the CreatePDPContextRequest message.
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Figure � SEQ Figure \* ARABIC �5�: Protocol information element

In the table below protocol address type values and their respective length are defined.

Table � SEQ Table \* ARABIC �16�: Relations between Protocol Address Type and Protocol Address length

Value�Address Type�Protocol Address length��0�IPv4�4 octets��1�IPv6�16 octets��2�X.121�1 - 14 digits��

The Protocol Address is the address that the MS is identified with from an external packet data network.
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Figure � SEQ Figure \* ARABIC �6�: Protocol information element for IPv4
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Figure � SEQ Figure \* ARABIC �7�: Protocol information element for IPv6
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NOTE:	Digit 1 contains the first BCD coded digit of the X.121 address.

Figure � SEQ Figure \* ARABIC �8�: Protocol information element for X.25 

SourcePDPContext ID

The Source PDP Context ID is a 32-bits value that is used to identify a PDP Context in a GSN node. The PDP Context ID is the TEPIS or TEPIG described in GSM 03.60. It is recommended that the value range is used in a way that avoids aliasing between previous and current tunnels.
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Figure � SEQ Figure \* ARABIC �9�: Source PDP Context ID information element

Result Code

The Result Code is an indication of the acceptance of a request and is included in a response message.
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Figure � SEQ Figure \* ARABIC �10�: Result Code information element



Table � SEQ Table \* ARABIC �17�: Result Code values

Result Code�Value��Request accepted�0��Authorisation failure�1��Non-existent�2��Invalid message format�3�����All other values are reserved [FFS]��

Table � SEQ Table \* ARABIC �18�: Reason Code values

Result Code�Value��Not in use�0�����All other values are reserved [FFS]��

Path MTU Data

The Path MTU Data is used to find out the path MTU. The content can be any data because the content is not read by the receiver. The initial length of the Path MTU Data element should be adapted so the size of the initial IP datagram is the size of the first hop MTU.  

Length = FirstHopMTUSize - BackboneIPHeaderSize - UDPHeaderSize -CommonHeaderSize
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Figure � SEQ Figure \* ARABIC �11�: Path MTU Data information element

International Mobile Subscriber Identity (IMSI)

The IMSI is the subscriber identity of the MS. The IMSI may be used in GGSN for charging purposes .
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Figure � SEQ Figure \* ARABIC �12�: IMSI information element

Old Routing Area Identity (RAI)

The former RAI of where the MS were located before the change of routing area.
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Figure � SEQ Figure \* ARABIC �13�: Old RAI information element

Old Temporary Logical Link Identity (TLLI)

The TLLI associated with the MS in the old routing area .
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Figure � SEQ Figure \* ARABIC �14�: Old TLLI information element

No. of PDP Contexts

The number of PDP Contexts, stored at the old SGSN and transferred from there to the new SGSN, for a specific MS.
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Figure � SEQ Figure \* ARABIC �15�: No. of PDP Contexts information element

Old PDP Context ID

A PDP Context ID associated with the MS in the old SGSN.
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Figure � SEQ Figure \* ARABIC �16�: Old PDP Context ID information element

New PDP Context ID

A PDP Context ID associated with the MS in the new SGSN.
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Figure � SEQ Figure \* ARABIC �17�: New PDP Context ID information element

MM Context

The exact contents of the MM Context is FFS. However, below is an indication of what it may include.
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Figure � SEQ Figure \* ARABIC �18� MM Context element



PDP Context Element

The exact contents of the PDP Context is FFS. However, below is an indication of what the PDP Context Element may include.
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Figure � SEQ Figure \* ARABIC �19�: PDP Context information element

Quality of Service (QoS)

The Quality of Service (QoS) is the QoS that the MS has negotiated with the SGSN. The QoS information element is supplied to the GGSN in the CreatePDPContextRequest message and the ModifyPDPContextRequest message.
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Figure � SEQ Figure \* ARABIC �20�: Quality of Service (QoS) information element



Table � SEQ Table \* ARABIC �19�: Quality of Service (QoS) values

QoS�Value��QoS class 1�1��QoS class 2�2��QoS class 3�3��QoS class Best Effort�4�����All other values are reserved [FFS]��

Transmission Plane

Tunnels are used to carry payload packets between a given GSN pair for individual MSs. A key (Destination PDP  Context ID) which is present in the GTP header indicates which tunnel a particular payload packet belongs to. In this manner, packets are multiplexed and demultiplexed by GTP between a given GSN-GSN pair.  The value to use in the key field is established by the create PDP Context establishment procedure which takes place on the signalling plane.

Tunnel Packet  Format

The GTP protocol carries payload packets through the GPRS backbone. Payload packets are carried in a tunnel between GSN pairs, encapsulated in tunnel packets. A tunnel packet is an IP datagram with a GTP header and a payload packet. The IP header defines the path and the GTP header defines the tunnel. Several tunnels can be multiplexed on a single path. The IP packets have the following general structure:
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Figure � SEQ Figure \* ARABIC �21�: Tunnel Packet Format

GTP  header

The header used in GTP is a modified version of that specified in the current GRE protocol specification [6], [7]. A new GTP specific protocol number for the IP header is to be requested from Internet Assigned Number Authority (IANA) (FFS(.

The format of the GTP header is as follows:
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Figure � SEQ Figure \* ARABIC �22�: GTP Header format 

	reserved: Reserved bits that must be set to 0 .

		Version must be 0, indicating the first version of the GTP protocol. A GPRS specific protocol number, to be used in the IP header, is to be allocated for the GTP protocol.

	Length: Size of the payload packet.

	Destination PDP Context ID: Contains the peer’s PDP Context ID (TEPIS or TEPIG in GSM 03.60) for the tunnel to which this payload packet belongs. 



Handling of normal cases as well as exception cases

General

This subclause deals with handling of normal cases as well as the possible exception cases and error cases in GTP. 

The exception handling is presented as state machines in table form. There are four tables, one each for:

-	creating, modifying and deleting a PDP Context in an SGSN

-	creating, modifying and deleting a PDP Context in a GGSN

-	getting MM Context from an old SGSN in a new SGSN

-	sending MM Context to a new SGSN from an old SGSN

For a better survey, the normal cases too are included in the tables. However, the stress is put on the error cases, not on describing details in the normal cases.

NOTE:	Since the 03.60 specification at present is very unclear about whether a context is removed at e.g. detach, deactivation etc., an Inactive state is included in the tables, meaning there is some not active MM or PDP Context stored in the GSN.

As stated above, only GTP cases are considered. Consequently, e.g. the following errors are not and should not be covered in this subclause:

-	implementation errors

-	memory errors

-	lower layer protocol errors

P1: Create PDP Context

The Create PDP Context procedure (P1) is triggered by an MS activating a PDP Context.
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Figure � SEQ Figure \* ARABIC �23�: Create PDP Context procedure



P2: Modify PDP Context

The Modify PDP Context procedure (P2) is triggered by the successful completion of the SGSN Context procedure in the new SGSN.
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Figure � SEQ Figure \* ARABIC �24�: Modify PDP Context procedure



P3: Delete PDP Context

The Delete PDP Context procedure (P3) is triggered by an MS deactivating a PDP Context.
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Figure � SEQ Figure \* ARABIC �25�: Delete PDP Context procedure



SGSN Context Retrieval

The SGSN Context Retrieval procedure is triggered by an MS performing an inter-SGSN routing update.
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Figure � SEQ Figure \* ARABIC �26�: SGSN Context Retrieval procedure



SGSN, PDP Context



�PDP Context state��                                           

Event

�

S2 Request sent�

S1 None or S4 Inactive�

S3 Active��Correct response received

�P1: SGSN Activate PDP Context, to S3

P2: SGSN Update PDP Context, to S3

P3: SGSN Remove PDP Context, to S1�No action �No action

��Failure�P1, P2: SGSN Remove preliminary PDP Context, to S1 (The MS should be informed.(

P3: SGSN Remove PDP Context, to S1�No action�No action��Parameter error�FFS P1, P2: SGSN Remove preliminary PDP Context, to S1 (The MS should be informed.(

P3: SGSN Remove PDP Context, to S1�No action�No action��Timeout�Request repetition�Not applicable�Not applicable��Error Indication received�No action�No action�SGSN Re-activate PDP Context, to S2��Recover MS received�No action�SGSN ask MS to re-attach�No action��MO user data received�User data disposal�User data disposal�Tunnel to GGSN��MT user data received�TBD User data disposal�User data disposal�Send to MS��

PDP Context States�Description��S1 None�No PDP Context exists for the given ID.��S2 Request sent�A Create, Modify or Delete PDP Context Request has been sent to the GGSN associated with the context with the given ID. The SGSN has not received any answer yet.��S3 Active�An activated PDP context exist in the SGSN for the given ID.��S4 Inactive�An inactivated (i.e. not valid) PDP context exist in the SGSN for the given ID.��



Events�Description��Correct response received

�The Create/Modify/Delete PDP Context Response, containing valid parameters values, arrives in time. The Result Code is set to RequestAccepted.��Failure�The PDP Create/Modify/Delete Context Response has a Result Code differing from RequestAccepted.��Parameter error�Any parameter value of the Create/Modify/Delete PDP Context Response is out of bounds.��Timeout�The Create/Modify/Delete PDP Context Response does not arrive within the specified time of N seconds.��Error Indication received�The GGSN has lost its PDP Context and sends an Error Indication to the SGSN.��Recover MS received�A Recover MS message is received from a the GGSN.��MO user data received�A user data packet, sent from the MS, arrives at the SGSN. ��MT user data received�A user data packet, sent from a GGSN and addressed to the MS, arrives at the SGSN.��



Action�Description��SGSN Activate PDP Context�The SGSN inserts the TEPIG value and validates the new preliminary entry in its PDP Context table. The timer guarding the reception of the response is reset.��SGSN Update PDP Context�The SGSN validates the PDP Context. The timer guarding the reception of the response is reset.��SGSN Remove PDP Context�The SGSN removes the PDP Context. The timer guarding the reception of the response is reset.��SGSN Remove preliminary PDP Context�The SGSN removes the preliminary PDP Context. The timer guarding the reception of the response is reset.��Request repetition�The request is sent again to the GGSN. The request may be sent up to N times. After that, if the GGSN has still not responded, it is considered a Failure (refer to that event in the SGSN PDP Context  table).��SGSN Re-activate PDP Context�The SGSN sends a Create PDP Context Request to the GGSN in order to re-establish the tunnel.��SGSN ask MS to re-attach�The SGSN pages the MS which is then asked to re-attach and re-activate its PDP Contexts.��No action�The signal is disposed of without any further action.��Not applicable�The event does not apply to this state.��Tunnel to GGSN�The MO user data is tunnelled to the GGSN.��Send to MS�The MT user data is sent to the MS.��User data disposal�The user data packet is disposed of.��

GGSN, PDP Context



�

PDP Context state

��

Event

�

S1 None or S3 Inactive�

S2 Active��Request received�P1: GGSN Activate PDP Context, to S2

P2: GGSN No context

P3: GGSN No context�P1, P2: GGSN Update PDP Context

P3: GGSN Remove PDP Context, to S1��Request received, new SGSN�Not applicable�P1, P2: GGSN Update PDP Context, new SGSN

P3: FFS��Parameter error.�FFS�FFS��Error Indication received�FFS. No action�GGSN Send Recover MS to SGSN��MO user data received�GGSN Indicate Error to SGSN�Send to destination��MT user data received�User data disposal�Tunnel to SGSN��



PDP Context States�Description��S1 None�No PDP Context exists for the given ID.��S2 Active�An activated PDP context exist in the GGSN for the given ID.��S3 Inactive�An inactivated (i.e. not valid) PDP context exist in the GGSN for the given ID.��

���Events�Description��Request received

�A Create/Modify/Delete PDP Context Request, containing valid parameters values, is received. The PDP Context in question is either not Active, or is handled by the same SGSN which sent the request.��Request received, new SGSN�A Create/Modify/Delete PDP Context Request, containing valid parameters values, is received. The PDP Context in question is Active, but SGSN which sent the request is not the same as the one which handled the PDP Context until now.��Parameter error�Any parameter value of the Create/Modify/Delete PDP Context Request is out of bounds.��Error Indication received�An Error Indication, sent from the SGSN, aarives at the GGSN.��MO user data received�A user data packet, sent from an external PDN, arrives at the GGSN. ��MT user data received�A user data packet, sent from the SGSN, arrives at the GGSN.��



Action�Description��GGSN Activate PDP Context�The GGSN inserts a new entry in its PDP Context table, thereby changing the PDP Context state to Activated. The GGSN sends a Create PDP Context Response, with Result Code set to RequestAccepted, to the SGSN.��GGSN Update PDP Context�The GGSN updates the PDP Context with the new parameters and sends a Create PDP Context Response, with Result Code set to RequestAccepted, to the SGSN.��GGSN Update PDP Context, new SGSN�The PDP Context is already active against another SGSN. The GGSN updates the PDP Context with the new parameters and sends a Create PDP Context Response, with Result Code set to RequestAccepted, to the SGSN.��GGSN Remove PDP Context�The GGSN removes the PDP Context and sends a Delete PDP Context Response, with Result Code set to RequestAccepted,  to the SGSN.��GGSN No context�The TEPIG of the request is unknown in the GGSN. The GGSN sends a Modify PDP Context Response, with Result Code set to UnknownContext, to the SGSN.��GGSN Send Recover MS to SGSN�The PDP Context was unknown in the SGSN. Therefore it sent an Error Indication to the GGSN. The GGSN requests the SGSN to recover the MS by sending a Recover MS message, including the IMSI of the MS.��GGSN Indicate Error to SGSN�The GGSN received user data for a PDP Context which didn’t exist. The GGSN asks for the PDP Context to be re-activated by sending an Error Indication message to the SGSN.��Not applicable�The event does not apply to this state.��Tunnel to new SGSN�The user data packet is tunnelled to the new SGSN.��Tunnel to SGSN�The MT user data is tunnelled to the SGSN.��Send to destination�The MO user data is sent to the destination.��User data disposal�The user data packet is disposed of.��

New SGSN, MM Context

�

MM Context state

��

Event

�

S2 Request sent�

S1 None or S4 Inactive�

S3 Active��Correct response received�New SGSN Routing update, to S3�No action �New SGSN Send complete��Response: No request received

�Request repetition�No action�No action��Response: Context not found 

�No action (The MS should be informed.(�No action�No action��Failed repetition request

�No action (The MS should be informed.(�No action�No action��Parameter error�FFS, to S1�No action�No action��Timeout�Request repetition�Not applicable�Not applicable��MO user data received�User data disposal�User data disposal�Tunnel to GGSN��MT user data received�FFS User data disposal�User data disposal�Send to MS��



MM Context States�Description��S1 None�No MM Context exists for the given ID.��S2 Request sent�A SGSN Context Request has been sent to the old SGSN. The new SGSN has not received any answer yet.��S3 Active�An activated MM context exist in the SGSN for the given ID.��S4 Inactive�An inactivated (i.e. not valid) MM context exist in the SGSN for the given ID.��



Events�Description��Correct response received�The SGSN Context Response, containing valid parameters values, arrives in time. The Result Code is set to RequestAccepted or AlreadyTunnelling.��Response: No request received�The SGSN Context Response, containing valid parameters values, arrives in time. The Result Code is set to NoRequestReceived.��Response: Context not found 

�The SGSN Context Response, containing valid parameters values, arrives in time. The Result Code is set to ContextNotFound.��Failed repetition request�The request has failed to be answered N times.��Parameter error�Any parameter value of the SGSN Context Response is out of bounds.��Timeout�The SGSN Context Response does not arrive within the specified time of N seconds.��MO user data received�A user data packet, sent from the MS, arrives at the SGSN.��MT user data received�A user data packet, sent from a GGSN and addressed to the MS, arrives at the SGSN.��



Action�Description��New SGSN Routing update�MM Context is created. PDP Contexts are created and associated with new TEPIS values. The new TEPISes are communicated to the old SGSN in a SGSN Context Complete signal.��New SGSN Send complete�The new TEPISes are communicated to the old SGSN in a SGSN Context Complete signal.��Request repetition�The SGSN Context Request is sent again to the old SGSN. The request may be sent up to N times. After that, if the old SGSN has still not responded correctly, it is considered a Failed repetition request (refer to that event in the SGSN MM Context  table).��No action�The signal is disposed of without any further action.��Not applicable�The event does not apply to this state.��Tunnel to GGSN�The MO user data is tunnelled to the GGSN (provided the PDP Context is active).��Send to MS�The MT user data is sent to the MS  (provided the PDP Context is active).��User data disposal�The user data packet is disposed of.��

Old SGSN, MM Context



�

MM Context state

��

Event

�

S1 None�

S5 Inactive�

S2 Active�

S3 Response sent�

S4 Tunnelling��Correct Request Received�Old SGSN No context�Old SGSN Send response, to S3�Old SGSN Send response, to S3�Old SGSN Send response�Old SGSN Already tunnelling, to S3��Correct Complete Received�Old SGSN No context TBD�Old SGSN No request received�Old SGSN No request received�Old SGSN Start Tunnelling, to S4�Old SGSN Already tunnelling, to S3. FFS��Parameter Error�FFS�FFS�FFS�FFS�FFS��Confirmation Timeout�Not applicable�Not applicable�Not applicable�Response repetition�Not applicable��MO user data received�User data disposal�User data disposal�Tunnel to GGSN�FFS User data disposal�FFS User data disposal��MT user data received�User data disposal�User data disposal�Send to MS�User data disposal�Tunnel to new SGSN��



PDP Context States�Description��S1 None�No MM Context exists for the given ID.��S2 Active�An activated MM context exist in the old SGSN for the given ID.��S3 Response sent�The old SGSN has sent an SGSN Context Response to the new SGSN, and is awaiting an SGSN Context Complete, including the TEPIS values needed for tunnelling of user data.��S4 Tunnelling�The old SGSN is tunnelling user data to the new SGSN.��S5 Inactive�An inactivated (i.e. not valid) MM context exist in the old SGSN for the given ID.��

���Events�Description��Correct request received

�A SGSN Context Request, containing valid parameters values, is received.��Correct complete received�A SGSN Context Complete, containing valid parameters values, is received.��Parameter error�Any parameter value of the SGSN Context Request/Complete is out of bounds.��Confirmation timeout�The SGSN Context Complete does not arrive within the specified time of N seconds.��MO user data received�A user data packet, sent from the MS, arrives at the old SGSN. ��MT user data received�A user data packet, sent from the GGSN, arrives at the old SGSN.��



Action�Description��Old SGSN Send response�A timer T is set to guard the reception of  the SGSN Context Complete (and, if in state S3, the  already running timer T is reset). An SGSN Context Response, with Result Code set to RequestAccepted, is sent to the new SGSN.��Old SGSN Already tunnelling�A timer T is set to guard the reception of  the SGSN Context Complete (and, if in state S3, the  already running timer T is reset). An SGSN Context Response, with Result Code set to AlreadyTunnelling, is sent to the new SGSN.��Old SGSN Start Tunnelling�The TEPIS values of the SGSN Context Complete is associated with the PDP Contexts. The timer T is reset.��Old SGSN No request received�An SGSN Context Response with Result Code NoRequestReceived is sent to the new SGSN.��Old SGSN No context�An SGSN Context Response with Result Code ContextNotFound is sent to the new SGSN.��Response repetition�The SGSN Context Response is sent again to the old SGSN. The timer T is reset and set again. The request may be sent up to N times. After that, if the new SGSN has still not sent an SGSN Context Complete, the old SGSN takes no further action.��Not applicable�The event does not apply to this state.��Tunnel to GGSN�The MO user data is tunnelled to the GGSN (provided the PDP Context is active).��Send to MS�The MT user data is sent to the MS  (provided the PDP Context is active).��Tunnel to new SGSN�The user data packet is tunnelled to the new SGSN.��User data disposal�The user data packet is disposed of.��

Error recovery [FFS]

[Here new text, which is in line with GSM 03.60 and subclause Recovery and Restoration Procedures, is needed. – Ed.]



Inter-PLMN GTP communication over the Gp interface

[Here it is intended to describe the possible additions needed for inter-PLMN GTP communication. –Ed.]



IP, the networking technology used by GTP

[Here it is intended to describe, for example, which version of IP the intra-/inter-PLMN backbone network shall be based upon, which routing protocols shall be used over the Gn interface and Gp interface and how packet fragmentation shall be performed. –Ed.]
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Annex A (informative):	Seamless inter-PLMN roaming

A possible way to support inter-PLMN roaming is discussed very briefly in this annex.

When an MS roams between two SGSNs within the same PLMN, the new SGSN finds the address to the old SGSN by the association old RA - old SGSN. Thus, each SGSN knows the address to every other SGSN in the PLMN.

When an MS roams from an SGSN to an SGSN in another PLMN, the new SGSN may not itself have access to the address to the old SGSN. Instead, the SGSN transforms the old RA information to a logical name of the form:

RAC.LAC.MNC.MCC.GPRS

The SGSN the acquires the IP address of the old SGSN from a DNS server, using the logical address. Every PLMN should include one DNS each. Note that these DNSes are GPRS internal entities, unknown outside the GPRS system.

The above implies that at least MCC + MNC + RAC + LAC (= RAI) is sent as RA parameter over the radio when an MS roams to another RA.

If the new SGSN for any reason fails to obtain the address of the old SGSN, the same actions as when the corresponding event occurs within one PLMN are taken.

Introducing the DNS concept in GPRS gives a general possibility to use logical names instead of IP addresses when referring to e.g. GSNs, thus providing flexibility in addressing of  PLMN nodes.

Another way to support seamless inter-PLMN roaming is to store the SGSN IP addresses in HLR and request them when necessary.
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� Since the SGSN Context Response includes both the IMSI and the triplets, the SGSN Context signals would be possible to use instead of the Identification Request/Response in the GPRS Attach procedure. (FFS]
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