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Foreword

Requirements of the GPRS LLC layer

The requirements of the LLC layer can be summarized as follows:

-	The LLC layer shall provide a highly reliable logical link between the MS and SGSN. 

-	The LLC shall be independent of the underlying radio interface protocols in order to allow introduction of alternative GPRS radio solutions with minimal change to the NSS.

-	The LLC shall support variable length information frames.

-	The LLC shall support both point-to-point and point-to-multipoint data transfers.

-	The LLC shall support both acknowledged and unacknowledged data transfers.

-	The LLC layer shall permit information transfer between the network and one or more MSs using the same physical (e.g. radio) resources. Thus each LLC frame should uniquely identify the MS sending (uplink) or receiving (downlink) the information.

-	The LLC layer shall allow information transfer with different service criteria, such that high priority data transfers may take precedence over lower priority transfers to the same MS.

-	The LLC layer shall provide user data confidentiality by means of a ciphering function.

-	The LLC layer shall support user identity confidentiality.

Comparison of LAPG to existing protocols

This document describes a proposed framework for the GPRS LLC layer protocol, termed Link Access Procedure for GPRS (LAPG). The concepts and procedures used in the definition of LAPG are based extensively on the following protocol specifications:

-	HDLC, defined in ISO-7809 (classes of procedures) and ISO-4335 (elements of procedures)

-	LAPD, defined in ITU-T Q.920 and Q.921

-	LAPDm, defined in GSM 04.06 

-	RLP, defined in GSM 04.22

LAPG meets all of the LLC layer requirements and differs from the reference protocols in the following ways:

a)	Separation of the data link layer into separate sublayers, the Medium Access Control (MAC), Radio Link Control (RLC) and Logical Link Control (LLC) sublayers. The MAC and RLC layers are described in GSM 03.64. The RLC and MAC are responsible for procedures specific to the radio channel, such as framing, transparency and forward error correction. Consequently, LAPG does not require frame flags or bit stuffing.

b)	LAPG addressing formats and procedures are modified for GPRS:

1)	Each LAPG data link connection identity (DLCI) consists of a TEI plus SAPI as defined in LAPD.

2)	The LAPG Terminal Endpoint Identifier (TEI) supports different address types, including group IDs (IMGI) and several variants of temporary IDs (TLLI). This enables increased address flexibility between the MS and GSM network.

4)	The LAPG SAPI value assignments differ from the LAPD, RLP or LAPDm SAPI values in order to accommodate multiple classes (i.e. priorities) of data transfer to a single MS.

c)	LAPG defines both peer-to-peer and peer-to-multipeer procedures, enabling efficient GPRS PTP and PTM data transfer. 

d)	LAPG defines a new control message for the suspension of data transfers without the need to tear down and re-establish the logical link.

E)	LAPG supports a ciphering function to provide data confidentiality across the radio interface.

Introduction

This specification describes the frame structure, elements of procedure, format of fields and procedures for the proper operation of the Link Access Procedure on the “G” channel, LAPG (see note). It is based on ideas contained in IS 3309, IS 4335 and IS 7809 (HDLC of ISO) as well ITU-T Q.920 and Q.921 (LAPD). The concepts, terminology, overview description of LLC layer functions and procedures, and the relationship with other Technical Specifications are described in general terms in GSM 03.60

NOTE:	The term G channel is used for convenience to designate the collection of all possible GPRS radio channels defined for the GSM system. The LAPG protocol is designed to be independent of the underlying radio technology and radio channel protocols.

LAPG spans from the Mobile Station (MS) to the Serving GPRS Support Node (SGSN). LAPG is intended for use with both transparent and non-transparent data-transfer.

The frame formats defined for LAPG are based on those defined for LAPD, as well as LAPDm and RLP. However, there are important differences between LAPG and other protocols, in particular with regard to frame delimitation methods and transparency mechanisms. These differences are necessary for independence from the radio path.

The LAPG procedures are modeled upon the concepts of HDLC as outlined in ISO 4335. Data sequence integrity between the data source and data sink is effected by means of a numbering scheme which is cyclic with a modulus of 64 [FFS]. An independent numbering scheme is used for each logical data link, as identified by the Data Link Connection Identifier (DLCI). LAPG supports three modes of operation:

1-	Unacknowledged peer-to-peer or peer-to-multipeer operation:

An LLC entity may initiate transmissions to one or more peer entities without prior establishment of a logical connection with the peer entities. There is no organization of the data flow, and no error recovery procedures are defined. This mode of operation is known as Asynchronous Disconnected Mode (ADM).

2-	Acknowledged peer-to-peer operation:

A balanced data link involves only two participating entities (peer-to-peer), and each entity assumes responsibility for the organization of its data flow and for error recovery procedures associated with the transmissions that it originates. Each entity operates as both a data source and data sink in a balanced link, allowing information to flow in both directions. This mode of operation is known as Asynchronous Balanced Mode (ABM).

3-	Negative acknowledged peer-to-multipeer operation:

An unbalanced data link involves two or more participating entities (peer-to-multipeer). For control purposes, the network side entity assumes responsibility for the organization of the data flow and for error recovery procedures. The network entity operates as the data source while one or more MSs operate as the data sink(s), allowing information to flow in only one direction. This mode of operation is known as Asynchronous Unbalanced Mode (AUM).

This specification is organized as follows :

	- An overview of the LLC layer functions is given in § 4.

	- The frame structure for peer-to-peer and peer-to-multipeer communication is given in § 5. 

	- The elements of procedure and formats of fields are given in § 6. 

	- The elements of layer-to-layer communication are contained in § 7. 

	- The details of the peer-to-peer ABM procedures are given in § 8. 

	- The details of the peer-to-multipeer AUM procedures are given in § 9.

	- A description of the TLLI management procedures is provided in Annex A.

	- A description of MS authentication and identity confidentiality is provided in Annex B.

	- An overview of the LLC layer states is provided in Annex C

�1	Scope

This specification defines the logical link control layer protocol to be used for packet data transfer between the Mobile Station (MS) and Serving GPRS Support Node (SGSN).

NOTE:	This is a draft specification. The terms “for further study” or “FFS” are present throughout this specification, meaning this is an area requiring additional input and investigation prior to the final specification.

2	Normative references

This specification incorporates by dated and undated reference, provisions from other publications. These normative references are cited at the appropriate places in the text and the publications are listed hereafter. For dated references, subsequent amendments to or revisions of any of these publications apply to this specification only when incorporated in it by amendment or revision. For undated references, the latest edition of the publication referred to applies.

[1]	ITU-T I.440 (=Q.920) ISDN user-network interface logical link layer- General aspects Redbook III.5

[2]	ITU-T I.441 (=Q.921) ISDN user-network interface logical link layer- Specification Redbook III.5

[3]	ISO 3309:1984 Information processing systems-Data communications- High-level logical link control procedures-Frame structure

[4]	ISO 4335:1987 Information processing systems-Data communication- High-level logical link control procedures-Consolidation of elements of procedures

[5]	ISO 7498:1984 Information processing systems- Open Systems Interconnection-Basic Reference Model

[6]	ISO 7498:1984/ Information processing systems- Open Systems Add.1:1987 Interconnection-Basic Reference Model-Addendum 1: Connectionless-mode transmission

[7]	ISO 7776:1986 Information processing systems- Data communication-High-level data link control procedures- Description of the X.25 LAPB compatible DTE logical link procedures

[8]	ISO 7809:1984 Information processing systems- Data communication-High-level logical link control procedures-Consolidation of classes of procedures

[9]	ISO 7809:1984/ Information processing systems- Data communication Add.1:1987 - High-level logical link control procedures-Consolidation of classes of procedures; Addendum 1

[10]	ISO 7809:1984/ Information processing systems- Data communication Add.2:1987 - High-level logical link control procedures- Consolidation of classes of procedures- Addendum 2: Description of optional functions

[11]	ISO 8885/DAD1 Information processing systems- Data communication-High-level logical link control procedures-General purpose XID frame information field content and format- 	Addendum 1: Additional operational parameters of the parameter negotiation Logical link Layer subfield and definition of a Multilink parameter

[12]	GSM 04.06: MS/BSS Interface Logical link Layer Specification (LAPDm)

[13]	GSM 04.22: Radio Link Protocol (RLP) for Data and Telematic Services on the MS/BSS Interface and the BSS/MSC Interface

3	Definitions and abbreviations

3.1	Definitions

For the purposes of this specification the following definitions apply.

G channel: the collection of all possible GPRS radio channels defined for the GSM system. 

3.2	Abbreviations

For the purposes of this specification the following abbreviations apply.

ABM	Asynchronous Balanced Mode

ADM	Asynchronous Disconnected Mode

AUM	Asynchronous Unbalanced Mode

DLCI	Data Link Connection Identifier

LAPG	Link Access Procedure on the “G” channel

LLC	Logical Link Control layer

MME	Mobility Management Entity

PTM	Point-to-Multipoint

PTP	Point-to-Point

SGSN	Serving GPRS Support Node

SNDC	Subnetwork Dependent Convergence layer



4	Overview description of LLC functions and procedures

4.1	Reference model

A model of layering the protocols in GPRS is illustrated in figure 1. The LLC layer operates above the RLC layer in the reference architecture to provide a logical link between MS and its Serving GPRS Support Node (SGSN). The main operation requirements for the LLC are the management of reliable LLC frame transmission and support for point-to-point and point-to-multipoint addressing.
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Figure 1: Protocol layering in GPRS

NOTE:	Throughout this document it is assumed, for simplicity, that the LLC layer communicates directly with the RLC/MAC layer primitives. However, on the network side, the BSSGP protocol acts as a relay between the LLC and RLC/MAC layers. It is assumed that within the SGSN, the BSSGP layer implements the same primitives as the RLC/MAC layer, such that from the LLC layer perspective, there is no difference between the BSSGP and RLC/MAC interface primitives.

Above the LLC layer is located the Subnetwork Dependent Convergence (SNDC) layer, which controls the transfer of network layer PDUs (N-PDUs) between the MS and SGSN. The SNDC functionality is described in GSM 03.60 and specified in GSM 04.65.

The logical link layer Service Access Point (SAP) is the point at which the LLC layer provides services to the layer 3 protocols (the SNDC layer in figure 1). A LLC layer connection is identified by the Data Link Connection Identifier (DLCI) carried in the address field of each LLC frame. The DLCI consists of two elements: the Service Access Point Identifier (SAPI) and a Terminal Endpoint Identifier (TEI).
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Figure 2: Formation of LLC frames

Each LLC frame consists of the header, trailer and data field. The header and trailer fields contain information such as address, frame number and checksum, which are used to provide reliable transmission. The data field is variable length. Both transmission and retransmission of each frame are controlled by the LLC layer. 

The LLC layer represents a generic protocol layer within the GPRS protocol reference model. The LAPG protocol is designed to operate at the LLC layer of the GPRS protocol reference model. The concepts and procedures used in the definition of LAPG are based extensively on the following reference specifications:

HDLC, defined in ISO-7809 [8] (classes of procedures) and ISO-4335 [4] (elements of procedures)

LAPD, defined in ITU-T Q.920 [1] and Q.921 [2]

LAPDm, defined in GSM 04.06 [12]

RLP, defined in GSM 04.22 [13],

Many of the formats and procedures are similar to these reference protocols, and differences are introduced only where needed to reflect the unique aspects of the GPRS architecture and requirements.

4.2	General Description of the LAPG protocol

The purpose of LAPG is to convey information between layer 3 entities in the MS and SGSN using the logical G-channel. Specifically LAPG will support:

-	multiple MSs at the Um network interface;

-	multiple layer 3 entities within an MS.

LAPG includes functions for:

a)	the provision of one or more logical link connections on a G-channel. Discrimination between the logical link connections is by means of a data link connection identifier (DLCI) contained in each frame;

b)	sequence control, to maintain the sequential order of frames across a logical link connection;

c)	detection of transmission, format and operational errors on a logical link connection;

d)	recovery from detected transmission, format, and operational errors;

e)	notification to the management entity of unrecoverable errors; and

f)	flow control.

LLC layer functions provide the means for information transfer between multiple combinations of logical link connection endpoints. The information transfer may be via point-to-point logical link connections, point-to-multipoint logical link connections or via broadcast logical link connections. In the case of point-to-point information transfer, a frame is directed to a single endpoint, while in the case of point-to-multipoint  and broadcast information transfer, a frame is directed to multiple endpoints.

4.3	Unacknowledged operation

With this type of operation layer 3 information is transmitted in Unconfirmed Information (UI) frames. At the logical link layer the UI frames are not acknowledged. Even if transmission and format errors are detected, no error recovery mechanism is defined. 

Flow control procedures are not defined.

Unacknowledged operation is applicable for point-to-point, point-to-multipoint and broadcast information transfer; that is, a UI frame may be sent to a specific endpoint or sent to multiple endpoints associated with a specific Service Access Point Identifier (SAPI).

4.4	Acknowledged operation

With this type of operation, layer 3 information is transmitted in frames that are acknowledged at the logical link layer.

Error recovery procedures based on retransmission of unacknowledged frames are specified. In the case of errors which cannot be corrected by the logical link layer, a report to the management entity is made.

Flow control procedures are also defined.

Acknowledged operation is applicable for point-to-point information transfer. One form of acknowledged information transfer is defined, ABM operation.

Layer 3 information is sent in numbered Information (I) frames. Several I frames may be unacknowledged at the same time. ABM operation is initiated by an establishment procedure using a Set Asynchronous Balanced Mode (SABM) command.

4.5	Negative Acknowledged operation

With this type of operation, layer 3 information is transmitted in frames that are not positively acknowledged at the logical link layer.

Error recovery procedures based on retransmission of  negatively acknowledged frames are specified. In the case of errors which cannot be corrected by the logical link layer, a report to the management entity is made.

Flow control procedures are not defined.

Negative acknowledged operation is applicable for point-to-multipoint information transfer.

Layer 3 information is sent in numbered Information (I) frames. Several I frames may be unacknowledged at the same time. AUM operation is initiated by an establishment procedure using a Set Asynchronous Unbalanced Mode (SAUM) command.

4.6 	Establishment of information transfer modes

4.6.1	Data link connection identification

A logical link connection is identified by a Data Link Connection Identifier (DLCI) carried in the address field of each frame.

The data link connection identifier is associated with a connection endpoint identifier at the two ends of the logical link connection. The DLCI consists of two elements: the SAPI and the Terminal Endpoint Identifier (TEI).

The SAPI is used to identify the service access point on the network side or the user side of the user-network interface.

The TEI is used to identify a specific connection endpoint (MS or MS group).

The TEI may be assigned by the network (e.g. local TLLI), by the MS (e.g. random TLLI) or it may be entered into the user equipment (e.g. IMGI).

4.6.2	Logical link states

A point-to-point logical link entity may be in one of three basic states:

a)	TLLI-unassigned state. In this state a local TLLI has not been assigned. Unacknowledged information transfer is possible by using a random TLLI selected by the MS side; or

b)	TLLI-assigned state. In this state a local TLLI has been assigned to the MS by the network side, by means of the TLLI assignment procedure. Unacknowledged information transfer is possible; or

c)	ABM-established state. This state is established by means of an ABM establishment procedure. Both acknowledged and unacknowledged information transfer are possible.

A point-to-multipoint logical link entity may be in one of three basic states:

a)	TLLI-unassigned state. In this state a local TLLI has not been assigned. Unacknowledged PTM information transfer is possible without group identity confidentiality by using the IMGI; or

b)	TLLI-assigned state. In this state a local TLLI has been assigned by means of the TLLI assignment procedure. Unacknowledged information transfer is possible (with group identity confidentiality); or

c)	AUM-established state. This state is established by means of an AUM establishment procedure. Negative acknowledged and unacknowledged information transfer are possible using the local TLLI (providing group identity confidentiality).

4.6.3	TLLI administration

The purpose of the TLLI assignment procedure is to allow user equipment to obtain a TEI value that the logical link layer entities within the user equipment will use in subsequent communications over the logical link connections.

The TLLI value is typically  associated with an IMSI for PTP communication, or an IMGI for PTM communication. The procedure is conceptually located in the mobility management entity.

The association between the TLLI and IMSI (or IMGI) will be removed by the TLLI removal procedures on request from the mobility management entity when recognizing that the TLLI value is no longer valid.

When in the TLLI-assigned state or the ABM-established state, the TLLI check procedure may be used by the network to check the status of a TLLI (for example, to determine if a MS has been disconnected from a network). Optionally, the MS may request the network to initiate the TLLI check procedure.

Examples of criteria for initiation of TLLI assignment procedure, the TLLI check procedure, and the TLLI removal procedures are described in Annex A.

4.6.4	Establishment of ABM operation

Before point-to-point acknowledged information transfer can start an exchange of a SABM frame and an Unnumbered Acknowledgment (UA) frame must take place. The peer-to-peer ABM establishment procedure is specified in detail in § 8.

4.6.5	Establishment of AUM operation

Before point-to-multipoint negative acknowledged information transfer start an exchange of a SAUM frame and an Unnumbered Acknowledgment (UA) frame must take place. The peer-to-multipeer  ABM establishment procedure is specified in detail in § 9.

4.7	LLC layer identities

The LLC layer supports multiple terminal equipment identity (TEI) types. The following subsections define the criteria for selecting the TEI type to be used for LLC frame addressing. [Ed. Note: refer to 04.08 section 10.5.1.4 Mobile Identity]

4.7.1	Point-to-point frame identities

For all LLC layer point-to-point transactions the mobile station and the network shall select the TEI type with the following priority:

1)	Local TLLI: The IMSI’s network assigned Temporary Logical Link Identity should be used if available.

2)	Random TLLI: A randomly selected Temporary Logical Link Identity should be used in the case where no network assigned TLLI is available in the MS.

4.7.2	Point-to-multipoint frame identities

For all LLC layer point-to-multipoint transactions the mobile station and the network shall select the TEI type with the following priority:

1)	TLLI: The IMGI’s network assigned Temporary Logical Link Identity should be used if available.

2)	IMGI: The International Mobile Group Identity should be used in the case where no TLLI is available.

4.8	Data confidentiality

The LLC layer shall provide data confidentiality by ciphering the information and FCS fields of data frames:

-	The information and FCS fields of I frames shall be ciphered whenever a valid cipher key (Kc) has been assigned to the associated TEI (IMGI or TLLI). 

-	The information and FCS fields of UI frames (except UI frames used in the attach procedure -- see Annex B) shall be ciphered whenever a valid cipher key (Kc) has been assigned to the associated LLC identity (IMGI or TLLI).

4.9	LLC layer structure

The LLC layer structure is shown in figure 3. This figure is a model shown for illustrative purposes only, and does not constrain implementations.

The Logical Link procedures consists of multiple logical link entities (LLE) which control the information flow of individual connections. Functions provided by the LLE are:

-	unacknowledged information transfer; 

-	acknowledged information transfer;

-	flow control in ABM operation; and

-	frame error detection.

The Mobility Management Entity (MME) provides for the management of mobile identity resources. Access to the MME is provided by means of a specific SAPI. Functions provided by the MME are:

-	MS authentication;

-	TLLI assignment;

-	Cipher key assignment.

The Logical Link Management (LLM) consists of multiple connection management entities (CME) which manage the resources that have an impact on individual connections. Functions provided by the CME are:

-	parameter initialization;

-	error processing;

-	connection flow control invocation.
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Figure 3: Functional model of the LLC layer

The RLC/MAC layer SAPs are described in GSM 03.64.

4.9.1	Logical link procedure

This procedure analyses the control field of the received frame (see § 6.4) and provides appropriate responses and layer-to-layer indications. In addition, it analyses the LLC layer service primitives and transmits the appropriate command and response frames. There is one logical link entity for each DLCI.

The functional model of the logical link procedure is shown in figure 4. The model consists of several functional blocks for point-to-point, point-to-multipoint and broadcast connections.
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Figure 4: Logical link procedure structure

4.9.2	Multiplex procedure

On frame reception, this procedure performs the frame decipher function and analyses Frame Check Sequence (FCS), and address octets of a received frame. If the frame is correct, it distributes the frame to the appropriate data link procedures block based on the DLCI (see § 6.2).

On frame transmission, this procedure performs the frame cipher function and provides data link layer contention resolution between the various data link procedure blocks. The contention resolution is based on the SAPI, giving highest priority to SAPI = 0 frames and lowest priority to SAPI = 7 frames. The multiplex procedure determines whether the frame should be forwarded using RLC/MAC layer DATA or UNITDATA SAP.

5	Frame structure

5.1	General

All logical link layer peer-to-peer exchanges are in frames conforming to the format shown in figure 5. The  frame header consists of the address, control and length indicator fields, and is a minimum of 3 octets and a maximum of 9 octets long.
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Figure 5: LAPG frame format

5.2	Frame delimitation

Frame delimitation across the Um interface between the MS and BSS is provided by the RLC/MAC protocol layers in the reference model:

-	at the beginning of the frame for determining the start of the first octet in the address; and

-	at the end of the frame for determining the last octet of the frame.

Frame delimitation across the Gb interface between the SGSN and BSS is provided by the BSSGP and its underlying transmission layers.

5.3	Address field

The address field may consist of a variable number of octets (either 1 or 5 octets). The address field identifies the Data Link Connection Identifier (DLCI) for which a downlink frame is intended and the DLCI transmitting an uplink frame. The format of the address field is defined in § 6.2.

5.4	Control field

The control field consists of two octets. The format of the control field is defined in § 6.4.

5.5	Length indicator field

The length indicator field may consist of a variable number of octets. The format of the field is defined in § 6.6. It indicates the length of the information field to follow.

5.6	Information field

The information field of a frame, when present, follows the length indicator field (see 5.5 above). The maximum number of octets in the information field (N201) is defined in § 8.10.2. The end of the information field is determined by a length indicator contained in the length indicator field.

5.7	Frame Check Sequence (FCS) field

The FCS field consists of a 24 bit cyclic redundancy check (CRC) code. The CRC-24 is used to detect bit errors in the frame header and information fields.

The FCS field contains the value of a CRC calculation which is performed over the entire contents of the header and information for non-transparent service. The FCS field contains the value of a CRC calculation which is performed over the frame header only for transparent service (see § 6.5.5.2). 

The CRC shall be the ones complement of the sum (modulo 2) of:

1)	the remainder of xk (x23 + x22 + x21 +... + x2 + x + 1) divided (modulo 2) by the generator polynomial, where k is the number of bits of the information over which the CRC is calculated; and

2)	the remainder of the division (modulo 2) by the generator polynomial of the product of x24 by the information over which the CRC is calculated.

The CRC-24 generator polynomial is:

G(x) = x24 + x23 + x21 + x20 + x19 + x17 + x16 + x15 + x13 + x8 + x7 + x5 + x4 + x2 + 1

The result of the CRC calculation is placed within the FCS field as described in § 5.9.3.

Implementation note: As a typical implementation at the transmitter, the initial content of the register of the device computing the remainder of the division is pre-set to all "1's" and is then modified by division by the generator polynomial (as described above) of the information over which the CRC is to be calculated; the ones complement of the resulting remainder is put into the FCS field.

As a typical implementation at the receiver, the initial content of the register of the device computing the remainder of the division is pre-set to all "1's". The final remainder, after multiplication by x24 and then division (modulo 2) by the generator polynomial of the received frame, will be (in the absence of errors):

C(x) = x22 + x21 + x19 + x18 + x16 + x15 + x11 + x8 + x5 + x4

5.8	Transparency

5.8.1	Frame transparency

Because of the frame delimitation technique used in LAPG (see § 5.2), the frame can include any possible sequence of bits without the need for additional frame transparency mechanisms (such as LAPD bit stuffing).

5.8.2	Information transparency

The information carried within a UI frame may be considered as either “transparent” or “non-transparent” (see § 6.5.5.2). CRC error detection procedures are not used on information content within transparent UI frames, allowing applications which can tolerate bit errors to use GPRS services.

5.9	Format convention

5.9.1	Numbering convention

The basic convention used in this specification is illustrated in figure 6. The bits are grouped into octets. The bits of an octet are shown horizontally and are numbered from 1 to 8. Multiple octets are shown vertically and are numbered from 1 to n.
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Figure 6: Format convention

5.9.2	Order of transmission

Frames are transferred between the LAPG layer and underlying protocol layers in units of octets, in ascending numerical octet order (i.e. octet 1, 2, ..., n-1, n). The order of bit transmission is specific to the underlying protocols used across the Um interface (e.g. RLC) and the Gb interface (BSSGP). For example, prior to transmission across the Um interface, the underlying protocol may insert additional error correcting (FEC) bits and the bit order may be rearranged (interleaving).

5.9.3	Field mapping convention

When a field is contained within a single octet, the lowest bit number of the field represents the lowest order value. When a field spans more than one octet, the order of bit values within each octet progressively decreases as the octet number increases. In that part of the field contained in a given octet the lowest bit number represents the lowest order value.

For example, a bit number can be identified as a couple (o, b) where o is the octet number and b is the relative bit number within the octet. Figure 7 illustrates a field that spans from bit (1, 3) to bit (2, 7). The high order bit of the field is mapped on bit (1, 3) and the low order bit is mapped on bit (2, 7).
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Figure 7: Field mapping convention

An exception to the preceding field mapping convention is the FCS field. In this case bit 1 of the first octet is the high order bit and bit 8 of the last octet is the low order bit. The filed mapping for a 32-bit FCS is shown in figure 8.
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Figure 8: FCS mapping convention

6	Elements of procedures and formats of fields

6.1	General

The elements of procedures define the commands and responses that are used on the logical link connections carried on the “G” channel between the MS and Network.

Procedures are derived from these elements of procedures and are described in § 8 and § 9.

If a bit position is marked as “spare”, it shall be coded as “0”. For future compatibility reasons, an entity receiving frames, where spare bit positions are coded otherwise, shall ignore those values without notification of any error.

6.2	Address field format

The address field contains the DLCI and consists of

-	the Command/Response bit C/R;

-	the SAPI;

-	the TEI type field (TT);

-	and the Terminal Endpoint Identifier (TEI) field indicating one of:

-	Temporary Logical Link Identity (TLLI);

-	International Mobile Group Identity (IMGI);

-	Broadcast TEI used for addressing all MSs (downlink).

The format of the address field is shown in figure 9 [FFS].
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Figure 9: Address field format

6.3	Address field variables

6.3.1	Command/Response field bit (C/R)

The C/R bit identifies a frame as either a command or a response. A “command” indicates that the address field identifies the frame destination. A “response” indicates that the address field identifies the frame originator. Once a Point-to-Point (PTP) LLC connection has been established, both peer entities use the same DLCI composed of a SAPI-TEI.

The MS side shall send commands with the C/R bit set to “0”, and responses with the C/R bit set to “1”. The Network side shall do the opposite; that is commands are sent with C/R set to “1”, and responses are sent with C/R set to “0”. The combinations for the Network side and MS side are shown in Table 1.

Table 1: C/R field bit usage.

Type�Direction�C/R Value��Command�Network side to MS side�1��Command�MS side to Network side�0��Response�Network side to MS side�0��Response�MS side to Network side�1��

6.3.2	Service Access Point Identifier (SAPI)

The service access point identifier (SAPI) indicates the precedence with which logical link layer services are provided by LAPG to a layer 3 entity or management entity (see GSM 03.60). Consequently, the SAPI specifies the relative priority of the information carried by the logical link layer frame. The SAPI allows 8 [FFS] service access points to be specified.

The SAPI values are allocated as shown in table 2 [FFS].

Table 2: Allocation of SAPI values.

SAPI�Related Service ��000�LLC layer signaling��001�MM layer signaling��010�reserved��011�reserved��100�Class 1 user data (highest user priority)��101�Class 2 user data��110�Class 3 user data��111�Class 4 user data (lowest user priority)��

6.3.3	TEI Type field (TT)

The TT field identifies the type of address which follows in the TEI field.

The TT values are allocated as shown in table 3 [FFS].

Table 3: Allocation of TEI Type values.

TEI Type (TT)�TT Coding�TEI Address ��0�0000�Broadcast Identity used for addressing all MSs.��1�0001�Temporary Logical Link Identity (TLLI)��2�0101�International Mobile Group Identity (IMGI)��3 to 15�0011 - 1111�reserved for future use��

6.3.4	Terminal Equipment Identifier (TEI) field

The content and format of the TEI field depends upon the TT field, as described in § 6.3.4. The TEI field is variable length and may consist of 0 to 127 octets, as determined by the TL field.

6.3.4.1	Broadcast Identity

When the TT field indicates the broadcast identity, there is no TEI field in the address. Only unconfirmed information (UI) transfer is allowed for broadcast TEI (TT=0)

6.3.4.2	Temporary logical link Identity (TLLI)

When the TT field indicates that the TEI is of type TLLI, then the TEI field will consist of a fixed length 32 bit temporary logical link Identity (TLLI). The TLLI values are encoded as unsigned binary numbers as shown in figure 10. The high order bits T32 and T31 denote the type of TLLI and are coded as follows:

-	T32=0, T31=0  indicates a local TLLI which has been assigned to the MS within the local routing area by the network side;

-	T32=0, T31=1 indicates a foreign TLLI which has been assigned to the MS within a foreign routing area by the network side;

-	T32=1, T31=0 is reserved.

-	T32=1, T31=1 indicates a random TLLI which has been selected by the MS;
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Figure 10: TLLI address format 

6.3.4.3	International Mobile Group Identity (IMGI)

When the TT field indicates that the TEI is of type IMGI, then the TEI field will consist of a fixed length 32 bit International Mobile Group Identity (IMGI) as defined in TS GSM 03.03. Coding of the IMGI is FFS.

6.4	Control field formats

The control field identifies the type of frame, which will be either a command or a response. The control field will contain sequence numbers.

Three types of control field formats are specified: numbered information transfer (I format), supervisory functions (S format), and unconfirmed information transfer and control functions (U format). The control field formats for LAPG are shown in figure 12.

For definition of values for supervisory function bits and unconfirmed function bits, see table 4.
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Figure 12: Control field format.

6.4.1	Information transfer format - I

The I format shall be used to perform an information transfer between layer 3 entities. The functions of N(S), N(R) and P (defined in 6.5) are independent; that is, each I frame has an N(S) sequence number, an N(R) sequence number which may or may not acknowledge additional I frames received by the logical link layer entity, and a P bit that may be set to “0” or “1”. The use of N(S), N(R) and P is defined in § 8.

NOTE:	The LAPG I frame format differs from that of LAPD. In LAPG, each I frame also contains a supervisory information field, in effect “piggy-backing” an S frame with each I frame, so that it may be considered to be an I+S frame.

6.4.2	Supervisory format - S

The S format shall be used to perform logical link supervisory control functions such as: acknowledge I frames, request retransmission of I frames, and request a temporary suspension of transmission of I frames. The functions of N(R) and P/F are independent; that is, each supervisory frame has an N(R) sequence number which may or may not acknowledge additional I frames received by the logical link layer entity, and a P/F bit that may be set to “0” or “1”. The use of N(R) and the P/F bit is described in §§ 8 and 9.

6.4.3	Unconfirmed format - U

The U format shall be used to provide additional logical link control functions and unacknowledged information transfer. This format contains sequence numbers, but there is no frame retransmission function. The format includes a P/F bit that may be set to “0” or “1”.

6.5	Control field parameters and associated state variables

The various parameters associated with the control field formats are described in this subsection.

6.5.1	Poll/Final bit

All frames contain P/F, the Poll/Final bit. The Poll/Final (P/F) bit serves a function in both command frames and response frames. In command frames the P/F bit is referred to as the P bit. In response frames it is referred to as the F bit.

The P bit set to “1” is used by a logical link layer entity to create (poll) a response frame from the peer logical link layer entity. The F bit set to “1” is used by a logical link layer entity to indicate the response frame transmitted as a result of a soliciting (poll) command.

The use of the P/F bit is described in clause 8 and clause 9.

6.5.2	Modulus

Each I and UI frame is sequentially numbered by a sequence number which may have the value 0 through 63 [FFS].

Arithmetic acting on parameters and variables which are related to such sequence numbers operates Modulo 64 (i.e. N(S), N(R), N(W), N(U), V(S), V(R), V(A), V(U), V(W); see following subsections).

NOTE:	Modulo 64 operation on negative numbers is performed by adding multiples of 64 to the negative number until the result becomes non-negative. Then common Modulo 64 operation is applied.

6.5.3	ABM Variables and sequence numbers

6.5.3.1	Send state variable V(S)

In Asynchronous Balanced Mode (ABM), each side of a point-to-point DLCI shall have an associated send state variable (V(S)) when using I frame commands. The send state variable denotes the sequence number of the next in-sequence I frame to be transmitted. The send state variable can take on the value 0 through 63. The value of the send state variable shall be incremented by 1 with each successive I frame transmission, and shall not exceed V(A) by more than the maximum number of outstanding I frames k (The window size k is defined in § 8.10.4.). The value of k may be in the range of 1=<k=<63.

6.5.3.2	Acknowledge state variable V(A) 

In Asynchronous Balanced Mode (ABM), each side of a point-to-point DLCI shall have an associated acknowledge state variable V(A) when using I frame commands and supervisory frame commands/responses. The acknowledge state variable identifies the last frame that has been acknowledged by its peer (V(A) - 1 equals the N(S) of the last acknowledged I frame). The acknowledge state variable can take on the value 0 through 63. The value of the acknowledge state variable shall be updated by the valid N(R) values received from its peer (see § 6.5.3.6). A valid N(R) value is one that is in the range V(A)=<N(R)=<V(S).

These inequalities shall be interpreted in the following way: 

N(R) is called valid, if and only if (N(R)-V(A)) mod 64 <= (V(S)-V(A)) mod 64 . 

Furthermore, from § 6.5.3.1, (V(S)-V(A)) mod 64 <= k.

6.5.3.3	Send sequence number N(S)

In Asynchronous Balanced Mode (ABM), only I frames contain N(S), the send sequence number of transmitted I frames. At the time that an in-sequence I frame is designated for transmission, the value of N(S) is set equal to the value of the send state variable V(S). 

6.5.3.4	Receive state variable V(R)

In Asynchronous Balanced Mode (ABM), each point-to-point DLCI shall have an associated receive state variable (V(R)) when using I frame commands and supervisory frame commands/responses. The receive state variable denotes the sequence number of the next in-sequence I frame expected to be received. The receive state variable can take on the value 0 through 63. The value of the receive state variable shall be incremented by one with the receipt of an error-free, in-sequence I frame whose send sequence number N(S) equals the receive state variable V(R).

6.5.3.5	Receive sequence number N(R)

In Asynchronous Balanced Mode (ABM), all point-to-point I frames and supervisory frames contain N(R), the expected send sequence number of the next received I frame. At the time that a frame of the above types is designated for transmission, the value of N(R) is set equal to the current value of the receive state variable V(R). N(R) indicates that the logical link layer entity transmitting the N(R) has correctly received all I frames numbered up to and including N(R)- 1. 

6.5.3.6	Other parameters and variables

For definition and values of parameters and variables such as timer T200, maximum number of retransmissions (N200), window size (k) and the maximum number of octets in an information field (N201), see § 8.10.

6.5.4	AUM Variables and sequence numbers

6.5.4.1	Send state variable V(S)

In Asynchronous Unbalanced Mode (AUM), the network side of a point-to-multipoint DLCI shall have an associated send state variable (V(S)) when using I frame commands. The send state variable denotes the sequence number of the next in-sequence I frame to be transmitted. The send state variable can take on the value 0 through 63. The value of the send state variable shall be incremented by 1 with each successive I frame transmission, and shall not exceed V(A) by more than the maximum number of outstanding I frames k (The window size k is defined in § 8.10.4.). The value of k may be in the range of 1=<k=<63.

6.5.4.2	Send sequence number N(S)

In Asynchronous Unbalanced Mode (AUM), only I frames contain N(S), the send sequence number of transmitted I frames. At the time that an in-sequence I frame is designated for transmission by the network side LLC entity, the value of N(S) is set equal to the value of the send state variable V(S). 

6.5.4.3	Receive state variable V(R)

In Asynchronous Unbalanced Mode (AUM), the MS side of each point-to-multipoint DLCI shall have an associated receive state variable (V(R)) when receiving I frame commands and supervisory frame commands/responses. The receive state variable denotes the sequence number of the next in-sequence I frame expected to be received. The receive state variable can take on the value 0 through 63. The value of the receive state variable shall be incremented by one with the receipt of an error-free, in-sequence I frame whose send sequence number N(S) equals the receive state variable V(R).

6.5.4.4	Window state variable V(W) 

In Asynchronous Unbalanced Mode (AUM), the network side of a point-to-multipoint DLCI shall have an associated window state variable V(W) when using I frame commands. The window state variable identifies the frames that are available for retransmission. An MS may request the retransmission of an I frame by transmitting a SREJ supervisory frame to the network side with a value of N(R) in the range N(W)=<N(R)=<N(S).

6.5.4.5	Window sequence number N(W)

In Asynchronous Unbalanced Mode (AUM), all point-to-multipoint I frames contain N(W), the send sequence number of the first I frame available for retransmission. At the time that a frame of the above type is designated for transmission, the value of N(W) is set equal to the current value of the window state variable V(W). All I frames between the values of N(W) and N(S) are available for retransmission by the network side. An MS may request the retransmission of an I frame by transmitting a SREJ supervisory frame to the network side with a value of N(R) in the range V(W)=<N(R)<V(S).

6.5.4.6	Other parameters and variables

For definition and values of parameters and variables such as timer T200, maximum number of retransmissions (N200), window size (k) and the maximum number of octets in an information field (N201), see § 8.10.

6.5.5	Unacknowledged operation variables and parameters 

6.5.5.1	Encryption mode bit (E)

The E bit is used to indicate whether the information and FCS fields of the UI frame are encrypted (ciphered) to provide user data confidentiality. Only the peer LLC layer entities know the cipher key value Kc to be used with the cipher algorithm. The E bit is set to “1” to indicate an encrypted frame. The E bit is set to “0” to indicate a frame sent without encryption.

The E bit is only applicable to UI frames. It shall be set to “0” in all other U frame types.

6.5.5.2	Transparent mode bit (T)

The T bit is used to indicate whether the FCS field shall be calculated using both the frame header and information fields. The T bit is set to “0” to indicate that the FCS field covers the frame header and information fields. The T bit is set to “1” to indicate that the FCS field covers only the frame header field. This permits UI frames to transport “transparent” information, such that errors within the information field do not result in the frame being discarded.

The T bit is only applicable to UI frames. It shall be set to “0” in all other U frame types.

�T�E�Information content of UI frame���0�0�non-transparent, non-ciphered information���0�1�non-transparent, ciphered information���1�0�transparent, non-ciphered information���1�1�transparent, ciphered information��

6.5.5.3	Unconfirmed state variable V(U)

Each side of a point-to-point DLCI shall have an associated unconfirmed state variable V(U) when using UI frame commands. The network side of each point-to-multipoint DLCI shall have an associated unconfirmed state variable V(U) when using UI frame commands. The unconfirmed state variable denotes the sequence number of the next UI frame to be transmitted. The send state variable can take on the value 0 through 63. The value of the unconfirmed state variable shall be incremented by 1 with each successive UI frame transmission.

6.5.5.4	Unconfirmed sequence number N(U)

Only UI frames contain N(U), the unconfirmed sequence number of transmitted UI frames. At the time that a UI frame is designated for transmission, the value of N(U) is set equal to the value of the unconfirmed state variable V(U). 

6.5.5.5	Other parameters and variables

The only other variable defined for unacknowledged operation is the number of octets (N201) in the information field of the UI frame. See § 8.10.3.

6.6	Length indicator field format

The format of the length indicator field is shown in figure 13.

The length indicator field extension bit, EL, enables extension of the field to span more than one octet.
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Figure 13: Length indicator field format

The field consists of the field extension bit, EL, and the length indicator, L.

6.7	Length indicator field variables

6.7.1	Length indicator field extension bit (EL)

The length indicator field is extended by reserving the first transmitted bit of the length indicator field octets to indicate the final octet of the field. Presence of a "1" in the first bit of a length indicator field octet signals that it is the final octet of the field. Figure 13 shows the case where the field consists of one octet.

6.7.2	Length indicator (L)

The length indicator consists of 7 or 14 bits and is used to indicate the number of octets contained in the information field of UI, SABM, UA, XID or I frames, i.e. any value from 0 to N201 inclusive.

The length indicator  field is not present in frames not containing an information field. A one octet length indicator field shall be used in frames containing information fields between L=1 and L=127 octets. A two octet length indicator field shall be used in frames containing information fields of greater than L=127 octets and up to L=N201 octets.

6.8	Commands and responses

The following commands and responses are used by either the MS or the Network logical link layer entities and are represented in table 4. Each logical link connection supports the appropriate set of commands and responses for the type of operation desired (see § 8 and § 9).

For purposes of the LAPG procedures, frames with encoding of the unconfirmed function bits in figure 12 not identified in table 4 are identified as “invalid or not implemented” command and response control fields and shall be treated as defined in § 8.9.4



Table 4: Commands and Responses 

���Encoding���������Format�Commands�Responses�S1�S2�M5�M4�M3�M2�M1���RR�RR�0�0�������Information +�REJ�REJ�0�1�������Supervisory�RNR�RNR�1�0��������SREJ�SREJ�1�1��������UI����0�0�0�0�0����DM���0�0�0�1�1���DISC����0�1�0�0�0����UA���0�1�1�0�0��Unconfirmed�SAUM����0�1�1�1�0���SABM����0�1�1�1�1����FRMR���1�0�0�0�1���XID�XID���1�0�1�1�1���PABM����1�1�0�0�0��

The commands and responses in table 4 are defined as follows:

6.8.1	Unconfirmed (U) frames

6.8.1.1	Set asynchronous balanced mode (SABM) command 

The SABM unconfirmed command is used to place the addressed MS side or network side into the Modulo 64 ABM acknowledged operation.

A logical link layer entity confirms acceptance of a SABM command by the transmission at the first opportunity of a UA response. Upon acceptance of this command, the logical link layer entity’s send state variable V(S), acknowledge state variable V(A), and receive state variable V(R), are set to "0". The transmission of an SABM command indicates the clearance of any exception condition, in particular a busy condition that was reported by the earlier transmission of an RNR frame by that same logical link layer entity.

Previously transmitted I frames that are unacknowledged when this command is actioned remain unacknowledged and shall be discarded. It is the responsibility of a higher layer to recover from the possible loss of the contents of such I frames.

6.8.1.2	Set Asynchronous Unbalanced Mode (SAUM) command 

The SAUM unconfirmed command is used to place the originating MS side into the Modulo 64 AUM negative acknowledged operation. The transmission of a SAUM command indicates the clearance of any exception condition in the MS.

Upon receipt of the SAUM command, the network side LLC layer entity sends a UA response with N(U) set to the current value of V(S). Upon receipt of the UA response, the MS side LLC layer entity’s receive state variable V(R) is set to the value of N(U) in the UA response. 

6.8.1.3	Disconnect (DISC) command

The DISC unconfirmed command is transmitted in order to terminate the ABM operation.

No information field is permitted with the DISC command. Prior to executing the command, the logical link layer entity receiving the DISC command confirms the acceptance of a DISC command by the transmission of a UA response. The logical link layer entity sending the DISC command terminates the ABM operation when it receives the acknowledging UA or DM response.

Previously transmitted I frames that are unacknowledged when this command is executed remain unacknowledged and shall be discarded. It is the responsibility of a higher layer for recovery of such I frames.

6.8.1.4	Unconfirmed Information (UI) command

When a layer 3 entity requests unacknowledged information transfer (SN-UNITDATA), the UI unconfirmed command shall be used to send information to its peer without affecting logical link layer variables. No verification of sequence numbers is performed for UI frames. Therefore, the UI frame may be lost without notification to the layer 3 entity if a logical link exception occurs during transmission of the command.

6.8.1.5	Unconfirmed Acknowledgment (UA) response

The UA unconfirmed response is used by a logical link layer entity to acknowledge the receipt and acceptance of the mode setting commands (SABM, SAUM or DISC). Received mode setting commands are not actioned until the UA response is transmitted.

An information field is permitted with the UA response, i.e. if an SABM command with an information field is received and the SABM is to be acknowledged, the UA response to that command shall contain the same information field as received in the SABM command.

The transmission of the UA response indicates the clearance of any busy condition that was reported by the earlier transmission of an RNR frame by that same logical link layer entity.

6.8.1.6	Disconnected Mode (DM) response

The DM unconfirmed response is used by a logical link layer entity to report to its peer that the logical link layer is in a state such that ABM operation cannot be performed. A logical link layer entity shall transmit a DM response to any valid command received which it cannot action.

No information field is permitted with the DM response.

6.8.1.7	Frame Reject (FRMR) Response

The FRMR unconfirmed response may be received by a logical link layer entity as a report of an error condition not recoverable by retransmission of the identical frame (i.e. at least one of the following error conditions resulting from the receipt of a valid frame):

a)	Receipt of a command or response control field that is undefined or not implemented.

b)	Receipt of a supervisory or unconfirmed frame with incorrect length.

c)	Receipt of an invalid N(R)

d)	Receipt of an I frame with an Information field that exceeds the maximum established length.

The FRMR unconfirmed response shall not be sent upon receipt of a frame containing a PTM address type (Group TLLI or IMGI). 

An undefined control field is any of the control field encodings that are not identified in table 4.

A valid N(R) is one that is in the range V(A)<= N(R) <= V(S).

An information field that immediately follows the control field and consists of five octets is returned with this response and provides the reason for the FRMR response. This information field format is given in the figure 14.
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Figure 14: FRMR frame Information Field Format

The following information fields are defined for the FRMR response:

Rejected frame control field: the control field of the received frame that caused the frame reject.

V(S): the current send state variable value of the error-correcting entity reporting the rejection condition.

V(R): the current receive state variable value of the error-correcting entity reporting the rejection condition.

C/R: set to "1" if the frame rejected was a response and set to "0" if the frame rejected was a command.

Z: set to "1" to indicate that the control field received and returned in octets 1 and 2 contained an invalid N(R).

Y: set to "1" to indicate that the information field received exceeded the maximum established information field length (N201) of the entity reporting the rejection condition.

X: set to "1" to indicate that the control field received and returned in octets 1 and 2 was considered invalid because the frame contained an information field that is not permitted within this frame or is a supervisory or unconfirmed frame with incorrect length. Bit W shall be set to "1" in conjunction with this bit.

W: set to "1" to indicate that the control field received and returned in octets 1 and 2 was undefined or not implemented.

6.8.1.8	Pause asynchronous balanced mode (PABM) command 

The PABM unconfirmed command is used to place the addressed MS side and network side into the suspend LLC operation state. No information field is permitted with the PABM command.

No I or UI frames may be transmitted upon receipt of this command. Previously transmitted I frames that are unacknowledged when this command is actioned remain unacknowledged and shall be buffered by the originator. All new UI and I frames shall be buffered by originator until ABM operation is resumed.

6.8.1.9	Exchange Identification (XID) command/response

This frame is used to negotiate and renegotiate LLC layer parameters. XID frames can be sent in both ADM and ABM.

The negotiation procedure is one step i.e. one side will start the process by sending an XID command, offering a certain set of parameters from the applicable parameter repertoire (see table 6) the sending entity wants to negotiate proposing values within the allowed range. In return, the other side will send an XID response, either confirming these parameter values by returning the requested values, or offering higher or lower ones in their place (see table 6 for sense of negotiation). Default values will apply to those parameters which are not commented upon by the responding side (see § 8.10 for default values). This normally will end the negotiation process.

XID frames are always used with the P/F-bit set to "1".

Without any prior XID exchange, default values will apply (see § 8.10).

In the case of a collision of XID commands, all XID commands shall be ignored. The MS shall restart the parameter negotiation on expiry of T201, while the network side shall do so on expiry of twice the value of T201. An unsuccessful XID exchange shall be repeated on expiry of T201. After N200 times of unsuccessful repetition, the link may be terminated (e.g. TLLI may be released by the network side).

In table 6 a list of parameters is given which constitute the parameter repertoire. In addition, the format of the XID information field is given.

The type and parameter length are encoded within the first octet, the type field occupying bits 8 to 5 and the length field occupying bits 4 to 1 (bits 5 and 1 being the least significant bits respectively).
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Figure 15: XID Parameter Field Format

A parameter item consists of the type/length octet followed by the value of that parameter, where the length-indicator gives the number of octets the value actually occupies. Such parameter items may be arranged in arbitrary order. The parameter items must begin in the first octet of the XID-information field and follow on contiguously. The parameter list is delimited by parameter type zero.

Table 6: System parameter negotiation 

�Parameter Name�type�length�format (87654321)�range�units�sense of negotiation���T200 (retransmission time-out)�1�2�0000bbbb bbbbbbbb�1 - 4095�0.1 seconds�up���T202 (READY time-out)�2�1�bbbbbbbb�0 - 255�seconds�up���T203 (STANDBY time-out)�3�1�bbbbbbbb�0 - 255�minutes�up���N200 (maximum retransmissions)�4�1�000000bb�1 - 3��down���N201 (maximum information size)�5�2�00bbbbbb bbbbbbbb�500 - 1600�octets�down���k (window size)�6�1�000bbbbb�1 - 63�frames�down��

6.8.2	Combined Information (I) and Supervisory (S) frames

The function of the information (I) command is to transfer, across a logical link connection, sequentially numbered frames containing information fields provided by layer 3. This command is used in the ABM operation.

For reasons of optimization, numbered I frames also carry supervisory information (piggy-backing). An S frame is sent when there is no information field to be transferred.

6.8.2.1	Receive Ready (RR) command/response

The receive ready (RR) supervisory frame is used by a logical link layer entity to:

a)	indicate it is ready to receive an I frame;

b)	acknowledge previously received I frames numbered up to and including N(R)- 1 (as defined in § 8);

c)	clear a busy condition that was indicated by the earlier transmission of an RNR frame by that same logical link layer entity.

In addition to indicating the status of a logical link layer entity, the RR command with the P bit set to “1” may be used by the logical link layer entity to ask for the status of its peer logical link layer entity.

6.8.2.2	Reject (REJ) command/response

The REJ supervisory frame is used by an LLC layer entity to indicate that in numbered information transfer one or more out-of-sequence frames have been received. Frames up to N(R)-1 have been received correctly, frames N(R) and following are requested to be retransmitted. Only one REJ exception condition for a given direction of information transfer shall be established at a time. The exception condition is cleared (reset) upon the receipt of an I with an N(S) equal to the N(R) of the REJ frame.

The transmission of an REJ frame shall also indicate the clearance of any busy condition within the sending LLC layer entity that was reported by the earlier transmission of an RNR frame by the same LLC entity.

6.8.2.3	Selective Reject (SREJ) command/response

The SREJ supervisory frame is used by a logical link layer entity to request retransmission of a single I frame. The P/F bit of an SREJ frame is always set to "0". The N(R) of the SREJ frame does not indicate acknowledgment of any I frames.

Each SREJ exception condition is cleared upon receipt of the I frame with an N(S) equal to the N(R) of the SREJ frame. A logical link layer entity may transmit one or more SREJ frames, each containing a different N(R), with the P/F bit set to "0" before one or more earlier SREJ exception conditions have been cleared.

I frames that have been transmitted following the I frame indicated by the SREJ frame shall not be retransmitted as a result of receiving the SREJ frame. Additional I frames awaiting initial transmission may be transmitted following the retransmission of the specific I frame requested by the SREJ frame.

6.8.2.4	Receive not ready (RNR) command/response

The receive not ready (RNR) supervisory frame shall be used by a logical link layer entity to indicate a busy condition; that is, a temporary inability to accept additional incoming I frames. The value of N(R) in the RNR frame acknowledges I frames numbered up to and including N(R)- 1. Subsequent frames, if any, shall not be considered confirmed. The acceptance status of those is a matter of further status exchange.

In addition to indicating the status of a logical link layer entity, the RNR command with the P bit set to “1” may be used by the logical link layer entity to ask for the status of its peer logical link layer entity.

7	Elements for layer-to-layer communication

7.1	Definition of primitives and parameters

Communications between layers and between the logical link layer and management are accomplished by means of primitives. Primitives represent, in an abstract way, the logical exchange of information and control between the logical link layer and adjacent layers. They do not specify or constrain implementations.

Primitives consist of commands and their respective responses associated with the services requested of a lower layer. The general syntax of a primitive is:

XX - Generic name - Type (Parameters)

where XX designates the layer providing the service. For this specification XX is:

-	“LL” for the logical link (LLC) layer, 

-	“RLC/MAC” for the radio link control / media access control layers,

-	“MM” for the mobility management layer, and

-	“MLL” for LLC management and administrative functions.



7.1.1	Generic names

The generic name specifies the activity that the identified layer should perform. Table 7 illustrates the primitives defined in this specification.

7.1.2	Primitives types

The primitives types defined in this Specification are:

NOTE:	For the action sequence of these primitive types, see GSM 04.01.

7.1.2.1	REQUEST

The REQUEST primitive type is used when a higher layer is requesting a service from the next lower layer or layer management.

7.1.2.2	INDICATION

The INDICATION primitive type is used by a layer providing a service to notify the next higher layer or layer management of activities related to the REQUEST primitive type.

7.1.2.3	RESPONSE

The RESPONSE primitive type is used by a layer to acknowledge receipt, from the next lower layer or layer management, of the INDICATION primitive type.

7.1.2.4	CONFIRM

The CONFIRM primitive type is used by the layer providing the requested service to confirm that the activity has been completed (successfully or unsuccessfully).

Table 7. LLC layer service primitives

Generic �Type����Parameters��Name�Request�Indication�Response�Confirm���SNDC <---> LLC boundary�������LL-ESTABLISH�X�X�-�X�TLLI, QoS class��LL-RELEASE�X�X�-�X�TLLI, QoS class��LL-DATA�X�X�-�X�Layer 3 PDU, QoS class��LL-UNITDATA�X�X�-�-�Layer 3 PDU, QoS class��Mobility Mgmt <---> LLC�������MM-ASSIGN�X�X�-�X�TLLI, Kc��MM-UNITDATA�X�X�-�-X�mobility management message��MM-SUSPEND�X�X�-�-���MM-RESUME�X�X�-�X���MM-ERROR�-�X�X�-�Reason for error��LL Mgmt <---> LLC�������MLL-UNITDATA�X�X�-�-X�LLC layer management message��MLL-XID�X�X�X�X�LLC layer parameters��LLC <---> RLC boundary�������RLC/MAC-DATA�X�X�-�X�LLC frame��RLC/MAC-UNITDATA�X�X�-�X�LLC frame, repeat count��7.2	Primitive procedures

7.2.1	SNDC-LLC layer primitives

7.2.1.1	LL-ESTABLISH

The LL-ESTABLISH and LL-ESTABLISH-REJECT primitives are used to request, confirm and indicate the outcome of the procedures for establishing ABM operation. The QoS parameter indicates the grade of service (corresponding to SAPI values 4 through 7). ABM operation is allowed only while in the TLLI-assigned state.

7.2.1.2	LL-RELEASE 

The LL-RELEASE primitives are used to request, confirm and indicate the outcome of the procedures for terminating a previously established ABM operation. The QoS parameter indicates the grade of service (corresponding to SAPI values 4 through 7).

In the case of a logical link layer malfunction, layer 3 will be notified by a RELEASE indication.

7.2.1.3	LL-DATA 

The LL-DATA primitives are used to transfer the following information elements between the logical link layer and the layer 3 entity, when using ABM acknowledged operation:

-	message units which are to be transmitted to a peer entity (LL-DATA-REQUEST),

-	message units which have been received from a peer entity (LL-DATA-INDICATION), and

-	indication of the success or failure of a data transfer request (LL-DATA-CONFIRM).

Depending upon the implementation, the LL-DATA-CONFIRM primitive may indicate one of the following events: 

-	acceptance (or rejection) of an LL-DATA-REQUEST by the LLC layer,

-	delivery (success/failure) of an I frame from the LLC layer to the RLC/MAC layer for transmission,

-	acknowledgment of an I frame from the peer LLC layer.

The QoS parameter indicates the grade of service (corresponding to SAPI values 4 through 7). Acknowledged data transfer is allowed only in the TLLI-assigned state.

7.2.1.4	LL-UNITDATA

The LL-UNITDATA primitives are used to transfer the following information elements between the logical link layer and the layer 3 entity, when using unacknowledged operation:

-	message units which are to be transmitted to a peer entity (LL-UNITDATA-REQUEST),

-	message units which have been received from a peer entity (LL-UNITDATA-INDICATION), and

-	indication of the success or failure of a data transfer request (LL-UNITDATA-CONFIRM).

Depending upon the implementation, the LL-UNITDATA-CONFIRM primitive may indicate one of the following events: 

-	acceptance (or rejection) of an LL-UNITDATA-REQUEST by the LLC layer,

-	delivery (success/failure) of a UI frame from the LLC layer to the RLC/MAC layer for transmission, 

-	completion (success/failure) of UI frame transmission by the RLC/MAC layer.

The QoS parameter indicates the grade of service (corresponding to SAPI values 4 through 7).

7.2.2	Mobility Management�SYMBOL 190 \f "Symbol" \s 10�LLC layer primitives

7.2.2.1	MM-ASSIGN

The MM-ASSIGN primitives are used by the mobility management entity to assign, change or remove the temporary logical link identifier (TLLI) and/or cipher key (Kc) associated with the given IMSI (or IMGI).

The TLLI field is interpreted as follows:

-	If the TLLI value is 0, the MM-ASSIGN-REQUEST primitive places the IMSI (or IMGI) in the TLLI-unassigned state. All untransmitted or unacknowledged I frames shall be discarded. UI frames may be sent using a random TLLI value selected by the MS.

-	If the TLLI value is non-zero, the MM-ASSIGN-REQUEST primitive places the IMSI (or IMGI) in the TLLI-assigned state. 

-	If the TLLI value is changed, i.e. the associated IMSI (or IMGI) was already in the TLLI-assigned state, then all frames to be transmitted shall use the new TLLI value. All unacknowledged I frames shall be retransmitted using the new TLLI. The recalculation of the FCS field is required within I frames originally transmitted with the old TLLI which are to be retransmitted using the new TLLI.



The cipher key value Kc shall be used for ciphering the information field of all I and UI frames associated with the TLLI and IMSI (or IMGI). The Kc field is interpreted as follows:

-	If the Kc value is 0, then the cipher function is disabled.

-	If the Kc value is non-zero, then the cipher function is enabled.

-	If the Kc value is changed, all I and UI frames to be transmitted shall use the new Kc value for ciphering. All unacknowledged I frames shall be retransmitted using the new value of Kc to cipher the information field (this may require first deciphering the information field using the old value of Kc in order to obtain the original information).

7.2.2.2	MM-UNITDATA

The MM-UNITDATA primitives are used to transfer the following information elements between the logical link layer and the mobility management (MM) entity, when using unacknowledged operation:

-	MM message units which are to be transmitted to a peer entity,

-	MM message units which have been received from a peer entity, and

-	indication of the success or failure of a MM data transfer request.

Mobility management messages are transferred within UI frames using SAPI 1. MM layer message transfer can occur in either the TLLI-assigned or TLLI-unassigned states.

7.2.2.3	MM-ERROR

The MM-ERROR primitives are used to notify mobility management layer that an error has occurred, detected as a result of communication with the logical link peer entity, which cannot be corrected by the logical link layer.

7.2.2.4	MM-SUSPEND

The MM-SUSPEND primitive is used to perform a local end suspension in such a way that the layer 3 data units and the state of the transmit and receive counters are saved. The result is that the MS is placed in the STANDBY state as described in GSM 03.60. All point-to-point DLCIs associated with the MS are “suspended”.

Upon receipt of a PABM message, or on expiry of timer T202, the LLC layer entity will invoke the MM-SUSPEND-INDICATION primitive, placing the MS in the STANDBY state, and set timer T203. The Network side LLC entity shall not transmit any LLC frames while in the MS STANDBY state. The MS side LLC entity may transmit LLC frames while in the MS STANDBY state (thereby placing the MS in the READY state).

7.2.2.5	MM-RESUME

The MM-RESUME primitive is to resume link layer communication between the MS and Network without loss of layer 3 messages. The result is that the MS returns to the READY state as described in GSM 03.60.

7.2.2.5.1	MM-RESUME indication

Whenever the LLC layer receives a valid I or UI frame, it invokes the MM-RESUME-INDICATION primitive. Upon receipt of the MM-RESUME-INDICATION, the mobility management entity sets timer T202 and resets timers T203 and T204. The LLC layer is now in the MS READY state.

7.2.2.5.2	MM-RESUME request

If the Network side LLC entity wishes to transmit an LLC frame to an MS while it is in the MS STANDBY state, it first invokes the MM-RESUME-REQUEST primitive with cause value MS-PAGE. Also, upon expiry of timer T203, the network side LLC layer shall invoke the MM-RESUME-REQUEST primitive with a cause value RA-UPDATE. The MM-RESUME-REQUEST primitive will initiate RLC/MAC paging procedure (refer to figure 16):

-	Upon receipt of a MM-RESUME-REQUEST(MS-PAGE), the network side MME invokes the RLC/MAC-PAGING-REQUEST primitive, and sets timer T204 (only if T204 is not currently set). If timer T204 is already set, no further action is taken by the MME (since a paging request is outstanding). If any LLC frame is received from the MS, it is placed in the READY state and T204 is reset. Upon expiry of timer T204, the MME will invoke a second RLC/MAC-PAGING-REQUEST and set timer T204 once again. If any LLC frame is received from the MS, it is placed in the READY state and T204 is reset. Upon a second expiry of timer T204, the MME invokes the MM-RESUME-CONFIRM primitive, indicating no response from the MS, and the LLC layer remains in the MS STANDBY state (timer T203 is still running).

-	Upon receipt of a MM-RESUME-REQUEST(RA-UPDATE), the network side MME invokes the RLC/MAC-PAGING-REQUEST primitive, and sets timer T204 (only if T204 is not currently set). If timer T204 is already set, no further action is taken by the MME (since a paging request is outstanding). If any LLC frame is received from the MS, it is placed in the READY state and T204 is reset. Upon expiry of timer T204, the MME will invoke a second RLC/MAC-PAGING-REQUEST and set timer T204 once again. If any LLC frame is received from the MS, it is placed in the READY state and T204 is reset. Upon a second expiry of timer T204, the MS is moved to the IDLE state; all ABM logical connections are terminated and TLLIs are unassigned.

On the MS side, upon expiry of timer T203, the LLC layer shall invoke the MM-RESUME-REQUEST primitive. This will initiate the routing area update procedure defined in TS GSM 03.60. The value of timer T203 may be different on the network side and MS side.
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Figure 16: Network side MM states

� EMBED Word.Picture.6  ���

Figure 17: MS side MM states

7.2.3	LL Management-LLC layer primitives

7.2.3.1	MLL-UNITDATA

The MLL-UNITDATA primitives are used to transfer the following information elements between the logical link layer and the LLC layer management entity, when using unacknowledged operation:

-	management message units which are to be transmitted to a peer entity,

-	management message units which have been received from a peer entity, and

-	indication of the success or failure of a management data transfer request.

LLC layer management UNITDATA messages are transferred within UI frames using SAPI 0. LLC layer management message transfer can occur in either the TLLI-assigned or TLLI-unassigned states.

7.2.3.2	MLL-XID

The MLL-XID primitives are used to negotiate a change in LLC layer parameters for the associated DLCI.

7.2.4	LLC�SYMBOL 190 \f "Symbol" \s 10�RLC layer primitives

Although the RLC/MAC-DATA and RLC/MAC-UNITDATA primitives are used in all data transfer operations, for simplicity reasons they are not included in the procedure descriptions in § 8.

7.2.4.1	RLC/MAC-DATA

The RLC/MAC-DATA primitives are used to pass message units containing LLC I or UI frames used for peer-to-peer communications between the LLC and RLC/MAC layers.

RLC/MAC-DATA-REQUEST is used to request the transfer of a single LLC UI or I frame from a local LLC layer entity to a peer LLC layer entity.

RLC/MAC-DATA-INDICATION is used to indicate the arrival of an LLC frame at the local RLC/MAC layer entity. Such frames are reported only if they are completely received without error by the RLC layer.

RLC/MAC-DATA-CONFIRM is used to indicate the status of an LLC frame in response to a RLC/MAC-DATA-REQUEST. The primitive does not necessarily indicate that the transmission has been completed, and may simply indicate that the LLC frame has been placed on a transmission queue. The primitive may indicate the LLC frame status: frame accepted, frame rejected, transmission success or transmission failure.

7.2.4.2	RLC/MAC-UNITDATA

The RLC/MAC-UNITDATA primitives are used to pass message units containing LLC I and UI frames used for peer-to-multipeer communications between the LLC and RLC/MAC layers. The RLC/MAC-UNITDATA primitives are also used for point-to-point LLC frames which do not require reliability at the RLC/MAC layer, for example, transparent data UI frames (T bit = 1).

RLC/MAC-UNITDATA-REQUEST is used to request the transfer of a single LLC data frame from a local LLC layer entity to one or more peer LLC layer entities.

RLC/MAC-UNITDATA-INDICATION is used to indicate the arrival of an LLC frame at the local RLC/MAC layer entity. Such frames are reported only if they are completely received without error by the RLC layer.

RLC/MAC-UNITDATA-CONFIRM is used to indicate the status of an LLC frame in response to a RLC/MAC-UNITDATA-REQUEST. The primitive does not necessarily indicate that the transmission has been completed, and may simply indicate that the LLC frame has been placed on a transmission queue. The primitive may indicate the LLC frame status: frame accepted, frame rejected, transmission complete or transmission failure.

8	Definition of the LAPG peer-to-peer protocol

8.1	General

In the following subsections, a protocol for use by the GPRS logical link layer between the Network and MS is specified, referred to as “LAPG”.

The LAPG elements of procedure (frame types) which apply are:

a)	for unacknowledged information transfer:

-	UI-command

b)	for ABM acknowledged information transfer: 

-	SABM-command 

-	PABM command

-	UA-response 

-	DM-response 

-	DISC-command 

-	RR-command/response 

-	RNR-command/response 

-	REJ-command/response 

-	SREJ-command/response 

-	I-command

-	FRMR-response

-	XID-command/response

For handling of timers, the procedures and terminology of CCITT Recommendation Z.100 will be used, i. e. set <timer name> means that:

a)	if the timer is inactive, the timer becomes active, i.e. a timer value is associated with the timer and it starts running

b)	if the timer is active, the timer is first reset, as in c) below and then set as in a) above;    

reset <timer name> means that: 

c)	if the timer is active, the timer becomes inactive, i.e. the association with the timer value is lost and it stops running;

d)	if the timer is inactive, it remains inactive.

8.2	Procedure for the use of the P/F bit

For unacknowledged information transfer (UI frames) the P/F bit is not used and shall be set to "0".

For acknowledged information transfer, a LAPG entity receiving a S or I command frame, with the P bit set to "1", shall set the F bit to "1" in the next response frame it transmits.

8.3	TEI management procedures

8.3.1	General

A Data Link Connection Identifier (DLCI) consists of a Terminal Endpoint Identifier (TEI) and a Service Access Point Identifier (SAPI). The TEI is carried in the address field of each frame.

All messages used for TEI management procedures are carried in the information field of UI command frames with a SAPI value set to "1" (mobility management SAPI).

The management procedures for TEI types other than TLLI are beyond the scope of this Specification.

A TLLI is assigned by the network side mobility management entity to refer to a LLC layer connection with a specific MS. The following subsections outline the procedures for the assignment of a TEI of type Temporary Logical Link Identity (TLLI). The MM procedures and messages used for TLLI management are not part of the LAPG protocol specification but are described in Annex A.

8.3.2	TLLI assignment

The mobility management entity (MME) shall inform the LLC entity by means of the MM-ASSIGN-REQUEST primitive, which contains the IMSI (or IMGI) and (re)assigned TLLI (non-zero) and Kc values. The LLC entity shall confirm TLLI assignment using MM-ASSIGN-CONFIRM and entering the TLLI-assigned state.

MME			LLC		

---MM-ASSIGN-REQUEST [IMSI, TLLI, Kc]-------->

<-------MM-ASSIGN-CONFIRM [IMSI]-----------------

8.3.3	TLLI removal

This procedure is used to remove a previously assigned TLLI value at the request of the mobility management entity.

The mobility management entity shall inform the LLC entity of TLLI removal by means of an MM-ASSIGN-REQUEST primitive, using a TLLI value of 0. The LLC entity shall confirm TLLI removal using MM-ASSIGN-CONFIRM, and entering the TLLI-unassigned state. 

8.4	Procedures for unacknowledged information transfer

8.4.1	General

The procedure which apply to the transmission of information in unacknowledged operation are defined below.

No LLC layer error recovery procedures are defined for unacknowledged operation.

Originating entity			Receiving entity				

LLM	Layer 3	LLC	LLC	Layer 3	LLM

	--LL-UNITDATA-REQUEST->

			----------- UI --------------->

				-LL-UNITDATA-INDICATION-->

8.4.2	Transmission of unacknowledged information

NOTE: The term "transmission of a UI frame" refers to the delivery of a UI frame by the LLC layer to the RLC layer.

Unacknowledged information is passed to the LLC layer by upper layer or management entities using the primitives LL-UNITDATA-REQUEST or MLL-UNITDATA-REQUEST, respectively. The upper layer or management message unit shall be transmitted in a UI command frame.

For broadcast operation, the TEI type in the UI command address field shall be set to the Broadcast Identity (binary 1111).

For point-to-point or point-to-multipoint operation, the appropriate TEI type and TEI value shall be used.

The P bit shall be set to 0.

In the case of MS GPRS detach, the LLC layer will be informed by an appropriate local management indication. Upon receipt of this indication, all UI transmission queues shall be discarded.

8.4.3	Receipt of unacknowledged information

On receipt of a UI command frame with a SAPI and TEI which are supported by the receiver, the contents of the information field shall be passed to the upper layer or management entity using either the LL-UNITDATA-INDICATION (SAPIs 4-7), the MLL-UNITDATA-INDICATION (SAPI 0) or MM-UNITDATA-INDICATION (SAPI I). Otherwise, the UI command frame shall be discarded.

8.5	Procedures for establishment and release of ABM operation

8.5.1	Establishment of ABM operation

8.5.1.1	General

These procedures shall be used to establish ABM operation between the network and a designated MS.

The upper layer will request establishment of the ABM operation by the use of the LL-ESTABLISH-REQUEST primitive. Re-establishment may be initiated as a result of the LLC layer procedures defined in § 8.7. All frames other than unnumbered frame formats received during the establishment procedures shall be ignored.

8.5.1.2	Establishment procedures

A LLC layer entity shall initiate a request for the ABM operation to be set by transmitting the SABM command. All existing exception conditions shall be cleared, the retransmission counter shall be reset, and timer T200 shall then be started (timer T200 is defined in § 8.10.5). All mode setting commands shall be transmitted with the P bit set to 1.

Upper layer initiated establishment procedures imply the discard of all outstanding LL-DATA-REQUEST primitives and all I frames in queue.

A LLC layer entity receiving a SABM command, if it is able to enter the ABM-established state, shall:

-	respond with an UA response with the F bit set to the same binary value as the P bit in the received SABM command (F=1);

-	set V(S), V(R) and V(A) to 0;

-	enter the ABM-established state and inform upper layer using the LL-ESTABLISH-INDICATION primitive;

-	clear all existing exception conditions; and

-	clear any existing peer receiver busy condition.



Upon reception of the UA response with the F bit set to 1, the originator of the SABM command shall:

-	reset timer T200;

-	set V(S), V(R), and V(A) to 0; and

-	enter the ABM-established state and inform upper layer using the LL-ESTABLISH-CONFIRM primitive.

Originating entity			Receiving entity				

LLM	Layer 3	LLC		LLC	 	Layer 3	LLM

	-LL-ESTABLISH-REQUEST-->

			------- SABM --------->

 				--LL-ESTABLISH-INDICATION-->

			<------UA --------------

	<----LL-ESTABLISH-CONFIRM---

If the receiving entity is unable to enter the ABM-established state, it shall respond to the SABM command with a DM response with the F bit set to the same binary value as the P bit in the received SABM command.

Upon reception of a DM response with the F bit set to 1, the originator of the SABM command shall indicate this to upper layer by means of the LL-RELEASE-INDICATION primitive, and reset timer T200. It shall then enter the TLLI-assigned state. DM responses with the F bit set to 0 shall be ignored in this case.

Originating entity			Receiving entity				

LLM	Layer 3	       LLC	LLC	Layer 3	LLM

	-LL-ESTABLISH-REQUEST->

			------- SABM --------->

			<------ DM --------------

	<-LL-RELEASE-INDICATION-



A LL-RELEASE-REQUEST primitive received during LLC layer initiated re-establishment shall be serviced on completion of the establishment mode-setting operation.

8.5.2	Suspension and resumption of ABM operation

These procedures provide a mechanism for reliably avoiding packet data loss during change of MS operational mode. The command for initiation of the STANDBY state is carried in the PABM unconfirmed frame using a SAPI value of 0 (signaling SAPI). Expiry of timer T202 also results in the local LLC layer suspension and the MS entering the STANDBY state. The procedures are defined in § 8.8.

8.5.3	Termination of ABM operation

8.5.3.1	General

These procedures shall be used to terminate the ABM operation between the network and a designated MS.

The upper layer will request termination of the ABM operation by use of the LL-RELEASE-REQUEST primitive. The LL-RELEASE-REQUEST primitive will contain a parameter indicating whether normal release or local end release shall take place.

All frames other than unnumbered frames received during the release procedures shall be ignored.

All outstanding LL-DATA-REQUEST primitives and all I frames in queue shall be discarded.

In the case of MS deactivation the LLC layer entity shall discard all I queues and deliver to upper layer a LL-RELEASE-CONFIRM primitive if a LL-RELEASE-REQUEST primitive is outstanding, or otherwise a LL-RELEASE-INDICATION primitive.

8.5.3.2	Release procedure

A LLC layer entity shall initiate a request for release of the ABM operation by transmitting the Disconnect (DISC) command with the P bit set to 1. Timer T200 shall then be started and the retransmission counter reset.

A LLC layer entity receiving a DISC command while in the ABM-established or timer recovery state shall transmit a UA response with the F bit set to the same binary value as the P bit in the received DISC command. A LL-RELEASE-INDICATION primitive shall be passed to upper layer, and the TLLI-assigned state shall be entered.

If the originator of the DISC command receives either:

-	a UA response with the F bit set to 1; or

-	a DM response with the F bit set to 1, indicating that the peer LLC layer entity is already in the TLLI-assigned state;

it shall enter the TLLI-assigned state and reset timer T200.

The LLC layer entity which issued the DISC command is now in the TLLI-assigned state and will notify upper layer by means of the LL-RELEASE-CONFIRM primitive. The conditions relating to this state are defined in § 8.5.5.

Originating entity			Receiving entity			 

LLM	Layer 3	LLC		LLC	Layer 3	LLM

	-LL-RELEASE-REQUEST->

			------- DISC ------------->

			<------- UA /DM-----------

	<-LL-RELEASE-CONFIRM		-LL-RELEASE-INDICATION-->

8.5.3.3 Procedure on expiry of timer T200

If timer T200 expires before a UA or DM response with the F bit set to 1 is received, the originator of the DISC command shall:

-	retransmit the DISC command as defined in § 8.5.3.2;

-	set timer T200; and

-	increment the retransmission counter.

If the LLC layer entity has not received the correct response as defined in § 8.5.3.2, after N200 attempts to recover, the LLC layer entity shall indicate this to the LLC management entity by means or the MLL-ERROR-INDICATION primitive, enter the TLLI-assigned state and notify upper layer by means of the LL-RELEASE-CONFIRM primitive.

8.5.4	Automatic negotiation of LLC layer parameters

Each LLC layer entity has an associated LLC management entity, which has the responsibility for initializing the link parameters necessary for correct peer-to-peer information transport. The initialization of the parameters shall be done either according to the default values, or according to the values supplied by the peer entity. The latter method utilizes the parameter negotiation procedure. The parameter values are:

-	Maximum delay for data frame acknowledgment response (T200)

-	Maximum time in the READY state without data transfer (T202)

-	Maximum time in the STANDBY state without Routing Area update (T203)

-	Maximum number of retransmissions of a frame (N200)

-	Maximum number of octets in an information field (N201)

-	Maximum number of outstanding frames (unacknowledged window size k)

The LLC management entity shall issue an XID command containing the parameter message. The peer LLC management entity, upon receipt of this XID, shall transmit an XID response containing the list of parameter values that the peer can support.  XID frames shall be transmitted with the P/F bit set to 1.

Originating entity			Receiving entity				

LLM	Layer 3	LLC		LLC	Layer 3	LLM

-------MLL-XID-REQUEST ----->

		------------XID--------------->

				-------MLL-XID-INDICATION--------->

				<-------MLL-XID-RESPONSE ---------

		<-----------XID---------------

<---------MLL-XID-CONFIRM-----



The network side layer management entity may broadcast certain LLC parameters. The broadcast consists of an XID command frame addressed to the LLC broadcast identity. In this case, the XID frame is transmitted with P bit set to 0, and an XID response frame is not expected nor permitted from the MS side management entities.

8.5.5	TLLI-assigned state

While in the TLLI-assigned state:

-	the receipt of a DISC command shall result in the transmission of a DM response with the F bit set to the value of the received P bit;

-	on receipt of an SABM command, the procedures defined in § 8.5.1 shall be followed;

-	on receipt of an unsolicited DM response with the F bit set to 0, the logical link layer entity shall, if it is able to, initiate the establishment procedures by the transmission of an SABM (see § 8.5.1.2). Otherwise, the DM shall be ignored;

-	on receipt of UI commands, the procedures defined in § 8.4 shall be followed;

-	on receipt of XID commands, the procedures defined in § 8.5.4 shall be followed;

-	on receipt of any unsolicited UA response an ML-ERROR-INDICATION primitive indicating a possible multiple- assignment of a TLLI value shall be issued; and

-	all other frame types shall be discarded.

8.5.6	Collision of unnumbered commands and responses

8.5.6.1	Identical transmitted and received commands

If the transmitted and received unnumbered commands (SABM or DISC) are the same, the logical link layer entities shall send the UA response at the earliest possible opportunity. The indicated state shall be entered after receiving the UA response. The logical link layer entity shall notify the upper layer by means of the appropriate confirm primitive.

8.5.6.2	Different transmitted and received commands

If the transmitted and received unnumbered commands (SABM or DISC) are different, the logical link layer entities shall issue a DM response at the earliest possible opportunity. Upon receipt of a DM response with the F bit set to 1, the logical link layer shall enter the TLLI-assigned state and notify the upper layer by means of the appropriate primitive. The entity receiving the DISC command will issue a LL-RELEASE-INDICATION primitive, while the other entity will issue a LL-RELEASE-CONFIRM primitive.

8.5.7	Unsolicited DM response and SABM or DISC command

When a DM response with the F bit set to 0 is received by a logical link layer entity, a collision between a transmitted SABM or DISC command and the unsolicited DM response may have occurred.

In order to avoid misinterpretation of the DM response received, a logical link layer entity shall always send its SABM or DISC command with the P bit set to 1.

A DM response with the F bit set to 0 colliding with an SABM or DISC command shall be ignored.

8.6	Procedures for information transfer in ABM operation

Having either transmitted the UA response to a received SABM command or received the UA response to a transmitted SABM, I frames and supervisory frames may be transmitted and received. The procedures which apply to the transmission of I frames are defined below.

NOTE: The term "transmission of an I frame" refers to the delivery of an I frame by the LLC layer to the RLC layer.

8.6.1	Transmitting I frames

Information received by the LLC layer entity from upper layer by means of a LL-DATA-REQUEST primitive shall be transmitted in an I frame. The control field parameters N(S) and N(R) shall be assigned the values V(S) and V(R), respectively. V(S) shall be incremented by 1 at the end of the transmission of the I frame.

If timer T200 is not running at the time of transmission of an I frame, it shall be started. If timer T200 expires, the procedures defined in § 8.6.8 shall be followed.

If V(S) is equal to V(A) plus k (where k is the maximum number of outstanding I frames - see § 8.10.5), the LLC layer entity shall not transmit any new I frames, but may retransmit an I frame as a result of the error recovery procedures as described in §§ 8.6.4,  8.6.5 and  8.6.8.

When the network side or MS is in the own receiver busy condition, it may still transmit I frames, provided that a peer receiver busy condition does not exist.

NOTE: Any LL-DATA-REQUEST primitives received whilst in the timer recovery condition shall be queued.

Originating entity			Receiving entity			 

LLM	Layer 3	LLC		LLC	Layer 3	LLM

	-LL-DATA-REQUEST->

			------- RR + I -------->

				--LL-DATA-INDICATION-->

			<----RR/RNR/I -------

	<----LL-DATA-CONFIRM--

8.6.2	Receiving I frames

Independent of a timer recovery condition, when a LLC layer entity is not in an own receiver busy condition and receives a valid I frame whose N(S) is equal to the current V(R), the LLC layer entity shall:

-	pass the information field of this frame to upper layer using the LL-DATA-INDICATION primitive;

-	increment by 1 its V(R), and act as indicated below.

8.6.2.1	P bit set to 1

If the P bit of the received I frame was set to 1, the LLC layer entity shall respond to its peer in one of the following ways:

-	if the LLC layer entity receiving the I frame is still not in an own receiver busy condition, it shall send an RR response with the F bit set to 1;

-	if the LLC layer entity receiving the I frame enters the own receiver busy condition upon receipt of the I frame, it shall send an RNR response with the F bit set to 1.

8.6.2.2	P bit set to 0

If the P bit of the received I frame was set to 0 and:

a)	if the LLC layer entity is still not in an own receiver busy condition:

-	if no frame is available for transmission or if an I frame is available for transmission but a peer receiver busy condition exists, the LLC layer entity shall transmit an RR response with the F bit set to 0; or

-	if an I frame is available for transmission and no peer receiver busy condition exists, the LLC layer entity shall transmit the I frame with the value of N(R) set to the current value of V(R) as defined in §8.6.1.

b)	if, on receipt of this I frame, the LLC layer entity is now in an own receiver busy condition, it shall transmit an RNR response with the F bit set to 0.

When the LLC layer entity is in an own receiver busy condition, it shall process any received I frame according to § 8.6.7.

8.6.3	Sending and receiving acknowledgments

8.6.3.1	Sending acknowledgments

Whenever a LLC layer entity transmits an I frame or a supervisory frame, N(R) shall be set equal to V(R).

8.6.3.2	Receiving acknowledgments

On receipt of a valid I frame or supervisory frame (RR, RNR, or REJ), even in the own receiver busy, or timer recovery conditions, the LLC layer entity shall treat the N(R) contained in this frame as an acknowledgment for all the I frames it has transmitted with an N(S) up to and including the received N(R)-1. V(A) shall be set to N(R). The LLC layer entity shall reset the timer T200 on receipt of a valid I frame or supervisory frame with the N(R) higher than V(A) (actually acknowledging some I frames), or an REJ frame with an N(R) equal to V(A).

NOTE 1: If a supervisory frame with the P bit set to 1 has been transmitted and not acknowledged, timer T200 shall not be reset.

NOTE 2: Upon receipt of a valid I frame, timer T200 shall not be reset if the LLC layer entity is in the peer receiver busy condition.

If timer T200 has been reset by the receipt of an I, RR, or RNR frame, and if there are outstanding I frames still unacknowledged, the LLC layer entity shall set timer T200. If timer T200 then expires, the LLC layer entity shall follow the recovery procedure as defined in § 8.6.8 with respect to the unacknowledged I frames.

If timer T200 has been reset by the receipt of an REJ frame, the LLC layer entity shall follow the retransmission procedures in § 8.6.4.

8.6.4	Receiving REJ frames

On receipt of a valid REJ frame, the LLC layer entity shall act as follows:

a)	if it is not in the timer recovery condition:

-	clear an existing peer receiver busy condition;

-	set its V(S) and its V(A) to the value of the N(R) contained in the REJ frame control field;

-	reset timer T200;

-	if it was an REJ command frame with the P bit set to 1, transmit an appropriate supervisory response frame with the F bit set to 1 (see Note 2 in § 8.6.6);

-	transmit the corresponding I frames as soon as possible, as defined in § 8.6.1, taking into account the items 1) to 3) below and the paragraph following items 1) to 3); and

-	notify a protocol violation to the connection management entity by means of the MLL-ERROR-INDICATION primitive, if it was an REJ response frame with the F bit set to 1.

b)	if it is in the timer recovery condition and it was an REJ response frame with the F bit set to 1:

-	clear an existing peer receiver busy condition;

-	set its V(S) and its V(A) to the value N(R) contained in the REJ frame control field;

-	reset timer T200;

-	enter the ABM-established state; and

-	transmit the corresponding I frames as soon as possible, as defined in § 8.6.1, taking into account the items 1) to 3) below and the paragraph following items 1) to 3).

c)	if it is in the timer recovery condition and it was an REJ frame other than an REJ response frame with the F bit set to 1:

-	clear an existing peer receiver busy condition;

-	set its V(A) to the value of the N(R) contained in the REJ frame control field; and

-	if it was an REJ command frame with the P bit set to 1, transmit an appropriate supervisory response frame with the F bit set to 1 (see Note 2 in § 8.6.6).

Transmission of I frames shall take account of the following:

1)	if the LLC layer entity is transmitting a supervisory frame when it receives the REJ frame, it shall complete that transmission before commencing transmission of the requested I frame;

2)	if the LLC layer entity is transmitting an SABM command, a DISC command, a UA response or a DM response when it receives the REJ frame, it shall ignore the request for retransmission; and

3)	if the LLC layer entity is not transmitting a frame when the REJ is received, it shall immediately commence transmission of the requested I frames.

All outstanding unacknowledged I frames, commencing with the I frame identified in the received REJ frame shall be transmitted. Other I frames not yet transmitted may be transmitted following the retransmitted I frames.

8.6.5	Receiving SREJ frames

Retransmission of an I frame shall be requested by sending the SREJ frame. On receipt of a valid SREJ frame, the LLC layer shall retransmit the I frame with N(S) equal to the N(R) in the SREJ frame. No other I frames shall be retransmitted as a result of receiving the SREJ frame. 

Originating entity			Receiving entity			

LLM	Layer 3	LLC		LLC	Layer 3	LLM

	--LL-DATA-REQUEST-->

			------- RR + I -------->

			<----SREJ -------------

			------- RR + I -------->

				----LL-DATA-INDICATION-->

			<----RR/RNR/I -------

	<----LL-DATA-CONFIRM--

On receipt of a valid SREJ frame, the LLC layer entity shall act as follows:

a)	if it is not in the timer recovery condition:

-	clear an existing peer receiver busy condition;

-	reset timer T200;

-	if it was an SREJ command frame with the P bit set to 1, transmit an appropriate supervisory response frame with the F bit set to 1 (see Note 2 in § 8.6.6);

-	transmit the corresponding I frame as soon as possible, as defined in § 8.6.1, taking into account the items 1) to 3) below and the paragraph following items 1) to 3); and

-	notify a protocol violation to the connection management entity by means of the MLL-ERROR-INDICATION primitive, if it was an SREJ response frame with the F bit set to 1.

b)	if it is in the timer recovery condition and it was an SREJ response frame with the F bit set to 1:

-	clear an existing peer receiver busy condition;

-	reset timer T200;

-	enter the ABM-established state; and

-	transmit the corresponding I frame as soon as possible, as defined in § 8.6.1, taking into account the items 1) to 3) below and the paragraph following items 1) to 3).

c)	if it is in the timer recovery condition and it was an SREJ frame other than an SREJ response frame with the F bit set to 1:

-	clear an existing peer receiver busy condition;

-	if it was an SREJ command frame with the P bit set to 1, transmit an appropriate supervisory response frame with the F bit set to 1 (see Note 2 in § 8.6.6).

Transmission of I frames shall take account of the following:

1)	if the LLC layer entity is transmitting a supervisory frame when it receives the SREJ frame, it shall complete that transmission before commencing transmission of the requested I frame;

2)	if the LLC layer entity is transmitting an SABM command, a DISC command, a UA response or a DM response when it receives the SREJ frame, it shall ignore the request for retransmission; and

3)	if the LLC layer entity is not transmitting a frame when the SREJ is received, it shall immediately commence transmission of the requested I frame.

Only the I frame identified in the received SREJ frame shall be retransmitted. Other I frames not yet transmitted may be transmitted following the retransmitted I frame.

8.6.6	Receiving RNR frames

After receiving a valid RNR command or response, if the LLC layer entity is not engaged in a mode-setting operation, it shall set a peer receiver busy condition and then:

-	if it was an RNR command with the P bit set to 1, it shall respond with an RR response with the F bit set to 1 if the LLC layer entity is not in an own receiver busy condition, and shall respond with an RNR response with the F bit set to 1 if the LLC layer entity is in an own receiver busy condition; and

-	if it was an RNR response with the F bit set to 1, an existing timer recovery condition shall be cleared and the N(R) contained in this RNR response shall be used to update V(S).

The LLC layer entity shall take note of the peer receiver busy condition and not transmit any I frames to the peer which has indicated the busy condition.

NOTE 1:	The N(R) in any received RR or RNR command frame (irrespective of the setting of the P bit) will not be used to update the send state variable V(S).

The LLC layer entity shall then:

-	treat the N(R) contained in the received RNR frame as an acknowledgment for all the I frames that have been (re)transmitted with an N(S) up to and including N(R) minus 1, and set its V(A) to the value of the N(R) contained in the RNR frame; and

-	set timer T200 unless a supervisory response frame with the F bit set to 1 is still expected.

If timer T200 expires, the LLC layer entity shall:

-	if it is not yet in a timer recovery condition, enter the timer recovery condition and reset the retransmission count variable; or

-	if it is already in a timer recovery condition, add one to its retransmission count variable.

The LLC layer entity shall then:

a)	if the value of the retransmission count variable is less than N200:

-	transmit an appropriate supervisory command (see Note 2) with a P bit set to 1;

-	set timer T200; and

b)	if the value of the retransmission count variable is equal to N200, initiate a re-establishment procedure as defined in § 8.7, and indicate this by means of the MLL-ERROR-INDICATION primitive to the connection management entity.

The LLC layer entity receiving the supervisory frame with the P bit set to 1 shall respond, at the earliest opportunity, with an appropriate supervisory response frame (see Note 2) with the F bit set to 1 to indicate whether or not its own receiver busy condition still exists.

Upon receipt or the supervisory response with the F bit set to 1, the LLC layer entity shall reset timer T200, and:

-	if the response is an RR or REJ response, the peer receiver busy condition is cleared and the LLC layer entity may transmit new I frames or retransmit I frames as defined in § 8.6.1 or § 8.6.4, respectively; or

-	if the response is an RNR response, the LLC layer entity receiving the response shall proceed according to this § 8.6.6, first paragraph.

If a supervisory command (RR, RNR, or REJ) with the P bit set to 0 or 1, or a supervisory response frame (RR, RNR, or REJ) with the F bit set to 0 is received during the inquiry process, the LLC layer entity shall:

-	if the supervisory frame is an RR or REJ command frame or an RR or REJ response frame with the F bit set to 0, clear the peer receiver busy condition and if the supervisory frame received was a command with the P bit set to 1, transmit the appropriate supervisory response frame (see Note 2) with the F bit set to 1. However, the transmission or retransmission of I frames shall not be undertaken until the appropriate supervisory response frame with the F bit set to 1 is received or until the expiry of timer T200; or

-	if the supervisory frame is an RNR command frame or an RNR response frame with the F bit set to 0, retain the peer receiver busy condition and if the supervisory frame received was an RNR command with the P bit set to 1, transmit the appropriate supervisory response frame (see Note 2) with the F bit set to 1.

Upon receipt of an SABM command, the LLC layer entity shall clear the peer receiver busy condition.

NOTE 2:	If the LLC layer entity is not in an own receiver busy condition and is in a reject exception condition (that is, an N(S) sequence error has been received, and an REJ frame has been transmitted, but the requested I frame has not been received), the appropriate supervisory frame is the RR frame.

-	If the LLC layer entity is not in an own receiver busy condition but is in an N(S) sequence error exception condition (that is, an N(S) sequence error has been received but an REJ frame has not been transmitted), the appropriate supervisory frame is the REJ frame.

-	If the LLC layer entity is in its own receiver busy condition, the appropriate supervisory frame is the RNR frame.

-	Otherwise, the appropriate supervisory frame is the RR frame.

8.6.7	LLC layer own receiver busy condition

When the LLC layer entity enters an own receiver busy condition, it shall transmit an RNR frame at the earliest opportunity.

The RNR frame may be either:

-	an RNR response with the F bit set to 0; or

-	if this condition is entered on receiving a command frame with the P bit set to 1, an RNR response with the F bit set to 1; or

-	if this condition is entered on expiry of timer T200, an RNR command with the P bit set to 1.

All received I frames with the P bit set to 0 shall be discarded, after updating V(A).

All received supervisory frames with the P/F bit set to 0 shall be processed, including updating V(A).

All received I frames with the P bit set to 1 shall be discarded, after updating V(A). However, an RNR response frame with the F bit set to 1 shall be transmitted.

All received supervisory frames with the P bit set to 1 shall be processed including updating V(A). An RNR response with the F bit set to 1 shall be transmitted.

To indicate to the peer LLC layer entity the clearance of the own receiver busy condition, the LLC layer entity shall transmit an RR frame or, if a previously detected N(S) sequence error has not yet been reported, an REJ frame with the N(R) set to the current value of V(R).

The transmission of an SABM command or a UA response (in reply to an SABM command) also indicates to the peer LLC layer entity the clearance of the own receiver busy condition.

8.6.8	Waiting acknowledgment

The LLC layer entity shall maintain an internal retransmission count variable.

If timer T200 expires, the LLC layer entity shall:

-	if it is not yet in the timer recovery condition, enter the timer recovery condition and reset the retransmission count variable; or

-	if it is already in the timer recovery condition, add one to its retransmission count variable.

The LLC layer entity shall then:

a)	if the value of the retransmission count variable is less than N200:

-	set timer T200; and either

-	transmit an appropriate supervisory command (see Note 2 in § 8.6.6) with the P bit set to 1; or

-	retransmit the last transmitted I frame (V(S)-1) with the P bit set to 1; or

b)	if the value of the retransmission count variable is equal to N200, initiate a re-establishment procedure as defined in § 8.7 and indicate this by means of the MLL-ERROR-INDICATION primitive to the connection management entity.

The timer recovery condition is cleared when the LLC layer entity receives a valid supervisory frame response with the F bit set to 1. If the received supervisory frame N(R) is within the range from its current V(A) to its current V(S) inclusive, it shall set its V(S) to the value of the received N(R). Timer T200 shall be reset if the received supervisory frame response is an RR or REJ response, and then the LLC layer entity shall resume with I frame transmission or retransmission, as appropriate. Timer T200 shall be reset and restarted if the received supervisory response is an RNR response, to proceed with the inquiry process according to § 8.6.6.

8.7	Re-establishment of ABM operation

8.7.1	Criteria for re-establishment

The criteria for re-establishing the ABM mode of operation are defined in this section by the following conditions:

-	the receipt, while in the multiple-frame mode of operation, of an SABM;

-	the receipt of a LL-ESTABLISH-REQUEST primitive from upper layer (see § 8.5.1.1);

-	the occurrence of N200 retransmission failures while in the timer recovery condition (see § 8.6.8);

-	the occurrence of a frame rejection condition as identified in § 8.9.5;

-	on the receipt, while in the multiple-frame mode of operation, of an FRMR response frame (see § 8.9.6);

-	the receipt, while in the multiple-frame mode of operation, of an unsolicited DM response with the F bit set to 0 (see § 8.9.7);

-	the receipt, while in the timer-recovery condition, of a DM response with the F bit set to 1.

8.7.2	Procedures

In all re-establishment situations, the LLC layer entity shall follow the procedures defined in § 8.5.1. All locally generated conditions for re-establishment will cause the transmission of the SABM.

In the case of LLC layer and peer initiated re-establishment, the LLC layer entity shall also:

-	issue an MLL-ERROR-INDICATION primitive to the connection management entity; and

-	if V(S)>V(A) prior to re-establishment issue a LL-ESTABLISH-INDICATION primitive to upper layer, and discard all I queues.

In case of upper layer initiated re-establishment, or if a LL-ESTABLISH-REQUEST primitive occurs pending re-establishment, the LL-ESTABLISH-CONFIRM primitive shall be used.

8.8	LLC layer Suspension and Resumption

The LLC suspend procedure provides a mechanism for avoiding frame loss during change of underlying radio channel or an MS operational mode. LLC suspension may be initiated locally by means of the MM-SUSPEND primitives, or may be initiated by the peer LLC layer using the PABM command.

An MS side mobility management entity may indicate a request for the suspension of LLC operation by use of the MM-SUSPEND-REQUEST primitive. The LLC layer, upon receipt of an MM-SUSPEND-REQUEST primitive, the MS side LLC layer entity shall:

-	cease transmitting LLC information frames,

-	reset timers T200 and T202,

-	set timer T203, and

-	transmit a PABM command to the Network side LLC. 

The MS side LLC layer is now in the suspended (STANDBY) state.

Upon receipt of a PABM command, the Network side LLC layer entity shall:

-	cease transmitting LLC frames,

-	reset timers T200 and T202,

-	set timer T203, and

-	invoke the MM-SUSPEND-INDICATION primitive to notify the mobility management layer.

The LLC layer is now in the suspended state. No LLC frames may be transmitted from the Network side to the MS while suspended, and all LLC state variables (as defined in § 6.5) remain unchanged. The Network side LLC layer shall remain suspended until an LLC frame is received from the MS. Upon expiry of timer T203, the Network side may initiate the MS paging procedure as described in § 7.2.2.5.2.

Originating entity (MS)	 		Receiving entity	 (Network)			

MME		LLC		LLC		MME

--------MM-SUSPEND-REQUEST--------->

		--------------- PABM--------------->

<------MM-SUSPEND-CONFIRM-----------

				------MM-SUSPEND-INDICATION ------->

				<----MM-SUSPEND-RESPONSE---------



The Network side LLC layer may also initiate the LLC resume procedure by invoking the MM-RESUME-REQUEST primitive, for example, when the Network side wishes to transmit an LLC frame to the MS side. The mobility management entity will then begin the MS paging procedure as described in § 7.2.2.5.

The MS side LLC layer may resume LLC operation at anytime by sending any LLC frame to the network side LLC layer. Upon receipt of any  valid LLC frame, the Network side LLC layer invokes the MM-RESUME-INDICATION primitive, notifying the MME that the MS is now in the MS READY state (see § 7.2.2.5).

Originating entity (Network)			Receiving entity	 (MS)		 

MME	Layer 3	LLC	LLC	Layer 3	MME

	--LL-DATA-REQUEST->

    <--------MM-RESUME-REQUEST-----------

   ---------------------------------------------------------------------PAGE REQUEST-------------------------------------------- ------------------>

   ----MM-RESUME-CONFIRM-------------->

				<----------MM-UNITDATA-REQUEST-------------

		<----------PAGE RESPONSE-----

<----------MM-RESUME-INDICATION --------



8.9	Exception condition reporting and recovery

Exception conditions may occur as the result of lower layer errors or LLC layer procedural errors.

The error recovery procedures which are available to effect recovery following the detection of an exception condition at the LLC layer are defined in this section.

8.9.1	N(S) sequence error

An N(S) sequence error exception condition occurs in the receiver when a valid frame is received which contains an N(S) value which is not equal to the V(R) at the receiver. The information field of all I frames whose N(S) does not equal the V(R) shall be discarded.

The receiver shall not acknowledge (nor increment its V(R)) the I frame causing the sequence error, nor any I frames which may follow, until an I frame with the correct N(S) is received.

A LLC layer entity which receives one or more I frames having sequence errors but otherwise error-free, or subsequent supervisory frames (RR, RNR, and REJ), shall use the control field information contained in the N(R) field and the P or F bit to perform LLC control functions; for example, to receive acknowledgment of previously transmitted I frames and to cause the LLC layer entity to respond if the P bit is set to 1. Therefore, the retransmitted I frame may contain an N(R) field value and P bit that are updated from, and therefore different from, the ones contained in the originally transmitted I frame.

The REJ frame is used by a receiving LLC layer entity to initiate an exception condition recovery (retransmission) following the detection of an N(S) sequence error.

Only one REJ exception condition for a given direction of information transfer shall be established at a time.

A LLC layer entity receiving an REJ command or response shall initiate sequential transmission (retransmission) of I frames starting with the I frame indicated by the N(R) contained in the REJ frame.

An REJ exception condition is cleared when the requested I frame is received or when an SABM or DISC command is received.

8.9.2	N(R) sequence error

An N(R) sequence error exception condition occurs in the transmitter when a valid supervisory frame or I frame is received which contains an invalid N(R) value.

A valid N(R) is one that is in the range V(A)£N(R)£V(S).

The information field contained in an I frame which is correct in sequence and format may be delivered to upper layer by means of the LL-DATA-INDICATION primitive.

The LLC layer entity shall inform the connection management entity of this exception condition by means of the MLL-ERROR-INDICATION primitive, and initiate re-establishment according to § 8.7.2.

8.9.3	Timer recovery condition

If a LLC layer entity, due to a transmission error, does not receive a single I frame or the last I frame(s) in a sequence of I frames, it will not detect an out-of-sequence exception condition and therefore will not transmit an REJ frame.

The LLC layer entity which transmitted the unacknowledged I frame(s) shall on the expiry of timer T200, take appropriate recovery action as defined in § 8.6.8 to determine at which I frame retransmission must begin.

8.9.4	Invalid frame condition

Any frame received which is invalid shall be discarded, and no action shall be taken as a result of that frame.

8.9.5	Frame rejection condition

A frame rejection condition results from one of the following conditions:

-	the receipt of an undefined frame (see § 6.8, 2nd paragraph);

-	the receipt of a supervisory or unnumbered frame with incorrect length;

-	the receipt of an invalid N(R); or

-	the receipt of a frame with an information field which exceeds the maximum established length.



Upon occurrence of a frame rejection condition whilst in the ABM operation, the LLC layer entity shall:

-	issue an MLL-ERROR-INDICATION primitive; and

-	initiate re-establishment (see § 8.7.2).

Upon occurrence of a frame rejection condition during establishment or release from ABM operation, or whilst a LLC is not established, the LLC layer entity shall:

-	issue an MLL-ERROR-INDICATION primitive; and

-	discard the frame.

8.9.6	Receipt of an FRMR response frame

Upon receipt of an FRMR response frame in the multiple-frame mode of operation, the LLC layer entity shall:

-	issue an MLL-ERROR-INDICATION primitive; and

-	initiate re-establishment (see § 8.7.2).

8.9.7	Unsolicited response frames

The action to be taken on the receipt of an unsolicited response frame is defined in table 8. The LLC layer entity shall assume possible multiple-TLLI assignment on the receipt of an unsolicited UA response and shall inform the mobility management entity.

Table 8: Actions taken on receipt of unsolicited response frames

�state��Unsolicited Response Frame�TLLI- assigned�Awaiting establishment�Awaiting release�ABM operation�Timer recovery condition��UA response F=1�MM-ERROR indication�Solicited�Solicited�MM-ERROR indication�MM-ERROR indication��UA response F=0�MM-ERROR indication�MM-ERROR indication�MM-ERROR indication�MM-ERROR indication�MM-ERROR indication��DM response F=1�Ignore�Solicited�Solicited�MLL-ERROR indication�Re-establish MLL-ERROR indication��DM response F=0�Establish ABM�Ignore�Ignore�Re-establish ABM 

MLL-ERROR indication�Re-establish MLL-ERROR indication��Supervisory response  F=1�Ignore�Ignore�Ignore�MLL-ERROR indication�Solicited��Supervisory response  F=0�Ignore�Ignore�Ignore�Solicited�Solicited��

8.9.8	Multiple-assignment of TLLI value

A LLC layer entity shall assume multiple-assignment of a TEI value and initiate recovery as specified below by:

a)	the receipt of a UA response frame whilst in the ABM-established state;

b)	the receipt of a UA response frame whilst in the timer recovery state;

c)	the receipt of a UA response frame whilst in the TLLI-assigned state.

A LLC layer entity, after assuming multiple-assignment of a TLLI value shall inform the mobility management entity by means of the MM-ERROR-INDICATION primitive.

8.10	List of system parameters

The peer-to-peer system parameters is for further study (FFS). The following timers may be introduced to improve performance of the LLC layer : [FFS]

		- Wait for ack (T200)

		- Poll time-out (T201)

		- Ready time-out (T202)

		- Standby time-out (T203)

		- Paging time-out (T204)

With the exception of timers T202, T203, and T204, the system parameters listed below are associated with individual LLC layer SAPIs. That is, each SAPI being used should maintain a separate copy of the associated system parameter.

Table 9 provides an overview of these system parameters and summarizes the recommended default values to be used in GSM networks. The term default implies that the value defined should be used in the absence of any assignment or negotiation of alternative values.

A method of assigning these parameters is defined in § 8.4.

8.10.1	Maximum number of retransmissions (N200)

The maximum number of retransmissions of a frame (N200) is a system parameter. The default value of N200 for each SAPI is given in table 9.

8.10.2	Maximum number of octets in an information field (N201) 

The maximum number of octets in an information field (N201) is a system parameter. (See also § 2.5.). The default values for N201 are given in table 9. The minimum value of N201 shall be 500 octets, and the maximum value shall be 1600 octets.

8.10.4	Maximum number of outstanding I frames (k)

The maximum number (k) of sequentially numbered I frames that may be outstanding (that is, unacknowledged) at any given time is a system parameter which shall not exceed 63, for modulo 64 operation. The default values of k are given in table 9.

8.10.5	Timer T200

Retransmission time-out value. Upon expiry of timer T200, retransmission of a frame may be initiated according to the procedures described in § 8.6. The default value for timer T200 shall depend upon the QoS class associated with each SAPI, as indicated in table 9.

8.10.6	Timer T201

Poll request time-out value. Timer T201 represents the maximum time to wait for a response following transmission of a poll request (P=1). The default value of timer T201 shall be N200 times the value of timer T200.

8.10.7	Timer T202

Ready state time-out value. Timer T202 represents the maximum time allowed in READY state without frames being exchanged. Upon expiry of timer T202,  the LLC layer is placed in the STANDBY state. There shall be a single T202 timer for each local TLLI (and not per individual SAPI). The default value of timer T202 is given in table 9.

8.10.8	Timer T203

Standby state time-out value. Timer T203 represents the maximum time allowed in STANDBY state without frames being exchanged (i.e. without returning to the READY state). There shall be a single T203 timer for each local TLLI (and not per individual SAPI). The default value of timer T203 is given in table 9.

8.10.9	Timer T204

Paging response time-out.. Timer T204 represents the maximum time the Network side mobility management entity will wait for a response to a paging request. The value of timer T204 is a system parameter and is not negotiable.

Table 9: System parameter default values 

�LLC SAPI�QoS class�k �T200�T201�T202�T203�N200�N201���0�1�1�note 2�10 s���note 2�200���1�1�1�note 2�10 s���note 2�200���2�note 3������note 3

���3�note 3����30 s�120�note 3

���4�1�16�5 s�15 s��minutes�3�1600���5�2�8�10 s�30 s���3�1600���6�3�4�60 s�180 s���3�1600���7�4�2�120 s�360 s���3�1600�� 

NOTE 1:	The proper operation of the procedure requires that timer T200 be greater than the maximum time between transmission of command frames and the reception of their corresponding response or acknowledgment frames.

NOTE 2: 	This parameter applies to ABM procedures. ABM operation is not required for signaling SAPIs 0 and 1, since signaling procedures use only U frames for information transfer.

NOTE 3:	SAPI values 2 and 3 are reserved.



9	Definition of the LAPG peer-to-multipeer protocol

9.1	General

In the following subsections, the LAPG protocol for use by the GPRS logical link layer between the Network and multiple MSs is specified.

The LAPG elements of procedure (frame types) which apply are:

a)	for unacknowledged information transfer:

-	UI-command. 

b)	for AUM negative acknowledged information transfer: 

-	SAUM-command;

-	RNR-command;

-	SREJ-command/response;

-	I-command.

9.2	General Protocol Procedures

The LAPG peer-to-multipeer procedures differ from the peer-to-peer procedures defined in § 8, in that acknowledged information transfer may occur only from a single source (network side) to multiple destinations (use side). Unacknowledged information transfer may occur in either direction. 

9.3	Procedures for unacknowledged information transfer

Unacknowledged information is passed to the LLC layer by layer 3 entities using the primitive LL-UNITDATA-REQUEST. The layer 3 message unit shall be transmitted in an UI command frame.

On receipt of an UI command frame, which contains a valid receiver address, the contents of the information field shall be passed to the layer 3 entity using LLC layer to layer 3 primitive LL-UNITDATA-INDICATION. UI frames with invalid address values shall be discarded. 

Originating entity					Receiving entity			 

LLM		Layer 3		LLC		LLC			Layer 3	LLM

		----LL-UNITDATA-REQUEST--->

					------- UI --------------->

							----LL-UNITDATA-INDICATION-->

9.4	Procedures for establishment and release of AUM operation [FFS]

9.4.1	Establishment of AUM operation

A layer 3 entity on the network side shall request establishment of AUM operation with the LL-ESTABLISH-REQUEST primitive. An LLC layer entity shall initiate a request for the AUM operation by transmitting the SAUM command. An LLC entity receiving a SAUM command shall enter the AUM operation state and inform the layer 3 using LL-ESTABLISH-INDICATION primitive. 

Upon successful transmission of the SAUM command, the originator shall enter the AUM operation state and inform the layer 3 entity using LL-ESTABLISH-CONFIRM primitive. All existing exception conditions shall be cleared, the counters and timers shall be started.

Originating entity (network side)			Receiving entity (MS side)			 

LLM		Layer 3		LLC		LLC			Layer 3	LLM

		----LL-ESTABLISH-REQUEST---->

					------- SAUM --------->

		<----LL-ESTABLISH-CONFIRM---

 							----LL-ESTABLISH-INDICATION-->		

9.4.2	Termination of AUM operation

A network side layer 3 entity shall indicate a request for termination of the AUM operation by use of the LL-RELEASE-REQUEST primitive. The LL-RELEASE-REQUEST primitive will contain a parameter indicating whether normal release or local end release shall take place. An LLC layer entity shall initiate a request for release of the AUM operation by transmitting the DISC command.

An MS side LLC entity receiving a DISC command shall inform its layer 3 entity by using LL-RELEASE-INDICATION primitive. 

Upon transmission of the DISC command the originator shall notify the layer 3 entity using LL-RELEASE-CONFIRM primitive. 

Originating entity (network side)			Receiving entity (MS side)			 

LLM		Layer 3		LLC		LLC			Layer 3	LLM

		----LL-RELEASE-REQUEST------->

					------- DISC ------------->

		<----LL-RELEASE-CONFIRM------

							----LL-RELEASE-INDICATION-->

9.4.3	Polling in AUM operation

A network side management entity shall indicate a request for polling by use of the LL-POLL-REQUEST primitive. An LLC layer entity shall initiate a request for polling by transmitting an S frame containing the RNR command and P bit set to “1”.

An MS side LLC entity receiving an RNR command with the P bit set to “1” shall respond by transmitting a response frame (RR). The network side entity may receive multiple responses, one from each MS side entity.

Originating entity (network side)			Receiving entity (MS side)			 

LLM		Layer 3		LLC		LLC			Layer 3	LLM

	----------LL-POLL-REQUEST------->

					------- RNR(P=1)------>

					<--RR/RNR/REJ/SREJ---

	<----------LL-POLL-CONFIRM------

9.5	Procedures for information transfer in AUM operation

Having transmitted a SAUM command, I frames and supervisory frames may be transmitted from the network side. Having received a SAUM command, the MS side shall be prepared to receive I frames from the network side.

Information received by the network side LLC layer entity from the layer 3 entity by means of a LL-DATA-REQUEST primitive shall be transmitted in I frames. When transmitting an I frame, the control field parameter N(S) shall be assigned the value of V(S).  The control field parameter N(W) shall identify the first I frame available for retransmission as required. The network side shall transmit all I frames with the supervisory bits indicating a receiver not ready (RNR) condition and the P bit set to “0”.

When a MS side LLC layer entity receives a valid I frame, the LLC layer entity shall pass the information field of this frame to the layer 3 entity using the LL-DATA-INDICATION primitive.

On receipt of a valid I frame, the MS side LLC layer entity shall treat the N(W) contained in this frame as the first I frame available for retransmission. All I frames between N(W) and N(S) may be retransmitted by the sender upon request.

Originating entity (network side)			Receiving entity (MS side)			 

LLM		Layer 3		LLC		LLC			Layer 3	LLM

		----LL-DATA-REQUEST----------->

					------- RNR + I -------->

							----LL-DATA-INDICATION------>

Retransmission of an I frame shall be requested by sending the SREJ frame. On receipt of a valid SREJ frame, the network side LLC layer shall retransmit the I frame with N(S) equal to the N(R) in the SREJ frame. No other I frames shall be retransmitted as a result of receiving the SREJ frame. 

Originating entity (network side)			Receiving entity (MS side)			 

LLM		Layer 3		LLC		LLC			Layer 3	LLM

		----LL-DATA-REQUEST----------->

					------- RNR + I -------->

					<----SREJ -------------

					------- RNR + I -------->

							----LL-DATA-INDICATION------>



Retransmission of I frames starting from N(R) shall be requested by sending the REJ frame.

9.6	Abnormal release of AUM operation

The abnormal release procedure is initiated due to an exception condition while in AUM operation mode. The criteria for release are:

-	the occurrence of N retransmission failures (FFS);

-	the occurrence of N frame rejection conditions (FFS).

9.7	Exception condition reporting and recovery for AUM operation

Exception conditions may occur as the result of lower layer errors or logical link layer procedural errors.

The error recovery procedures which are available to effect recovery following the detection of an exception condition at the logical link layer are for further study (FFS).

9.7.1	sequence error

FFS.

9.7.2	Timer recovery

FFS.

9.7.3	Invalid frame condition 

FFS.

9.7.4	N(R) sequence error

FFS.

9.8	List of system parameters

The peer-to-multipeer system parameters is for further study (FFS).

9.8.1	Timer T300

FFS.

9.8.2	Maximum number of retransmissions (N300)

FFS.

9.8.3	Maximum number of octets in an information field (N301)

FFS.

9.8.4	Maximum number of outstanding I frames (m)

FFS.

Annex A (Normative):�Temporary Logical Link Identifier (TLLI) management procedures

A.1	General

TLLI management is based on the following procedural means:

-	TLLI assignment procedures (see § A.2);

-	TLLI reassignment procedures (see § A.3);

-	TLLI check procedures (see § A.4);

-	TLLI removal procedures (see § A.5);

-	optional MS initiated TLLI verify procedures (see § A.6).

A MS in the TLLI-unassigned state shall use the TLLI assignment procedures to enter the TLLI-assigned state. Conceptually, these procedures exist in the mobility management entity. The mobility management entity on the network side is referred to as the N-MME, and the mobility management entity on the MS side is referred to as the MS-MME in this annex.

The purpose of these procedures is to:

a)	allow MS to request the network to assign a local TLLI value that the LLC layer entity within the requesting MS will use in their subsequent communications;

b)	allow a network to remove a previously assigned local TLLI value from specific MS or all MSs;

c)	allow a network to check:

-	whether or not a TLLI value is in use; or

-	whether multiple-TLLI assignment has occurred.

d)	allow MS the option to request that the network invoke TLLI check procedures.

A MS in the TLLI-unassigned state may generate a random TLLI in order to exchange signaling messages with the network, for example the TLLI assignment procedures described in this annex. A random TLLI exists for only a short period (T202) to allow information exchange between the network and an unattached MS.

The MS-MME may instruct the MS LLC layer entities to remove all TLLI values when it is notified that the terminal equipment (TE) is disconnected from the mobile terminal (MT) at the R reference point (as defined in GSM 03.60).

Additionally, the MS-MME may instruct the MS LLC layer entity to remove a TLLI value for its own internal reasons (for example, losing the ability to communicate with the network). The mobility management entity shall use the MM-ASSIGN-REQUEST primitive with TLLI value zero for these purposes. § A.5.1 includes the actions taken by a LLC layer entity receiving an MM-ASSIGN-REQUEST primitive.

Typically, one TLLI value is associated with an IMSI, and would be used by the MS for all point-to-point  communications. A LLC layer entity which has been assigned a TLLI value shall use the TLLI for all point-to-point DLCIs which it supports. 

For PTM-G services, one or more additional TLLI values may be requested by multiple use of the procedures defined in § A.2. It shall be the responsibility of the mobility management (MM) entities to maintain the association between TLLIs and the IMSI or IMGI values.

The MS-MME initiates the TLLI assignment procedures by transmitting a GPRS Attach Request message using unacknowledged information transfer with a random TLLI value while in the TLLI-unassigned state. The network side mobility management entity responds by transmitting a GPRS Attach Accept message using unacknowledged information transfer with the same random TLLI value. The Attach Accept message contains the newly assigned local TLLI value. The mobility management entity shall inform the LLC layer entity of the assigned local TLLI using the MM-ASSIGN-REQUEST primitive.

NOTE: In the case of initialization from a no power condition, the MS should postpone the start of the TLLI assignment procedure until a LLC service that needs a local TLLI is to be provided.

All mobility management entity messages used for these TLLI management procedures are transmitted to, or received from, the LLC layer entity using the MM-UNITDATA-REQUEST primitive, or the MM-UNITDATA-INDICATION primitive, respectively. The LLC layer entity shall transmit mobility management messages in UI command frames. The SAPI value shall be 1.

A.2	TLLI assignment procedure

Upon initiation of the TLLI assignment procedure, the MS-MME shall transmit to its peer an Attach Request message containing the following elements (among others as defined in GSM  ??):

a) message type = Attach Request; and

b) IMSI

The IMSI field, shall be used to validate a request to the N-MME for the assignment of a TLLI value. The IMSI is also used for MS authentication, if required (see Annex B).

A timer T211 shall be started.

The N-MME, on receipt of the Attach Request message, shall either:

-	select a local TLLI value if one is available;

-	deny Attach Requests if no local TLLI value is available; or

-	ignore invalid requests (for example from an invalid IMSI)

Selection of a local TLLI value shall be on the basis of information stored at the N-MME. The N-MME, after having selected the local TLLI value, shall inform the network LLC layer entities by means of the MM-ASSIGN-REQUEST primitive and transmit to its peer an Attach Accept message containing the following elements (among others as defined in GSM ??):

a) message type = Attach Accept; 

b) the IMSI of the requesting MS; and

c) the assigned local TLLI value.



If the available local TLLI information/resources are exhausted, a TLLI check procedure should be initiated.

A MS-MME receiving this Attach Accept message shall compare the IMSI value in the message to its own IMSI value. If there is no match, the management entity shall do nothing.

If there is an IMSI match, the MS-MME shall consider the local TLLI value to be assigned to the MS, inform the MS LLC layer entities by means of the MM-ASSIGN-REQUEST primitive and reset timer T211;

When the LLC layer receives the MLL-ASSIGN-REQUEST primitive from the mobility management entity, the LLC layer entity shall:

-	enter the TLLI-assigned state; and

-	proceed with LLC establishment procedures if a LL-ESTABLISH-REQUEST primitive is outstanding, or the transmission of a UI command frame if a LL-UNITDATA-REQUEST primitive is outstanding.

To deny an Attach Request, the N-MME shall transmit to its peer, a message containing the following elements (among others as defined in GSM ??):

a)	message type = Attach Denied; and

b)	IMSI of the requesting MS; and

c)	the reason for which the request is denied (e.g. no local TLLI values are available).

A.2.1	Expiry of timer T211

If the MS receives either no response (Attach Accept or Attach Denied) before expiry of timer T211 to its Attach Request message, then the timer shall be restarted and the Attach Request message shall be retransmitted.

After N211 unsuccessful attempts to acquire a TLLI value, the mobility management entity shall inform the LLC layer entity using the MM-ERROR-RESPONSE primitive. The LLC layer entity receiving the MM-ERROR-RESPONSE primitive shall respond with the LL-RELEASE-INDICATION primitive if a request for establishment had previously occurred, and shall discard all unserviced LL-DATA-REQUEST and LL-UNITDATA-REQUEST primitives.

The TLLI assignment procedure is illustrated in figure A.1. [Ed note: to be added]

A.3	TLLI reallocation procedure

A.3.1	General

The TLLI reallocation procedure allows the N-MME to assign a new TLLI to a MS which has previously received a TLLI assignment.

A.3.2	Operation of the TLLI reallocation procedure

The network shall transmit a TLLI reallocation message containing the following elements (among others as defined in GSM ??):

a)	message type = TLLI Reallocation Request;

b)	the old TLLI value; and

b)	the new TLLI value.

Timer T214 is started.

A MS-MME receiving this TLLI Reallocation Request message shall compare the old TLLI value in the message to its current TLLI value. If there is no match, the management entity shall do nothing.

If there is an TLLI match, the MS-MME shall consider the new TLLI value to be assigned to the MS, inform the MS LLC layer entities by means of the MM-ASSIGN-REQUEST primitive, and respond with a TLLI Reallocation Complete message.

A.3.3 	Expiry of timer T214

If the N-MME receives no TLLI Reallocation Complete message before the expiry of timer T214, the N-MME shall restart the timer and the TLLI Reallocation Request message shall be retransmitted. If no TLLI Reallocation Complete message is received from the MS after the second TLLI Reallocation request message, both the old and newly allocated TLLIs shall be removed locally using the MM-ASSIGN-REQUEST primitive with TLLI=0.

A.4	TLLI check procedure

A.4.1	Use of the TLLI check procedure

The TLLI check procedure shall be used in the TLLI audit and recovery procedures. The TLLI check procedure allows the network side mobility management entity either:

-	to establish that a TLLI value is in use; or

-	to verify multiple-TLLI assignment.

The TLLI check procedure for verifying multiple-TLLI assignment may also optionally be invoked as a response to a TLLI verify request message from the MS.

A.4.2 	Operation of the TLLI check procedure

The N-MME shall transmit a message containing the following elements (among others as defined in GSM ??):

a)	message type = TLLI Check Request; and

b)	TLLI field which contains the TLLI value to be checked.

Timer T212 shall be started.

If any MS has been assigned the TLLI value specified in the TLLI Check Request message, it shall respond by transmitting a message containing the following elements (among others as defined in GSM ??):

a)	message type = TLLI Check Response; and

b)	the TLLI value; and

c)	Reference number (Rn).

NOTE:	The randomly-generated Rn is present in the TLLI Check Response to differentiate between multiple responses in the case where more than one MS happens to be assigned the same TLLI value. This results in multiple TLLI Check Responses (e.g. for TLLIs assigned to a group IMGI). The Rn shall be 2 octets in length and shall be randomly generated for each response message by the MSs. All values in the range 0 to 65535 shall be available from the random number generator.

When the TLLI check procedure is used to test whether a TLLI value is in use, it is completed upon the receipt or the first TLLI Check Response message, and the TLLI value is assumed to be in use.

When the TLLI check procedure is used to verify multiple-TLLI assignment:

-	if more than one TLLI Check Response is received within T212, then multiple-TLLI assignment shall be considered present; otherwise the request shall be repeated once and timer T212 restarted;

-	if more than one TLLI Check Response is received within the second T212 period, multiple-TLLI assignment shall be considered present;

-	if no TLLI Check Response is received after both T212 periods, the TLLI value shall be assumed to be free and available for (re)assignment;

-	if one TLLI Check Response is received in one or both T212 periods, the TLLI value shall be assumed to be in use.

A.5	TLLI removal procedure

When the network side mobility management entity determines that the removal of a TLLI value (see §A.5.2) is necessary, the N-MME shall issue an MM-ASSIGN-REQUEST primitive with TLLI value zero and transmit a message containing the following elements (among others as defined in GSM 04.08):

a)	message type = Detach Request; and

b)	TLLI value which is to be removed.

The Detach Request message shall be sent twice in succession, to overcome possible message loss.

When the MS-MME determines that the removal of a TLLI value is necessary (see § A.5.2), it shall instruct the LLC layer entity to enter the TLLI-unassigned state, using the MM-ASSIGN-REQUEST primitive.

Further action to be taken shall be either initiation of TLLI assignment for a new TLLI value or notification to the equipment user for the need for corrective action (e.g. resetting the MS).

A.5.1	Action taken upon receiving the MM-ASSIGN-REQUEST primitive with TLLI=0

A LLC layer entity receiving an MM-ASSIGN-REQUEST primitive with TLLI=0 shall:

a)	if no LL-RELEASE-REQUEST primitive is outstanding and the MS is not in the TLLI-assigned state, issue a LL-RELEASE-INDICATION primitive; or

b)	 if a LL-RELEASE-REQUEST primitive is outstanding, issue a LL-RELEASE-CONFIRM primitive.

The LLC layer entity shall then enter the TLLI-unassigned state after discarding the contents of both UI and I queues.

A.5.2	Conditions for TLLI removal

On the MS side, TLLI values shall be removed under the following conditions:

-	on request from the N-MME by a Detach Request message; or

-	on receipt of an MM-ASSIGN-REQUEST primitive with TLLI=0.

On the network side, TLLI values should be removed:

-	following a TLLI audit procedure showing that a TLLI value is no longer in use or that multiple PTP TLLI assignment has occurred; or

-	on receipt of an MM-ERROR-INDICATION primitive indicating a possible multiple-TLLI assignment, which may be confirmed by the invocation of the TLLI check procedures.

A.6	TLLI verify procedure

A.6.1	General

The TLLI verify procedure allows the MS-MME to have the capability to request that the network invoke the TLLI check procedure for verification of TLLI assignment.

The TLLI verify procedure is optional for the MS.

A.6.2	Operation of the TLLI verify procedure

The MS shall transmit an TLLI verify message containing the following elements (among others as defined in GSM 04.08):

a)	message type = TLLI Verify Request;

b)	the TLLI value to be checked.

Timer T213 is started.

The N-MME, on receipt of the TLLI verify message shall, if implemented, invoke the TLLI check procedure as defined in § A.4. This will result in the N-MME sending an TLLI Check Request message to the MS .

The MS-MME receiving any TLLI Check message shall compare the content of the TLLI field to its TLLI value requested being verified. It shall reset timer T213 if there is a match. In any case, it has to respond on an TLLI Check message according to the TLLI check procedure as defined in § A.4.

A.6.3 	Expiry of timer T213

If the MS receives no TLLI Check Request message with an TLLI equal to its own before the expiry of timer T213, the MS-MME shall restart the timer and the TLLI Verify message shall be retransmitted. If no TLLI Check Request message is received from the N-MME after the second TLLI Verify request message, the TLLI shall be removed using the MM-ASSIGN-REQUEST primitive with TLLI=0.

A.7	List of TLLI management parameters

This section provides an overview of the mobility management system parameters used for TLLI management. These parameters are fully described with recommended values in TS GSM ?? . [ Ed. note: the parameter names should be replaced with the correct names once GPRS MM procedures are defined]

T211:	The minimum time between the transmission of successive Attach Request messages.

N211:	The maximum number of transmissions of an Attach Request message when requesting a TLLI.

T212:	The time to wait for TLLI Check Response messages following transmission of a TLLI Check Request message.

T213:	The time to wait for TLLI Check Request messages following transmission of a TLLI Verify Request message.

T214:	The minimum time between the retransmission of the TLLI Reallocation messages.

�Annex B (Normative):	�Authentication and Privacy Procedures

B.1	Point-to-point TLLI Confidentiality

The following diagram depicts the message exchange required to achieve identity confidentiality by assigning a TLLI for an IMSI. The TLLI will be used for point-to-point data transfers between the MS and the network.

The attach request is sent using an MS selected random TLLI in the LLC frame address field. This may be followed by authentication procedures to validate the MS identity, and to perform cipher key assignment, using the same random TLLI value. For clarity, a random TLLI will be referred to as an “RLLI” in the following diagrams, in order to differentiate it from the local TLLI assigned for the IMSI.

The attach accept message is sent within a ciphered UI frame following IMSI authentication (the shaded area depicts ciphered message exchange).
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B.2	Point-to-multipoint TLLI Confidentiality

The following diagrams depict the message exchanges required to achieve identity confidentiality by assigning a TLLI for a group identity (IMGI). The TLLI shall be used for point-to-multipoint group call (PTM-G) data transfers. 

For clarity, a TLLI to be associated with an IMGI will be referred to as a “GLLI” (group logical link identity) in the following diagrams, in order to differentiate it from the local TLLI assigned for the IMSI.

B.2.1	Point-to-point TLLI not assigned

If a TLLI has not been assigned for the IMSI of the originating MS, then the attach request is sent using the IMSI in the LLC frame address field. This may be followed by authentication procedures to validate the MS identity.

The attach accept message is sent within a ciphered UI frame following IMSI authentication (the shaded area depicts ciphered message exchange).

�EMBED Word.Picture.6���

B.2.2	Point-to-point TLLI assigned

If a TLLI has already been assigned for the IMSI of the originating MS, then the attach request is sent within a ciphered UI frame using the TLLI in the LLC frame address field. All MM messages are sent within ciphered UI frames.
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Annex C (Normative):	�LLC Layer States for Peer-to-Peer Operation

C.1	General

The purpose of this annex is to provide a representative example of the point-to-point procedures of the LLC layer, to assist in the understanding of this specification. This representation does not describe all of the possible actions of the LLC layer entity, as a non-partitioned representation was selected in order to minimize its complexity. The representation does not therefore constrain implementations from exploiting the full scope of the procedures as presented within the text of this specification. The text description of the procedures is definitive.

The representation is a model of the point-to-point procedures of the LLC layer and is applicable to the LLC layer entities at both the MS and network sides for all ranges of TLLI values (except for random TLLI values?).
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Figure C-1: Model of the LLC layer point-to-point procedures



C.2	An overview of the states of the point-to-point LLC layer entity

The state diagram representation of the point-to-point procedures is based on an expansion of the three basic states identified in § 4.6.2 to the following 8 states:

State 1 TLLI unassigned

State 2 Assign awaiting TLLI

State 3 Establish awaiting TLLI

State 4 TLLI assigned

State 5 Awaiting establishment

State 6 Awaiting release

State 7 ABM established

State 8 Timer recovery

An overview of the inter-relationship of these states is provided in figure C-2. In states 1-3, LL-UNITDATA requests can be serviced by the LLC layer entity by using a TEI type of IMSI.

�EMBED Word.Picture.6���

Figure C-2: An overview of the states of the point-to-point procedures

All LLC layer entities are conceptually initiated in the TLLI-unassigned state (state 1), and will interact with mobility management in order to request a TLLI value. TLLI assignment initiated by a LL-DATA request will cause the LLC layer entity to move to the TLLI-assigned state (state 4) via the assign-awaiting-TLLI state (state 2).

Initiation by an LL-ESTABLISH request will cause a transition to the awaiting-establishment state (state 5) via the establish-awaiting-TLLI state (state 3).

Direct TLLI assignment will cause an immediate transition to the TLLI-assigned state (state 4).

The receipt of an LL-ESTABLISH request in the TLLI-assigned state (state 4) will cause the initiation of the establishment procedures and the transition to the awaiting-establishment state (state 5). Completion of the LAPG establishment procedures takes the LLC layer entity into the ABM established state (state 7).

Peer initiated establishment causes a direct transition from the TLLI-assigned state (state 4) to the ABM-established state (state 7). In the ABM-established state (state 7), LL-DATA requests can be serviced directly subject to the restrictions of the procedures.

Expiry of timer T200, which is used in both the flow control and data transfer aspects of the LLC layer entity’s procedures initiates the transition to the timer-recovery state (state 8). Completion of the timer recovery procedures will return the LLC layer entity to the ABM-established state (state 7). In states 7 and 8, the following conditions which are identified within the LAPG specification are observed:

a) peer receiver busy;

b) reject exception;

c) own receiver busy.

A peer initiated release (LL-RELEASE indication) will take the LLC layer entity directly into the TLLI-assigned state (state 4), whilst a LL-RELEASE request will be via the awaiting-release state (state 6).

TLLI removal will cause a transition to the TLLI unassigned state (state 1) from any other state (states 2-8).

In addition, all states must observe the LLC suspended operation (STANDBY mode) restrictions, during which LLC frames may not be sent from the network to the MS.
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