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�� AUTONUMLGL �	Scope

This ETS provides the description of the Subnetwork Dependent Convergence Protocol (SNDCP) for the General Packet Radio Service (GPRS).

The overall description provides the following information:

-	The services offered to higher-layer functions.

- 	The services expected from layer below.

-	The distribution of required functions into functional groups.

-	Definition of the capabilities of each functional group.

-	Service primitives for each functional group, including a detailed description of what  services and information flows are to be provided.



GSM 04.62 is applicable to GPRS Mobile Station (MS) and GPRS Serving GPRS Support Node (SGSN).



� AUTONUMLGL �	Normative references

This ETS incorporates by dated and undated reference, provisions from other publications. These normative references are cited at the appropriate places in the text and the publications are listed hereafter. For dated references, subsequent amendments to or revisions of any of these publications apply to this ETS only when incorporated in it by amendment or revision. For undated references, the latest edition of the publication referred to applies.

[1]	GSM 02.60: “Digital cellular telecommunication system; Stage 1 Service  Description of the General Packet Radio Service (GPRS)”.

[2]	GSM 03.60: “Digital cellular telecommunication system; Stage 2 Service Description of the General Packet Radio Service (GPRS)”.

[3]	“Digital cellular telecommunication system; General Packet Radio Service; Terms and Definitions”.

(4(	RFC-1144, V. Jacobson: “Compressing TCP/IP Headers for Low-Speed Serial Links”

(5(	ITU-T, Recommendation V.42 bis: “Data compression procedures for data circuit- terminating equipment (DCE) using error correcting procedures”



� AUTONUMLGL �	Definitions and Abbreviations

� AUTONUMLGL �	Definitions

Refer to: Terms and Definitions WD-GPRS Definitions (3(.

� AUTONUMLGL �	Abbreviations

For the purposes of this document the following abbreviations apply.

CLNP	Connectionless Network Protocol

GGSN	Gateway GPRS Support Node

GPRS	General Packet Radio Service

IMSI	International Mobile Subscriber Identity

IP	Internet Protocol 

LLC	Logical Link Control

MAC	Medium Access Control

MS	Mobile Station

NSAPI 	Network Layer Service Access Point  Identity

PDU	Protocol Data Unit

PTM 	Point to Multipoint

PTM-M	Point to Multipoint – Multicast

PTM-G	Point to Multipoint – Group call

PTP 	Point to Point

QoS 	Quality of service

RLC	Radio Link Control

SDU	Service Data Unit

SGSN	Serving GPRS Support Node

SNDCP	Subnetwork Dependent Convergence Protocol

TLLI	Temporary Logical Link Identifier



COMP	compression type identifier (for both header and data compression)

QoS	defines whether the acknowledged or unacknowledged service is required for transmission, and contains priority information.

M	More bit (0 = last segment of PDU).

E	Encryption control bit defines whether the data is encrypted or not.

pri	priority tag

Segment #	each data segment unit is assigned a sequential segment number.

xxxx 		encrypted data (used in figure 3)



�� AUTONUMLGL �	General

This document describes the functionalities of the GPRS SNDCP. The overall GPRS logical architecture is defined in GSM 03.60 (2(.

Network layer protocols are intended to be capable of operating over services derived from a wide variety of subnetworks and data links. GPRS must support several network layer protocols providing protocol transparency for the users of the service. Introduction of new network layer protocols to be transferred over GPRS must be possible without any changes to GPRS. Therefore, all functions related to transfer of Network layer Protocol Data Units (N-PDUs) must be carried out in transparent way by the GPRS network entities. This is one of the requirements for GPRS SNDCP.

Another requirement for the SNDCP is to provide functions that help to improve channel efficiency and user data security. This requirement is fulfilled by means of  compression and ciphering  techniques.



� EMBED Word.Picture.6  ���

Figure � SEQ Figure \* ARABIC �11�: GPRS protocol stack

The set of protocol entities above SNDCP consists of commonly used networking protocols, as well as GPRS specific signalling protocol entities. They all use the same SNDCP entity, which then performs multiplexing of data coming from different sources to be sent across a single LLC connection (figure 2).

� EMBED Word.Picture.6  ���

Figure � SEQ Figure \* ARABIC �22�: Multiplexing of different protocols

Since the adaptation of different network layer protocols to SNDCP is implementation dependent, it is not defined in this document.



� AUTONUMLGL �	Service Primitives and Functions

� AUTONUMLGL �	Service Primitives

Mapping of various protocols to the SNDCP operation is defined with respect to an abstract underlying service. The underlying service consists of the following primitives:

-	SN-DATA.{Request, Indication}

-	SN-UNITDATA.{Request, Indication}



The SN_DATA primitive is used for acknowledged data transfer. The receipt of data shall be confirmed by the layer below SNDCP. The SN_DATA primitive conveys the source and destination subnetwork point of attachment addresses (NSAPI + TLLI), a subnetwork quality-of-service parameter, and a minimum number of octets of user data.

The SN_UNITDATA primitive is used for unacknowledged data transfer. The receipt of data shall not be confirmed by the SNDCP or lower layers. The SN_UNITDATA primitive conveys the source and destination subnetwork point of attachment addresses (NSAPI + TLLI), a subnetwork quality-of-service parameter, and a minimum number of octets of user data.

� AUTONUMLGL �	Service Functions

The SNDCP model of operation performs the following functions (see figure 3):

-	Multiplexing of N-PDUs from one or several network layer entities onto a single LLC connection.



-	Mapping of SN_UNITDATA primitives coming from the network layer into a corresponding LL_UNITDATA primitive to be passed to the LLC layer. The primitive can be used for PTP, PTM-G, and PTM-M services.



-	Mapping of SN_DATA primitives coming from the network layer into a corresponding LL_DATA primitive to be passed to the LLC layer. The primitive can be used for PTP and PTM-G services.



-	Compression and recovery of redundant protocol control information (e.g., TCP/IP header). The compression method is specific to the particular network layer or transport layer protcols in use.



-	Compression and recovery of redundant user data.



-	Management of the delivery sequence according to the priority tag of SN_UNITDATA and SN_DATA primitives.



-	Segmenting and reassembly of N-PDUs. Long N-PDUs are segmented to a defined maximum length of LLC frames in order to achieve more efficient use of airlink resources. These procedures are independent of the particular network layer protocol in use. 



-	Encryption and decryption of PDUs to provide user data confidentiality. Modified GSM encryption functions are used.





The following GPRS identities and control information is needed:

-	NSAPI defines the end user PDP type and PDP address pair that the MS is using, SNDCP control part defines compression and ciphering information.



-	TLLI defines logical link connection, LLC control part defines frame number and frame type command (e.g. multi/single frame).



� EMBED Word.Picture.6  ���

Figure � SEQ Figure \* ARABIC �33�: SNDCP model



� AUTONUMLGL �	Services Expected from LLC

The following services are expected to be provided by the LLC layer below SNDCP:

- Acknowledged and unacknowledged data transfer. Acknowledged data transfer require that a reliable logical link between the MS and SGSN is provided. Header- and data compression (V.42bis) relies on an underlaying reliable data link. In unacknowledged data transfer, a reliable link is not required

- Point-to-point and point-to-multipoint data transfer

- In-order delivery of SN-PDUs (i.e. SN-PDUs have to appear at the receiving end in the same order as transmitted). This is required only for PTP service.

- Priority based transfer of SN-PDUs (4 priority levels)

- Variable length information frames



� AUTONUMLGL �	Model of Operation

� AUTONUMLGL �	Acknowledged data transfer service

In the transmission direction, the SN_DATA primitive is processed in the following order:

-	compressor function removes redundant protocol control (header) information

-	compressor function removes redundant user data information

-	a PDU is transmitted in order of the message priority

-	segmenting function generates one or more segments

-	encryption function encrypts the output of the segmenting function



In the receive direction SDUs segments are decrypted, reassembled and decompressed, respectively.



� AUTONUMLGL �	Unacknowledged data transfer service

The unacknowledged data link service can be used for PTP, PTM-M, and PTM-G. For PTM-M the management of retransmission shall be executed by the PTM-M service center, if required. 

For information transfer over the unacknowledged data link service, the functions at SNDCP layer are limited. Header and data compression are not supported, because these functions require reliable transmission media. In the transmission direction, a SN_UNITDATA primitive is processed in the following order:

-	a PDU is transmitted in order of the message priority

-	segmenting function generates one or more  segmentsSDUs (Service Data Units)

-	encryption function is optional on the application layer



In the receive direction SDUs segments are reassembled respectively.



� AUTONUMLGL � 	Protocol Functions

� AUTONUMLGL �	Network layer entity identification

The SNDCP allows a single data link connection to be shared by multiple N-PDU entities. Sharing a single LLC connection requires that different N-PDU entities and network protocols can be identified. The NSAPI field of four bits is used for this purpose, defining the end user PDP type and PDP address pair that MS is using. The value of the NSAPI is allocated dynamically. An exception is that the first protocol to be activated is GPRS signalling (NSAPI=0). The allocation of the rest of the NSAPIs can be e.g., following:

-	IP: 	133.12.75.111		=> NSAPI = 1

-	SMS: 	405 23 7300238801+358 41 244210	=> NSAPI = 2

-	IP: 	133.12.75.222		=> NSAPI = 3



� AUTONUMLGL �	Protocol header compression

Header compression attempts to remove redundant protocol header information of transmitted PDUs between source and destination addresses. The used compression method is specific for each network layer protocol type. TCP/IP (IPv4) header compression is introduced in this standard. (Header compression for TCP/IP (IPv6) is FFS(. 

Multiple types of header compression shall also besupported. In that case, negotiation of supported algorithms needs to be done between MS and SGSN. (FFS(

The algorithm for the header compression is based on observations of patterns of usage that indicate that a number of header fields will be constant or change only by small amount from N-PDU to N-PDU for a given data link connection. During compression, the sender and receiver shall maintain copies of the last header transmitted over data link, and transmit the difference (delta) along with an added address index identifier. In case the change between subsequent headers is big, the header is sent uncompressed.

� AUTONUMLGL �	TCP/IP header compression

RFC 1144 (4( defines an encoding method and protocol for compressing the standard 40-octet TCP/IP (IPv4) protocol header down to 3 octets at minimum. The standard TCP/IP header comprises 20 octet of IP part and 20 octet of TCP part. The idea is to replace the IP header with one octet connection number, and the TCP header with delta information (only differencies are sent).

The protocol requires that the underlying service should be able to distinguish three types of IP frames. The frame type information is conveyed in HCOMP field of the SNDCP header. The coding is as follows (in case algorithm negotiation is used, the values may be different):



HCOMP�PDU type�Level of compression�� 001�IP�no compression (any protocol over IP)�� 010�Uncompressed TCP/IP�- connection number instead of IP address

- TCP header not compressed�� 011�Compressed TCP/IP�- connection number instead of IP address

- TCP header compressed (delta header)��



When compression is used, a TCP/IP header is replaced with a compressed header of length varying from 3 to 16 octets. Octet one carries a change mask that identifies which of the consequent fields have changed per-packet. A mask bit is set if the associated field is changed and present in the header.  The corresponding bit is clear if there are no changes, and the delta field is absent. The unmodified TCP checksum field, however, is always included in the compressed header. The format of the header:



Bit�8�7�6�5�4�3�2�1��Oct 1�0�C�I�P�S�A�W�U��2�Connection Number (C)��3�TCP Checksum��4���..�Urgent Pointer (U)��..�delta (Window) (W)���delta (Ack) (A)���delta (Sequence) (S)��N�delta (IP ID) (I)��



The compression/decompression functions require that the link layer service provide a reliable data link connection and therefore can only be applied over the acknowledged mode service. The connection information table in each connection entity shall be initialized upon occurrence of LL_ESTABLISH and LL_RELEASE primitives.

� AUTONUMLGL �	Data compression

Use of data compression increases throughput over the airlink by efficiently encoding data prior to transmission such that strings of user data are represented by a sequence of codewords in fewer bits. Data compression in GPRS shall be done according to the  V.42bis standard (5( specified by ITU-T.

The data compression function shall apply to all network layer protocols supported by SNDCP. At this stage a single data compression function is used, independent of the network layer protocol being encoded for transmission. It is also possible to use alternative compression methods in parallel, if required. The data compression function relies on an underlying loss-less data link, therefore data compression cannot be applied to data transmitted using the unacknowledged data link service.

� AUTONUMLGL �	Support of multiple compression types (FFS(

In the long run, it is beneficial to be able to support different type of compression algorithms to be used for different type of data. For example, to achieve the optimal result, compression of video image data requires totally different algorithms compared to the algorithms used for compression of plain text. As a result, eEach SNDCP entity shall be equipped with the ability to handle several compression types. Then, the means must be arranged between the peer SNDCP entities to negotiate and switch on the selected algorithm.

The negotiation of the supported algorithms needs to be done prior data transfer, and it is done between the MS and SGSN. The MS sends a list of algorithms that it can support. The SGSN responses by picking up those algorithms on the list, which it accepts, and then returns a list of the permitted algorithms back to the MS. The format of the negotiation message is similar for both directions, and is as follows:



Octet�Contents��1�Message type (list of supported algorithms)��2�algorithm number�parameter length���algorithm specific parameter��..�...��..�algorithm number�parameter length��..�algorithm specific parameter��n�...��



Any permitted compression algorithm can be switched on during data transfer period. The selected compression type is identified with DCOMP parameter, which is carried in SN_PDU frames (see chapter 5).



� AUTONUMLGL �	Management of V.42 bis data compression

According to the specification, the use of data compression function and associated parameters shall be negotiated at initial connection establishment. The negotiated parameters, P0, P1 and P2 shall be transfered between MS and SGSN.V.42 bis parameters can be presented as a string of four octets. The use of compression is informed in the parameter field of the algorithm negotiation frame as follows:



Name�Length�Format�Range (decimal)��Compression�4 octets�xxxx xxP0P0�0-3����P1 upper octet

P1 lower octet�512-65535����P2 octet�6-250��

P0	V.42bis compression request



00	compress neither direction

01	compress initiator-to-responder direction only

10	compress responder-to-initiator direction only

11	compress both directions

x	reserved for future use



P1	V.42bis number of codewords

Maximum number of codewords in the compressor dictionary. Range of possible values is 512-65535. Value 2048 was chosen for GSM circuit switched data transfer. Suitable value for GPRS use is FFS.



P2	V.42bis maximum string length

Maximum number of characters in an uncompressed data string that is accepted to be encoded. Range of possible values is 6-250. GSM circuit switched data transfer uses value 20. Suitable value for GPRS is FFS.



� EMBED Word.Picture.6  ���



Figure 4: V.42 bis data compression function



The service interface of the V.42 bis data compression function is modelled as a set of abstract service primitives (figure 4). The control function at each end of data transfer shall issue a C-INIT.request primitive to the data compression function after a successful negotiation of compression parameters and after completion of LL_ESTABLISH procedures.

To encode data, the SNDCP control function shall issue a C-DATA.request primitive to the data compression function, indicating the data to be encoded. The encoder indicates with C-TRANSFER.indication that the compressed data is ready to be delivered.

At the receiver end the encoded data block is delivered to the decoder unit using C-TRANSFER.request. After this the decoder indicates by C-DATA.indication that the decoded data block is ready to be moved further.

The C-FLUSH.request primitive shall be used to preserve boundaries between network protocol data blocks (PDUs). The control function shall issue a C-FLUSH.request immediately after encoding of each PDU (a FLUSH codeword shall be added to the output data stream accordingly).

The C-ERROR.indication primitive informs the control function that an error has been detected by the decoder. The error situation is recovered by re-establishing the data link connection.

� AUTONUMLGL �	Segmenting and reassembly

Any PDU coming from the network layer must be segmented in case it is longer than the maximum LLC frame size (the maximum LLC frame length is a negotiable parameter). After transmission the segments are then reassembled back to the original PDU format. The segmentation and reassembly procedures act differently depending on whether the underlying data link service is of acknowledged or unacknowledged mode.

� AUTONUMLGL �	PDU priority

The message priority management at SNDCP level is done before the segmentation of PDUs. Each priority has its own queue that is mapped to the corresponding queue in LLC. By doing so, for instance, a long file transfer PDU can be quickly bypassed by any other message that has a higher priority. Four priority levels are used, number 0 representing the highest priority.

At the receiver end it is important to apply queueing mechanism accordingly after the reassembly. Because, the stream of transmitted PDU segments consists of a mixture of frames belonging to different PDUs having separate class of priority. Reordering the PDUs otherwise would be difficult.

� AUTONUMLGL �	Segmentation in acknowledged mode

The originator shall map a PDU into an ordered sequence of one or more segments Service Data Units (SDU). The More bit (M) is used to identify the last segment (1 = more segments to come, 0 = last segment). This procedure is illustrated in figure 3.

� AUTONUMLGL �	Segmentation in unacknowledged mode

Segmentation of unacknowledged PDUs by using plain More bit to indicate PDU boundaries is not enough since  the underlying data link service is unreliable. Some of the segments can get lost during transmission (which cannot be detected by any means). On the receiver side this means that incomplete PDUs can be received and forwarded to the upper layers.

To avoid the described problem, numbering of both PDUs and segments is used in order to ensure correct reassembly of the segments in the receiving entity. This sequence number information is transmitted with each PDU segment.In case of a delivery error, it is unnecessary to forward an incomplete message, so it can be ignored. The More bit is used to indicate PDU boundaries in the same way as was done in acknowledged transmission mode. See figure 3 for illustration. The 8 bit field of segment number comprises a PDU number (3 bit) and an segment SDU number (5 bit). 

The received segments SDUs belonging to the same PDU are buffered, and a timer (T ( 15 sec) is started after arrival of first segments SDU. If timer elapses before all segments SDUs were received, the PDU is ignored.

� AUTONUMLGL �	Encryption and decryption

Encryption of user data conveyed between MS-SGSN (over the air) is needed in order to increase data security within the GPRS system. The ciphering procedure is described in the following chapters. There are slight differencies in ciphering depending on the service that is used. The basis that is used to divide ciphering procedures in different categories is the TLLI identity. A separate TLLI shall be allocated for each type of MS-SGSN connection. 

Different types of connections are:

-	PTP: uses unique TLLI for MS-SGSN communication

-	PTM-M: uses common TLLI allocated for communication between MSs and Multicast service provider (encryption is not provided at SNDCP level)

-	PTM-G: uses unique TLLI allocated for MS belonging to a group



� AUTONUMLGL �	The ciphering method

(The ciphering method to be used by GPRS is FFS.(

Ciphering of the GPRS data is provided by SNDCP. The ciphering operates between MS and SGSN.

Ciphering is applicable to GPRS PTP and PTM-G services. Ciphering is not applicable for the GPRS PTM-M service. Ciphering of PTM-M data on application level is outside the scope of this document.



� AUTONUMLGL �	SN_PDU formats

All SN_PDUs contain an integral number of octets, and each PDU comprises a header part and the data part. The PDU formats are different depending on the obtained service. An acknowledged mode frame is called SN_Data PDU, while unacknowledged frame is called SN_Unitdata PDU.



Bit�8�7�6�5�4�3�2�1��Oct 1�M�E�Pri�NSAPI��2�DCOMP�HCOMP�1��3�Reserved for future use��...�Data segment��N���

			SN_Data PDU format







Bit�8�7�6�5�4�3�2�1��Oct 1�M�0�Pri�NSAPI��2�PDU number�Segment           number��...�Data segment��N���

			SN_Unitdata PDU format

More bit (M): 

	0 = last segment of a PDU, 

	1 = not last segment



Encryption bit (E): 

	0 = no ciphering, 

	1 = ciphering is used



Priority (Pri): values 0 through 3, 

	0 = data messages, signalling messages

	1, 2, 3 = data messages 



Segment number:

	bits 1-5: Segment number

	bits 6-8: PDU number



The NSAPIcoding is as follows:

	0	Signalling

	1-15	dynamically allocated (see chapter 3.1)



Header compression coding (HCOMP): values 0 through 7,

	0	No compression

	other 	list of fixed or negotiated algorithms (e.g., TCP/IP, IPv6, CLNP), FFS



Data compression coding (DCOMP): values 0 through 15,

	0	No compression

	other	list of fixed or negotiated algorithms (e.g., V.42bis, pkzip, fax, MPEG), FFS

�

History



Document history��Date�Status�Comment��08.08.1996�0.0.0�Created by Jari Hämäläinen, Nokia.

This version is based on the information that was agreed GPRS SMG3 AdHoc, June 1996 in TDoc SMG3 GPRS 232/96, GPRS SNDC by Nokia.��15.10.1996�0.1.0�Chapter 6 added, editorial changes.��14.11.1996�0.2.0�Changes agreed in SMG3 GPRS, October 1996 ����������Rapporteus contacts:



����This document is written in Microsoft Word version 6.0c.����

Page �PAGE�24��GSM 04.60 version 0.6.0: July 1996





Page �PAGE�23��GSM 04.60 version 0.6.0: July 1996





Page �PAGE�2��GSM 04.62 version 0.2.0: November 1996



Page �PAGE�19��GSM 04.62 version 0.2.0: November 1996










