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�1.  Scope�tc "1.  Scope"�



This document provides functional specifications of four features to personalise GSM mobile telephones. These features are called Network Personalisation, SP Personalisation, Corporate Personalisation and SIM personalisation. 



The scope of this document is restricted to specifying functions required of mobiles which are to provide these personalisation features. 



The network and SIM personalisation features should be regarded as examples of how such functionality could be achieved, and manufacturers may elect to implement such features in a different way.



The SP and corporate personalisation features are based on a number of assumptions about the use of the GID1 and GID2 files on the SIM. Therefore, if these features are implemented they should be implemented as specified in this document.



2.  Introduction�tc "2.  Introduction"�



The personalisation features work by storing information in the mobile which limits the SIMs with which it will operate, and by checking this information against the SIM whenever the mobile is powered up or a SIM is inserted. There are four personalisation features of varying granularity, network, SP, corporate and SIM. Any subset of the personalisation features can be used and they can be turned on and off independently. However, the features do interact and care must be taken so that conflicting personalisations are not simultaneously in use (see Section 9).



Network and SP personalisation allow the network operator and service provider respectively to personalise a mobile so that it can only be used with that particular network operator's or service provider's SIMs. This, for example, will enable them to subsidize the purchase or hire of mobiles with increased confidence that they will receive income from the calls made on the mobile.



Similarly, corporate personalisation allows a corporate customer to personalise mobiles that he provides for his employees or customers use so that they can only be used with the company's own SIMs, thus protecting themselves against misuse of their mobiles.



SIM personalisation enables a user to personalise a mobile so that it may only be used with a particular SIM. This is essentially an anti-theft feature as a stolen mobile that has been SIM personalised will be unusable unless the corresponding SIM is also stolen, or will become unusable when the corresponding SIM is reported stolen and is subsequently disconnected.



This document is structured as follows. Sections 3 to 6 detail the network, SP, corporate and SIM personalisation features respectively. The remaining sections relate to all four personalisation features. Manufacturer personalisation and de-personalisation of mobiles is discussed in Section 7, automatic locking in Section 8 and the interaction of the four personalisation features in Section 9. Security requirements are listed in Section 10.



There is also an appendix which gives technical information about the GID files, SP and corporate codes and the "emergency calls only mode" in to which a mobile goes after a personalisation check fails.



3.  Network Personalisation�tc "3.  Network Personalisation"�



Network personalisation allows a mobile to be personalised to a particular network operator, for example to protect subsidies or to prevent the export of stolen or cheap mobiles to other countries.



The mobile is network personalised by storing the network operator code of the relevant network in the mobile and setting a network personalisation indicator in the mobile to "on". Whenever a SIM is inserted, or the mobile is powered up with a SIM already in place, the IMSI is read from the SIM and the embedded network operator code checked against that stored in the mobile. If the two values differ the mobile will go into emergency calls only mode.



The network personalisation feature is controlled by a network control key, NCK. This key is selected at network personalisation and must be entered into the mobile equipment in order to network de�personalise the mobile.



In order to support the network personalisation feature the mobile must have storage for the network personalisation indicator, a network operator code and the network control key, NCK.

3.1.  Operation of Network Personalised Mobile�tc "3.1.  Operation of Network Personalised Mobile" \l 2�



The network personalisation check described below is performed whenever a SIM is inserted or the mobile is powered up with a SIM already in place. 



The personalisation check is as follows. When more than more personalisation is active in the mobile, normal mode of operation includes performing any outstanding personalisation checks.



1)	Check the mobile is SIM personalised. The mobile checks its network personalisation indicator, if it is set to "off" the personalisation check is stopped and the mobile goes into the normal mode of operation, omitting the remaining steps of the check.



2)	Read network operator code. The mobile reads the IMSI from the SIM and extracts the network operator code, the first 5 digits.



3)	Network personalisation check. The mobile checks the read network operator code against that stored in the mobile.



If they differ the mobile will display an appropriate message, e.g., "Insert correct SIM" and go into emergency calls only mode.



If the network operator codes agree the mobile goes into the normal mode of operation.





3.2.  Network Personalisation Cycle�tc "3.2.  Network Personalisation Cycle" \l 2�



Personalisation



The process of personalisation can only be carried out on a currently unpersonalised mobile, i.e., if the network personalisation indicator is set to "off". It results in the NCK being set, the network personalisation indicator being set to "on" and the storage in the mobile of the network operator code to which the mobile is being personalised. 



The network personalisation process is initiated by the network operator or SP inserting a SIM and selecting the network personalisation option from a suitable menu, (not necessarily a standard menu). The network personalisation option must only be selectable if the network personalisation indicator is currently set to "off".



The network personalisation process is as follows.



1)	The mobile reads the IMSI from the SIM, extracts the network operator code (the first 5 digits) and stores it, overwriting any existing value.



2)	The user is prompted to choose and enter a network control key, NCK�, which is then stored in the mobile, overwriting any existing value.



3)	The network personalisation indicator is set to "on".



Step 1 may optionally be replaced by entering the network operator code directly to the mobile.





De-Personalisation



The process of de-personalisation can only be carried out on a currently personalised mobile, i.e., if the network personalisation indicator is set to "on". The process results in the network personalisation indicator being set to "off".



The de-personalisation process is initiated by the user selecting the de�personalisation option from a suitable menu, (not necessarily a standard menu). The manufacturer may choose whether or not a SIM must be inserted before the process can be carried out, provided that the user is not required to insert the SIM to which the mobile is currently personalised. In addition, if the user is required to enter a SIM, then the de�personalisation option must be offered after the network personalisation check (which will be carried out when the SIM is entered) has failed.



The network de-personalisation process is as follows.



1)	The mobile prompts the user to enter the personalisation control key, NCK.



2)	If the entered NCK is the same as the one stored in the mobile the network personalisation indicator is set to "off".



If the entered and stored NCK values differ the de-personalisation process is stopped and the mobile remains personalised.



Note that the stored network operator code and NCK are left unchanged.





4.  SP Personalisation�tc "4.  SP Personalisation"�



Service provider or SP personalisation is a "loyalty" feature which allows a service provider to tie a mobile to himself, for example, so that he can subsidize the high cost of the mobile with increased confidence that he will receive enough custom in return to justify the expense of the subsidy. This feature only works with phase 2 SIMs which support the GID1 file. For the purpose of SP personalisation the GID1 file is programmed at pre-personalisation with an SP code that identifies the service provider. The mobile is SP personalised by storing the network operator and SP codes and setting an SP personalisation indicator in the mobile to "on". Whenever a SIM is inserted, or the mobile is powered up with a SIM already in place, the network operator and SP codes are read and checked against those stored in the mobile. If the pairs of values differ the mobile goes into emergency calls only mode.



The SP personalisation feature is controlled by a service provider control key, SPCK. This key is held by the service provider until the service provider is ready to make it available to SP de�personalise the mobile, at which point the SPCK must be entered to the mobile.



In order to support the SP personalisation feature the mobile must have storage for the SP personalisation indicator, the network operator and SP codes and SPCK.



4.1. Operation of SP Personalised Mobiles�tc "4.1.  Operation of SP Personalised Mobiles" \l 2�



The personalisation check described below is performed whenever a SIM is inserted or the mobile is powered up with a SIM already in place. 



The personalisation check is as follows. When more than more personalisation is active in the mobile, normal mode of operation includes performing any outstanding personalisation checks.



1)	Check the mobile is SP personalised. The mobile checks the SP personalisation indicator, if it is set to "off" the personalisation check is stopped and the mobile goes into its normal mode of operation.



2)	Check the SIM supports GID1. The mobile checks that the SIM supports the GID1 file. If the SIM does not support GID1 then the personalisation check is stopped, an appropriate error message displayed and the mobile goes into emergency calls only mode.



3)	Check the SP code. The mobile reads the SP code from the first byte in the GID1 file on the SIM and checks it against the stored value. If they differ the personalisation check is stopped, an appropriate error message displayed and the mobile goes into emergency calls only mode.



4)	Check the network operator code. The mobile reads the IMSI from the SIM, extracts the network operator code from it (the first 5 digits) and checks it against the stored value. If they differ the mobile goes into emergency calls only mode. If they agree it goes into the normal mode of operation.

4.2.  SP Personalisation Cycle�tc "4.2.  SP Personalisation Cycle" \l 2�



Personalisation



The process of personalisation can only be carried out on a currently unpersonalised mobile, i.e., if the SP personalisation indicator is set to "off". It results in the SPCK being set, the SP personalisation indicator being set to "on" and the storage in the mobile of the network operator and SP codes to which the mobile is being personalised. 



The SP personalisation process is initiated by the SP inserting a SIM and selecting the SP personalisation option from a suitable menu, (not necessarily a standard menu). The SP personalisation option must only be selectable if the SP personalisation indicator is currently set to "off".



The SP personalisation process is as follows.



1)	The mobile checks that the SIM supports the GID1 file, if not the SP personalisation process is aborted with an appropriate error message.



2)	The mobile reads the SP code from the SIM. If the SP code is set to the default value then the personalisation process is aborted with an appropriate error message. Otherwise the mobile stores the SP code overwriting any existing value.



3)	The mobile reads the IMSI from the SIM, extracts the network code (the first 5 digits) and stores it in the mobile.



4)	The SP is prompted to choose and enter a service provider control key, SPCK�, which is then stored in the mobile, overwriting any existing value.



5)	The SP personalisation indicator is set to "on".

Steps 1, 2 and 3 may optionally be replaced by entering the required network operator and SP codes directly to the mobile. (Note the process must still check that the offered SP code is not set to the default value.)





De-Personalisation



The process of de-personalisation can only be carried out on a currently personalised mobile, i.e., if the SP personalisation indicator is set to "on". The process results in the SP personalisation indicator being set to "off".



The de-personalisation process is initiated by the SP selecting the de�personalisation option from a suitable menu. The manufacturer may choose whether or not a SIM must be inserted before the process can be carried out, provided that the SP is not required to insert the SIM to which the mobile is currently personalised. In addition, if the SP is required to enter a SIM, then the de�personalisation option must be offered after the personalisation check (which will be carried out when the SIM is entered) has failed.



The SP de-personalisation process is as follows.



1)	The mobile prompts the SP to enter the service provider control key, SPCK.



2)	If the entered SPCK is the same as the one stored in the mobile the SP personalisation indicator is set to "off".



If the entered and stored SPCK values differ the de-personalisation process is stopped and the mobile remains SP personalised.





Notes:



1.	The stored network operator and SP codes and SPCK are left unchanged.



2.	If the SP has released the SPCK to the user it may be the user rather than the SP that performs the de-personalisation.





5.  Corporate Personalisation�tc "5.  Corporate Personalisation"�



Corporate personalisation is a refinement of SP personalisation which allows companies to prevent the use of mobiles they provide for their employees or customers with other SIMs. 



This feature only works with phase 2 SIMs which support both the GID1 and GID2 files. For the purpose of corporate personalisation the GID1 file is programmed at pre-personalisation with an SP code that identifies the service provider and the GID2 file is programmed by the service provider or corporate customer with a code that identifies the corporate customer.



The mobile is corporate personalised by storing the network operator, SP and corporate codes and setting a corporate personalisation indicator in the mobile to "on". Whenever a SIM is inserted, or the mobile is powered up with a SIM already in place, the network operator, SP and corporate codes are read and checked against those stored in the mobile. If the sets of values differ the mobile goes into emergency calls only mode.



The corporate personalisation feature is controlled by a corporate control key, CCK, which has to be entered into the mobile in order to de-personalise it. 



In order to support the corporate personalisation feature the mobile must have storage for the corporate personalisation indicator, the network operator, SP and corporate codes and the corporate control key, CCK.





5.1.  Operation of Corporate Personalised Mobiles�tc "5.1.  Operation of Corporate Personalised Mobiles" \l 2�



The personalisation check described below is performed whenever a SIM is inserted or the mobile is powered up with a SIM already in place. 



The personalisation check is as follows. When more than more personalisation is active in the mobile, normal mode of operation includes performing any outstanding personalisation checks.



1)	Check the mobile is corporate personalised. The mobile checks the corporate personalisation indicator, if it is set to "off" the personalisation check is stopped and the mobile goes into its normal mode of operation.



2)	Check the SIM supports GID1 and GID2. The mobile checks that the SIM supports the GID1 and GID2 files. If the SIM does not support both files then the personalisation check is stopped, an appropriate error message displayed and the mobile goes into emergency calls only mode.

3)	Check the corporate code . The mobile reads the corporate code from the first byte in the GID2 file on the SIM and checks it against the stored value. If they differ the personalisation check is stopped, an appropriate error message displayed and the mobile goes into emergency calls only mode.



4)	Check the SP code. The mobile reads the SP code from the first byte in the GID1 file on the SIM and checks it against the stored value. If they differ the personalisation check is stopped, an appropriate error message displayed and the mobile goes into emergency calls only mode.



5)	Check the network operator code. The mobile reads the IMSI from the SIM, extracts the network operator code from it (the first 5 digits) and checks it against the stored value. If they differ the mobile goes into emergency calls only mode. If they agree it goes into the normal mode of operation.



5.2.  Corporate Personalisation Cycle�tc "5.2.  Corporate Personalisation Cycle" \l 2�



Personalisation



The process of personalisation can only be carried out on a currently unpersonalised mobile, i.e., if the corporate personalisation indicator is set to "off". It results in the CCK being set, the corporate personalisation indicator being set to "on" and the storage in the mobile of the network operator, SP and corporate codes to which the mobile is being personalised. 



The corporate personalisation process is initiated by inserting a SIM and selecting the corporate personalisation option from a suitable menu, which may be hidden from the normal subscriber. The corporate personalisation option must only be selectable if the corporate personalisation indicator is currently set to "off".



The corporate personalisation process is as follows.



1)	The mobile checks that the SIM supports the GID1 and GID2 files, if not the corporate personalisation process is aborted with an appropriate error message.



2)	The mobile reads the corporate and SP codes from the SIM from the GID2 and GID1 files respectively. If either of them are set to the default value then the corporate personalisation process is aborted with an appropriate error message. Otherwise the corporate and SP codes are stored in the mobile, overwriting any existing values.



3)	The mobile reads the IMSI from the SIM, extracts the network code (the first 5 digits) and stores it in the mobile.



4)	The user is prompted to choose and enter a corporate control key, CCK�, which is then stored in the mobile, overwriting any existing value.



5)	The corporate personalisation indicator is set to "on".



Steps 1, 2 and 3 may optionally be replaced by entering the required network operator, SP and corporate codes directly into the mobile. (Note the process must still check that neither the offered SP code nor the offered corporate code is set to the default value.)





De-Personalisation



The process of de-personalisation can only be carried out on a currently personalised mobile, i.e., if the corporate personalisation indicator is set to "on". The process results in the corporate personalisation indicator being set to "off".



The de-personalisation process is initiated by selecting the de�personalisation option from a suitable menu. The manufacturer may choose whether or not a SIM must be inserted before the process can be carried out, provided that the user is not required to insert the SIM to which the mobile is currently personalised. In addition, if the user is required to enter a SIM, then the de�personalisation option must be offered after the personalisation check (which will be carried out when the SIM is entered) has failed.



The corporate de-personalisation process is as follows.



1)	The mobile prompts the user to enter the corporate control key, CCK.



2)	If the entered CCK is the same as the one stored in the mobile the corporate personalisation indicator is set to "off".



If the entered and stored CCK values differ the de-personalisation process is stopped and the mobile remains corporate personalised.





Note that the stored network operator, SP and corporate codes and CCK are left unchanged.





6.  SIM Personalisation�tc "6.  SIM Personalisation"�



SIM personalisation is an anti-theft feature. When a mobile is SIM personalised to a particular SIM it will refuse to operate with any other SIM. Hence, if the mobile is stolen the thief will not be able to use it with another SIM�. While this does not stop the mobile being stolen it should make it less attractive to the thief.



The mobile is SIM personalised by storing the IMSI of the relevant SIM in the mobile and setting a SIM personalisation indicator in the mobile to "on". Whenever a SIM is inserted, or the mobile is powered up with a SIM already in place, the IMSI is read from the SIM and checked against that stored in the mobile. If the two values differ the mobile will go into emergency calls only mode.



The SIM personalisation feature is controlled by a personalisation control key, PCK. This key is selected by the user at SIM personalisation and must be entered to SIM de�personalise the mobile.



In order to support the SIM personalisation feature the mobile must have storage for the SIM personalisation indicator, an IMSI and the personalisation control key, PCK.



6.1.  Operation of SIM Personalised Mobile�tc "6.1.  Operation of SIM Personalised Mobile" \l 2�



The SIM personalisation check described below is performed whenever a SIM is inserted or the mobile is powered up with a SIM already in place. 



The personalisation check is as follows. When more than more personalisation is active in the mobile, normal mode of operation includes performing any outstanding personalisation checks.



1)	Check the mobile is SIM personalised. The mobile checks its SIM personalisation indicator, if it is set to "off" the personalisation check is stopped and the mobile goes into the normal mode of operation, omitting the remaining steps of the check.



2)	Read IMSI. The mobile reads the IMSI from the SIM.



3)	SIM personalisation check. The mobile checks the read IMSI against that stored in the mobile. If they differ the mobile will display an appropriate message, e.g., "Insert correct SIM" and go into emergency calls only mode. If the IMSIs agree the mobile goes into the normal mode of operation.



6.2.  SIM Personalisation Cycle�tc "6.2.  SIM Personalisation Cycle" \l 2�



Personalisation



The process of personalisation can only be carried out on a currently unpersonalised mobile, i.e., if the SIM personalisation indicator is set to "off". It results in the PCK being set, the SIM personalisation indicator being set to "on" and the storage in the mobile of the IMSI of the SIM to which the mobile is being SIM personalised.



The SIM personalisation process is initiated by the user inserting a SIM and selecting the SIM personalisation option from a suitable menu. The SIM personalisation option must only be selectable if the SIM personalisation indicator is currently set to "off".



The SIM personalisation process is as follows.



1)	The mobile reads the IMSI from the SIM and stores it, overwriting any existing value.



2)	The user is prompted to choose and enter a personalisation control key, PCK�, which is then stored in the mobile, overwriting any existing value.



3)	The SIM personalisation indicator is set to "on".





De-Personalisation



The process of de-personalisation can only be carried out on a currently personalised mobile, i.e., if the SIM personalisation indicator is set to "on". The process results in the SIM personalisation indicator being set to "off".



The de-personalisation process is initiated by the user selecting the de�personalisation option from a suitable menu. The manufacturer may choose whether or not a SIM must be inserted before the process can be carried out, provided that the user is not required to insert the SIM to which the mobile is currently personalised�. In addition, if the user is required to enter a SIM, then the de�personalisation option must be offered after the SIM personalisation check (which will be carried out when the SIM is entered) has failed.



The SIM de-personalisation process is as follows.



1)	The mobile prompts the user to enter the personalisation control key, PCK.



2)	If the entered PCK is the same as the one stored in the mobile the SIM personalisation indicator is set to "off".



If the entered and stored PCK values differ the de-personalisation process is stopped and the mobile remains personalised.



Note that the stored IMSI and PCK are left unchanged.



7.  Manufacturer Personalisation and De-Personalisation�tc "7.  Manufacturer Personalisation and De-Personalisation"�



Manufacturers may enter into private arrangements with customers to personalise mobiles to the network operator, SP, corporate customer or SIM before delivery. They may also become involved in de�personalising mobiles in some circumstances, for example, when a mobile needs repairing, when the relevant control key has been forgotten or lost or if the mobile has been blocked as a result of excessive failed attempts at de-personalisation.



7.1.  Manufacturer Personalisation of Mobiles�tc "7.1.  Manufacturer Personalisation of Mobiles" \l 2�



The processes for personalisation by manufacturers should be essentially the same as those for normal personalisation (see Sections 3, 4, 5 & 6) although manufacturers may choose to introduce an alternative way of initiating the processes. They may also choose to enter data directly rather than having it read from a SIM or input from the keypad. Directly input data must be formatted for storage in the same way as it would be if it had been input from the SIM/keypad.



In all cases arrangements to transfer the necessary data between the manufacturer and customer must be made, i.e., to transfer the codes or IMSI to which the mobile is to be or has been personalised and the associated control keys.



7.2.  Manufacturer De-personalisation of Mobiles�tc "7.2.  Manufacturer De-personalisation of Mobiles" \l 2�



There will be occasions on which a mobile needs to be unpersonalised for legitimate reasons but the control key is not available. For example, if the user has forgotten the control key, if the mobile has been sold on without being de�personalised or if the mobile is returned for repair in a personalised state without the corresponding SIM.



For these reasons manufacturer controlled de-personalisation processes may be implemented as well as the user controlled processes. In common with the normal de-personalisation processes the manufacturer controlled processes should be secure, should be key or password controlled, and should change only the state of the relevant personalisation indicator.





8.  Automatic Locking�tc "8.  Automatic Locking"�



Mobile manufacturers may, if their customers require it, add functionality to the mobile so that it will automatically personalise itself to the first SIM inserted in it, using one or more of the personalisation features.



In the case of SP and corporate personalisation this will, of course, be subject to the SIM supporting GID1 and GID2� and the contents of those files being non-default.





9.  Interaction Between Personalisation Features�tc "9.  Interaction Between Personalisation Features"�



All the personalisation features supported by the mobile must be checked before the mobile goes into normal mode of operation. It is suggested that the personalisation checks be carried out in order of how likely they are to fail, i.e., in the order SIM, corporate, SP, network. 



The four personalisation features are independent in the sense that each can be turned on or off regardless of which others are on. However, care does have to be taken to ensure that the various personalisations do not conflict. For example, if a mobile was simultaneously personalised to a network operator and a SIM from a different network operator then the mobile will not work with any SIM as one of the checks will always fail.



In order to prevent this type of contradiction all personalisation checks must be successfully run before further personalisations to the SIM in the mobile can be carried out.



In the case of personalisation of mobiles via the keyboard the following checks must be made before any new personalisation allowed.



1)	The offered network operator code must be the same as the network operator code for any other currently implemented personalisations. This includes the network operator code embedded in the IMSI for a SIM to which the mobile is currently personalised or is being personalised to.



2)	For SP and corporate personalisation the SP code must be the same as the one used for the other personalisation, if in use.



Similarly, for manufacturer personalisation of mobiles the data being loaded must conform to the same rules, i.e., all network operator codes being loaded are the same and if two SP codes are being loaded they are the same.





10.  Security Requirements�tc "10.  Security Requirements"�



This section lists a number of security requirements which must be satisfied if the personalisation features are to be effective. The requirements are not arranged in any particular order.



1)	The control keys should be decimal strings with a appropriate number of digits for the level of personalisation. PCK should be at least 6 digits, and the remaining control keys at least 8 digits in length. The maximum length for any control key is 16 digits.



2)	Where more than one of the personalisation features are in use distinct control keys should be used for the different features.



3)	The NCK, SPCK and CCK should be randomly selected or pseudo-randomly generated and differ from mobile to mobile. 



4)	The PCK must be randomly selected for each mobile. In particular, subscribers should be strongly encouraged not to use obvious values such as part of the dialling number.



5)	It must be impractical to read or recover any of the control keys from the mobile. 



6)	It must be impractical to alter or delete the values of the personalisation indicators, the control keys, the stored IMSI or the stored network operator, SP and corporate codes, other than by the defined personalisation and de-personalisation processes, without completely disabling the mobile from working with any SIM. (Possible methods that might be used by criminals to alter or delete the values include freezing, baking, exposure to magnetic fields or UV light.)



7)	For each de-personalisation procedure, there should be a limit on the number of consecutive failed attempts to de-personalise the mobile. If this limit is reached the mobile should be blocked such that no further attempts at that particular de-personalisation should be allowed, e.g., the menu option for that de-personalisation should be removed or disabled. The manufacturer should incorporate a mechanism for unblocking the mobile.



8)	The SIM personalisation feature will only succeed in discouraging thieves if they know or suspect that the mobile is SIM personalised. Therefore, unless and until SIM personalised mobiles become the norm, it is desirable that the mobile should advertise the fact that it is SIM personalised.



9)	Manufacturers should not de-personalise a mobile for a user unless they have obtained the appropriate level of approval, e.g., from the network operator for network personalisation, from the service provider for service provider personalisation, etc.

�

Appendix A.  Technical Information�tc "Appendix A.  Technical Information"�



A.1.  GID1 and GID2 Files�tc "A.1.  GID1 and GID2 Files" \l 2�



The GID1 and GID2 elementary files are specified in GSM 11.11.



For the purposes of this document, a SIM is said to support one of these two files if it is marked as both allocated and activated in the SIM service table.



The SP and corporate codes are assumed to have been stored in the first byte of the appropriate files. For the purpose of these personalisation functions the mobile shall ignore the contents of the other bytes of the GID1 and GID2 fields. In particular, it should not expect them to be set to any default values.



The changes to 11.11 to incorporate GID1 and GID2 had not been ratified at the time of writing. The details from the amendment request are given below, but the reader is advised to check GSM 11.11.



�GID1�GID2��File Identifier�6F3E�6F3F��Structure�Transparent�Transparent��File size�1 - n bytes�1 - n bytes��Service number�15�16��



A.2.  Representation of SP and Corporate Codes	�tc "A.2.  Representation of SP and Corporate Codes	" \l 2�



An SP or corporate code will be a 2 hexadecimal digit number between 00 and FE inclusive. The value FF is the default value to be used when no meaningful code is to be programmed into the SIM. This value may not be allocated.



Network operators will allocate SP codes for its service providers.



SPs will allocate corporate codes for its corporate customers.





A.3.  Emergency Calls Only Mode�tc "A.3.  Emergency Calls Only Mode" \l 2�



The expression emergency calls only mode is used in this document to describe the state the MS (combined mobile and SIM) enters when a personalisation check fails. In this mode the MS cannot receive calls and can only make emergency calls, and then only if access class 10 is being broadcast in the cell concerned. For example, the MS behaves as if the access class of the SIM is not being broadcast and can therefore only make calls as permitted by access class 10 if it is present. In particular, the mobile will use the IMSI of the inserted SIM rather than its own IMEI as the identity for the call.









� The user entered NCK should be verified, for example, by asking for it to be re-entered and only accepting it if both entered versions are the same.

� The SP entered SPCK should be verified, for example, by asking for it to be re-entered and only accepting it is both entered versions are the same.

� The user entered CCK should be verified, for example, by asking for it to be re-entered and only accepting it is both entered versions are the same.

� If the mobile and the SIM to which it has been personalised are stolen together the mobile would become unusable once the SIM is reported stolen and is disconnected.

� The user entered PCK should be verified, for example, by asking for it to be re-entered and only accepting it if both entered versions are the same.

� Although the user must not be required to insert the SIM to which the mobile is currently personalised in order to SIM de-personalise it, there is no reason why the mobile should not be de-personalised if the SIM to which it is currently personalised is actually inserted.

� Corporate personalisation only.



Personalisation of GSM Mobiles: Mobile Functionality Specification - page � PAGE �20�







Personalisation of GSM Mobiles: Mobile Functionality Specification - page � PAGE �
21
�












