


GSM		GSM 01.61


TECHNICAL		March 1997


SPECIFICATION		draft Version 0.0.1


�


Source: ETSI TC-SMG		Reference: TS/SMG-0xxxxxQ


ICS:	33.060.50


Key words:	Digital cellular telecommunications system, Global System for Mobile communications (GSM)


� EMBED Designer.Drawing.6  ���


Digital cellular telecommunications system (Phase 2+);


GPRS ciphering algorithm requirements


(GSM 01.61)


ETSI


European Telecommunications Standards Institute


ETSI Secretariat


	Postal address: F-06921 Sophia Antipolis CEDEX - FRANCE


	Office address: 650 Route des Lucioles - Sophia Antipolis - Valbonne - FRANCE


	X.400: c=fr, a=atlas, p=etsi, s=secretariat - Internet: secretariat@etsi.fr


Tel.: +33 4 92 94 42 00 - Fax: +33 4 93 65 47 16


Copyright Notification: No part may be reproduced except as authorized by written permission. The copyright and the foregoing restriction extend to reproduction in all media.


© European Telecommunications Standards Institute 1996. All rights reserved.


�
Whilst every care has been taken in the preparation and publication of this document, errors in content, typographical or otherwise, may occur. If you have comments concerning its accuracy, please write to "ETSI Editing and Committee Support Dept." at the address shown on the title page.





�
Contents


� TOC \o "1-3" �Foreword	� GOTOBUTTON _Toc379042962  � PAGEREF _Toc379042962 �565��


1 Scope	� GOTOBUTTON _Toc379042963  � PAGEREF _Toc379042963 �565��


2 References	� GOTOBUTTON _Toc379042964  � PAGEREF _Toc379042964 �565��


3 Definitions	� GOTOBUTTON _Toc379042965  � PAGEREF _Toc379042965 �576��


4 Abbreviations	� GOTOBUTTON _Toc379042966  � PAGEREF _Toc379042966 �587��


5 Background to this TC�TR	� GOTOBUTTON _Toc379042967  � PAGEREF _Toc379042967 �687��


6 Use of the algorithm	� GOTOBUTTON _Toc379042968  � PAGEREF _Toc379042968 �687��


6.1 Users of the algorithm	� GOTOBUTTON _Toc379042969  � PAGEREF _Toc379042969 �687��


6.2 Use of the algorithm	� GOTOBUTTON _Toc379042970  � PAGEREF _Toc379042970 �687��


6.3 Places of use	� GOTOBUTTON _Toc379042971  � PAGEREF _Toc379042971 �698��


6.4 Types of implementation	� GOTOBUTTON _Toc379042972  � PAGEREF _Toc379042972 �798��


Algorithm in the network	� GOTOBUTTON _Toc379042973  � PAGEREF _Toc379042973 �898��


Algorithm in the handset	� GOTOBUTTON _Toc379042974  � PAGEREF _Toc379042974 �8109��


7 Use of the algorithm specification	� GOTOBUTTON _Toc379042975  � PAGEREF _Toc379042975 �8109��


7.1 Ownership	� GOTOBUTTON _Toc379042976  � PAGEREF _Toc379042976 �8109��


7.2 Users of the specification	� GOTOBUTTON _Toc379042977  � PAGEREF _Toc379042977 �81110��


7.3 Licensing	� GOTOBUTTON _Toc379042978  � PAGEREF _Toc379042978 �81110��


7.4 Management of the specification	� GOTOBUTTON _Toc379042979  � PAGEREF _Toc379042979 �91110��


8 Functional requirements	� GOTOBUTTON _Toc379042980  � PAGEREF _Toc379042980 �101211��


8.1 Type and parameters of algorithm	� GOTOBUTTON _Toc379042981  � PAGEREF _Toc379042981 �101211��


8.2 Interfaces to the algorithm	� GOTOBUTTON _Toc379042982  � PAGEREF _Toc379042982 �101311��


8.3 Modes of operation	� GOTOBUTTON _Toc379042983  � PAGEREF _Toc379042983 �111411��


8.4 Implementation and operational considerations	� GOTOBUTTON _Toc379042984  � PAGEREF _Toc379042984 �111412��


8.5 Resilience of the algorithm	� GOTOBUTTON _Toc379042985  � PAGEREF _Toc379042985 �121512��


9 Algorithm specification and test data requirements	� GOTOBUTTON _Toc379042986  � PAGEREF _Toc379042986 �131512��


9.1 Specification of the algorithm	� GOTOBUTTON _Toc379042987  � PAGEREF _Toc379042987 �131512��


9.2 Design conformance test data	� GOTOBUTTON _Toc379042988  � PAGEREF _Toc379042988 �131512��


9.3 Algorithm input/output test data	� GOTOBUTTON _Toc379042989  � PAGEREF _Toc379042989 �131714��


9.4 Format and handling of deliverables	� GOTOBUTTON _Toc379042990  � PAGEREF _Toc379042990 �131714��


10 Quality assurance requirements	� GOTOBUTTON _Toc379042991  � PAGEREF _Toc379042991 �141714��


10.1 Quality assurance for the algorithm	� GOTOBUTTON _Toc379042992  � PAGEREF _Toc379042992 �141714��


10.2 Quality assurance for the specification and test data	� GOTOBUTTON _Toc379042993  � PAGEREF _Toc379042993 �141714��


10.3 Design and evaluation report	� GOTOBUTTON _Toc379042994  � PAGEREF _Toc379042994 �141815��


11 Summary of ETSI SAGE deliverables	� GOTOBUTTON _Toc379042995  � PAGEREF _Toc379042995 �151815��


Annex EX-A: Bibliography	� GOTOBUTTON _Toc379042996  � PAGEREF _Toc379042996 �161916��


History	� GOTOBUTTON _Toc379042997  � PAGEREF _Toc379042997 �172017��


�


�
Blank page


�
Foreword


This ETSI GSM Technical Specification has been produced by the TC SMG Technical Committee of the European Telecommunications Standards Institute (ETSI).


[Temporary Note:]The draft edition is under the control of SMG10


The ETS is a requirements specification for the ciphering algorithm for use in the General Packet Radio Service (GPRS) of GSM. This ETS is based on [78].


This ETS is intended for use by the ETSI Security Algorithms Group of Experts (SAGE), who are responsible for the design of the algorithm.


 [Editor’s Note: The text of this TC-TR was copied verbatim from TCR�TR 030 [1]  Security Techniques Advisory Group (STAG); A guide to specifying requirements for cryptographic algorithms. It was then annotated in the SMG10 GPRS ad-hoc meeting January 16, 1997, Dusseldorf. It is distributed for comment]


[Editor’s Note: The description below of the requirements is based on the current working assumption for GPRS. There is still a question to be resolved regarding the specific part of the arichtecture incorporating GPRS security. This will be resolved at the February 24 GPRS meeting. However until such time, the alternative proposal, where it differs from the current working assumption, will be shown in braces as such: { alternative wording or value }]





1	Scope


This draft Technical Committee Technical Report (TC�TR) constitutes a requirements specification for a cryptographic algorithm which is used to protect General Packet Radio Services (GPRS) as specified by ETSI TS 02.60 (GSM 02.60; DE/SMG-010260Q [1].).


This TC�TR is intended to provide the ETSI Security Algorithms Group of Experts (SAGE) with the information it requires in order to design and deliver a technical specification for such an algorithm.


The TC�TR covers the intended use of the algorithm and use of the algorithm specification, technical requirements on the algorithm, requirements on the algorithm specification and test data, and quality assurance requirements on both the algorithm and its documentation. The report also outlines the background to the production of this TC�TR.


2	References


This TC�TR incorporates by dated and undated reference, provisions from other publications. These references are cited at the appropriate places in the text and the publications are listed hereafter. For dated references, subsequent amendments to or revisions of any of these publications apply to this TC�TR only when incorporated in it by amendment or revision. For undated references the latest edition of the publication referred to applies.


[1]	ETSI TS ?? (GSM 02.60, reference DE/SMG-010260Q) General Packet Radio Service; Service Description; Stage 1


[2]	ETSI TS ?? (GSM 03.60, reference DE/SMG-010360Q) General Packet Radio Service; Service Description; Stage 2


[3]	ETSI TS ?? (GSM 03.61, reference DE/SMG-010361Q) General Packet Radio Service; Point to Multipoint Operation; Stage 2


[4]	ETSI TS ?? (GSM 03.64, reference DE/SMG-010364Q) General Packet Radio Service; Radio Architecture; Stage 2


[5]	ETSI TS ?? (GSM 03.20, reference RE/SMG-030320QR) Security related network functions


[6]	ETSI TS ?? (GSM 04.64, reference RE/SMG-030320QR) Digital Cellular telecommunications system; Mobile Station-Serving GPRS Support Node (MS_SGSN) Logical Link Control (LLC) Layer SpecificationLLC layer


[65]	???? GSM A5 algorithm requirement specifications








[78]	TC-TR was copied verbatim from TCR�TR 030 [1]  Security Techniques Advisory Group (STAG); A guide to specifying requirements for cryptographic algorithms. 








NOTE:	This document provides a complete description of the information to be protected and the functional objectives of the system. For other references, see annex Ex-A.


3	Definitions


For the purposes of this TC�TR, the definitions given in ETSI TS 02.30 [51],  GSM 02.60 [1], and GSM 03.60 [2] apply.


�
4	Abbreviations


For the purposes of this TC�TR, the following abbreviations apply:


[Ed note: to be completed once the first draft is agreed]


ANSI	American National Standards Institute


DES	Data Encryption Standard


ECB	Electronic Code Book


IMAL	Imaginary Algorithm


GPRS	General Packet Radio Service (ETSI)


GSM	Global System for Mobiles (ETSI)


SAGE	Security Algorithms Group of Experts (ETSI)


STAG	Security Techniques Advisory Group (ETSI)


LLC	Logical Link Control


FCSRLC	Frame check sequence


SGSN	Serving GPRS Support Node	





5	Background to this TC�TR


Discussions within ETSI TC-GSM, with ETSI STAG and with other ETSI technical committees, led to the conclusion that GPRS services can only be provided as a viable part of the GSM standard if appropriate security features are integrated into this service.


The basic description of security features required within GPRS can be found in GSM 02.60 [1] and 03.60 [2].





6	Use of the algorithm


[Editor’s Note: This clause should be revised in the light of the current GSM A5 specifications, to ensure a full and accurate description]


The purpose of this clause is to define those organizations for whom the algorithm is intended, describe the type of information which the algorithm is intended to protect, indicate possible geographical/geopolitical restrictions on the use of equipment which embodies the algorithm, and describe the types of implementations of the algorithm that are envisaged.


6.1	Users of the algorithm


The algorithm will be installed in the Serving GPRS Support Node (SGSN) {or BSS} and Mobile Station (MS). The Mobile Station can consist of Terminal Equipment (TE) attached to an Mobile Equipment (ME), as well as a stand alone device. The TE may consist of an IC card which provides some or all GPRS functionality.


[Ed note:The question of two or one algorithms needs to be dealt with within SMG10]


All manufacturers of equipment using this algorithm, and service providers using network side equipment implementing the algorithm will be required to sign a licence and confidentiality agreement with ETSI, as described in subclause 7.3. 


[Editor addition to agreed ad-hoc text - ] Individual users of MSs will not be required to sign such a licence, as discussed in 6.3.


6.2	Use of the algorithm


The algorithm may only be used for providing the GPRS security features, as described in GSM 02.60 [1] and GSM 03.60 [2].


[Ed Note: SAGE-needs to be clear what it will be used to encrypt - users identities or just the data]


Furthermore, within the context of GSM 02.60 [1] and GSM 03.60 [2], the use of the algorithm is restricted as follows:


-	the algorithm may be used to provide confidentiality and integrity protection of GPRS user data used for Point-to-Point (PTP) mobile originated and mobile terminated data transmission as defined in GSM 02.60 [1] and GSM 03.60 [2];





-	the algorithm may be used to provide data confidentiality and integrity protection of GPRS user data used for Point-to-Multipoint Group (PTM-G) mobile terminated data transmission as defined in GSM 02.60 [1] and GSM 03.60 [2];





-	the algorithm is restricted to the may be used  MS -and the SGSN encryption.to provide mutual authentication of a GSM service provider and the IC card of an end user of a GPRS service;





[Ed note: Is there a need to explicitly mention Point to Multipoint Group (PTM-G) calls within this section?]








6.3	Places of use


Equipment that embodies the algorithm may be located and used wherever those entitled to use the algorithm, as defined in subclause 6.1, need such equipment for the purposes defined in subclause 6.2, subject to the following:


-	use of the equipment will always be under the control of an organization which is entitled to use the algorithm, and has signed a licence and confidentiality agreement with ETSI, irrespective of where the equipment may be located.





	This requirement does not apply in the case where the algorithm is located in the IC card or MS of an end user of GPRS services, where this IC card or MS is use to provide access to GPRS services;





-	legal restrictions on the use or export of equipment containing cryptographic features that are enforced by various European Governments may prevent the use of equipment in certain countries.





Concerning the latter point, it is the intention that, by limiting both the organizations entitled to use the algorithm and the usage of the algorithm, and by requiring that use of any equipment that embodies the algorithm remains under the control of a party entitled to use the algorithm, any such legal restrictions should be minimal for the preferred method of implementation (see subclause 6.4).


[Ed note: It may be appropriate to include a reference to the GSM A5 algorithm, specifically the A5/2 as designed for worldwide implentation.]


6.4	Types of implementation


An algorithm with minimal restrictions on export when licensed and managed as described in clause 7, is desired because of the global use of GSM. [Ed note: specifically the concern over the limitations of A5/1 export were raised, and that a single algorithm for GPRS should be defined.]


The network side use of this equipment will always be under the control of an organisation which is entitled to use the algorithm as described in clause 7.


The Mobile Stations will be freely available to the public.


The preferred method for implementing the algorithm is either in hardware as a single chip device or on an IC card, although software implementations are also envisaged.


[Ed note: Additional comment from SAGE is invited on the feasibility of providing a software solution which is suitable for such export.]


In the case of a software implementation of the algorithm, legal restrictions on its export and, in certain countries, on its use may be expected to be more stringent than for a hardware or IC card implementation.


�



Algorithm in the network


The algorithm shall be implemented in the SGSN {or BSS}.


[Ed note: (similar requirements to A5) - question of hardware vs software - cannot see any reason why it should be restricted. Final decision on this required from SMG (discuss first in SMG2/3). SAGE commented that if a software implementation is not required, it should not be specified, as it eases the design and export considerations. Depending on manufacturer’s implementation SGSNs may locate either on the MSC site, on the BSC site, or independently on its own site. SAGE may have comments on this?]


Algorithm in the handset


The algorithm may be implemented either in the ME or the TE (specifically a PCMCIA card). The implementation shall be possible in either software or hardware.


In the case of a software implementation of the algorithm, legal restrictions on its export and, in certain countries, on its use may be expected to be more stringent than for ME hardware or PCMCIA card implementations. [ed note- add to report- In the case of a software implementations the exports restrictions may neccessitate a weaker algorithm being designed.]


7	Use of the algorithm specification


[Ed note: The working group assumed that the example clause 7 is a reasonable representation of this clause. Full details of this clause shall need to be determined by the appropriate ETSI committee(s).]


The purpose of this clause is to address ownership of the algorithm specification, to define which types of organization are entitled to obtain a copy of the algorithm specification, and to outline how and under what conditions such organizations may obtain the specification.


7.1	Ownership


-	The algorithm and all copyright to the algorithm and test data specifications will be owned exclusively by ETSI.





-	The design authority for the algorithm will be ETSI SAGE. Amendments to the algorithm specification may be made only by ETSI SAGE under instruction authorized by the ETSI Technical Assembly.





-	The algorithm specification will not be published as an ETSI standard or otherwise made publicly available, but will be provided to organizations that need and are entitled to receive it subject to a licence and confidentiality agreement.





-	The licence and confidentiality agreement will require recipient of the specification not to attempt to patent the algorithm or otherwise register an Intellectual Property Right (IPR) relating to the algorithm or its use.





7.2	Users of the specification





�
7.2	Users of the specification


The algorithm specification may be made available to the following types of organizations:


-	those entitled to use the algorithm as defined in subclause 6.1;





-	those who need the algorithm specification in order to build equipment or components which embody the algorithm.





7.3	Licensing


Users of the algorithm, and users and recipients of the algorithm specification, will be required to sign a licence and confidentiality agreement with ETSI.


Appropriate licence and confidentiality agreements will be drawn up by ETSI.


Licences will be royalty free. However, the algorithm custodian may impose a small charge to cover administrative costs involved in issuing the licences.


It is envisaged that there will be two types of licence and confidentiality agreement: one for service provider of GPRS services entitled to use the algorithm, as defined in subclause 6.1, and one for organizations who need the algorithm specification in order to build equipment or components which embody the algorithm, as defined in subclause 7.2.


The licence and confidentiality agreement signed by a service provider of GPRS services will require that organization to comply with the restrictions on the use of the algorithm listed in subclause 6.2. The agreement will also require such an organization to ensure that any supplier of implementations of the algorithm to that organization signs an appropriate licence and confidentiality agreement with ETSI.


In the case of a service provider of GPRS services, the licence and confidentiality agreement will also entitle it to authorize organizations, who need the algorithm specification in order to build equipment or components which embody the algorithm, to obtain the specification, by requesting ETSI to enter into a licence and confidentiality agreement to supply the specification to such organizations.


The licence and confidentiality agreement signed by an organization that needs the algorithm specification in order to build equipment or components which embody the algorithm, will require that organization to adopt measures to ensure that its implementations of the algorithm are commensurate with the need to maintain confidentiality of the algorithm. The agreement will also require such an organization only to supply implementations of the algorithm to organizations that have signed an appropriate licence and confidentiality agreement with ETSI.


7.4	Management of the specification


The distribution procedure for the algorithm specification will be specified by ETSI. The outline procedure is as follows:


-	ETSI will appoint a custodian for administration of the algorithm specification;





-	a service provider of GPRS services may request copies of the algorithm specification (and test data) and a licence to use the algorithm from the custodian;





-	if the service provider of GPRS services is entitled to use the algorithm, the custodian will issue the requested algorithm specifications subject to the GPRS service provider signing a licence and confidentiality agreement;





-	a service provider of GPRS services who is licensed to use the algorithm may request ETSI to provide copies of the algorithm specification to an organization which intends to build equipment or components that embody the algorithm. Such an organization will then be required by ETSI to sign a licence and confidentiality agreement before receiving the algorithm specifications from the custodian.


�



8	Functional requirements


ETSI SAGE are required to design an algorithm which satisfies the functional requirements specified in this clause.


8.1	Type and parameters of algorithm


The algorithm is to be a symmetric stream cipher.


The inputs are the Key (Kc), the length of the data (LENGTH), the frame count (count) frame dependent input (INPUT), and transfer direction (DIRECTION). The output of the ciphering algorithm is the output string (OUTPUT). Relation of the input and output parameters is illustrated in Figure 1. 


� EMBED Designer  ���


Figure1: Basic GPRS ciphering environment





The parameters of the algorithms are to be as follows:


	Kc			64 bits


	INPUT		322 bits


	LENGTH		11 bits


	DIRECTION		1 bit


	OUTPUT		1600 octets


	key length (Kc)	64 bits


	data length	maximum 2000 octets	�			minimum [FFS] [likely 5?]	�			The length of the ciphered information sequence vary over time from �			sequence to sequence


{	data length	four alternatives (165, 250, 298 and 412 bits) depending on the �			coding schemes and use of these alternates over the time}


{			[Ed Note: exact number FFS]}


	frame count {count}	[FFS] [around 22 bits] 


	transfer direction	1 bit


Ouput is a block of Key stream of length ‘data length’


8.1.1 Kc


The Key is unstructured data.The ciphering key (Kc) is unstructured data. The ciphering key is generated in the GPRS authentication and key management procedure. The length of the key is 64 bits [like in the GSM circuit switched services]. The key is unique for the MS when point-to-point traffic is used or it can be common for several MSs when SGSN sends same data to several MSs in point-to-multipoint transmission in PTM-G service. The Kc is never transmitted over the radio interface.


8.1.2 INPUT


This is the LLC frame dependent input parameter (32 bits) for the ciphering algorithm. Depending on the frame type, this field is derived as followscontains: 








For I-frames carrying user data: 


The input value is set to a random initial value at LLC connection setup and incremented by 1 for each new frame.


LLC frame number from the LLC frame. The length of the LLC frame number is 6 bits. 	��LLC frame number is carried with the LLC frame in plain text over the radio interface. 


LLC frame number overflow counter. The length of the overflow counter is 16 bits. This information is calculated from the frame number overflow by SGSN and MS and is never transmitted over the radio interface with the LLC frame. 	��The initial value of this overflow counter is negotiated in the LLC establishment phase. The initial value is transmitted in plain text in the first time when the LLC context is established but in all subsequent cases the initial value is transmitted ciphered. The initial value in set as random value to ensure better protection of the user data. 	��[Together LLC frame number and LLC frame number overflow counter makes sure that it is possible to send up to 2^22 LLC messages within a Routing Area (a subset of a Location area) before the same INPUT value is used again. This is about 31 hours with full 8 TS transmitting continuously data in 21.4 kbps channel coding and 576 octet LLC messages.]


For UI-frames carrying user data and signaling messages:


the input parameter is carried as plain text in the LLC header. (preference of SMG10: a newly generated random value or the input value from the previous UI frame incremented by one)


Sequence number that is added into the UI frames for ciphering purposes, detection of lost data, or detection of “maliciously” added data. This information is sent in plain text over the radio interface. [Length of the this field should be kept reasonably short and preferable in multiple of 8 bits: either 8 or 16 bits. Inclusion of this parameter is preferred by SMG3 GPRS AdHoc.]


Cell identity where the MS is currently located. Both SGSN and MS knows the location of the MS in accuracy of the cell. This is not sent over the radio infterface. Length of the cell identity is 16 bits. 


MS identity or part of it. Both SGSN and MS knows this identity. This is not sent over the radio interface in plain text. [The SGSN gets this information from the MS a part of the GPRS authentication procedure. ]


8.1.3 LENGTH


The length parameter (LENGTH) indicates the length of the OUTPUT bit string in octets. The maximum length of the OUTPUT bit string is 1600 octets and minimum is 5 octets. The length of the ciphered information sequence vary over time from sequence to sequence. 


[Ed note for report - count is NOT LLC or RLC frame number, and must be generated in some mechanism, and this must be detailed to SAGE for information in the design of the algorithm]


8.1.34 DIRECTION


This defines the direction (1bit) of the data transmission (uplink/downlink). 


8.1.45 OUTPUT


This is the output of the ciphering algorithm. The maximum length (1600 octets) of the output string is the maximum maximum length of the payload of the LLC frame, including the FCS (Frame check sequence ) (1600 octets).


 The minimum length of the output string is 5 octets. 


In the sender entity, the OUTPUT string is bit-wise XORed with the PLAIN TEXT and result is sent over the radio interface. In the receiving entity, the OUTPUT string is bit-wise XORed with CIPHERED TEXT and the original PLAIN TEXT is obtained. 


As an implementation optimisation it needs to be possible to generate just as many output octets  as needed .


Normal use of the algorithm is either short packets (25 to 50 octets) or long packets (500 to 1000 octets)will be between 500 and 1000 bytes.


8.1.56 PLAIN TEXT


This is the plain text consisting of payload of the LLC frame (i.e., the information field) and the FCS. This means that the header part of the LLC frame is not ciphered. The maximum length of the payload is 1600 octets. [The frame check sequence (CRC) can be either ciphered or not ciphered. Both alternatives have benefits.]


8.1.67 CIPHERED TEXT


This is the ciphered text of the plain text that is generated in the sending side by bit-wise XORing the PLAIN TEXT and OUTPUT strings.


8.2	Interfaces to the algorithm


The following interfaces to the algorithm are defined:


-	Kckey input:





	K[0], K[1], ..........., K[63]


	where K[i] is the Kckey bit with label i.





[To be completed by SMG10(Michael Kaufhold)]


-	INPUTdata input:





	X[0], X[1], ..........., X[3163]


	where X[i] is the data INPUTinput bit with label i;





-	LENGTH output:





	Y[0], Y[1], ..........., Y[10]


	where Y[i] is the LENGTH bit with label i;








-	DIRECTION output:





	Z[0]


	where ZY[0] is the DIRECTION bit with label 0;





-	OUTPUTdata output:





	WY[0], WY[1], ..........., WY[159963]


	where WY[i] is the data output octetbyteit with label i;





8.3	Modes of operation


Uplink and downlink transfers are independent. Hence ciphering should be independent. This contrasts to A5 where keys for both directions are generated.


8.4	Implementation and operational considerations


Reference to GSM 02.60 [1]. The GPRS performance requirements are specified there. 





For the following two scenarios, performance requirements have to be fulfilled.


[Ed note: After discussion it was suggested that text discussing the following points should be added in some way. This text has not been refined for entry here as yet.]


The most stringent requirements are 0.5 seconds for the entire end to end delay for 128 octet packets. The working assumption to date has been the processing speed of A5 algorithm.





A MS which admits only one time slot GPRS communication, the maximum capacity is 21.4 kbit/s, 12 initialisations per second are assumed (assuming packet length of 500 octets).  





A single MS would have a maximum throughput of all 8 timeslots in both directions each transmitting and receiving at their maximum rate of 21.4 kbit/s (total rate up to 342.4 kbit/s).,100 initialisations per second are assumed (assuming packet length of 500 octects).





The expectations of the algorithm in respect of initialisation time and speed of encryption should be similar to the existing A5 algorithms.


OR


for 1 frame of x bytes, x msec initialisation , x msec encryption. 








[Ed note: not all MSs are intended to have such a high data rate capability - many will be limited to one time slot operation only. However the maximum should be able to be accomodated in appropriately designed systems.]


[Ed note for report: When a MS uses the full data transmission capacity (342.2 kbit/s), it is mainly transferring large amount user data that is carried for example in IP frames (typically 576 octets or more). Then,When ciphering is done in SNDCP/LLC layer, ciphering of entire user IP frame (about 576 octets), then the number of frames to be ciphered is about 70 frames per second. { When ciphering is done in RLC layer, 830 - 2070 times per second the output string should be generated depending on the coding scheme}. This does not indicate the number of restarts of the ciphering algorithm. In SGSN, the ciphering capacity can be several Mbit/s depending on the implementation.]


[Ed note: The example for 8.4 included a description of the processing capabilities likely to be available. If required, this should be completed by the handset and BSS/SGSN manufacturers.]


8.5	Resilience of the algorithm


The algorithm must be designed with a view to its continuous use for a period of at least 10 years.


The security should provide at least comparable protection as A5.2 algorithm. 


ETSI SAGE are required to design the algorithm to a strength which reflects the above qualitative requirements.


�



9	Algorithm specification and test data requirements


ETSI SAGE are required to provide four separate deliverables: a specification of the algorithm, a set of design conformance test data, a set of algorithm input/output test data and a design and evaluation report. Requirements on the specification and test data deliverables are given in this clause, those on the design and evaluation report in subclause 10.3.


9.1	Specification of the algorithm


An unambiguous specification of the algorithm must be provided which is suitable for use by implementors of the algorithm.


The specification should include an annex which provides simulation code for the algorithm written in ANSI C. The specification may also include an annex containing illustrations of functional elements of the algorithm.


An example of a well defined specification is ANSI X3.92�1981, the American national standard for data encryption algorithms (see annex EX�A).


9.2	Design conformance test data


Design conformance test data is required to allow implementors of the algorithm to test their implementations.


The design conformance test data must be designed to give a high degree of confidence in the correctness of implementations of the algorithm.


The design conformance test data should be designed so that significant points in the execution of the algorithm can be verified.


Separate design conformance test data for hardware and software implementations may be provided if this is judged by the designers of the algorithm to be appropriate.


9.3	�
9.3	Algorithm input/output test data


Algorithm input/output test data is required to allow users of the algorithm to test the algorithm as a "black box" function.


The input/output test data should allow users of the algorithm to perform tests for the modes of operation defined in subclause 8.3.


The input/output test data should consist solely of data passed across the interfaces to the algorithm.


9.4	Format and handling of deliverables


The specification of the algorithm should be produced on paper, and provided only to the ETSI appointed custodian (see subclause 7.4). The document should be marked "Strictly ETSI confidential" and carry the warning "This information is subject to a licence and confidentiality agreement".


The design conformance test data should be produced on paper, and provided only to the ETSI appointed custodian. The document should be marked "Strictly ETSI confidential" and carry the warning "This information is subject to a licence and confidentiality agreement".


The algorithm input/output test data should be produced on paper and on magnetic disc. The document and disc should be provided to the ETSI appointed custodian. Special markings or warnings are not required.


�



10	Quality assurance requirements


The purpose of this clause is to advise ETSI SAGE on measures needed to provide users of the algorithm with confidence that it is fit for purpose, and users of the algorithm specification and test data assurance that appropriate quality control has been exercised in their production.


The measures will be recorded by ETSI SAGE in a design and evaluation report which will be published by ETSI as a Technical Report.


10.1	Quality assurance for the algorithm


Prior to its release to the ETSI custodian, the algorithm must be approved as meeting the technical requirements specified in clause 8 by all members of ETSI SAGE.


10.2	Quality assurance for the specification and test data


Prior to delivery of the algorithm specification, two independent simulations of the algorithm must be made using the specification, and confirmed against test data designed to allow verification of significant points in the execution of the algorithm.


Design conformance and algorithm input/output test data must be generated using a simulation of the algorithm produced from the specification and confirmed as above. The simulation used to produce this test data must be identified in the test data deliverables and retained by ETSI SAGE.


�
10.3	Design and evaluation report


The design and evaluation report is intended to provide evidence to potential users of the algorithm, specification and test data that appropriate and adequate quality control has been applied to their production. The report should explain the following:


-	the algorithm and test data design criteria;





-	the algorithm evaluation criteria;





-	the methodology used to design and evaluate the algorithm;





-	the extent of the mathematical analysis and statistical testing applied to the algorithm;





-	the principal conclusions of the algorithm evaluation;





-	the quality control applied to the production of the algorithm specification and test data.





The report shall confirm that all members of ETSI SAGE have approved the algorithm, specification and test data.


The report shall not contain any information about the algorithm, such as design techniques used, mathematical analysis or statistical testing of components of the algorithm, which might reveal part or all of the structure or detail of the algorithm.


�



11	Summary of ETSI SAGE deliverables


-	Specification of the algorithm - a confidential document for delivery only to the ETSI custodian.





-	Design conformance test data - a confidential document for delivery only to the ETSI custodian.





-	Algorithm input/output test data - in a document and on disc for delivery to the ETSI custodian.





-	Design and evaluation report - to be published as an ETSI Technical Report (ETR).





�
Annex EX-A:	Bibliography


1)	ANSI X3.92-1981: "American National Standard Data Encryption Algorithms".
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