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Preface

Over the many years of 5G Americas our association has published a white paper on the mobile communications
industry authored by Peter Rysavy of Rysavy Research with inputs from a 5G Americas technical working group.
Peter Rysavy managed the process and authored the white paper. The annual white paper is well regarded by
regulatory and technical stakeholders as an essential reference paper that covers many aspects of the growing
cellular industry. In 2021, a 5G Americas technical work group (independent from Rysavy Research) updated the
2020 version of the Global 5G: Rise of a Transformational Technology white paper. The foundation of the
following “Cellular Communications in a 5G Era” 2021 white paper was written by Peter Rysavy of Rysavy
Research in 2020. However, all new informational updates have been provided by a 5G Americas technical work
group. 5G Americas would like to thank Peter Rysavy for his previous work on the white paper. It is hoped that this
white paper with updated information continues to be an essential reference document for the industry.

- Chris Pearson, President, 5G Americas
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Introduction

5G will be a foundation of a new era of innovation. With the global rollout of 5G networks, the wireless industry has
taken another major step in transforming how people interact with the world. In terms of new subscriptions, 5G is
the fastest growing generation of cellular wireless technology ever deployed.?!

In this paper, an update of Global 5G: Rise of a Transformational Technology, provides the current state of the 5G
cellular industry. In previous versions, there was an extensive appendix. As more historical information was moved
to the appendix it became clear that it should be a separate publication/reference document. Where there are
references to the appendix see “Appendix: Cellular Communications in a 5G Era”

By supporting new application types and flexible spectrum use, including frequencies never before used in cellular
systems, 5G provides a communications foundation for a future world—one of extended reality, autonomous cars,
smart cities, wearable computers, and innovations not yet conceived. 5G is starting to become essential to the
economy through investment of hundreds of billions of dollars in infrastructure and the beginnings of an estimated
4 million new jobs and $1.4 trillion in GDP growth in 10 years from 5G rollout?.

Deployments based on the 5G standard, emphasizing enhanced mobile broadband, are accelerating with over 1000
5G devices already available. The initial standards supporting enhanced mobile broadband, ultra-reliable low latency
communications, and massive loT, were completed in 2020. Just as LTE continually advanced, 5G will be constantly
enhanced in successive versions of the standard, with Release 18 and beyond termed 5G Advanced.

Computer intelligence in devices, combined with cloud computing and now edge clouds, is creating a distributed
computing environment. This environment, combined with other innovations, such as Al, will result in entirely new
consumer, government/public safety, and business applications.

As penetration of smartphone and other mobile device use is limited by population, innovators are concentrating
on loT, which already encompasses a wide array of applications. Enhancements to LTE, followed by 5G loT
capabilities, are assisting wearable computers, making cities smarter, facilitating industrial automation, driving
adoption of connected autonomous vehicles, and improving health. 5G not only addresses loT deployments on a
huge scale, but also enables applications that depend on ultra-reliable and low-latency communications, paving the
way for vast deployments of Industrial loT.

This paper captures the scope of the industry’s current developments, beginning with a summary of the most
important developments in Table 1.

Table 1: Most Important Wireless Industry Developments in 2021

Development Summary

5G Deployment Operators globally continue to deploy 5G in a variety of bands, including low-band, mid-
Accelerating band, and mmWave bands. More than 1000 5G devices are now available.?

5G Now Fully Specified in 3GPP has completed specifications for both Release 15 and Release 16, addressing a range of
3GPP Releases 15 and 16 use cases far beyond LTE. The 5G New Radio (NR) specified in Release 15 supports low-

latency, beam-based channels, operation to 52.6 GHz, massive Multiple Input Multiple
Output (MIMO) with large numbers of controllable antenna elements, scalable-width
subchannels, carrier aggregation, cloud Radio-Access Network (RAN) capability, and
coexistence with LTE. Release 16 focuses on enterprise applications with ultra-reliable low-
latency communications, operation in unlicensed spectrum, integrated access and backhaul,
vehicle communications, industrial 10T, and efficiency and performance enhancements.

5G Innovation Continues Release 17 work has begun to define support for low-complexity devices, operation in 52.6
with Release 17 & 18 to 71 GHg, satellites, multiple SIMs, NR multicast and broadcast, and a wide range of feature
enhancements.
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Development Summary

Release 18 (5G Advanced) initial planning began in mid-2021. The prioritization process on
Rel-18 features should be complete by the end of 2021%. Release 18 topics under
consideration include evolution for downlink MIMO, additional topological improvements
(IAB and smart repeaters), enhancements for XR (eXtended Reality), Sidelink enhancements,
RedCap evolution, NTN (Non-Terrestrial Networks) evolution, evolution for broadcast and
multicast services, Al (Artificial Intelligence)/ML (Machine Learning), and network energy
savings.

Standalone Architecture

Operators are transitioning to standalone architecture, which will improve performance,
enable slicing, support industrial loT, and facilitate edge computing.

Fiber Densification

The eventual hundreds of thousands of new small cells to support dense 5G networks will
require extensive amounts of new fiber. Planned 5G capabilities, such as IAB, however, will
mean not every base station has to have a fiber connection, especially at mmWave
frequencies.

Harnessing Spectrum Never
Before Feasible

Radio methods including massive MIMO and beamforming are enabling use of spectrum
above 6 GHz that was never previously feasible for cellular networks. The huge amounts of
spectrum above 6 GHz will result in wider channels with correspondingly faster data rates,
capacity gains, or a combination thereof.

Internet of Things Poised
for Wide-Scale Adoption

loT, evolving from machine-to-machine (M2M) communications, is seeing rapid adoption,
with tens of billions of new connected devices expected over the next decade.

Drivers include improved LTE and NR support, such as low-cost and low-power modems,
enhanced coverage, and higher densities. Network slicing, edge computing, and private
networks in 5G will further accelerate deployment.

Unlicensed Spectrum
Becomes More Tightly
Integrated with Cellular

The industry is now deploying versions of LTE that can operate in unlicensed spectrum, such
as LTE-Unlicensed (LTE-U), LTE-Licensed Assisted Access (LTE-LAA), and MulteFire.> NR
support for unlicensed spectrum is now available in Release 16 of the 5G standard.

Spectrum Remains Essential

Spectrum in general, and licensed spectrum in particular, remains essential for the industry.

Sub-6GHz spectrum made available in the United States in 2020 and 2021 includes the 3.5
GHz Citizens Broadband Radio Service (CBRS), with up to 70 MHz of licensed spectrum, and
280 MHz of mid-band spectrum from 3.7G to 3.98GHz in the C-band, and the 100 MHz (on-
going auction as of Nov'21) from 3.45GHz-3.55GHz.

Small Cells Accelerating

Operators have begun installing small cells, which now occupy more than 100,000 outdoor
sites in the United Sates. Eventually, hundreds of thousands, if not millions, of small cells will
increase capacity and provide a viable alternative to wireline broadband.

The industry is slowly overcoming challenges that include restrictive regulations, site
acquisition, self-organization, interference management, power, and backhaul, but
deployment remains a challenge.

Network Function
Virtualization (NFV)
Emerges and Proves Central
to 5G

Network function virtualization (NFV) and software-defined networking (SDN) tools and
architectures are enabling operators to reduce network costs, simplify deployment of new
services, reduce deployment time, and scale their networks.

The Open RAN Alliance (O-RAN) is standardizing interfaces to enable the disaggregation of
the radio access network, embracing intelligence and openness.

Edge Computing
Deployment Begins

Operators are deploying edge clouds to reduce server latencies and the traffic volume across
backbone networks, benefiting applications such as loT data processing, video processing,
augmented reality, virtual reality, cloud gaming, and connected cars.
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Page 6



Development Summary

5G Potential Synergistic Artificial intelligence will optimize network efficiency, make devices easier to use, enable
with Al new applications, and leverage a hybrid architecture of central cloud, edge clouds, and
device computing capability.

The “Appendix: Cellular Communications in a 5G Era” delves into more technical aspects.

1 Intensifying Role of Wireless Communications

Wireless technology is playing an ever-increasing role in the economy. By harnessing more spectrum and achieving
ever greater efficiency, wireless technology will not only continue to support pervasive mobile computing but also
rapidly displace many fixed broadband connections and connect vast numbers of items in the environment. This
section addresses global adoption of wireless technologies, transformational elements and expanding use cases.

1.1 Global Mobile Adoption

Until now, mobile broadband has been the key driver for wireless technology deployment, and indeed,
enhanced mobile broadband was the focus of the first phase of the 5G standard.® Today’s smartphones and
tablets, dominated by the iOS and Android ecosystems combined with sophisticated cloud-based services,
provide a stable, well-defined application environment that allows developers to target billions of users.

Figure 1 shows an Ericsson data projection for the 2016 to 2027 period, including fixed wireless access data
projections.

Figure 1: Global Mobile Data Traffic (Exabytes/Month) 2016 to 2027’
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The faster 5G speeds are accelerating data usage. For example, in leading markets there is over 2X increase in
data usage by 5g users compared to 4G users with Japan seeing the great increases of 2.7 times. Markets with
the greatest 5G data consumption are Taiwan (47.3 GB/m) Saudi Arabia (42.0 GB/m) and South Korea (37.9
GB/m).®

Billions of devices will also employ wireless connections. Figure 2 shows the growth of cellular loT through 2023,
reaching 4.4 billion connections by 2023.

Figure 2: Global Mobile IoT (Billions)?®
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In November 2021, almost 10 billion GSM-HSPA-LTE-5G active connections were in effect!®—more than the
world’s 7.8 billion population.!! By the end of 2026, the global mobile broadband market is expected to include
11.7 billion connections.'? 4.5 billion connections will be 5G, representing 38% market share.*3

5G has experienced faster deployment than any mobile technology ever developed. All major U.S. operators
now offer nationwide 5G coverage. in Q3 2021 5G had 56 million connections after 7 quarters. LTE, the
previously fastest growing generation took 19 quarters to reach near 380 million global connections whereas it
only took 5G 7 quarters, as shown in Figure 3.
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Figure 3. 4G Growth Compared to 5G Growth - by Quarters!4
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As shown in Figure 4, 2G GSM peaked and is now declining, as has 3G (CDMA and WCDMA/HSPA.) LTE
subscriptions will continue to rise until 2022 and then begin to decline as 5G gains more popularity. By 2026 5G
will represent 38.67% of market share when it is forecast to reach 4.5 billion connections.

Global Connections by Generation, 2020 - 2026%°

Figure 4: Mobile Subscriptions by Technology (Billions)

1.2 Transformational Elements

Many elements are interacting to transform wireless technology, but the most important factors are radio
advances that grant access to far more spectrum, increased radio performance through massive MIMO, specific
capabilities for loT, network densification, new network architectures that leverage network function
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virtualization and software-defined networking, and new means to employ unlicensed spectrum. Except for the
5G objective of high-band spectrum access, these advances apply to both LTE and 5G.

Figure 5: Fundamental Transformational Elements

Throughout radio history, technology has climbed a ladder to use higher frequencies; the initially dubbed “ultra-
high frequencies” made available for television are now considered low-band frequencies for cellular.
Frequencies above 6 GHz, particularly mmWave frequencies that begin at around 24 GHz, are the new frontier,
with Release 18 pushing that frontier beyond 52.6 GHz. Networks will increase current spectrum usage by
tenfold, using even more as radio technology crosses 100 GHz and begins to exploit terahertz frequencies as we
move beyond 5G in the 2030s. Although higher frequencies pose challenges such as propagation limitations and
higher penetration loss, methods such as massive MIMO, beam steering, beam tracking, dual connectivity,
carrier aggregation, and small-cell architectures with self-backhauling help mitigate these challenges.

In addition to accessing higher bands, cellular technologies are integrating unlicensed spectrum more efficiently
with technologies such as LAA in LTE. 5G in Release 16 allows similar approaches with NR in a capability called
“NR-U” which is the first global cellular standard with both license-assisted and standalone use of unlicensed
spectrum.

Small cells, on the roadmap for many years but held back by implementation difficulties such as backhaul, are
now proceeding with large-scale deployments. These deployments will lead to densities as high as four to ten
small cells for every macro cell.

Meanwhile, networks are becoming programmable. Using a distributed, software-enabled network based on
virtualization, operators and third parties can deploy new services and applications more rapidly and in a more
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scalable fashion. This distributed computing architecture, along with cloud services and powerful device
computers, will allow Al to make networks more efficient and able to deliver entirely new services.

For millions, and ultimately billions of people, wireless connections will be the only connections that they need.
These networks will also provide the foundation for entire new industries not yet conceived.

Beyond human-to-human communications, LTE and 5G have many features to address the huge opportunity of
communications between things. The emphasis of 5G is to expand the use cases for wireless communications,
as discussed next.

1.3 Expanding Use Cases

The International Telecommunication Union (ITU)’s recommendations for IMT-2020, which is termed 5G in
3GPP, divides use cases into the three main categories shown in Figure 6.

Q

Enhanced Mobile Broadband (eMBB). eMBB is the most obvious extension of LTE capability, providing
higher throughputs for applications such as streaming, Web access, video conferencing, and virtual
reality. Highest throughputs will occur in small cells with limited movement speed of end users, such
as pedestrians. This is the emphasis of the first phase of 5G, specified in Release 15 of 3GPP
specifications.

Massive Machine-Type Communications (mMMTC). Massive machine-type communications capability
extends LTE Internet of Things capabilities—for example, NB-loT—to support huge numbers of devices
with lower costs, enhanced coverage, and long battery life. As shown in the ITU objectives below, 5G
supports up to ten times as many devices in an area as LTE.

Ultra-Reliable and Low-Latency Communications (URLLC). Of the three categories, URLLC enables new
wireless applications requiring low latency. Driven by high dependability and extremely short network
traversal time, URLLC, also referred to as “mission-critical” communications, enables industrial
automation, drone control, new medical applications, and autonomous vehicles. This category is also
referred to as critical machine-type communications (cMTC).

Cellular Communications in a 5G Era, November 2021 Page 11



Figure 6: ITU Usage Scenarios for IMT-2020 and Beyond?®
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With increased capabilities in successive 5G releases, 5G (and LTE) will evolve from supporting business-critical
communications to mission-critical communications, as shown in Figure 7.
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Figure 7: Evolution from Business-Critical to Mission-Critical Communications?’
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Figure 8 shows different use case requirements for throughput, latency, and reliability.

Figure 8: Requirements for Different 5G Use Cases®®

Figure 9 compares the ability of LTE and 5G to address ITU use case categories. For mobile broadband and loT,
5G significantly augments LTE capabilities. With mission-critical support, however, 5G will introduce capabilities
to address many new applications not previously feasible with 4G.
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Figure 9: Comparison of Use Case Categories between LTE and 5G*°
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Figure 10: Comparison of Performance Characteristics between LTE and 5G?»°
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Table 2 summarizes the requirements of the expanding number of use cases that employ wireless technology.
The exact values are not as important as how different the requirements are across varied use cases; the value
of 5G is its broad use case support. Burgeoning growth in the loT ecosystem — in terms of the number of
connected devices globally and in total spending on end-point devices and services — is driving a wide range of
new uses and requirements on the network infrastructure. Several recent industry initiatives have examined
the main features of IoT verticals to better understand the requirements posed by each. ATIS characterized
these varying requirements?!, which present service providers with new challenges, requiring the underlying

network infrastructure to meet a variety of different functionality and performance requirements.

Table 2: Requirements for Different Use Cases??

Use Cases Requirements \ Desired Value
Autonomous vehicle control Latency 5 msec
Availability 99.999 percent
Reliability 99.999 percent
Emergency communication Availability 99.9 percent victim discovery rate

Energy efficiency One-week battery life
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Use Cases Requirements

Desired Value

Factory cell automation Latency Down to below 1ms
Reliability Down to packet loss of less than 10
High-speed train Traffic density Downlink (DL): 100Gbps/km?, uplink (UL): 50 Gbps/km?
User throughput DL: 50Mbps, UL: 25Mbps
Mobility 500 km/h
Latency 10ms
Large outdoor event User throughput 30Mbps
Traffic density 900Gbps/km?
Connection density Four devices/m?
Massive loT Connection density 1,000,000 devices/km?
Availability 99.9 percent coverage

Energy efficiency

10-year battery life

Remote surgery and Latency Down to 1ms
examination
Reliability 99.999 percent
Smart city User throughput DL: 300Mbps, UL: 60Mbps
Traffic density 700 Gbps/km?

Connection density

200,000 devices/km?

Virtual and augmented reality User throughput 4-28Gbps
Latency < 7msec
Broadband to the home Connection density 4,000 devices/km?
Traffic density 60Gbps/km?

2 The Impact of 5G

3GPP completed the first 5G specification in early 2018, enabling deployment of standards-based networks in late
2018. This section on 5G explains the 5G rollout, technical objectives, applications, frequency use, schedule, devices,
details of Release 15 through 17, architecture, performance, network slicing, NR cellular positioning, network types,
operator strategies, and Integrated Access and Backhaul.

2.1 5G Rollout

Figure 11 shows key capabilities and deployment types over time. Today’s networks, based on Release 15
specifications, emphasize enhanced mobile broadband, whereas Releases 16 and 17 emphasize capabilities of

greater interest to enterprises, such as URLLC and industrial loT.
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Figure 11: Key Capabilities and Deployment Over Time
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The rollout of 5G in these stages ensures a smooth transition from 4G LTE by initially targeting the smartphone
market. With Release 16 deployments having begun in 2021, however, operators will have greater flexibility as
to which business models they pursue. Given the wide range of new applications that Release 16 will support
(as discussed in 2.3 “5G Applications” below), some operators could, for example, emphasize fixed wireless
access, whereas others might pursue industrial automation or smart cities. As a result, different operators may
emphasize deployment in different spectrum bands to find the best fit between their network capabilities and
target use cases.

2.2 5G Device Availability

Initial devices?® included routers that had a 5G radio and used Wi-Fi for local Hotspot capability, and USB
modems. 5G smartphones, first available in 2019, are now mass marketed with a wide variety of choices
available in 2021. Laptops with integrated 5G capability are also on the market.

Figure 12 shows a timeline of device availability based on bands supported and whether networks are
standalone (5G core network) or non-standalone (LTE core network).
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Figure 12: 5G Device Timeline*
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2.3 5G Applications

As mentioned, 5G dramatically increases the number of use cases and potential applications for wireless
connectivity. The wide 5G connection between devices and virtually unlimited computing power at the edge
and in the cloud means that users can expect boundless innovation. Based on experience with 4G, a number of
applications may be good candidates for 5G. However, in the same way that nobody predicted an application
such as ride hailing (e.g., Lyft, Uber) when operators first deployed 4G some ten years ago, many applications
for 5G remain to be invented. Many of these will have huge economic and societal impact. Until then, expected
applications likely to use 5G include:

Q

Increased fixed-mobile substitution. With much higher network capacity, operators can offer plans
with higher data allowances, making it feasible for a greater percentage of users to have mobile
broadband as their only data plan.

Fixed wireless access. 5G is demonstrating it can provide a viable alternative to wireline broadband
networks. See discussion above.

Synergistic Al. Al is finding its way into countless new communications-oriented applications, including
personal assistants, health, education, transportation, and professional occupations.

Augmented reality and virtual reality. Higher throughputs, lower latency, and edge computing will
make AR and VR over 5G mainstream. See further discussion below in this section.

Ultra-high-definition video. Extremely high-resolution video streaming and downloads, including 4K,
8K, and 3D, will be possible over 5G, although such usage may only be feasible on a wide scale in higher
capacity mmWave bands.

Live TV at scale. With high capacity and multicast/broadcast capabilities, TV operators will be able to
broadcast TV channels over 5G.

Healthcare. 5G supports applications such as health monitoring through wearable/implanted devices,
telemedicine, and robotic or remote surgery.
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Cloud gaming. High throughputs, low latency, and edge computing enable games to be hosted in the
cloud.?

Automotive. Sensors in roadways, communications between infrastructure and cars, and
communications between cars, will make driving safer and more efficient, and will also support
autonomous cars.?® Cities are considering dedicating a lane on highways to autonomous vehicles.
270ther automotive applications, some already possible with 4G, include vehicular internet, augmented
navigation, and infotainment.

Other transportation. 5G will support additional transportation applications, such as connected trucks,
connected bus-stops, parking information systems, and fleet monitoring.

Drones. High bandwidth will allow video streaming from drones. High reliability with low latency will
safely control them.

Video surveillance. Video cameras coupled with Al will become ubiquitous, improving safety and
supporting many loT applications.

Education. Many forms of connected education will be enhanced, including high-resolution,
telepresence-based distance learning. AR/VR will also play a role.

Smart cities, smart neighborhoods, and smart homes. 5G will support high densities of sensors,
surveillance, smart infrastructure, smart lighting, and safety enhancements.

Wearable computing. Low-power operation and simplified, low-cost devices will enable 5G
connectivity with long battery life for health and fitness.

Monitoring of infrastructure. Low-latency and long battery life sensors will allow rapid responses to
events involving water, energy, and other critical utilities.

Manufacturing and other industrial applications. High reliability, precision timing, low latency, and
private-network options in 5G will significantly expand use in industry, including factory automation
and real-time monitoring of plants and processes. See further discussion below in this section.

Agriculture. Low-cost sensors, precise positioning, and asset tracking will improve efficiency and costs.

Some of these applications are already being addressed by 4G, but 5G’s lower costs, higher throughputs, high
reliability, and lower latency will hasten realization of their potential.

With respect to VR and AR, the evolution of edge computing, the high-bandwidth and low-latency in 5G, and
increasingly capable wearable devices will provide the critical mass over the next five-year period for the
proliferation and growth of VR and AR. Figure 13 explains the extended reality (XR), VR, and AR concepts.
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Figure 13: VR, AR, Mixed, and Extended 28

Cisco projects that globally, augmented and virtual reality traffic will grow nearly twelvefold from twenty-two
petabytes per month in 2017 to 254 petabytes per month in 2022%.

As for industrial 10T, usage will increase through 5G capabilities, as well as other technology developments:

a

Q

Q

Q

a

5G mission-critical-communications capability based on URLLC.

5G ability to support up to one million devices per sq. km.

5G network slicing addressing precise quality-of-service (QoS) requirements.

High accuracy 5G positioning information.

5G New Radio NR-U (New Radio Unlicensed) operation facilitating private network deployment.
5G support for time-sensitive networking.

Private edge clouds that provide scalable, secure local computing.

Machine learning (Al) for monitoring, prediction, and optimization.

Supporting organizations, such as the 5G Alliance for Connected Industries and Automation.

Industry has gone through a number of stages: industrial mechanization the first stage, electrification the
second, and digitalization the third. 5G connectivity enables what some now refer to as “Industry 4.0.”3°
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2.4 5G Frequency Use

Whereas previous generations of cellular technology used low bands (sub 1 GHz) for coverage and mid-bands
for capacity, Figure 14 shows how 5G may use low bands for coverage, mid-band frequencies for a blend of
coverage and capacity, and mmWave bands for extremely high capacity but with restricted coverage.

The cornerstone of 5G frequency use is flexibility. 5G will:

Q Operate in a broad range of frequencies (to 52.6 GHz in Release 15/16 and to 71 GHz in Release 17),
far greater than previous generations of technology.

Q Support a wide range of radio channel bandwidths, up to 100 MHz sub 6 GHz and up to 400 MHz in
mmWave, coupled with the ability to aggregate radio channels for even higher bandwidths.

Q Operate in either Time Division Duplex (TDD) or Frequency Division Duplex (FDD) modes in sub-6 GHz
bands and in TDD mode in mmWave bands.

Q Support both licensed and unlicensed spectrum.

Figure 14: Three-Tier Spectrum Usage for 5G
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Mid-band frequencies in particular are a sweet spot for today’s 5G technology; mid-band frequencies allow
massive MIMO for significant performance and capacity gains while still facilitating deployment through
collocation on existing urban cell sites. A 64T64R antenna configuration can triple the capacity of a cell relative
to 4X4 MIMO.3! A vendor reports 1.6 Gbps peak throughputs using NR with 64T64R antennas and a 100 MHz
radio channel.?? Relative to mmWave, mid-band frequencies also have better in-building penetration.

A core 5G design objective has been to leverage existing technology investments in LTE while exploiting new
spectrum and technology capabilities. 5G design emphasizes ways to combine existing 4G LTE networks with
capabilities provided by 5G. One potential approach is to use LTE in existing frequency bands and the 5G NR in
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new bands, such as mmWave, as shown in Figure 15. An operator can pursue this approach using an LTE core
network (nonstandalone architecture) with LTE providing base coverage and NR providing augmented capacity
and performance in select areas.

Figure 15. 5G Combining of LTE and New Radio Technologies
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5G NR, however, will operate in all frequencies, and just as 2G and 3G spectrum has been re-farmed for LTE, so
will existing cellular bands will be re-farmed for 5G. In addition, with Dynamic Spectrum Sharing (DSS), the same
radio channel can support both LTE and 5G, facilitating the rollout of 5G in existing cellular bands. See Section
2.9 “Dynamic Spectrum Sharing” for more details about this important capability.

As shown in Figure 16, higher frequency bands in 5G provide capacity with smaller cells, and lower bands can
provide coverage with larger cells. This is similar to the approach taken in 4G.

Figure 16: Characteristics of Different Bands?:
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One important aspect of 5G is its ability to use mmWave spectrum from 24 to 100 GHz3* and eventually higher.
This differs from previous cellular technology deployments in which lower frequencies had significantly better
propagation characteristics than higher frequencies. 5G can address such a wide range of spectrum thanks to
massive MIMO, which exploits the fact that at higher frequencies, wavelengths are shorter, so antenna elements
can be closer to one another, allowing for more antenna elements.3> As shown in Figure 17, the greater number
of antenna elements in higher bands enables more tightly focused beams that can compensate for the otherwise
poorer propagation of the radio signal.3¢
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Figure 17: Higher-Order MIMO Compensation for Poorer Propagation

The consequence of this ability is that the industry will be able to rapidly deploy 5G in a wide range of
frequencies. For this reason, the FCC is now evaluating future allocations of spectrum all the way to 275 GHz
with provisions for experimental licensing up to 3000 GHz.3” With previous licensed cellular spectrum reaching
only 2.5 GHz, current developments are reaching for spectrum that spans a range two orders of magnitude
greater. The outcomes in new services and applications will be dramatic.

Use of higher frequencies, such as above 6 GHz, represents one of the greatest opportunities for higher
throughputs and higher capacity. But these higher frequencies, especially mmWave frequencies (24 GHz and
higher), are suitable only over short distances. The combination of lower and higher frequencies is therefore
crucial for 5G operation.

Compared with lower frequencies, mmWave frequencies suffer from poorer penetration and propagation
characteristics, even in line-of-sight conditions, because the comparatively smaller aperture area of the
receiver’s antenna requires some form of beamforming at the transmit side and potentially even at the receive
side. Fortunately, the smaller form factors of mmWave antennas allow for dense packing of antenna arrays.

More typically, mmWave cells can employ shorter ranges of 50 to 200 meters. Extreme densification is another
way that 5G networks might augment capacity. 3G networks reached densities of four to five base stations per
sg. km, 4G networks eight to ten, but 5G networks could reach densities of more than 100 sites per sq. km.
Either wireless connections or fiber will provide backhaul. Figure 18 shows how such an approach employs
beamforming and beam tracking when using mmWave bands in the small cells.
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Figure 18: 5G Architecture for Low-Band/High-Band Integration

In combination, the various methods in 5G can provide users in mmWave band hotspot coverage at least a 100-
fold increase in throughput over LTE, achieved by:

O Five to tenfold gains due to a high number of small cells, each with fewer users.
O Tenfold gains from access to much larger amounts of spectrum.
Q Threefold gains or more from improved spectral efficiency.

This huge increase in capacity, combined with Gbps performance, will allow 5G to compete with wireline
networks.3®

3GPP Standards Schedule for 5GFigure 19 shows the current schedule for 3GPP standards development for 5G.

Figure 19: 3GPP Releases Timeline*
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2.5 3GPP Releases

3GPP standards development falls into three principal areas: radio interfaces, core networks and services. Progress
in the 3GPP family of technologies has occurred in multiple phases, first with GSM, then GPRS, EDGE, UMTS, HSPA,
HSPA+, LTE, LTE-Advanced, LTE-Advanced Pro and now 5G. Underlying radio approaches have evolved from Time
Division Multiple Access (TDMA) to CDMA to Orthogonal Frequency Division Multiple Access (OFDMA), which is the
basis of LTE and 5G. 3GPP is also evaluating approaches such as non-orthogonal multiple access (NOMA) for 5G.

Table 3 summarizes the key 3GPP technologies and their characteristics.

Table 3: Characteristics of 3GPP Technologies

Technology Characteristics Typical Downlink Typical Uplink
Name Speed Speed
Data service for UMTS networks. An
HSPA%C WCDMA enhancement to original UMTS data 1 Mbps to 500 Kbps
. 4 Mbps to 2 Mbps
service.
1.9 Mbps to
8.8 Mbps
Evolution of HSPA in various stages to in 5+5 MHz4 i mgpz to
HSPA+ WCDMA increase throughput and capacity and to . P .
in 5+5 MHz or in
lower latency. 3.8 Mbps to 17.6 2045 M
Mbps with dual z
carrier in 10+5 MHz
New radio interface that can use wide
LTE OFDMA radio channels and deliver extremely 6.5t0 26.3 Mbps in 6.0to 13.0 Mbps in
high throughput rates. All 10+10 MHz*? 10+10 MHz
communications handled in IP domain.
Significant gains
through carrier
Advanced version of LTE designed to aggregation, 4X2
LTE- Advanced OFDMA meet IMT-Advanced requirements. and 4X4 MIMO, and
256 QAM
modulation.
Scalable radio interface designed for 5G 1 Gbps with 400 500 Mbps with 400
5G OFDMA able to support existing cellular bands as | MHz radio channel MHz radio channel
well as mmWave bands. in mmWave band. in mmWave band.

User-achievable rates and additional details on typical rates are covered in the “Appendix: Cellular Communications
in a 5G Era” Section 19 “Data Throughput.”

3GPP develops specifications in releases, with each release addressing multiple technologies. For example, Release
8 not only defined dual-carrier operation for HSPA, but also introduced LTE. Similarly, Release 15 both augmented
LTE capability and introduced 5G. Each release adds new features and improves performance of existing functionality
in different ways. Table 4 summarizes some key features of different 3GPP releases.

Table 4: Key Features in 3GPP Releases*?

Release

Key Features

99 1999 First deployable version of UMTS.
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Release Year Key Features

5 2002 High Speed Downlink Packet Access (HSDPA) for UMTS.

6 2005 High Speed Uplink Packet Access (HSUPA) for UMTS.

7 2008 HSPA+ with higher-order modulation and MIMO.

8 2009 Long Term Evolution. Dual-carrier HSDPA.

10 2011 LTE-Advanced, including carrier aggregation and elCIC.

11 2013 Coordinated Multi Point (CoMP).

12 2015 Public safety support. Device-to-device communications. Dual Connectivity. 256 QAM on

the downlink.

13 2016 LTE-Advanced Pro features. LTE operation in unlicensed bands using LAA. Full-dimension
MIMO. LTE-WLAN Aggregation. Narrowband Internet of Things.

14 2017 LTE-Advanced Pro additional features, such as eLAA (adding uplink to LAA) and cellular
V2X communications. Study item for 5G “New Radio.”

15 2018 Additional LTE-Advanced Pro features, such as ultra-reliable low-latency communications
and high-accuracy positioning. Phase 1 of 5G. Emphasizes enhanced mobile broadband
use case and operation to 52.6 GHz. Includes Massive MIMO, beamforming, and 4G-5G
interworking, including ability for LTE connectivity to a 5G CN.

16 2020 Phase 2 of 5G. Full compliance with ITU IMT-2020 requirements. Adds URLLC, IAB,
unlicensed operation, NR-based C-V2X, positioning, dual-connectivity, carrier aggregation,
and multiple other enhancements.

17 2022 NR-Light, NR operation 52.6-71 GHz, multiple SIMs, NR multicast and broadcast, non-
terrestrial networks, and multiple enhancements.

18 ~2024 5G Advanced - eRedCap (enhanced reduced capability devices), XR (AR/VR/Cloud gaming),
target URLLC/IIOT, MIMO enhancements, Dynamic Spectrum Sharing, Network energy
efficiency, Priority handling enhancements, Drone/UAV for NR, NR Multicast (MC)
/Broadcast (BC), Al/ML, Trustworthiness

2.6 5G Development — 3GPP Releases 15, 16, 17

A summary of features and detailed descriptions of each release can be found 5G Americas White Papers “3GPP
Releases 16 & 17 & Beyond”(published January 2021)** and “Global 5G: Rise of a Transformational Technology”
(published September 2020) the previous version of this document #°.

The technical groundwork of 5G NR was initiated in 3GPP in 2016 based on a kick-off workshop in fall 2015. The
first NR specifications was limited to NSA which finalized in December 2017, and the SA operation is supported
in the June-2018 version of Release 15. The capability of NR defined in Release 15 includes, for example, the
expansion of the operable spectrum range (below 1GHz to more than 40GHz), the scalable OFDM numerology,
efficient slot structure, interworking with LTE and the support of massive MIMO and beamforming. Release 15
is hence considered as revolutionary and the first introduction of the brand-new air interface — NR.
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Release 16 then evolutes the NR development and was finalized in 2020. Enhancement in MIMO, NR mobility,
carrier aggregations, dual connectivity, and UE power saving features for capacity and efficiency improvement
were included in Release 16. IAB (Integrated Access and Backhaul), NR V2X (Vehicle-to-Everything), NR-U, NR
positioning, industrial IOT and URLLC enhancement were also introduced for example to enable new verticals.

Release 17, started in mid-2019 and will complete in 2022, further evolutes and has enhancements to Release
16. IAB enhancement, NR operation beyond 52.6GHz, non-terrestrial networks, NR broadcast/multicast and the
support of new use cases such as reduced-capability (Red-Cap) devices for specific IOTs are included in Release

17.

2.7 5G Advanced — 3GPP Release 18

As 5G continues to evolve to support new use cases and enhance network capabilities and efficiencies, 3GPP has
begun to initiate the scope of work on Rel. 18 starting the journey of 5G-Advanced. The goal is to ensure that NR
continues to support all use cases from one platform and not splitinto NR-per-use case, ensure forward compatibility
and sufficient configurability and maximize simplicity, and specify functionalities in a common way such that it can
benefit multiple use cases.

Rel. 18 standardization work is expected to be completed in 2024 as shown previously in Figure 19.

Areas of interests and likely to be studied for Rel. 18 include:

a

Massive MTC:

o

eRedCap (enhanced reduced capability devices): enhance energy efficiency and extend the
specification support for RedCap UE specified in Rel. 17

Time-critical communication:

o

XR (AR/VR/Cloud gaming): XR traffic identification/handling for efficient & low-latency radio resource
allocation; XR mobility support with consistent data rate; UE energy efficient operation compatible
with XR traffic and latency requirements

URLLC/IIOT: Enhancements for high efficiency & capacity (in particular UL); ensure URLLC QoS with
Mobility

Enhanced MBB:

o

MIMO: enable transparent multi-TRP/DPS (dynamic point selection) operation; enhance multi-TRP for
URLLC; enhance outer loop link adaption, faster CSI feedback and quicker use of MIMO; enhance UL
MIMO

Dynamic Spectrum Sharing: Enable improved NR performance when the number of LTE UEs decreases;
Reduce impact on NR from strong LTE CRS interference

Network energy efficiency: Rel. 16/17 has focused on UE power saving. Rel. 18 will start to investigate
and aim to develop network and UE techniques to reduce network power consumption.

Public Safety:

o

Priority handling enhancements for mission critical UEs/services in initial access and Improved
situational awareness using drone as UE

Drone/UAV for NR: Rel-15 LTE study on connected drones identified beneficial drone-specific
enhancements, Rel. 18 will work on to support Drone/UAV for NR
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o

NR Multicast (MC) /Broadcast (BC): extend CP (cyclic prefix) to enhance cell edge performance; support
for new spectrum band (Band 31 that is specified for LTE public safety) for NR including both unicast
and MC/BC.

O Cross Domain:

o

AI/ML Physical layer enhancement: Study the framework required for Al/ML related PHY layer
enhancements

Al/ML RAN enhancement: Al/ML for efficient traffic steering, load balancing, energy efficiency. Adopt
an “intent-based” management for use cases involving RAN-OAM interactions

Trustworthiness: system information protection, UE integrity protection enhancement, virtualization
friendly crypto algorithms for air interface.

2.8 5G Standalone Architecture

Standalone (SA) NR is where the UE connects using only 5G technologies (NR and 5GC)*. The target
architecture for the 5G migration is to use SA NR and 5GC as far as possible, even though LTE/EPC will need
to remain for a long time to handle legacy devices. The benefits of the SA architecture are as follows:

a

a

Enables all 5G use cases to be addressed.
Supports industrial loT through lower end-to-end latency and higher number of devices.

Supports network slicing with which operators can fine tune network QoS to address specific business
cases.

Improves edge computing with a more flexible architecture in which traffic steering to a target User
Plane Function (UPF) enables local breakout of data.

Combination of edge computing with low latency helps realize V2X/URLCC applications.
Improves coverage with carrier aggregation across bands.*’

Reduces up-switching delays that currently occur in handing off from LTE in a lower band to NR in a
higher band.*®

Provides faster connection times via a function called Radio Resource Control (RRC) Inactive.

Simplifies deployment for private networks where LTE support is not required.

2.9 Dynamic Spectrum Sharing

Traditionally, spectrum has been allocated to various technology generations in a static manner, typically in
blocks of 5 MHz or multiples thereof. As new technology generations are introduced, spectrum has been re-
farmed block by block to serve the next generation as device mix changes. Manual spectrum re-farming,
however, creates an operational burden because it requires careful planning, coordination, and execution to
avoid degradation in end-user performance.
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DSS technology creates the ability to introduce 5G faster compared to static spectrum re-farming. DSS improves
spectrum use by reducing the effect of having a spectrum block tied up to a technology that is lightly loaded.
DSS achieves this result by enabling dynamic allocation of radio resources as required by a technology (LTE and
5G). In terms of system performance, DSS does not improve spectral efficiency; rather, it increases spectrum
utilization when possible.

Figure 20 illustrates 5G spectrum sharing.

Figure 20: Dynamic Spectrum Sharing®
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Despite its advantages, DSS does result in some loss of capacity, including voice, due to the additional overhead
of having two radio access technologies operating in the same spectrum block. DSS can only be implemented
for channel bandwidths of at least 10+10MHz.

For resource allocation to be coordinated, DSS requires LTE and NR schedulers to communicate with each other,
and so LTE and NR baseband hardware needs to be collocated with low latency. Radio hardware should also
support RF sharing between LTE and NR.

For further information, refer to the “Appendix: Cellular Communications in a 5G Era” Section 14, “Dynamic
Spectrum Sharing in Detail.”

2.10 5G Network Slicing

Not only do 5G networks include a new radio and core, but thanks to virtualization, these networks can present
multiple faces for different use cases using an architectural approach called network slicing®. While network
slicing is initially defined in the 3GPP Release 15 specifications, further enhancements to network slicing occur
in successive releases. This architecture allows an operator to provide multiple services with different
performance characteristics. Each network slice operates as an independent, virtualized version of the network
designed to serve a defined business purpose or customer. Thus, each slice consists of all the network resources
required to address the specific need. For a given application, the network slice is the only network it sees. The
other slices, to which the customer is not subscribed, are invisible and inaccessible. The advantage of this
architecture is that the operator can create isolated, fine-tuned slices for specific use cases.

Slicing can accommodate:
O Requirements on functionality, such as priority, charging, policy control, security, and mobility.
O Performance, including latency, availability, data rates, and reliability.
Q Specific users, such as public safety, specific enterprise, roaming, and MVNOs.

GSMA has identified the following industry segments as ones that will benefit from network slicing:>!
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Network Slice identification is done via the Single Network Slice Selection Assistance Information (S-NSSAI),
which contains the Slice/Service type (SST). The SST refers to the expected Network Slice behavior in terms of
features and services. The NSSAI (Network Slice Selection Assistance Information) is a collection of S-NSSAls.

Currently, 3GPP allows up to eight S-NSSAls in the NSSAI to be sent in signaling messages between the mobile
device and the network. This means a single UE may be served by at most eight network slices at a time.

3GPP has identified four standardized Slice/Service Types (SSTs) shown in Figure 21.

Figure 21: Standardized Slice/Service Types*

Slice/Service type SST Characteristics
value
eMBB. 1 Slice suitable for the handling of 5G enhanced Mobile Broadband.
URLLC 2 Slice suitable for the handling of ultra- reliable low latency
communications.
MloT 3 Slice suitable for the handling of massive loT.
V2X 4 Slice suitable for the handling of V2X services.

3GPP also defines Network Slice as a Service (NSaaS). NSaaS can be offered by a Communication Service Provider
(CSP) to its Communication Service Customer (CSC) in the form of a communication service. NSaaS also allows
the CSC to use and optionally manage the network slice instance. CSC can play the role of CSP and offer its own
services (e.g., communication services) on top of the network slice instance.

Cellular Communications in a 5G Era, November 2021

Page 30



Figure 22: Network Slice as a Service

Further details on network slicing architectures may be found in the 5G Americas “Network Slicing for 5G

Networks & Services

753

’

Figure 23: Network Slicing Architecture
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End-to-end data analytics will facilitate advanced network slicing capabilities in 5G networks. In support of such
analytics, 3GPP and other organizations have defined a number of capabilities, including 3GPP’s Management
Data Analytics Services (MDAS).>* Within this architecture, The Network Data Analytics Function (NWDAF), RAN
Data Analytics Function (RAN-DAF), and Management Data Analytics Function (MDAF) collect and provide data
analytics for use by other functions, including the Policy Control Function for policy decisions and the Network
Slice Selection Function (NSSF) for slice management.
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Telemetry data analytics-based statistics from NWDAF and RAN-DAF, combined with artificial intelligence and
machine learning, will allow operators to dynamically optimize their networks and automate 5G network slicing
management. Network slicing will likely progress from a smaller number of manually configured static slices
that evolve to larger numbers of slices dynamically configured for shorter periods of time.

2.11 5G NR Cellular Positioning

Cellular Positioning Technologies make use of signal measurements from cellular base stations and devices, and
therefore, typically rely on existing cellular infrastructure.

Historically, the main driver for cellular-based location services were requirements from regulatory authorities.
However, multiple applications and use cases can benefit from commercial location-based services, which often
require higher location accuracy and lower latency. The use cases for such cellular-based or cellular-aided
location accuracy are broad and include augmented reality, wearables, industry, automotive, traffic
management, hospitals (for example, person and medical equipment location), bikes, and aerial vehicles
(drones).

5G NR Release 16 Positioning is designed to offer a variety of positioning technologies delivering UE position
information depending on the needs of specific use cases. To address the diverse location requirements
resulting from new applications and industry verticals, NR Release 16 cellular positioning supports multiple
positioning technologies enabled by the following key features:

Key physical-layer technologies:
@ New NR positioning reference signals (PRS) for DL & UL
Q Round-trip time (RTT) measurements with multiple base stations (Multi-RTT)
O DL & UL time difference of arrival (TDOA) measurements
O gNB Angle of Arrival (AoA) or Angle of Departure (AoD) measurements
Key upper-layer technologies:
Q LTE Positioning Protocol (LPP) for NR Positioning
Q Support for UE-based NR Downlink-only positioning methods
Q Support for broadcast of location assistance data

Refer to “Appendix: Cellular Communications in a 5G Era” Section 11.8“ 5G NR Cellular Positioning in Detail” for
additional information.

2.12 5G Network Types and 5G mmWave coverage

The scalability and flexibility of 5G allows operators to leverage their specific spectrum and fiber assets. Further
5G supports newer use cases allowing operators to pursue business models beyond mobile broad band.

5G supports 3 band types and operators can leverage a combination of the 3 to gain maximum benefit:
Q Low band - for wide-area and indoor coverage
QO Mid band —for coverage and capacity

O mmWave — for high capacity & performance requirements (URLLC, mMTC etc.)
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Globally, some countries are licensing mmWave spectrum®®, however many are focusing on mid-band
deployments in the 3-5 GHz range. Mid-band, assuming 100 MHz licensed to each operator, provides balanced
capacity and performance boost compared to lower bands, but does not require the dense small-cell
deployment needed for mmWave. Specifically, mid-band 5G can be deployed in cells within 500-meter or even
1000-meter inter-site distance (ISDs), whereas mmWave will typically need to be deployed within 250 meters
ISD.®

However, the dense mmWave network, does offer significantly greater capacity and performance.
Consequently, mid-band could be used as a wireline replacement in rural areas, but such capability will mandate
mmWave in urban areas.

For mid-band and low-band deployments, 5G signals from outdoor cell sites will have reasonable indoor
penetration. Figure 24 shows significant indoor coverage when co-siting NR with existing outdoor LTE cell sites.

Figure 24: Indoor 5G NR Coverage Co-Siting with Existing Outdoor LTE Sites>?

Figure 25 shows effective outdoor coverage at mmWave frequencies by co-siting at LTE cell sites, meaning that
in urban areas with already dense LTE coverage, fewer 5G cells will be needed to provide effective outdoor
coverage.
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Figure 3: mmWave Coverage Achieved by Co-Siting with LTE>®
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Despite significant improvements, mmWave signals suffer from a drawback, the signals are easily blocked by
walls, requiring the following approaches to provide effective indoor coverage:

O Repeaters that forward the 5G NR signal indoors

Q Routers that receive the 5G signal outside, then provide a Wi-Fi signal indoors (the approached used
for fixed wireless access)

Q Indoor access points

Although mmWave operates at higher frequencies than Wi-Fi, co-siting with Wi-Fi can provide effective
coverage because the signal reflects off indoor surfaces, as shown in Figure 26.
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Figure 4: Co-Siting mmWave 5G NR with Wi-Fi Indoors for Effective Coverage®®
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Engineers expect that with mmWave, indoor access points will provide indoor coverage and outdoor cell sites
will provide outdoor coverage. This approach, though it requires densification due to more infrastructure, allows
for effective frequency re-use and will ultimately create networks with more capacity and performance.

2.13 Integrated Access and Backhaul

With increasing network densification, providing traditional fiber backhaul access to every cell site has become
extremely difficult; this is especially true for small cell base stations. One of the technologies specified in Release
16 is wireless self-backhaul, called integrated access and backhaul, which can enable flexible and very dense
network deployment without the need for densifying the transport network accordingly, especially when using
mmWave bands. Compared with LTE, 5G NR can achieve much wider bandwidth and offer much higher
throughput and network capacity through massive MIMO and multi-beam systems deployment. IAB links in 5G
will be able to share the same radio resources with the macro donor access links to provide backhaul for other
IAB nodes, as shown in Figure 27.
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Figure 27: 5G Integrated Access and Backhaul
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IAB will provide multiple benefits, including reducing the need for fiber to each cell site, remediating isolated
coverage gaps, enhancing capacity, and bridging from outdoor to indoor.

Specific capabilities include:

a

a

Support for legacy terminals, requiring no specific UE features.
Spectrum allocation between access and backhaul for efficient spectrum usage.

In-band (same band for both access and backhaul) and out-of-band (separate bands for access and
backhaul) capability for maximum spectrum flexibility.

Support for both standalone and non-standalone 5G architectures.

Multi-hop capability for extended range or to support complex topologies such as convoluted urban
canyons.

Flexible QoS support including end-to-end QoS and individual traffic flows across both access and
backhaul links.

Robustness with path redundancy in the wireless backhaul topology.

Dynamic load balancing across backhaul links to optimize backhaul capacity for time-dependent traffic
loads.
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Q Centrally controlled management functions with local decision-making processes for flexible and fast
response to dynamic resource demand.

IAB use cases include cell densification, filling coverage holes, extending coverage along streets or highways,
and providing infrastructure on demand, such as at a stadium or hazard zone.

See the “Appendix: Cellular Communications in a 5G Era” Sections 3.2 “5G Architecture in Detail” and Section
15 “Integrated Access and Backhaul in More Detail” for additional information. See also the 5G Americas white
paper, Innovations in 5G Backhaul Technologies.®°

2.14 5G Security

Each generation of mobile technology has been more secure than its predecessor. 3GPP has standardized 5G to be
the most secure yet®!. However, our risk tolerance is decreased because there will be an increased impact from a
cyberattack on a 5G network as society increasingly relies upon it for critical infrastructure, mission critical
applications, public safety, smart manufacturing, connected car, and other real-time, low-latency use cases. The
decreased risk tolerance requires a risk-based approach to securing the 5G Radio Access Networks (RAN) as it
evolves to Open RAN that is virtualized, disaggregated, cloud-native, automated, and intelligent, which provide
security advantages while also introducing new security risks inherent to cloud technologies. O-RAN’s expanded
threat surface, with additional interfaces and functions, introduces further security risks. The 5G threat surface
includes 3GPP standards-based implementations, O-RAN’s expanded threat surface introduced by its new
interfaces and functions, open-source software threats and vulnerabilities, and trustworthiness in cloud
networks. The multi-party relationship between the operator, cloud provider, and system integrator requires
security roles and responsibilities are clearly defined.

Figure 28. 5G threat surface®?

@Attocker

3GPP R15/ Cloud-based

Networks

R16
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3GPP release 15 introduced the following security features:

Q Subscriber authentication: secure mutual authentication using 5G-AKA, EAP-AKA’, and EAP-TLS, Home
Control of authentication for roaming devices, and non-SIM card-based for loT devices

Q Subscriber privacy: Stronger False Base Station (FBS) protection and SUPI/SUCI for encrypted long-term
subscriber identifiers. CSRIC VIl recommends that the SUCI feature is mandatory for U.S. deployments,
except when the UE is requesting emergency services.
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Secure session-based architecture: TLS and OAuth 2.0 on all mandatory functions

Secure roaming interconnects: introduction of the Security Edge Protection Proxy (SEPP) at the
application layer

Integrity protection on the user plane: user plane integrity protection is mandatory on the UE
and gNB and IPSec support is mandatory on the gNB

End-to-end Network Slicing: provides inherent security through traffic separation

3GPP release 16 introduced the further 5G security enhancements:

Q

a

Inter-PLMN User Plane Security (IPUPS): The role of the UPF is expanded to include traffic protection
with a “common firewall” between two roaming PLMNs

Full-rate User Plane Integrity Protection: CSRIC VIl recommends that this feature is mandatory for
Release 16 U.S. deployments.®3

Network Slice Specific Authentication and Authorization (NSSAA): provides separate authentication and
authorization per network slice

Non-Public Networks (NPN): 5G Private networks to provide security and privacy on dedicated resources
that are independently managed

Use case specific security enhancements for cellular loT and URLLC services

Open RAN will be a complementary part of 5G’s broader progression to greater security:

Q

Q

Q

Open interfaces ensure interoperability of protocols and security features
Disaggregation establishes diversity of supply chain

Cloud-native applications provide isolation

O-RAN, specified by the O-RAN ALLIANCE, builds upon 3GPP RAN specifications with additional interfaces and
functions. However, these additional interfaces and functions, as shown in the figure below, also introduce
additional security risks due to an expanded threat surface. The O-RAN ALLIANCE has formed a Security Focus
Group (SFG) that is collaborating with other working groups to secure the Near-Real Time RAN Intelligent
Controller (RIC), xApps, Lower Layer Split (LLS) 7-2x, and the Open Fronthaul Interface.
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Figure 29: O-RAN additional functions and interfaces [source: Ericsson]
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Open RAN relies upon use of open-source software, which has many benefits for software development projects
but presents increased risks that require the vendor to implement a higher level of due diligence when using open-
source software. Examples of the benefits-risks tradeoffs of open-source software are:

It works optimally when developers behave as “good
citizens”

Risks associated with Open-Source platform

Developers can unintentionally or malicious actors in
the guise of developers may insert vulnerabilities-or
backdoors

Transparency of code reviewed by many expert
eyeballs can reduce software complexity and the
number of bugs

Attackers can also review code to identify zero-day
vulnerabilities

It provides a platform for talented coders to openly
collaborate and build software

However, developers do not spend sufficient time on
security

Open source reduces fragmentation and increases
interoperability

Trees of dependencies from reuse of open-source
software results in persistent, long-lived vulnerabilities

These points are supported by industry data available from public reports issued over the past 12 months from
GitHub, The Linux Foundation, Laboratory for Innovation Science at Harvard University (LISH), and Synopsys. Some

known risks are listed below:

Why is this a risk?

Non-secure developments

security®

e  Contributors to FOSS spend only 2.27% of their contribution time on
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e Dependency Confusion leverages a unique design flaw in open-source
ecosystems®®

99% of codebases contain open-source components but a staggering 49%
Attack surface contain high-risk vulnerabilities. The 10 common high-risk vulnerabilities
found in open-source code.

R Why is this a risk?

Vulnerabilities 51% of all containers in Docker Hub had “critical” vulnerabilities.®’

Open-source projects are usually built on other open-source projects and
libraries leading to tree dependencies and persistence of vulnerabilities
from source to destination. #9 on OWASP’s list of top 10 vulnerabilities is
“Using components with known vulnerabilities”

Propagation

Vulnerabilities often go undetected for more than 4 years before being

Persistence .
detected or disclosed.

Network security is built upon a trust stack of trusted hardware, trusted software, trusted deployment, trusted
applications, and trusted operations. Cloud-based network deployments have an expanded threat surface due
to the decoupling of the software from the hardware, multiple organizations sharing the same hardware, a third-
party organization managing the cloud infrastructure, and use of open-source software components. The chain of
trust between these disparate components is not standardized and is implementation dependent, making it
challenging to determine the level of risk, such as defined by the NIST® Risk Management Framework (RMF). In a
cloud environment an external attacker could gain access to a compromised container and from there gain access
to services and infrastructure. Likewise, an attacker that gains access to a service can use it as platform to gain access
to containers and infrastructure. 3GPP is in the process of developing cloud security standards. Security controls
must be based upon tenant isolation and zero-trust, which NIST” defines as no implicit assumption of trust based
upon network location, physical location, or ownership of the asset’?. The multi-party relationship between the
operator, cloud provider, and system integrator requires security roles and responsibilities to be defined clearly. The
risk landscape is evolving due to rapidly changing threats, attack vectors, and security control technologies should
be periodically re-assessed by all stakeholders.

For further reading please refer to the 5G Americas “Security for 5G” (Dec 2021)"*
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3 2020-2030 Technology Evolution

To appreciate wireless technology in the broader, evolving technology landscape, this section presents a speculative
ten-year view of technology evolution in the 2020-2030 period. For further details, see 5G Americas white paper,
Mobile Communications Towards 2030, published November 2021 - 72,

Development of current standards through 3GPP Release 17 provides a detailed view of network capability only
about four years into the future. Seeing what comes beyond then requires forward thinking and examination of the
technology currently being researched.”

Organizations are already examining the future. For instance, Alliance for Telecommunications Industry Solutions
(ATIS) launched the “3GPP Release 17 & Beyond” initiative in January 201974 and the Next G Alliance in 20207° to
develop ATIS’s vision of standards roadmap for 3GPP post-Release 16, and to advance North American wireless
technology leadership over the next decade through private-sector-led efforts. With a strong emphasis on
technology commercialization, the work will encompass the full lifecycle of research and development,
manufacturing, standardization and market readiness. ATIS’s initiative identified key technologies and considered
how the transformational societal/business impacts of these technologies will drive requirements. 5G innovation
and other trends are emerging with a surprising number of futuristic technologies on the horizon over the next
decade, the estimated date for widespread 5G deployment.

In addition, the ITU Focus Group on Technologies for Network 2030 states that it, “intends to study the capabilities
of networks for the year 2030 and beyond, when it is expected to support novel forward-looking scenarios, such as
holographic type communications, extremely fast response in critical situations and high-precision communication
demands of emerging market verticals.” 7

3.1 Application Evolution

Improving wireless capability will bring new use cases and applications. 4G enabled applications such as video
streaming, but these had restrictions, such as resolution and hours viewed per day. 5G, especially if deployed at
the wide bandwidths enabled by 5G, will have far greater capacity and can function as an effective wireline
broadband replacement. It will also enable high-bandwidth applications such as AR and VR. But even greater-
bandwidth applications that will demand even more from the network, such as 3D holographic communication
and digital replication of the physical world, are on the way.

Table 5 summarizes what is possible today with 4G, what 5G brings, and what may be possible in future (beyond
5G) networks.

Table 5: Evolution from 4G to Beyond 5G

Future Technology Beyond

5G (Speculative)

Peak Theoretical 1 Gbps 20 Gbps 1 Tbps (1000 Gbps)

Throughput

Typical Throughputs 10s of megabits per second | 100s of Mbps to more than | 10s or 100s of Gbps
(Mbps) 1 Gbps

Wireline Broadband Only viable for small Viable for many users Viable for nearly all users

Replacement percentage of users

Video Streaming video but with Fewer restrictions, UHD Super-high resolution
restrictions, HD possible possible
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Future Technology Beyond

5G (Speculative)

Types of Communications

Voice, interactive video

HD interactive, VR

Immersive telepresence
and 3D holographic

Reliability

Networks mostly operates
on best-effort basis

Designed for mission-
critical applications

Nine nines of reliability

(capable of six nines of
reliability 99.9999%)

delay)

Latency (radio network

As low as 1 msec Even greater timing
precision, for example, 100

microseconds

As low as 10 msec

Device Density

100 thousand devices/sq. 1 million devices/sqg. km 10 million devices/sq. km

km

Spectral Efficiency

High Three times higher than 4G | Two times higher than 5G

The evolved-5G capabilities expected during the 2020s, combined with

developments in computer

miniaturization and artificial intelligence, will create an augmented-reality overlay on human experience.

Research underway could make device interaction touchless, based only on natural human voice
communication or gestures. Wearable devices will become ubiquitous, for example in watches, and others
speculate devices that can be implanted in our bodies, on contact lenses, via direct-brain interfaces, or in our
ears. An in-ear device, for example, could measure brain electrical activity, temperature, skin resistance, stress
hormone levels, blood oxygen, vagus nerve stimulation, eye movements, movement, and heart rate. With this
data, a health application could detect mental effort, stress, engagement, excitement, physical health, what is
calming, what a person is paying attention to, and where their eyes are directed.”” These devices must account
for privacy and security issues.

3.2 Radio Evolution

Radio technology continues to increase in sophistication. 5G represents today’s state of the art for what can be
practically deployed, but researchers are already studying what comes next by examining dimensions such as:

a

Expansion from the approximate 100 GHz limit of 5G to 400-700 GHz,”® the upper limits for wireless
communications and referred to as terahertz frequencies.”

Going beyond radio and harnessing free-space optical communications (now only used in limited ways).

Evolving antenna technology, both at sub-6 GHz and mmWave/THz, including using new materials to
create even higher-order MIMO and a greater number of elements for narrower radio beams.
Researchers anticipate 1000 simultaneous beams that reach 10 Tbps of aggregate throughput. Virtual
massive MIMO approaches have also been proposed, by which a single antenna simulates multiple
antennas through oversampling and variation of antenna characteristics.

Advanced repeaters and multi-hop relays that help propagate mmWave signals.

Transmission and reception of radio signals by large, intelligent surfaces based on electromagnetically
active surfaces (e.g., using metamaterials).

Al-based spectrum sharing approaches with which multiple entities can efficiently share the same
spectrum.
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Wireless energy transfer enabling extended or infinite battery life for mobile devices.
Full-duplex communications for simultaneous transmission and reception on the same radio channel.

Cell-less architecture by which user equipment connects to the radio access network and not a specific
cell.

Higher consideration for lower energy use than in 5G.

Modern random-access methods, including advanced receivers and non-orthogonal multiple access,
which could be more efficient for loT communications.

3.3 Network Evolution

Beyond radio advances, networks themselves will continue to evolve during the 2020s with innovations such as:

a

Application of intelligence and machine learning in every aspect of the network to increase efficiency,
security, and reliability.

Ultra-densification with access points at every street corner and mmWave distributed throughout
indoor environments, making extensive use of wireless self-backhaul.

Terrestrial networks augmented with non-terrestrial networks, including UAVs, high altitude platform
stations (e.g., 20 km altitude), and low-earth orbiting (LEO) satellites.

Virtualization of every aspect of the network, except the radio head, using open interfaces. (Building
on work in 4G and 5G, including efforts such as Open Radio Access Network [O-RAN].)

High resilience against attacks and disasters, especially as these networks become critical
infrastructure.

Elasticity for on-demand service configurations to address specific use cases supported by dynamic
radio and computing resources.

Intent-based network management by which the network translates business policies into network
planning and device configuration.

Greater adoption by enterprises of private cellular-technology networks, many integrated with public
networks. These will be standalone or operated in partnerships with cellular operators.

New business models, such as “spectrum-as-a-service” with flexible resale and temporary usage
permissions, new forms of network aggregators, and new types of virtual operators.

With these new networks, spectral-efficiency design considerations will move from efficiency over area to
efficiency over volume.

Figure 30 shows the transformation of networks, moving from 4G to beyond 5G.
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Figure 30: Network Transformation

3.4 Distributed Computer Intelligence

The power of the advancing capability of networks in the 2020s will be augmented in computer innovations,
including:

QO Widespread adoption of edge computing.
Q Artificial intelligence distributed from cloud to edge to device with deep-learning capabilities.

Q Quantum computing for cryptographic and other as-of-yet unimagined applications.

3.5 Standards Evolution

Wireless networking standards will need to evolve to keep pace with advancing technology. Figure 31 presents
the timeline of technology generations, including past and future, showing initial deployment, the year of the
peak number of subscribers, and decline. Each cellular generation spans multiple decades, with peak adoption
occurring some twenty years after initial deployment. An ITU IMT-2030, or “6G” standards development in the
2030 timeframe, though highly speculative, is consistent with previous generations. Acceleration in technology
development, combined with virtualization, software-defined networks, and open source, could tighten the
development timeframe.

Within any decade-long generational development cycle, researching technologies that might be feasible for
the next generation occupies about the first one-third of time. Envisioning the future system and developing
the associated requirements occupies about the second third of time and developing specifications for the new
generation occupies about the final third of time.
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Figure 31: Timeline of Cellular Generations
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3.6 Challenges toward this Future

The future of wireless technology is promising, with significant progress occurring over the next decade, but
challenges will be multifold, including the following:

Q Edge computing shows great promise, but it could be fragmented by different operator architectures,
distinct types of entities (existing cloud vendors, operators, enterprises, new entrants), and a multitude
of software development environments. Edge computing will also have to integrate with existing cloud
services.

Q Higher-frequency components will require greater real-time processing.
Q Terahertz signals will be even more difficult to propagate than mmWave signals.

O Close component spacing and increased processing will generate heat, limiting how compact devices
can be.

QO Communities may resist or reject the placement of millions of access devices needed for super-dense
networks.

O QoS capabilities, essential for architectures such as network slicing, are still in early stages of adoption
on a widespread basis. Much remains to be learned about dynamically managing the varying needs of
thousands of types of applications, as well as maintaining QoS across different types of network
connections.

Q Security concerns will increase as more devices are placed on the network, with specific vertical
applications requiring high levels of security.

Q Privacy concerns may also slow down the installation of massive numbers of sensors and devices
capable of surveillance.

Q Regulatory frameworks, especially contentious ones such as network neutrality and siting regulations,
may not be able to keep up with technology, inhibiting wide-scale adoption. Countries that adapt the
fastest with effective policy will achieve a strategic advantage.
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Q Federal efforts to ease the way for ultra-dense deployments are already facing legal challenges from
local municipalities, which want to retain control over deployments and maximize local revenue
opportunities from siting licenses.

Q Global technology fragmentation could occur because of tensions, such as the current conflict between
the United States and China.

4 Internet of Things and Industrial loT

5G Americas white paper 5G: The Future of 1oT#° looks at the market drivers, trends and cellular technology solutions
that will create our connected future. Market drivers provide added value through connectivity of all “things” ranging
from street lighting to home appliances to industrial robotics. Providing connectivity to things has become easier
with improvements in the economics of end devices, large investments in loT systems, adoption of global standards
and availability of spectrum. Overall trends in information technology such as cloud computing and edge cloud,
artificial intelligence and security assurance have accelerated the IoT ecosystem.

Current M2M and Internet of Things applications include vehicle infotainment, connected healthcare, transportation
and logistics, connected cars, home security and automation, manufacturing, construction and heavy equipment,
energy management, video surveillance, environmental monitoring, smart buildings, wearable computing, object
tracking, and digital signage. Municipalities, evaluating the concept of “smart cities,” are exploring how to optimize
pedestrian and vehicular traffic, connect utility meters, and deploy trash containers that can report when they need
emptying.

Although promising, the loT market is also challenging, with varying communications requirements, long installation
lifetimes, power demands that challenge current battery technology, cost sensitivity, security and data privacy
concerns, and unsuitability of conventional networking protocols for some applications. Consequently, the loT
opportunity is not uniform; it will eventually comprise thousands of markets. Success will occur one sector at a time,
with advances in one area providing building blocks for the next.

To address the IoT opportunity, 3GPP is defining progressive LTE and 5G refinements that will occur over multiple
3GPP releases. These refinements include low-cost modules that approach 2G module pricing and enable multi-year
battery life. 5G augments loT capabilities by enabling higher device densities, longer battery life, lower latency, and
ultra-reliable connections.

The lowest-cost cellular devices enabling 1oT communications today are GPRS modems, which risk becoming
obsolete as operator’s sunset their GSM systems. HSPA is also used for M2M communications, as is LTE, which has
been optimized to efficiently communicate small bursts of information, making it particularly well suited for M2M.

Low-cost GSM (through Enhanced Coverage GSM loT [EC-GSM-IoT]) and LTE modem options in 3GPP Releases 10
through 13 reduce cost, improve communications range, and extend battery life. See “Appendix: Cellular
Communications in a 5G Era” Section 42 “Internet of Things and Machine to Machine” for details.

In Release 14, 3GPP specified how LTE technologies can operate for vehicle communications, including vehicle-to-
vehicle and vehicle-to-infrastructure, leveraging device-to-device communications capabilities already specified for
LTE in Releases 12 and 13.%!

Release 15 includes further loT enhancements in LTE, such as TDD support, higher spectral efficiency, and wake-up
radio.®?

Release 16 adds industrial lIoT capabilities to 5G NR, vastly expanding the use cases for 5G to include items such as
motion control, drone control, industrial sensors, process automation monitoring, and asset tracking. Specific
capabilities include:®3
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Q Ultra-reliable, low latency communications (URLLC). Latency is as low as 0.5 msec in the downlink and 0.5
msec in the uplink. Packet reliability can be as high as 99.9999% for a 32-byte packet with a user plane
latency of 1.0 msec.

QO Time sensitive networking, including wireless transport of Ethernet. Uses accurate reference timing,
support for deterministic and/or isochronous communication with high reliability and availability, and
Ethernet header compression. The base station can signal time reference information to the UE using
unicast or broadcast signaling with a granularity of ten nanoseconds.

Q Indoor positioning. Provides positioning accuracy within three meters.

O Non-public networks. Enterprises can operate their own networks, either standalone or integrated with
public networks. Spectrum can be CBRS, unlicensed 5 GHz or 6 GHz, or licensed if coordinated with an
operator.

Release 17 further reinforces loT capabilities with slicing enhancements, industrial IoT (including URLLC)
enhancements, improved positioning, and NR-Light for wider use cases.

NR-Light in Release 17 will address use cases with throughputs higher than those provided by LTE NB-loT and LTE-M
but lower than standard NR while providing lower cost and better battery life than standard NR devices.

Developers will use 3GPP wireless technologies for many loT applications. Globally, as of October 2021, there are 74
NB-loT and 29 LTE-M cellular deployments that have been announced by operators.® In instances where these
applications are not used, developers will use local area technologies, such as Wi-Fi, Bluetooth Low Energy, and
ZigBee. New Low-Power Wide-Area (LPWA) wireless technologies emerging specifically to support IoT include
Ingenu, LoRa, and Sigfox. The low-power operation of some of these technologies, including LTE and NR, will permit
battery operation over multiple years. Table 6 summarizes the various technologies.

Table 6: Wireless Networks for IoT

Technology Coverage Characteristics Standardization/

Specifications

GSM/GPRS/EC-GSM-loT Wide area. Huge Lowest-cost cellular modems, risk of 3GPP
global coverage. network sunsets. Low throughput.
HSPA Wide area. Huge Low-cost cellular modems. Higher 3GPP

global coverage. power, high throughput.

LTE Global Higher module cost but best coverage | 3GPP
and highest performance. Voice
option and mobility.

LTE-M Many operators Low module cost with long battery life | 3GPP
in many and medium-level throughput. Voice
countries. option and mobility.

LTE NB-loT Many operators Low module cost with long battery life | 3GPP
in many and lower-level throughput. No voice
countries. and no mobility. Ideal for indoor

applications.
Wi-Fi Local area. High throughput, higher power. IEEE
ZigBee Local area. Low throughput, low power. IEEE
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Technology Coverage Characteristics Standardization/

Specifications

Bluetooth Low Energy Personal area. Low throughput, low power. Bluetooth Special
Interest Group
LoRa Wide area. Low throughput, low power. LoRa Alliance?®>
Emerging Unlicensed bands (sub 1 GHz, such as
deployments. 900 MHz in the United States).
Sigfox Wide area. Low throughput, low power. Sigfox®®
Emerging Unlicensed bands (sub 1 GHz such as
deployments. 900 MHz in the United States).
Ingenu (previously OnRamp Wide area. Low throughput, low power. Using 2.4 | Ingenu®’
Wireless) Emerging GHz ISM band. Uses IEEE 802.15.4.
deployments.

Security is of particular concern to both developers and users of l1oT technology. An increasing amount of network-
connected infrastructure will result in new security vulnerabilities that are being addressed by concerted effort from
the industry.%®

Cloud-based support platforms and standardized interfaces are essential for development and deployment of loT
applications. For example, the organization oneM2M has developed a service-layer architecture that can be
embedded in hardware and software to simplify communications with application servers.®

To address device management, the Open Mobile Alliance has developed the LightweightM2M protocol.*°

5 Cellular V2X Communications

5G Americas white paper Vehicular Connectivity: C-V2X and 5G°! published September 2021, which covers the
impacts of 5G-based cellular vehicle-to-everything (C-V2X) technologies on vehicles, embedded infrastructure, and
intelligent transportation networks. There is growing global momentum in C-V2X based trials with early deployments
from several automotive OEMs and strong progress in the US, Latin America, Europe, and Asia. While the US Federal
Communications Commission (FCC) has allocated 30 MHz of spectrum in the 5.9 GHz ‘ITS band,” more advanced
connected vehicle services will need at least 40 MHz, as specified by the 5G Automotive Association (5GAA). At the
same time, C-V2X practitioners will need to be aware of additional deployment considerations, such as the need for
more Over-the- Air (OTA) software updates and ‘car-to-cloud’ ecosystem features, a greater need for security and
privacy protections, as well as backward compatibility and support for new features. The referenced paper includes
the following topics:

O Connectivity requirements for 5G and C-V2X for different ITS services using vehicle-to-infrastructure or
vehicle-to-network models

Spectrum needs and requirements for 5G and C-V2X

New business models and opportunities for different stake holders, such as network and RSU operators,
automotive OEMs, and third-party application developers

Security considerations and recommendations

Summary of evolution path and new features for C-V2X technologies
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C-V2X use cases include do-not-pass warnings, blind curve hazard warnings, road works warnings, blind intersection
assistance, coordinated driving with intention sharing, coordinated trains of vehicles (platooning), bicyclist and
pedestrian alerts, sensor sharing, left-turn assistance, and real-time infrastructure updates.

As C-V2X technology continues to evolve, 3GPP has introduced a 5G-based V2X system in Release 16: NR C-V2X.%?
This new 5G-based V2X system expands the supported use cases to advanced V2X applications, beyond the basic
safety that was the focus of LTE-based V2X in Release 14 and 15. The advanced applications identified by 3GPP
include vehicle platooning, extended sensors, advanced driving, and remote driving. NR C-V2X is designed to
facilitate complex vehicle maneuvers, including negotiated intersection crossings and coordinated lane changes, by
leveraging lower-latency communication, better positioning accuracy, and on-the-fly distance-based group
formations. Situational awareness is enhanced through high-throughput sensor sharing from onboard cameras,
radars, and LiDAR imagery; real-time updates of 3D High-Definition Maps; and the ability to see “through” vehicles
and around blind corners.

Like LTE-based V2X, the NR C-V2X allows direct communication mode (i.e., sidelink) between vehicles without relying
on cellular network connectivity. This enables reliable V2X services, for example, coordinated driving, when inside
or outside of 5G network coverage. The direct communication of NR C-V2X offers major enhancements in terms of
new short-range features enabling advanced applications to complement the basic safety use cases.

NR V2X sidelink is designed to complement and seamlessly coexist with LTE V2X. The Release 16 design allows NR C-
V2X to operate in LTE network deployments (under 4G coverage) and vice versa. Based on the service type of the
V2X application, the NR C-V2X UE can determine the Radio Access Technology (RAT) Type to use (i.e., NR C-V2X
sidelink or LTE V2X sidelink) and the corresponding Transmission Format (TxProfile) using configured polices. The
combination of LTE V2X of Release 14/15 and NR C-V2X of Release 16 will provide a comprehensive 5G C-V2X solution
covering both basic safety and advanced applications.

NR C-V2X sidelink, as depicted in Figure 32, brings several enhancements in the form of higher throughput, lower
latency, enhanced reliability, and improved positioning, all of which are expected to enhance cooperative and
autonomous driving. These enhancements would be achieved by leveraging functionalities of 5G NR such as OFDM-
based air interface with wideband carrier support and scalable sub-carrier spacing, a flexible slot-based framework,
and making demodulation reference signals (DMRS) a function of speed and advanced channel coding. Furthermore,
NR C-V2X sidelink has support for sidelink time synchronization, allowing robust C-V2X operation even without GPS
coverage.
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Figure 32: Release 16 V2X Capability93

6 Spectrum Developments

To facilitate 5G developments to accommodate a wide range of 5G use cases, regulatory bodies throughout the
world have been working to make more 5G spectrum available across from low-band, mid-band and high-band. In
the United States for example, three spectrum auctions (mmWave 37, 39 & 47GHz, CBRS, C-Band) were conducted
in 2020 releasing 3400MHz of FR2 spectrum and 350MHz of FR1 spectrum in total. In 2021, the 3.45-3.55 GHz
spectrum band was auctioned and there are more FCC auctions planned such as the 2.5 GHz band.

Spectrum development activities and spectrum usage in North America are summarized in details in the 5G Americas
2021 white paper Mid-Band Spectrum & the Coexistence with Radio Altimeters®* published in July 2021. Global
landscape and global spectrum harmonization have been also discussed in that white paper. Additional information
on spectrum can be found in the 2020 version of this white paper, “Global 5G: Rise of a Transformational
Technology” (published September 2020, the information provided in the subsection below is focused on the
development path that industries have been taking.

6.1 Industry Trend and Ecosystem

As shown in Figure 14: Three-Tier Spectrum Usage for 5G, 5G is not just about mmWave nor speed, and 5G
deployment will not be solely relying on a particular band. Operators around the world have indicated the trend
of “layered” 5G deployment strategy, utilizing the low-band spectrum for far and wide coverage, the mid-band
spectrum for both 5G coverage and capacity, and the high-band (mmWave) spectrum for super-fast speeds at
places in need. The unexpected high gross proceeds from the C-band auction that concluded in early 2021 in
the U.S. also has indicated that the mid-band spectrum is a valuable and critical spectrum asset for 5G for a good
balance between coverage and capacity.

The layered spectrum deployment strategy implies the need to combine spectrum from different bands
together for 5G. So far, NR Carrier Aggregation (CA) has been the key technology that enables the utilization of
aggregating multiple spectrum bands (within sub-6GHz or within mmWave). There have been ecosystem
deployment of NR CA in both NSA and SA, however CA evolution in the NSA direction has been uncertain beyond
2 sub-6GHz component carriers (or 2 sub-6GHz spectrum bands). On the other hand, NR CA evolution in the SA
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direction is showing a clearer path with aggregations of 3 different sub-6GHz component carriers/bands (or
more) in 2021 and beyond.

With NR CA in sub-6GHz, the industry has also been heading towards using TDD as the primary cell (PCell) that
carries both UL and DL traffic. This allows operators to fully utilize the TDD mid-band spectrum (such as C-band,
CBRS, 2.5GHz which typically have wider bandwidth than sub-6GHz FDD bands) to achieve faster throughput in
both UL and DL.

As for the path between NSA and SA, SA is what the industry will be gearing towards. In SA, not only there will
be a clearer evolution path for aggregating spectrum asset between low, mid, high bands, but 5G coverage can
also be independent from the 4G anchored coverage as if in NSA. 5G SA brings simplified architecture which can
improve end users experience and enable new use cases with low-latency requirements. 5G SA is essential to
unleash all other 5G verticals.

7 Key Supporting Technologies

Network architects design networks using a broad toolkit, including Al, multiple cell types and sizes, integration with
unlicensed spectrum, smart antennas, converged services, and virtualization. Further details may be found in
recently published 5G Americas white papers:

e “5G Edge Automation and Intelligence”® (published October 2021) which identifies optimization and
automation strategies for edge computing and details their applications. It provides detailed information
on potential use cases for autonomous industrial solutions, smart transport, and energy, connected health,
and digital twins —and more. The white paper includes the technical capabilities of 5G and edge computing,
where the intelligence of 5G network and edge computing can achieve groundbreaking results.

e “5G and the Cloud”® (published December 2019) which introduces cloud-native concepts, grapples with
how they will change 5G networks, identifies challenges that remain in the adoption of Cloud-Native, and
offers some solutions in the form of reference architectures produced by standards organizations, as well
as other recommendations on the path towards network operator adoption.

e “Management, Orchestration & Automation”®’ (published November 2019) shows how management
orchestration (MANO) enables cloud, core, edge, and 5G radio access networks to support up to one
million connected devices per square kilometer. 5G wireless technologies are expected to enable
revolutionary new consumer and enterprise applications through massive data transfers at ultra-low
latencies. To do so, networks require a higher level of data management. 5G Americas’ white paper titled,
Management, Orchestration & Automation that details significant MANO challenges and proposed
solutions for developing and operating a fully featured 5G network.

e “Transition Toward Open & Interoperable Networks”% (published November 2020) examines aspects of
software/hardware disaggregation, open interfaces, multi-vendor interoperability, the Open RAN
ecosystem, and the role of Al and machine learning in network management and automation.

7.1 Virtualization and Cloud Native

Two 5G Americas white papers “5G_Edge Automation and intelligence”®® (published October 2021) and
“Management, Orchestration & Automation”!% (published November 2019) provide more detail on
optimization and automation strategies for edge computing as well as management orchestration in the cloud,
core, edge and 5G radio access networks.

Virtualization refers to implementing the functions of infrastructure nodes in software on commercial “off-the-
shelf” computing equipment. The approach promises lower capital expenditures, lower operating costs, faster
deployment of new services, energy savings, and improved network efficiency. With NFV, multiple tenants will
be able to share the same infrastructure, facilitating, for example, mobile virtual network operator (MVNO) and
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multi-operator virtualized RAN arrangements. NFV, however, also constitutes an entirely new way of building
and managing networks, so widespread adoption will occur over an extended period.

Both the core network and portions of the radio-access network can be virtualized. The core network, consisting
of fewer nodes, is an easier starting point. Virtualizing RAN elements, although more complex, will eventually
provide the greatest network efficiency gains, particularly for small-cell deployments where it can facilitate
coordination among cells and use of methods such as CoMP and interference coordination. Unlike the core,
virtualizing the entire RAN is not possible because a Physical Network Function must terminate the radio
interface.

These open interfaces enable many radio and network functions to be implemented in software and create an
interoperable vendor ecosystem.

NFV Use Cases
Some specific use cases for NFV include:
O 5G. 5G networks are designed with interfaces that facilitate virtualized implementations.

Q IMS and VoLTE. IMS is necessary for VoLTE, but an NFV approach could reduce the complexity
associated with the multiple nodes and interfaces in the IMS architecture.

Q Virtualized EPC (VEPC). The Evolved Packet Core, consisting of the Serving Gateway (SGW), the Packet
Gateway (PGW), and Mobile Management Entity (MME), can be virtualized, but doing so will require
meeting operator bandwidth, latency, and control plane service requirements.

O New VEPC Services. With a virtualized EPC, an operator can more easily create MVNO services, each
with its own virtualized MME, SGW, and PGW. An M2M virtualized service is another example of
offering a more finely tuned service for the target application. Because the PGW connects to external
networks, further opportunities exist for virtualized services to augment networking functions,
including video caching, video optimization, parental controls, ad insertion, and firewalls.

QO Cloud RAN. Pooling of baseband processing in a cloud RAN can, but does not necessarily, use
virtualization techniques. Separating the radio function from baseband processing typically requires
transporting digitized radio signals across high-bandwidth (multi-Gbps) fiber connections, sometimes
referred to as fronthauling. Refer to “Appendix: Cellular Communications in a 5G Era” Section 43
“Cloud Radio-Access Network (RAN) and Network Virtualization” for a more detailed technical
discussion.10!

Cloud Native

Related to virtualization are cloud native networks based on containerized network functions (CNFs). CNFs are
like virtual network functions (VNFs), but they operate on lighter-weight containers, resulting in easier
deployment than virtual machines (VMs).

A motivation for cloud native comes from the Service Based Architecture used in 5G, defined in Release 15, and
enhanced in Release 16 to extend the service concept from the control plane to the user plane function.
Although cloud native functions provide flexibility by breaking up existing network functions into microservices,
a cloud native approach struggles to address the packet processing and latency requirements of 5G.%2

Additional challenges for cloud native are developments occurring outside of 3GPP. For instance, 3GPP defines
a VNF manager but not a CNF manager. No end-to-end standardization currently exists for cloud native
architectures, and the resulting vendor implementation differences complicate interoperability between them.
Nevertheless, cloud native is a likely industry direction as an evolution of SDN and NFV approaches.
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Operators proceeding with cloud native architectures, including those based on frameworks from the Common
NFVi Telco Taskforce,% are likely to use Kubernetes,%* an open-source system for automating deployment,
scaling, and management of containerized applications.

Many different industry and standards organizations are involved in defining cloud-based network
architectures, many of them open source, as shown in Figure 33.

Figure 33: Linux Foundation Open Networking and Orchestration?%

7.2 Open RAN

Current RAN technology is provided as an integrated hardware and software platform based on open global
standards defined by 3GPP. Open RAN is not a standard but an industry term for open radio access network
architecture. This includes RAN with open interoperable interfaces, cloudification, automation, optimization,
and open RAN internal interfaces.

The ambition for Open RAN is to allow the separation or disaggregation of hardware and software with open
interoperable interfaces and virtualization (hosting software that controls and updates networks in the cloud),
and improved intelligence and automation in radio access networks (using open management and orchestration
systems, and interfaces). This could potentially increase the number of suppliers active in the market and thus
prevent vendor lock-in.

The promised benefits include supply chain diversity, solution flexibility, and new capabilities that could lead to
increased competition and innovation. We see automation and virtualization playing a key role in future
network evolution and as a foundation for openness. To realize these promised benefits at scale requires cloud
technology to be leveraged through ‘cloudification.’

There has been confusion around various similar terms when discussing Open RAN. See definitions below.

QO O-RAN —refers to the O-RAN Alliance (https://www.o-ran.org/about)
o  O-RAN or O-RAN Alliance creates standards covering three different areas:
=  RAN disaggregation
=  RAN automation
=  RAN virtualization
o O-RAN has ten technical working groups (WG1 to WG10)
o O-RAN has four focus groups
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=  Standard Development Focus Group
= Test & Integration Focus Group
=  Open-Source Focus Group
= Security Focus Group
o  O-RAN specifications complement the 3GPP specifications

OpenRAN - refers to initiatives driven by TIP’s OpenRAN Project Group

TIP OpenRAN project and O-RAN Alliance agreed in 2020 to align their work in developing
interoperable, disaggregated RAN solutions. 108

While TIP does not develop specifications, it develops use cases, performs laboratory validation, helps
develop the ecosystem for vendors and operators and facilitates trials.

The OpenRAN Policy Coalition, 1% promotes policies to advance the adoption of open and interoperable
RAN solutions

Another concept is VRAN, which does not involve standardization or interoperability, but focuses on how to
implement the RAN in a virtualized environment on open hardware. One can think of vRAN as vertical openness
and O-RAN interfaces as horizontal openness. An open RAN (one built using open interfaces) does not
necessarily have to be virtualized, although many will be. Similarly, a closed RAN with proprietary or vendor-
specific interfaces can still be virtualized.

Figure 34 depicts the combined NFVi and O-RAN architecture, premised on:

a

a

A generic RF architecture for lower power radio access points.
Commodity small cells hardware.
Standardized fronthaul allowing a split between the Remote Radio Unit and Centralized Processing.

Standardized mid-haul interface between real-time (Distributed Units) and near-real-time (Centralized
Units) for radio processing.

Two separate RAN Intelligent Controllers, specified by O-RAN, which provide network intelligence for
policy enforcement, QoS management, handover optimization, self-organization, load balancing, and
slicing control.
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Figure 34: O-RAN Architecture!!®

The O-RAN Alliance has specified the details of the connection between the Distributed Unit (DU) and the
Remote Radio Unit based on what is called Option 7-2x. The scope of specifications includes Control-plane, User-
plane, Synchronization-plane, and Management-plane protocol structure, as well as procedures for
interoperability between the radio unit and DU. O-RAN uses the Enhanced Common Public Radio Interface
(eCPRI) or optional Radio over Ethernet (RoE) as the transport protocol over Ethernet, or optional IP/UDP
encapsulation for control and user plane protocol. The S-plane protocol is defined as Precision Time Protocol
(PTP) over Ethernet with optional Synchronous Ethernet support.

Lower layer functional split Option 7-2x allows two types of radios based on the placement of physical layer
functions: Cat-A and Cat-B. A Cat-A radio unit implements physical layer functions such as OFDM phase
compensation, cyclic prefix addition, and digital beamforming in the radio unit, while a Cat-B radio implements
precoding function in addition to the physical layer functions implemented in a CAT-A radio. This approach
allows optimized implementations of lower-layer splits for various type of radios.

The approach, using eCPRI to connect the DU and the radio unit, places radio functions such as OFDM phase
compensation, cyclic prefix addition, and digital beamforming in the radio unit. The rest of physical layer
functions, including resource element mapping, precoding, modulation, scrambling, and coding, are in the DU
for the O-RAN CAT-A radio. High-layer protocol functions, such as PDCP, occur in the Centralized Unit (CU), with
the connection between Distributed Unit and Centralized Unit referred to as the mid-haul interface. Centralized
coordination and intelligence at the near-real-time RAN Intelligent Controller can perform functions such as
optimization of mobility management, traffic management, network slice management, scheduling policies, and
interference management.!!?

7.3 Edge Computing

ETSI is standardizing Multi-access Edge Computing, previously known as Mobile-Edge Computing, a technology
that empowers a programmable application environment at the edge of the network, within the RAN.!2 Goals
include reduced latency, more efficient network operation for certain applications, and an improved user
experience. Although MEC emphasizes 5G, especially for applications that need low latency, it can also be
applied to 4G LTE networks.
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Figure 35 shows how a combination of cloud services, augmented by eventually a far greater number of edge
servers, will support billions of devices. Possible participants include existing cloud vendors, cellular operators,
computer infrastructure vendors, private enterprises for their own applications, cellular-infrastructure vendors,
data center vendors, and new entrants. By collaborating with cellular operators, cloud specialists are now
becoming involved in edge computing deployments, including Amazon, Google, and Microsoft.'*3

Figure 35: Intelligence in the Cloud, the Edge, and in Devices
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Possible locations for edge servers include:

Q Collocated with virtualized RAN computing locations, such as Centralized Units (as defined in the O-
RAN architecture).

Q Macro tower cell sites.
Q Existing and new distributed data centers (for example, operator or cloud vendor).

For many applications, latency will determine how close the edge servers need to be to user devices. 5G
networks are striving for 1 msec latency (round-trip time) within the network. Light travels 186 miles (300 km)
in 1 msec, so designers will need to plan their applications accordingly. For instance, a cloud-gaming application
may tolerate 10 msec of delay and not need to be as close to the device as a robotics controller that can only
tolerate a few msec.

The other consideration is the amount of data that needs transportation. An enterprise performing Al-based
video analysis of an operation may wish to do such calculations on location rather than backhauling a huge
amount of data to a more central location.

Applications that will benefit are ones that require server-side processing but are location specific. Examples
include:

O Augmented reality, such as immersive in-store experiences.
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Q Virtual reality. Rendition processing can be combined between user device and edge computer.
Q Predictive maintenance that helps detect machines in danger of breaking.

O Intelligent video processing, such as transcoding, caching, acceleration, and Al-based analysis.
0O Cloud/edge-based game hosting.'**

O Connected and autonomous vehicles.

O loT applications including industrial automation, such as robotic control.**®

5G standalone network architecture provides access to user data in a local environment via a distributed User
Plane Function (UPF), thus enabling local data breakout and facilitating edge computing.'® For a detailed
discussion of how MEC can operate in a 5G environment, refer to ETSI’s white paper, MEC in 5G Networks.'"

3GPP is continuing work to enhance edge computing, including a study item planned for Release 17.118

7.4 Artificial Intelligence, Machine Learning & Automation (Al, ML)

Researchers are studying how Al could be used in network infrastructure. 3GPP is incorporating automation and
machine learning into its architecture by introducing the Network Data Analytics Function!® into the 5G-NGC.
NWDAF and RAN-DAF will play an important role in network slicing, discussed above in the section “Network
Slicing.”

Although not standardized yet in any specifications, Al could:

O Optimize the network in real time by controlling connections, such as which base stations users connect
with, whether to hand off from cellular to Wi-Fi, mesh configurations for wireless multi-hop backhaul,
or load balancing.

Q Improve network self-organizing capabilities.

O Handle increasing network complexity with an increased number of cell sites (especially small cells),
number of devices, and speed of operation.

O Heal the network to work around failures, such as a base station that becomes inoperable.

Q Employ more efficient scheduling, massive MIMO beam management, congestion control, and radio
resource allocation.!?°

O Organize the radio resources used by different 5G network slices.

Q Reduce tower climbs by using drones with Al interpretation of video images to detect issues.
Q Provide customer-support functions.

Q Augment security functions, such as threat detection.

O Automate management and orchestration of the network, manage the lifecycle, and monitor the status
of a network slice or third-party application performance.

Acumos Al*?! is a platform and open-source framework that makes it easy to build, share, and deploy Al apps.

Acumos is part of the Linux Foundation’s Al Foundation, an umbrella organization within The Linux Foundation
that supports and sustains open-source innovation in artificial intelligence, machine learning, and deep learning.
Acumos standardizes the infrastructure stack and components required to run an out-of-the-box general Al
environment. These types of functions are already being standardized, in part, in self-optimizing and self-
configuring capabilities, but the addition of Al will increase the sophistication of these capabilities.
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ETSI has defined the term “Experiential Networked Intelligence” to refer to an architecture that enables closed-
loop network operations and management using Al.1??

On-device Al will provide numerous benefits:

Q Improved radio signal processing by incorporating location, velocity, massive MIMO channel
estimation, and other information about the environment, resulting in improved throughput, better
beam management, increased spectral efficiency, and higher reliability.

Q Enhanced positioning accuracy through RF sensing, complementing existing positioning methods.

O Motion and gesture detection by sensing environmental changes to infer type of motion, enabling use
cases such as fall detection and vital sign tracking.

Q Improved power management by more efficient application of computing and radio resources based
on context.

Users are already using Al on their smartphones with Siri and Google Assistant. Al functions in the future, as
shown in Figure 36, will be distributed among centralized clouds, edge clouds, and devices. Centralized clouds
will be best for Al training and content not sensitive to delay, whereas edge clouds, with much lower latency,
will support real-time interaction and provide information about the environment. Finally, the device can offer
the greatest responsiveness, as well as enhanced privacy, by acting on local and personal data.

For vehicle applications, a similar Al architecture will apply, with on-board Al being able to perform:
O Natural language and gesture understanding.
Q Voice/noise cancellation.
Q Fingerprint recognition and face detection for security.
O Object classification.
Q Scene understanding.
Q Sensor processing.
O Context aware safety.

The same three-tier Al architecture for computing and artificial intelligence will also apply to industrial
applications and consumer applications such as extended reality.
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Figure 36: Intelligence across Centralized Clouds, Edge Clouds, and Devices
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Figure 37 shows how an extended reality headset may perform Al functions locally, such as perception and
prediction, but rely on Al in an edge cloud for scene understanding.

Figure 5: AI Application of Extended Reality'*

Similarly, Figure 38 shows how some voice processing can execute on the device to act intuitively and with
immediacy while relying on an edge cloud for natural language understanding.

Cellular Communications in a 5G Era, November 2021 Page 59




Figure 6: AI Application of Responsive Voice User Interface'®
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8 4G LTE Advances

As competitive pressures in the mobile broadband market intensified and demand for capacity persistently grew,
LTE became the favored 4G solution because of its high data throughputs, low-latency, and high spectral efficiency.
Specifically:

O Wider Radio Channels. LTE can be deployed in wide radio channels (for example, 10 MHz or 20 MHz) with
carrier aggregation now up to 640 MHz.

O Easiest MIMO Deployment. By using new radios and antennas, LTE facilitates MIMO Deployment, in
contrast to the logistical challenges of adding antennas for MIMO to existing legacy technologies.
Furthermore, MIMO gains are maximized because all user equipment supports it from the beginning.

O Best Latency Performance. For some applications, low latency (packet traversal delay) is as important as
high throughput. With a low transmission time interval (TTl) of one millisecond (msec) and a flat
architecture (fewer nodes in the core network), LTE has the lowest latency of any cellular technology.

LTE is available in both Frequency Division Duplex (FDD) and Time Division Duplex (TDD) modes. Many deployments
are based on FDD in paired spectrum. The TDD mode, however, is important for deployments in which paired
spectrum is unavailable. Instances of TDD deployment include China, Europe at 2.6 GHz, the United States at 2.5
GHz, and the 3.5 GHz band.

LTE was first specified in 3GPP Release 8. Enhancements in the 2013 to 2016 period were defined in 3GPP Releases
10, 11, and 12, and are commonly referred to as LTE-Advanced.'?® Subsequent releases, including Releases 13-15,
specify LTE-Advanced Pro. LTE-Advanced Pro continues to be enhanced in Release 16 & 17.
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8.1 LTE-Advanced and LTE-Advanced Pro Features

Keeping in mind that different operators have varying priorities, the following list ranks the most prominent
features of LTE-Advanced and LTE-Advanced Pro for the 2020 to 2022 timeframe:

Q

Carrier Aggregation. With this capability already in use, operators can aggregate radio carriers in the
same band or across disparate bands to improve throughputs (under light network load), capacity, and
efficiency. Carrier aggregation can also combine FDD and TDD and is the basis of LTE-U and LTE-LAA.
As examples, in 2015, AT&T aggregated 700 MHz with AWS and with PCS. T-Mobile aggregated 700
MHz with AWS and AWS with PCS.1?6 Operators are now deploying three-carrier aggregation and
eventually will aggregate four carriers.*?” Release 13 introduced support for carrier aggregation of up
to thirty-two carriers, addressing primarily the opportunity to aggregate multiple unlicensed channels.
Release 14 specifies interband carrier aggregation for up to five downlink carriers and two uplink
carriers.

VOLTE. Initially launched in 2015 and with widespread availability by 2017, VoLTE enables operators to
roll out packetized voice for LTE networks, resulting in greater voice capacity and higher voice quality.

Tighter Integration of LTE with Unlicensed Bands. LTE-U became available for testing in 2016, and
3GPP completed specifications for LAA in Release 13, with deployment beginning in 2018. MulteFire, a
non-3GPP technology based on LTE, operates without requiring a licensed carrier anchor. LTE/Wi-Fi
Aggregation (LWA) and LTE WLAN Radio Level Integration with IPsec Tunnel (LWIP) are other options
for operators with large Wi-Fi deployments.

Enhanced Support for 10T. Release 13 brought Category M1, a low-cost device option, along with
Narrowband-loT (NB-loT), a version of the LTE radio interface specifically for IoT devices, called
Category NB1.

Higher-Order and Full-Dimension MIMO. Deployments in 2017 began to use up to 4X4 MIMO, which
was deployed throughout many networks by 2019. Release 14 specifies a capability called Full-
Dimension MIMO, which supports configurations with as many as thirty-two antennas at the base
station. See “Appendix: Cellular Communications in a 5G Era” Section 24 “LTE Smart Antennas” for
further detail.

Massive MIMO. Operators are selectively deploying MIMO antenna configurations with up to 128
antenna elements.?®

Virtualization. Although not part of 3GPP specifications, some operators have deployed network-
function virtualization and software-defined networking approaches to reduce costs and facilitate
deployment of new services.

High-Accuracy Positioning Enhancement. Release 15 provided means for high-accuracy location data
with sub-meter accuracy, even approaching one-centimeter accuracy. The method uses Global
Navigation Satellite System (GNSS) stations placed in known locations, forming a network of reference
stations that provide correction data to assist in accurate estimation of location. The resulting accuracy
supports use cases within industry and agriculture.

Dual Connectivity. Release 12 introduced the capability to combine carriers from different sectors
and/or base stations (i.e., evolved Node Bs [eNBs]) through a feature called Dual Connectivity. Two
architectures were defined: one that supports Packet Data Convergence Protocol (PDCP) aggregation
between the different eNBs and one that supports separate S1 connections on the user-plane from the
different eNBs to the Evolved Packet Core (EPC).

256 QAM Downlink and 64 QAM Uplink. Defined in Release 12 and already deployed in some
networks, higher-order modulation increases user throughput rates in favorable radio conditions.
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Q 1 Gbps Capability. Using a combination of 256 QAM modulation, 4X4 MIMO, and aggregation of three
carriers (including two unlicensed carriers via LAA), operator networks can now reach 1 Gbps peak
speeds. See below for more information.

O V2X Communications. Release 14 specifies vehicle-to-vehicle and vehicle-to-infrastructure
communications. See the Section 5 “Cellular V2X Communications” for more information.

Q Coordinated Multi Point. COMP (and enhanced CoMP [eCoMP]) is a process by which multiple base
stations or cell sectors process a User Equipment (UE) signal simultaneously, or coordinate the
transmissions to a UE, improving cell-edge performance and network efficiency. Initial usage will be on
the uplink because no user device changes are required. Some networks had implemented this feature
in 2017.

O HetNet Support. HetNets integrate macro cells and small cells. A key feature is enhanced inter-cell
interference coordination (elCIC), which improves the ability of a macro and a small cell to use the
same spectrum. This approach is valuable when the operator cannot dedicate spectrum to small cells.

Q Ultra-Reliable and Low-Latency Communications. Being specified in Release 15, URLLC in LTE
shortened radio latency to a one msec range using a combination of shorter transmission time intervals
and faster hybrid automatic repeat request (HARQ) error processing. See “Appendix: Cellular
Communications in a 5G Era” Section 37 “LTE Ultra-Reliable and Low-Latency Communications” for
further details.

Q Self-Organizing Networks. With SON, networks can automatically configure and optimize themselves,
a capability that will be particularly important as small cells begin to proliferate. Vendor-specific
methods are common for 3G networks, and trials are now occurring for 4G LTE standards-based
approaches.

Q Control User Plane Separation (CUPS). Separating control and user planes allows operators to scale
both plane types independently and more cost-effectively.!?®

Other key features include enhanced Multimedia Broadcast/Multicast Services (eMBMS), User-Plane
Congestion Management (UPCON), and device-to-device communication (targeted initially at public-safety
applications).

The Appendix: Cellular Communications in a 5G Era explains these features and quantifies performance gains,
and Figure 39 illustrates the transition from LTE to LTE-Advanced and LTE-Advanced Pro, which includes these
features.
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Figure 7: LTE to LTE-Advanced Pro Migration®®
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8.2 LTE 1 Gbps Capability

A significant enhancement to LTE has been its recent ability to achieve greater than 1 Gbps peak speeds,
providing multiple benefits:

Q A better user experience.
Q Expansion of capacity because Gbps capability often employs unlicensed spectrum.

O A more consistent user experience between 4G and 5G.

Table 7 shows the methods for operators to achieve 1 Gbps capability, including MIMO, 256 QAM, and carrier
aggregation.

Table 7: Elements of 1 Gbps Downlink Capability

Capability Resulting Peak Throughput

(Mbps)

LTE in 20 MHz with 64 QAM Baseline 75
2X2 MIMO 100% 150
256 QAM 25% 200
4X4 MIMO 100% 400
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Capability Resulting Peak Throughput

(Mbps)

3 Component Carrier Aggregation 250% 1000

(For example, 10 MHz licensed carrier + 2 of 20
MHz unlicensed carriers)

Additional Carrier Aggregation Additional gains > 1000

LAA facilitates accessing additional bands in unlicensed spectrum, such as combining two unlicensed 20 MHz
channels with one licensed 10 MHz downlink channel, an amount of licensed spectrum available to most
operators.

9 Fixed Wireless Access

For detailed information about Fixed Wireless Access see 5G Americas white paper “Fixed Wireless Access with 5G
Networks” 13

As wireless capability has improved, many applications that previously used wired connections have shifted to
wireless connections. Examples include wireline telephony moving to mobile telephony, Ethernet to Wi-Fi, and now
Digital Subscriber Line (DSL) and coax cable to fixed wireless and satellite systems. Particularly in rural areas, wireless
technologies can be built at a fraction of the cost of wired networks, extending broadband to more people. A board
member of the Wireless Internet Service Provider Association stated that wireless costs are one-fifth to one-tenth
that of cable or fiber.3?

Figure 40 shows the characteristics of three forms of wireless connections: mobile wireless, fixed wireless, and
satellite. Fixed wireless connections have more stable connections and predictable load than mobile wireless
connections, so broadband speeds vary less.
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Figure 40: Types of Connections
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Broadband networks rely on a fiber core with various access technologies, such as fiber to the premises, coaxial
cable, digital subscriber line (DSL), or wireless connections. LTE provides a broadband experience, but capacity
limitations prevent it from being the only broadband connection for most users. As a result, many consumers in
developed countries have both mobile broadband and fixed broadband accounts.

10 VoLTE, 5G Voice, RCS, WebRTC, and Wi-Fi Calling

Voice has evolved from a separate circuit-switched service in 2G and 3G networks to a packet-switched service in
4G LTE networks that can integrate with other services and applications, such as messaging and video calling.
Elements that make these capabilities possible include the quality-of-service mechanisms in LTE, the IMS platform
discussed above, implementation of Rich Communications Suite, compliance with GSMA IR.92 guidelines, and
optional support for WebRTC.

10.1 Voice Support and VoLTE

While 2G and 3G technologies were deployed from the beginning with both voice and data capabilities, LTE
networks can be deployed with or without voice support. Moreover, there are two methods available: circuit-
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switched fallback (CSFB) to 2G/3G and VolP. Most operators deployed LTE using CSFB initially but have since
migrated to VolP methods with VoLTE, which uses IMS. Initial VoLTE deployments occurred in 2012.

For the time being, 3GPP operators with UMTS/HSPA networks will continue to use circuit-switched voice for
their 3G connections.

Using VOLTE, operators can offer high-definition (HD) voice using the new Adaptive Multi-Rate Wideband (AMR-
WB) voice codec. HD voice not only improves voice clarity and intelligibility, but it also suppresses background
noise. AMR-WB extends audio bandwidth to 50-7000 Hz compared with the narrowband codec that provides
audio bandwidth of 80-3700 Hz. HD voice will initially function only between callers on the same network. 3GPP
has also developed a new voice codec, called “Enhanced Voice Services” (EVS), which will be the successor to
AMR and AMR-WB codecs.

Other advantages of LTE’s packetized voice include being able to combine it with other services, such as video
calling and presence, half the call set-up time of a 3G connection, and high voice spectral efficiency. With VoLTE’s
HD voice quality, lower delay, and higher capacity, operators can compete against OTT VolIP providers. Due to
traffic prioritization, VoLTE voice quality remains high even under heavy loads that cause OTT-voice service to
deteriorate.

Applications based on WebRTC will also increasingly carry voice sessions. See “Appendix: Cellular
Communications in a 5G Era” Section 36 “VoLTE and RCS” for more details on LTE voice support.

10.2 5G Voice Support

5G NR can provide voice service via IMS, the infrastructure that today supports VolLTE, as explained in the
Appendix: Cellular Communications in a 5G Era section “IP Multimedia Subsystem.”? In early deployments, 5G
phones will have simultaneous 4G and 5G connections (using dual connectivity), and voice calls will be handled
by the LTE connection. As more operators deploy SA (standalone) 5G networks, VoNR (voice over NR) becomes
the next logical step for voice service evolution. Starting in late 2020, commercial chipset has no one available
in market like China. In US, commercial chipset supporting VoNR was available in 1H 2021 and first VoNR
smartphone is expected to be available later 2021. We expect mainstream VoNR smartphones will be available
in the market 2022, and more operators will be launching VoNR services in 2022.

10.3 Rich Communication Suite

An initiative called “Rich Communications Suite” (RCS), supported by many operators and vendors, builds on
IMS technology to provide a consistent feature set as well as implementation guidelines, use cases, and
reference implementations. RCS uses existing standards and specifications from 3GPP, Open Mobile Alliance
(OMA), and GSMA, and enables interoperability of supported features across operators that support the suite.
RCS supports both circuit-switched and packet-switched voice and can interoperate with LTE packet voice.

Core features include:

Q A user capability exchange or service discovery with which users can know the capabilities of other
users.

Enhanced (IP-based) messaging (supporting text, IM, and multimedia) with chat and messaging history.

Enriched calls that include multimedia content (such as photo or video sharing) during voice calls. This
could become the primary way operators offer video calling.

1 For further information, see Ericsson, “Mobile network ready for 5G voice.”
https://www.ericsson.com/en/digital-services/voice-services/5g-voice.
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The primary drivers for RCS adoption are the ability to deploy VoLTE in a well-defined manner and to support
messaging in the IP domain. RCS addresses the market trend of users moving away from traditional text-based
messaging and provides a platform for operator-based services that compete with OTT messaging applications.
Figure 41 shows the evolution of RCS capability, including the addition of such features as messaging across
multiple devices, video calling, video sharing, and synchronized contact information across multiple devices.

Figure 8: Evolution of RCS Capability.*?
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10.4 WebRTC

WebRTC is an open project supported by Google, Mozilla, and Opera within the Internet Engineering Taskforce
(IETF) that enables real-time communications in Web browsers via JavaScript APls. 3GPP Release 12
specifications define how WebRTC clients can access IMS services, including packet voice and video
communication. WebRTC operating over IMS gains the additional benefit of seamless transition across transport
networks, for example, LTE to Wi-Fi.

Operators can integrate WebRTC with RTC, facilitating development of vertical applications such as telemedicine
and customer service. WebRTC and RCS are more complementary than competitive; both, through application
interfaces, can provide access to underlying network functions.

10.5 Wi-Fi Calling

Another advantage of the VoLTE/IMS/RCS architecture is that it is agnostic to the user connection, meaning
voice and video service can extend to Wi-Fi connections as easily as LTE connections. Wi-Fi calling can be
advantageous in coverage areas where the Wi-Fi signal has better quality than an LTE signal. For video calling,
use of Wi-Fi will also reduce data consumption over the cellular connection. By implementing a standards-based
approach, as opposed to OTT-voice approaches, called parties see the same phone number regardless of
network and can reach the subscriber using that phone number.

Previous technical approaches, such as Generic Access Network (GAN, initially called Unlicensed Mobile Access
[UMA]), did not include as robust a handover mechanism as VoLTE/IMS provides.
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For the best quality voice in a Wi-Fi network, the device and Wi-Fi network should implement Wi-Fi Multimedia
(WMM), which gives voice packets higher priority than other data traffic. WMM is especially necessary in
congested networks. In addition, the Access Network Discovery and Selection Function (ANDSF) and cellular-
WLAN enhancement features in 3GPP Release 12 have policies for enabling voice handover between LTE and
Wi-Fi.

Roaming with Wi-Fi calling must address whether the visited network’s IMS or the home network’s IMS
infrastructure handles the Wi-Fi call.

11 Public Safety

Historically, public safety has used land mobile radio (LMR) technologies, such as Project 25 (P25)3* in the U.S. and
Terrestrial Trunked Radio (TETRA)3 in Europe, for mission-critical voice service and some limited data service.**® In
the last few years, public safety in the U.S. made a significant shift to LTE for data and voice services. Public safety
has relied on cellular voice services from commercial cellular networks for many years, including push-to-talk, which
is now available in mission-critical form using LTE.

Public safety also leverages apps for daily first responder use on existing commercial networks and can now use
them on reliable, prioritized, and preemptable LTE-based public-safety wireless broadband networks.

In the U.S., the government made 20 MHz of spectrum available at 700 MHz in Band 14 and created the First
Responder Network Authority (FirstNet Authority, https://www.firstnet.gov/). This independent authority has a
singular mission: to enter a public-private partnership and ensure the development, build, operation, and upgrade
of the nationwide public-safety broadband network, now known as FirstNet. FirstNet equipped first responders with
reliable and secure broadband capabilities to save lives and protect U.S. communities.

Some 17,000 public safety agencies currently use AT&T/FirstNet, encompassing 2.5 million connections.3”

AT&T and Assured Wireless Corporation are working together to develop high-power user equipment (HPUE).
Following 3GPP standards, HPUE solutions can transmit at stronger signals. This signal increase can only be done
using the FirstNet Band 14 spectrum. For rural and remote responders, HPUE could significantly increase their
coverage area. For urban and suburban responders, HPUE will help solve the challenge of indoor coverage. The
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stronger signal will better assist those connecting from hard-to-reach places such as basements, elevators, stairwells,
and parking garages, helping first responders communicate inside and out.

Other countries across the world are at various stages of planning and implementing similar public safety LTE
networks, including New Zealand, South Korea, Japan, the United Kingdom, Finland, Norway, and several European
countries.

Using LTE for public safety is a complex undertaking because the needs of public safety reliability differ from those
of consumers. Addressing these needs requires both different features, which 3GPP has incorporated in multiple
releases of LTE specifications, and different network deployment approaches. Public safety also has device and
application needs beyond those of traditional consumers.

11.1 LTE Features for Public Safety

Some broadband applications for public safety can use standard LTE capability. For example, sending email,
accessing a database, or streaming a video may not require any special features. Other applications, however,
require new capabilities from 3GPP standards, including:

Group Communication

Defined in Release 12, the Group Communication Service (GCS) application server, using one-to-one (unicast)
and one-to-many communications (broadcast), will be able to send voice, video, and data traffic to multiple
public-safety devices. The broadcast mode employs eMBMS to use downlink radio resources efficiently, but if
coverage is weak, a unicast approach can be used instead. The system will be able to dynamically switch
between broadcast and unicast modes.

Proximity-Based Services (Device-to-Device)

With proximity-based services (ProSe), defined in Release 12, user devices can communicate directly, a
capability that, in principle, could be used by both consumers and public safety users. This type of
communication is called sidelink communication. Consumer devices can find other devices only within the
coverage of and with assistance from the network, but for public safety, devices will be able to operate directly
with other devices independently of the network.

Starting with Release 13 specifications, devices could also act as relays between the network and out-of-
coverage devices, such as those inside a building. “Appendix: Cellular Communications in a 5G Era” Section 34
“Proximity Services (Device-to-Device)” discusses this feature in greater detail.

Mission-Critical Push-to-Talk

MCPTT, defined in Release 13, provides one-to-one and one-to-many push-to-talk communications services,
with end-to-end connection latency of the order of several hundred milliseconds. Mission critical features, such
as affiliation, emergency calls, imminent peril calls and emergency alerts are supported. Security capabilities
include end-to-end encryption. Additionally, MCPTT interworks smoothly with LMR systems. The service also
includes events-triggered location reporting capabilities. Features such as Identity Management, Configuration
Management, Group Management and user profiles assure high functional flexibility. With MCPTT deployed,
public-safety organizations can consider using LTE as a primary voice system.

Mission-Critical Video over LTE and Mission-Critical Data over LTE

Release 14 added Mission-Critical Video over LTE and Mission-Critical Data over LTE, designed to work with
Mission-Critical Push-to-Talk, giving first responders more communications options. 138 Mission critical features,
similar to those offered for MCPTT are also present in MCVideo and MCData.

Prioritization
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To prevent interference with public-safety operations in emergency situations experiencing high load, the
network can prioritize at multiple levels. First, the network can bar consumer devices from attempting to access
the network, thus reducing signaling load. Second, the network can prioritize radio resources, giving public-
safety users higher priority. Third, using a capability called “Multimedia Priority Service” (MPS), the network can
prioritize a connection between a privileged subscriber and a regular subscriber. Finally, the network can
provide differentiated services by assigning specific QoS parameters to specific traffic flows, including
guaranteed bit rate. 3GPP has defined specific QoS quality-class identifiers for public safety.

High Power User Equipment

Release 11 defined higher-power devices for the public safety band that can operate at 1.25 watts. At
approximately six times the power of commercially available devices, this release improves network coverage
and penetration, and provides the ability to rely on cloud services for public safety operations.

Isolated Operation

With Release 13, a base station can continue offering service even with the loss of backhaul, a capability that
will benefit public-safety personnel in disaster situations.

LTE support for Public Safety
Figure 42 summarizes LTE features in 3GPP that facilitate or enable public safety.

Figure 9: Summary of 3GPP LTE Features to Support Public Safety!*
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5G availability of Public Safety specifications

3GPP has specified the 5G system in Release 15, Release 16 and Release 17 (e.g., 5G broadcast/multicast and 5G
ProSe/sidelink). Public Safety over 5G specifications, including support for the MCPTT, MCVideo and MCData
services, will be available starting with Release 17.

11.2 Deployment Approaches

Because huge infrastructure investments would be required for a network built solely for public safety, industry
and governments are evaluating different approaches. These include public-private partnerships such as
FirstNet, in which public safety users can leverage existing commercial network deployments but with the added
features of priority, preemption, and encryption, enabled by a public safety core.
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FirstNet is an example of an approach that provides nationwide coverage with a public safety application
ecosystem. Use of existing commercial infrastructure will likely be critical to the success of many other public
safety networks but given that public safety users have more stringent reliability, resilience, security, and
coverage objectives than commercial users, existing networks will need to be adapted and augmented
accordingly.

Shared Network

As depicted in Figure 43, multiple sharing approaches are possible:

a

In this scenario, a public-safety entity owns and operates the entire network, an approach that gives
public-safety organizations the greatest control over the network but at the highest cost.

A commercial operator shares its radio-access network for a price, including cell sites and backhaul,
but the public-safety entity manages core network functions including gateways, the Mobile
Management Entity, the Home Subscriber Server (HSS), and public-safety application servers. Spectrum
can be a combination of commercial spectrum and/or spectrum dedicated to public safety. Because
the radio-access network is the costliest part of the network, this approach significantly reduces the
amount of capital expense that public safety must invest in the network. Even though the RAN is
shared, public-safety users can use the network with higher priority.

In an MVNO approach, the operator shares its cell sites and backhaul as well as some core network
functions, such as the MME and Serving Gateway. Public safety manages a small number of network
functions, such as the Packet Gateway, HSS, and its application servers.

Another approach, not shown in the figure, is one in which the mobile operator hosts all the elements
shown in the figure, and public safety manages only its application servers.

Afifth approach, not shown in the figure, is the U.S. FirstNet model of a true public-private partnership.
In this model, carriers compete against each other, addressing service level agreements, capabilities,
capacities, and schedules, thus driving the greatest capability for the lowest cost. This approach enables
operators to create added benefits to their commercial activities while providing specified services for
public safety. Because this approach leverages existing cellular infrastructure, public safety services can
be deployed quickly. System integration, network deployment, management, and operational risks
shift away from the government to the operator, which is better qualified to perform such functions.
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Figure 1043: Sharing Approaches for Public Safety Networks
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Reliability

Public safety requires always-on connectivity with priority and preemption, now possible with the advent of
public safety LTE networks such as FirstNet. The unguaranteed connectivity of a commercial LTE network can
mean the difference between life and death for first responders and those in the communities they serve.

Resilience

Public safety needs greater resilience than found in commercial networks, including hardware redundancy,
geographic redundancy, load balancing, fast rerouting in IP networks, interface protection, outage detection,
self-healing, automatic reconfiguration, and rapid service re-constitution.

Security

Public-safety networks have high security requirements, including physical security of data centers, core sites,
and cell sites. Whereas commercial LTE networks do not have to encrypt traffic in backhaul and core networks,
public safety networks may choose to encrypt IP traffic using virtual private networking approaches.

Coverage

A number of approaches can ensure the broadest possible coverage for public-safety networks. First, public-
safety frequencies sub 1 GHz already propagate and penetrate well. Next, high power user equipment for public
safety provide better rural coverage at the network’s edge and greater penetration in urban environments, such
as parking garages. In addition, base stations can employ four-way receiver diversity and higher-order
sectorization. For high-volume planned-event and disaster scenarios, public safety can use deployables, such as
cell on wheels and cell on wings (both known as COWs) and cell on light trucks (COLTs). These provide greater
resilience in addition to improved coverage. Finally, proximity-based services operating in a relay mode, as
discussed above, can extend coverage.

Cellular Communications in a 5G Era, November 2021 Page 72



12 Expanding Capacity
Wireless technology plays a profound role in networking and communications, even though wireline technologies
such as fiber have inherent capacity advantages.

Over time, wireless networks will gain substantial additional capacity through the methods discussed in the next
section. While they will compete with copper twisted pair and coax, they will never catch up to fiber. The infrared
frequencies used in fiber-optic communications have far greater bandwidth than radio. As a result, one fiber-optic
strand has greater bandwidth than the entire usable radio spectrum to 100 GHz, as illustrated in Figure 44.%4°

Figure 44: RF Capacity vs. Fiber-Optic Cable Capacity
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A dilemma of 4G mobile broadband is that it can provide a broadband experience similar to wireline, but it cannot
do so for all subscribers in a coverage area at the same time. Hence, operators must carefully manage capacity,
demand, policies, pricing plans, and user expectations. Similarly, application developers must become more
conscious of the inherent constraints of wireless networks. 5G, with its far greater capacity, will be the first
generation of cellular technology that can be an effective wireline replacement for a large percentage of subscribers.
Such capability, however, will typically require small cells using mmWave, especially in urban areas.

As shown in Figure 45, three factors determine wireless network capacity: the amount of spectrum, the spectral
efficiency of the technology, and the size of the cell. Because smaller cells serve fewer people in each cell and
because of their greater number, small cells are a major contributor to increased capacity.
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Figure 45: Dimensions of Capacity
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Given the relentless growth in usage, mobile operators are combining multiple approaches to increase capacity and
managing congestion:

Q

More spectrum. Spectrum correlates almost directly to capacity, and more spectrum is becoming available
globally for mobile broadband. mmWave band spectrum for 5G will provide far more spectrum, but
propagation characteristics will restrict its use to small cells. Multiple papers by Rysavy Research and
others*! argue the critical need for additional spectrum.

Unpaired spectrum. LTE TDD operates in unpaired spectrum. In addition, technologies such as HSPA+ and
LTE permit the use of different amounts of spectrum between downlink and uplink. Additional unpaired
downlink spectrum can be combined with paired spectrum to increase capacity and user throughputs.

Supplemental downlink. With downlink traffic five to ten times greater than uplink traffic, operators often
need to expand downlink capacity rather than uplink capacity. Using carrier aggregation, operators can
augment downlink capacity by combining separate radio channels.

Spectrum sharing. Policy makers are evaluating how spectrum might be shared between government and
commercial entities. Although a potentially promising approach for the long term, sharing raises complex
issues, as discussed further in Section 6 “Spectrum Developments.”

Increased spectral efficiency. Newer technologies are spectrally more efficient, meaning greater aggregate
throughput using the same amount of spectrum. LTE is more efficient than WCDMA/HSPA, and 5G is more
efficient than LTE. See “Appendix: Cellular Communications in a 5G Era” Section 3.4 “Spectral Efficiency”
for further discussion.

Smart antennas. Through higher-order MIMO and beamforming, smart antennas gain added sophistication
in each 3GPP release and are the primary contributor to increased spectral efficiency (bps/Hz). Massive
MIMO, beginning in Release 13, will support 16-antenna-element systems and in 5G, will expand to
hundreds of antenna elements.
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O Uplink gains combined with downlink carrier aggregation. Operators can increase network capacity by
applying new receive technologies at the base station (for example, large-scale antenna systems such as
massive MIMO) that do not necessarily require standards support. Combined with carrier aggregation on
the downlink, these receive technologies produce a high-capacity balanced network, suggesting that
regulators should, in some cases, consider licensing only downlink spectrum.

O Small cells and heterogeneous networks. Selective addition of picocells to macro cells to address localized
demand can significantly boost overall capacity, with a linear increase in capacity relative to the number of
small cells. HetNets, which can include femtocells, hold the promise of increasing capacity gains by a factor
of four and even higher with the introduction of interference cancellation in devices. Distributed antenna
systems (DAS), used principally for improved indoor coverage, can also function like small cells and increase
capacity. Actual gain will depend on a number of factors, including number and placement of small cells, 4
user distribution, and any small-cell selection bias that might be applied.

O Offload to unlicensed spectrum. Using unlicensed spectrum with Wi-Fi or LTE operation in unlicensed
spectrum offers another means of offloading heavy traffic. Unlicensed spectrum favors smaller coverage
areas because interference can be better managed, so spectral re-use is high, resulting in significant
capacity gains.

O Higher level sectorization. For some base stations, despite the more complex configuration involved, six
sectors can prove advantageous versus the more traditional three sectors, deployed either in a 6X1
horizontal plane or 3X2 vertical plane.*

Strategies to manage demand include:

Q Quality of service (QoS) management. Through prioritization, certain traffic, such as non-time-critical
downloads, could occur with lower priority, thus not affecting other active users.

Q Off-peak hours. Operators could offer user incentives or fewer restrictions on large data transfers during
off-peak hours.

Based on historical increases in the availability of new spectrum, technologies delivering better spectral efficiency,
and increases in the number of cell sites, Calculations indicate that, over the last thirty-year period, aggregate
network capacity has doubled every three years. It is expected this trend will continue into the future.

13 Conclusion

Change is a certainty. The ability of the mobile communications to continue to evolve its technological platforms to
provide ever increasing capabilities is masterful. Innovation is at the center for this new 5G Era. Wireless technology,
especially mobile broadband, remains at the forefront of innovation in computing, networking, and application
development. As users, applications, services, and now machines consume ever more wireless data, the industry is
responding with faster, more efficient, and higher-capacity networks. 5G is rapidly rising to become the dominant
wireless technologies of this decade. 4G LTE continues to be improved and the so called 6G is now being researched
by academics, but it is 5G and its advancements that will provide new applications and use case opportunities for
the next decade.

3GPP completed Release 16 in 2020, expanding the scope of 5G capabilities to include IAB, operation in unlicensed
spectrum with NR-U, C-V2X, and URLLC. The flexible capabilities of 5G enable a wide range of business models,
including fixed-wireless access, enhanced mobile broadband, and loT support.

Further developing 5G as a platform for innovation, Release 17 will add NR-Light, NR operation in 52.6 to 71 GHz,
multiple SIMs, NR multicast and broadcast, and non-terrestrial networks.

By combining different frequency bands (low, mid, high) and harnessing new spectrum, such as mmWave bands
above 24 GHz, 5G will eventually be able to access more than ten times as much spectrum as is currently available
for cellular operation. Using radio bands of hundreds of MHz will result in multi-Gbps throughput capabilities. 5G
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provides operators multiple options to migrate from LTE to 5G. Most operators now are transitioning their networks
to standalone architecture to improve performance, enable industrial 10T, and facilitate edge computing.

Carriers are employing virtualization to reduce network costs, improve service velocity, and simplify deployment of
new services. Meanwhile, 5G was designed from inception to be implemented in virtualized form. RAN virtualization
is now occurring through O-RAN.

Obtaining more spectrum remains a priority globally and in the Americas. In U.S. markets, the FCC has already
conducted multiple mmWave auctions, CBRS and C-band auctions in 2020 and 2021 respectively and kicked off the
3.45GHz auction in late 2021 and is expecting to release more spectrum in the 2.5GHz in 2022.

The future of wireless technology is bright, with no end in sight for continued growth in capability, nor for the
limitless application and service innovation that these technologies enable.
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Abbreviations and Acronyms

The following abbreviations are used in this paper. Abbreviations are defined on first use.

1G First Generation

1XRTT One Carrier Radio Transmission Technology
2G Second Generation

3G Third Generation (meeting requirements set forth by the ITU IMT project)
3GPP Third Generation Partnership Project

4G Fourth Generation (meeting requirements set forth by the ITU IMT-Advanced project)
5GC 5G Core

5G-NGC 5G Next Generation Core

ACK Acknowledgment

AMR Adaptive Multi Rate

AMR-WB Adaptive Multi-Rate Wideband

ANDSF Access Network Discovery and Selection Function.
API Application Programming Interface

AWS Advanced Wireless Services

bps Bits per Second

CBRS Citizens Broadband Radio Service

CDMA Code Division Multiple Access

CNF Containerized Network Function

CoMP Coordinated Multi Point

cow Cell on Wheels (also Cell on Wings)

CcP Control Plane

Ccp Cyclic Prefix

CRS Cell-specific Reference Signal

Cs Convergence Sublayer

CSFB Circuit-Switched Fallback

CUPS Control User Plane Separation

C-v2X Cellular Vehicle-to-Everything

dB Decibel

DU Distributed Unit

DL Downlink

DPS Dynamic Point Selection

DSL Digital Subscriber Line

DSRC Dedicated Short Range Communications
DSS Dynamic Spectrum Sharing

EC-GSM Extended Coverage GSM

eCoMP Enhanced CoMP
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eCPRI Enhanced Common Public Radio Interface
EDGE Enhanced Data Rates for GSM Evolution
EGPRS Enhanced General Packet Radio Service

elCIC Enhanced Inter-Cell Interference Coordination
eMBMS Enhanced Multimedia Broadcast Multicast Services
EAP Extensible Authentication Protocol

elLAA Enhanced Licensed-Assisted Access

eNB Evolved Node B

EPC Evolved Packet Core

eMBB Enhanced Mobile Broadband

ETSI European Telecommunications Standards Institute
EV-DO Evolution, Data Optimized

FCC Federal Communications Commission

FDD Frequency Division Duplex

FirstNet First Responder Network Authority

FR1 Frequency Range 1

FR2 Frequency Range 2

GB Gigabyte

Gbps Gigabits Per Second

GByte Gigabyte

GHz Gigahertz

gNB NR NodeB

GPRS General Packet Radio Service

GSM Global System for Mobile Communications
GSMA GSM Association

GTP GPRS Tunneling Protocol

HD High Definition

HetNet heterogeneous network

Hr Hour

HSDPA High Speed Downlink Packet Access

HSPA High Speed Packet Access (HSDPA with HSUPA)
HSPA+ HSPA Evolution

HSS Home Subscriber Server

HSUPA High Speed Uplink Packet Access

Hz Hertz

IAB Integrated Access and Backhaul

ICS IMS Centralized Services

IEEE Institute of Electrical and Electronic Engineers
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IFOM IP Flow and Seamless Offload

IMS IP Multimedia Subsystem

IMT International Mobile Telecommunications
IMT Advanced - International Mobile Telecommunications-Advanced
loT Internet of Things

IP Internet Protocol

ISD Inter-site Distance

ITU International Telecommunication Union
Kbps Kilobits Per Second

kHz Kilohertz

km Kilometer

LAA License-Assisted Access

LEO Low Earth Orbit

LIPA Local IP Access

LMR Land Mobile Radio

LPP LTE Positioning Protocol

LTE Long Term Evolution

LTE-A LTE-Advanced

LTE-TDD LTE Time Division Duplex

LTE-U LTE-Unlicensed

LWA LTE Wi-Fi Aggregation

LWIP LTE WLAN Radio Level Integration with IPsec Tunnel
M2M Machine to machine

MAPCON Multi-Access PDN Connectivity

MB Megabyte

Mbps Megabits Per Second

MCPTT Mission-Critical Push-to-Talk

MEC Multi-access Edge Computing

MHz Megahertz

MIMO Multiple Input Multiple Output

MME Mobile Management Entity

mMTC Massive Machine Type Communications
ms Millisecond

MS Mobile Station

msec Millisecond

MUST Downlink Multiuser Superposition Transmission
NB-loT Narrowband Internet of Things

NF Network Function
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NFVi Network Function Virtualization Infrastructure
NGC Next Generation Core

NR New Radio

NR-U New Radio Unlicensed

NSA Non-Standalone

NWDAF Network Data Analytics Function
OFDM Orthogonal Frequency Division Multiplexing
OFDMA Orthogonal Frequency Division Multiple Access
O-RAN Open Radio Access Network

PCF Policy Control Function

PCH Paging Channel

PCS Personal Communications Service
PDCP Packet Data Convergence Protocol
PDN Packet Data Network

PGW Packet Gateway

PHY Physical Layer

QAM Quadrature Amplitude Modulation
QoS Quality of Service

RAN Radio Access Network

RAN-DAF RAN Data Analytics Function

RCS Rich Communications Suite

RF Radio Frequency

RS Reference Signal

SA Standalone

SDN Software-Defined Networking

sec Second

SGW Serving Gateway

SIM Subscriber Identity Module

SIPTO Selected IP Traffic Offload

SMS Short Message Service

Tbps Terra bits per second

TDD Time Division Duplex

TETRA Terrestrial Trunked Radio

THz Terahertz

TRP Time Relative Positioning

UAV Unmanned Aerial Vehicle

UE User Equipment

uICcC Universal Integrated Circuit Card

Cellular Communications in a 5G Era, November 2021

Page 80



UL Uplink

UMTS Universal Mobile Telecommunications System
UPCON User-Plane Congestion Management

UPF User Plane Function

URLLC Ultra-Reliable and Low Latency Communications
us Microsecond

V2X Vehicle-to-Anything

VDSL Very High Bit Rate DSL

VEPC Virtualized EPC

VolP Voice over Internet Protocol

VolLGA Voice over LTE Generic Access

VoLTE Voice over LTE

VNF Virtual Network Function

WCDMA Wideband Code Division Multiple Access
WCS Wireless Communication Service

WebRTC Web Real-Time Communication

Wi-Fi Wireless Fidelity

WLAN Wireless Local Area Network

WMM Wi-Fi Multimedia

XR Extended Reality
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Additional Information

5G Americas maintains market information, LTE deployment lists, and numerous white papers, available for free
download on its web site: http://www.5gamericas.org.

If there are any questions regarding the download of this information, please call +1 425 372 8922 or e-mail Anushka
Bishen, Manager, Social Media and Communications at anushka.bishen@5gamericas.org.
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