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1	Decision/action requested
Approve the pCR to TS 33.703
2 [bookmark: _Hlk106339329]References
[1] TR 33.703
3	Rationale
This contribution proposes the editorial change to clause 7.1
4	Detailed proposal

[bookmark: _Toc104221074][bookmark: _Toc49376112][bookmark: _Toc48930863][bookmark: _Toc56501565][bookmark: _Toc513475447][bookmark: _Toc164754140][bookmark: _Toc151726809]*** Start of 1st Change ***
[bookmark: _Toc207827755]7.1	Threats
7.1.1	General
Most of security protocols used in 3GPP systems are specified in other standards development organizations (SDOs). In case that these protocols are not updated to use PQC in other SDOs, the 3GPP system may be vulnerable to attacks based on quantum computation. The clause 7.2 contains all of these protocols identified and potential solutions to address the issues.
[bookmark: _Toc207827756]7.1.21	Protocol #1: SUCI calculations
Editor’s Note: If only SUCI calculation is considered, this subclause may be removed. If other protocol, e.g. MIKEY-SAKKE is studied, this subclause is used for each of such protocol identified.
As per TS 33.501 [4] and Table 4.3.2-1 of 3GPP Cryptographic inventory 3GPP TR 33.938 [2], the SUCI calculation is done based on ECIES scheme. The ECIES is specified in the SECG version 2 [9] and [10]. 
Since ECIES will not be updated by SECG with PQC algorithms, 3GPP should study alternative solutions for SUCI calculation due to post-quantum threats to existing ECIES scheme.
*** Start of 2nd Change ***

[bookmark: _Toc207827758]7.2	Solutions
Editor’s Note: This clause contains solutions to update 3GPP defined security protocols (for example SUCI calculation) to use the appropriate PQC algorithm, if those protocols are not expected to be updated by other SDOs to use PQC algorithms. 
[bookmark: _Toc207827759]7.2.1X	Solutions to Protocol #X: <Title>SUCI calculation
Editor’s Note: If only SUCI calculation is considered, this subclause may be removed. If other protocol, e.g. MIKEY-SAKKE is studied, this subclause is used for each of such protocol identified. 
[bookmark: _Toc207827760][bookmark: _Toc145075115][bookmark: _Toc145074911][bookmark: _Toc145061650][bookmark: _Toc187324514][bookmark: _Toc145061447][bookmark: _Toc145074669]7.2.1X.Y	Solution #Y to Protocol #X: <Title>SUCI calculation
[bookmark: _Toc207827761]7.2.1X.Y.1	Introduction
[bookmark: _Toc207827762]7.2.1X.Y.2	Solution details
[bookmark: _Toc207827763]7.2.1X.Y.3	Evaluation

7.2.2	Solutions to Protocol MIKEY-SAKKE key exchange
Editor’s Note: If only SUCI calculation is considered, this subclause may be removed. If other protocol, e.g. MIKEY-SAKKE is studied, this subclause is used for each of such protocol identified. 
7.2.2.Y	Solution #Y to Protocol MIKEY-SAKKE key exchange
7.2.2.Y.1	Introduction
7.2.2.Y.2	Solution details
7.2.2.Y.3	Evaluation


*** End of 2nd Change ***
