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1	Overall description
SA3 thanks SA2 for the LS on issues related to support of IMS voice over NB-IoT NTN connected to EPC (S3-253118/S2-2507636).
SA3 has discussed the following question address to SA3:
Question 7 (To SA3): Considering that in the context of alternative solutions documented in TR 23.700-19 for the support of IMS voice over NB-IoT NTN connected to EPC, a specific SRB (i.e. via a dedicated EPS bearer for Data over NAS) will be used for transfer of voice media packets only, is there a concern to eliminate the 5 bytes of NAS layer security overhead? 
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Answer: The majority of companies in SA3 were not in favour of allowing non-integrity protected voice packets to be sent over NAS to the MME. Hence there was no consensus in SA3 to eliminate the 5 bytes of NAS layer security overhead.
If the 5-byte security parameters in the NAS layer, which consists of a 4-byte MAC and a 1-byte NAS COUNT and KSI, is removed, it implies that the NAS layer no longer supports integrity protection (i.e., no MAC and NAS COUNT) or encryption (i.e., no NAS COUNT). 
The absence of integrity protection is against basic integrity requirement “All NAS signaling messages except those explicitly listed in TS 24.301 [9] as exceptions shall be integrity-protected.” as described in clause 5.1.4.1 of TS 33.401. Besides that, it also raises significant concerns for SA3 about potential DoS attacks on the network. For instance, malicious UEs could send NAS messages containing voice data to the MME, and without verification, the MME will forward this data to S-GW and P-GW, potentially causing DoS attacks across all network entities involved in the voice data path.
Similarly, without encryption, SA3 is highly concerned about the lack of confidentiality for NAS messages, which could expose user privacy information, particularly given the extensive coverage of NTN networks.
Thus, SA3 does not support the elimination the 5 bytes of NAS layer security overhead.
2	Actions
To SA2
ACTION:   SA3 kindly asks SA2 to take into account the above Information.

3	Dates of next TSG SA WG2 meetings
TSG SA WG3 Meeting #125	2025-11-17 ~ 2025-11-21 	Dallas, US
TSG SA WG2 Meeting #126	2026-02-09 ~ 2026-02-13 	India(TBD)
