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1
Decision/action requested

Approve the pCR on new key issue for TR 33.771.
2
References

3

Rationale

This contribution proposes a new key issue on key hierarchy.
4
Detailed proposals
Start of 1st Change 

5.X
Key issue #X: Key Hierarchy
5.X.1
Key issue details

The AEAD algorithms differ from the current set of algorithms as they use a single key for both encryption and integrity protection. However, the existing key hierarchy does not include single keys to be used by AEAD algorithms.
As described in clause 6.2 of TS 33.501 [xx], the existing 5G key hierarchy is derived from a long-term key to NAS, RRC, and UP keys. These keys follow a structure where two separate 128-bit keys are used: one for encryption and the other for integrity protection. 
In contrast, AEAD algorithms utilize a single key with length of 128 or 256 bits to perform both encryption and integrity protection. 
The key issue is to study how the key hierarchy needs to be enhanced to cover the key need for the AEAD algorithms. 
5.X.2
Security threats
Inappropriate key hierarchy can lead to breach of confidentiality or integrity.


 
5.X.3
Potential security requirements
The key hierarchy needs enhancement to include keys with length of 128 or 256 bits for the AEAD algorithms.




End of 1st Change  
