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1
Decision/action requested

Approve the pCR on new key issue for TR 33.771.
2
References

3

Rationale

This contribution proposes a new key issue on operational sequence of AEAD.
4
Detailed proposals
Start of 1st Change 

5.X
Key issue #X: Operational Sequence of AEAD
5.X.1
Key issue details

The operational sequence for the AEAD algorithm follows a specific pattern: first, encryption is applied to the plaintext, transforming it into ciphertext. Subsequently, integrity protection is performed by generating a MAC from the already encrypted ciphertext, a method known as Encrypt-then-MAC (EtM). The operational sequence for the AEAD algorithms is specified by ETSI SAGE, and it is transparent to 3GPP.
In the realm of NAS protection, this sequence aligns with the process utilized by AEAD algorithms, adhering to the Encrypt-then-MAC approach to maintain the integrity of the data after encryption. 
Conversely, within PDCP protection, the process diverges from AEAD operation. Instead, PDCP employs a MAC-then-Encrypt (MtE) strategy, whereby integrity protection is performed first by generating a MAC from the plaintext, followed by the encryption of both the MAC and the plaintext.



5.X.2
Security threats
N/A.
5.X.3
Potential security requirements

N/A.

End of 1st Change  
